UL

; e3edyt t ubv@w-x6xTSyq{ ?-uvuvur Background Parsing A Packet Header The
|nvent| on rel mmnl ng a packet header. 31 JUL 2003 Referrijg oa@g.
1, a server mn“mw“ﬁ icate with a client &0 by transmtting 2 ﬂh—c S
8, or frames, i nformation over a network 18 pursuant to a network
protocol . As an exanpl e, the network protocol may be a Transm ssion Control
Protocol/Inte (TCP/1P), and as a result, the client 10 and
server 12 nay mmmmmmm,mrot ocol stacks, such as TCP/IP stacks | 7 and 19,
respectively. For,fhe client | O asl’ﬁﬂ_&ﬁﬁgkﬁa_.gﬁﬂe TCP/ | P stack 17

conceptual Iy divi des the client's software and hardware protocol functions
into five hierBadkigtamad | ayers 16 (listed in hierarchical order): an

application | ayer sport | ayer 16b, a network
| ayer 16c, a data %ﬁh%Yegfg?r%ﬁtgﬁgségﬁﬁﬂgf éFa ayer 16e (the | owest

| ayer). More parti cRéfetiny to Figel,phugsiecH mhﬁy@ﬁmﬂxﬁﬁatéymih%ﬂlileﬂt 1078} ttemitting
hardware (a network 15 20 cor}l'ril%t_ol | er, for exa 3 t hat establishes

physi cal conmuPAS¢EE Bo¥ fiames, ﬁ’%act’\RBPKerfS‘eW”Sel PPEUAH O A RETYEERIOIACAL As an

signal s (05‘ a BRINK, kheetvworR proiotdl mhybk £2F8smiiioRiCoRtrbl ¥BbiobBINGtetRt PRRocol
packets 8. The@p é sical |ayer 16e recogni zes bits and does not recognize

packets, as th % 4nd gk 2 mylérﬂwq@wnb@rmrswer h? may implement. protecelisiagksysushes |

the data link *réi‘ﬁﬁ sljagg 1t7yaﬂhqglxje§>e!:tﬁ'e§'0t1:|3r @hesc(?le;l | e(ﬁ% ﬂ{l]%al:h%ﬁeg ?C&e’ﬁ?ﬁéck

that may, for transm ssion purpose ause the ¢
data to be trahdeincepualiyriradesthe plirpkesofiv@re ﬁmrhaqugcsesocof ﬂmetsmsvmtn@ve

packets 8, t heh QA idal ﬁ?ﬂjé W ste’cﬁﬂ pm?h %ﬁg?dléﬁc glrﬁnr H@%‘cpﬁ%'(@ gf@%@@e hilfest

client 10 to determ ne eqgri

determ ni hg i f laybm, atranspumlqumaék,etrxetv&rg@nyer Hid, y date hihb tayet 6dpmediedhiysieal layer

formats and ifléh@gﬁata he packets conply with cyclic redundancy check
(CRC) codes or t O‘é’F Yorrection codes of the packets. The data |ink

| ayer 16d may al so mfe‘pmmuwlm 8 physidal ByérNGe ryficallpehorsdek hraware (4 Gerwork
typically is a software | ayer tElhat S responS| bl e for routl ng the 25 %0
packets 8 over c?"ﬁré’“ﬁ’ef%?‘WTi@ sy sieplisBesRilysisp! copmpmpation, With 1R perworl 1 8 by

typical |y caus@gnetdig@hd RB&ivihE sighals fonl atiervadidd vdﬁ:csqdm i RfNBE bit BhOEMe vplikR)

addresses that identify entities that are coupled to the network 18, such
as the clilént Padkets g Theahysiqallayerise re?‘l’l%“%elséﬁéﬁ?ﬂ?“FQ?’e‘Fc%b’-etP?ﬁie@aH ‘93 fada g

sof tware | ayer ;hRgler HdpeFoeishidighctiod. 1BYRE rAh8Ihe Adtatiak 138} 6 laauy is both
transfer between two engpm nts and may use sequencing, error con

general flow c@fpiware gad hasdways layer hatgnayefof sTapenissien purypsss, FP‘&%‘FS‘WIFHH Wer
16b may cause bglﬁ%ag hEBhta iPbd t?an'sx'i’imeﬁ RO thePackekss. g%%g'es of P&f'elvfxﬂé?ackets 8, the

protocol, such'as The TCP protocol or a User Datagram Prot ocol
exanpl es. The &pfpllink dayerovfdragyens angther examplel, Fyuse ﬂ@lcil@@slori@ﬂmna@phmemw%s

that. upoppexegLt: dat a
of the pa?get sﬁ% lh%?l?egg&ﬁgs?{wlgg ehﬁgﬁgm%’%gfcga: gdac e%é]ge’{r?gﬁyﬁ':c\ég Bﬁg an I P
header 20 that predefinedtfernate ard ifthe Adtepfthe pankemsomply withueychc mardndmsy chreak (ERC)
| P addresses f Wads %?otﬂg'cé%g' ch‘rech:glr? co%%s?gfptfme §acﬁ(@¥¥. The data link layer 16d may also perform

address filtering,.
The network layer 16c¢ typically is a software layer that is responsible for routing the
25 packets 8 over the network 18. In this manner, the network layer 16¢ typically causes the
client 10 to assign and decode Internet Protocol (IP) addresses that identify entities that are
coupled to the network 18, such as the client 10 and the server 12. The transport layer 16b
typically is a software layer that is responsible for such things as reliable data transfer
between two endpoints and may use sequencing, error control and general flow control of the

30 packets 8 to achieve it. The transport layer 16b may cause the client 10 to implement a



include a security header 23 that indicates a security protocol (e.g., an

| PSec protocol) and attributes of the packet 8, and the packet 83ﬁaeg] 0

i nclude a transport protocol header 22 (a TCP or an UDP protocol Jieztﬂ as
exanples) that is specific to the transport protocol being used. As an
exanpl e, a TCP protocol header mght indicatz-a TCP destination port and a
TCP 10 source port that uniquely identify the applications that cause the

client 10 and $edi¥ehrolczol, Quid ANBITEP ?modoﬁslei VertTiHRagPA¢ KRk o B Casha i fles. 8
may al so include a data portion 24, the contents of which are furnished by

t he source applheanpliortiondayerd 6 ryaicaly imBideseatwprk appbeptipus thetnenopsreagtion, cause

pur poses. ,. , 3 h N9, i : TCP protocol header
22a may i ncl udﬂelggﬂﬁﬂe? gg%%'grf? %ﬁe{t lﬁgllrléggattﬁ&s(ﬁgﬁé&ﬁg&source port address
and a field 32 thatRdferdng & E. 2,laayfiCGR pdéet B matyimiuqeont!P dekdlerkthatAnditfiersuch
field 34 qf the.TCP.protocol header 22a i.ndicate, ,a s ence_nunber that
| sused 10 conbarariPiR BE Sl Shel TP g S S ued e AP AR Bt
that have the igéelige 4 Rcaddrasae3 that idsqack skayiey proaich! (ad( & FrS26 prfidtol) and
security attributes are partefgf the sane flow, and a sequence nu

(described bel BWPuienaf hspacket feang thifcrackit 8maypelpds s pnspyt ﬂa&s%kheggﬁ-?ﬁﬁ@’

flow In this seanspe Fo'?@coﬂﬁéa@er?ﬁ&%m@fes{)ﬂﬂ@t i€ buMTERY 1R 9raf §RHGAS1b) b¥ing used.
nunber ed even t hough Fhe data bytes may be divided anong the di fferen%

packets 8 of tHe apiegqwplvc: BER arawdobheader mightindicate ¢ TEP dsstinapien rapangrot el of
header 22g ”ﬁysduFEi'&ﬂ%ﬁg?m@%ﬂ%&%ﬁﬂ@?ﬁ@&ﬁ% tl:uﬁi@ﬂk% iﬂe%ﬁer%thga d fepler Y4

number of the next "packet erefore, ast byte of data in a
particul ar packasmtsng repgivedhgpacketsifinbbe pasket 8ro@oalso nplade 2 fuia patiore?rs ghe

number for thig i Se hihed ég&% I'JZali‘i% Tt fié’tv% thd? jsd f3€q R X
packet 8 of t heon?%gw. & % pr of o%'gp ea%zaltﬁé a 1rlr’ay Frelude a fi eFd 28
t hat i ndi cat esergr¥psingphrpofest he header 22a, a field 44 that indicates a
checksum for the by in tge eader 22 n?c fi eflplhé that indjcates
control and status RTEEEE BaIe S RiBeE T hid FTaPa R0 NS PRAPEAPS R TRg 0
t he 30 patket fhaimdiches fhieTSIP iurce @sit apdredsand 8 Hiefd 1 tparnidicudsalie TCowestiAgion
anot her exanpl e t%ﬁ field. 40 i t%i e whether, or, not .a,.particular
packet 8 carri Bt AMETOWABBEREAES A PEPRAT GROCRRLPIET SRRt BICRE? OB or
"handshaki ng. " miibdr fiha$ i9 B0 & conddicratdrBeeiv «dgda e ofaf aksotiatey PowaPhdked @akatnot
31 JUL 2003 -3 . .
have the same IP addresses, transport layer port addresses and security attributes are part of
the same flow, and a sequence number (described below) indicates the order of a particular
20 packet 8 in that flow.
In this manner, the data bytes of the flow may be sequentially numbered even though
the data bytes may be divided among the different packets 8 of the flow. To accomplish this,
a field 34 of the TCP protocol header 22a may indicate a sequence number that identifies the
first byte number of the next packet 8. Therefore, if the last byte of data in a particular packet
25 8 has a byte number of “1000,” then the sequence number for this packet 8 is “1001”" to
indicate the first byte in the next packet 8 of the flow.
The TCP protocol header 22a may include a field 38 that indicates a length of the
header 22a, a field 44 that indicates a checksum for the bytes in the header 22a and a field 40
that indicates control and status flags. For example, the field 40 may indicate whether the
30 packet 8 is the first or last packet 8 of a particular flow. As another example, the field 40 may

indicate whether or not a particular packet 8 carries acknowledgment information that is used

for purposes of “handshaking.” In this manner, an acknowledgment packet typically does not



(but may) include data, and the receiver of a flowtransmts an

acl cnow edgnent packet after the receiver receives a predeterm ned nunber
(two, for exanple) of packets fromthe sender: In this manner, tRd NecHilpt
of an acknow edgnent packet by the sender indicates that a predeterm ned
nunber of packets were successfully transm.tst.ed. The TCP protocol header 5
22a may also include a field 43 that indicates a nmaxi mum nunber of bytes

(called a "w )t t - oo
cknowl edgment AR Hios oo S leo o TR ol B AL SOl Pl ater
successi vel y nbececeize. re@ivee p pfadeteusined munphes $ivel, for exanuiie)ad packehseftds tha skndet.d

44 and an urgent..pointer.field exanples. T rgent poi.nter. field 42
i ndi cates an gpflyg{nap?edﬁhg H&® h‘?ffa&r??ﬁ?é”g%%n%ce&?%‘ﬁh%@ Lh?:ﬁgseﬁg?rdﬂdlfﬁtﬁsetmt ddat a
is located. 1Grédetamiredammber,ofpadiewarde flrasssfusly aanogitted. eThe/T CIpidictol header
transport 16b and networ 6¢c_| r.s,. when executed by a processqr of the
client 103 typ%%a?*}yw%?daé RO fhghndiggics g MEX fnﬂ_ébﬁr bygnfea ¢ hat is
i ndi cated by tQgnidwh) dePiheRRIdEMay Faksthif RSdrk rdcRivihgamidicki AN e gritnPp AR & thA 20T
t he packet 8. However, the execution of the_ software may introduce del ays
that inpede t Heastdiaates eane efthobyipavresuccgsshieiwnsesivedh@ther fidds arepossitle. siach as
server 12. 15 T i I DAL f
the probl ems <l oo Eboue BmAElist PbanDERg. S o Refles
for use w th andicatesieresifssyfom the qureniceguenecrimbengt whighuigent datads lacated.udes a
header. The header |ndi : 2 cteristjgc.that is
associated with a I‘{éé;%{re g’%‘sgﬁ" %?ﬁ(‘)‘!tag%%%t lg%a?:‘ége%'tr@kghzfctﬁaélfpcirgsfép}))aarngéﬁ{wvﬁﬂf }16ca
net wor k cont r olayes, wienext¢cngedbytalpeocebsar afthecliesit i ¢ (tgisallgrdusehitheleliag| 16 16 parse

passed fromthe network control.ler. to indicate the.characteristic(s). I.n
anot her enbodi ‘ﬁ'ﬁm%,’m%ﬁﬁm& 515é’fc{j%a?‘?dsbydg%ﬁm\%/ﬁcf’Lhcéé%gr?tﬁ%g‘éﬁm’é?§‘% Vﬁ“{agﬁ’%’c?’@ng
capabl e of exegfitheé pkeidd. tHBVeethe@x piutbn 60the séfbedte indy todace defdys ki@ fhpedd the
characteristic of a, acke}. ghe §5 agrﬁ)&‘rea}.us incluydes an interface and a
circuit. The iSRPUPieatiop of packers 8 fepwy &1 103Rd PSSR 12and t he packet

i ncl udes gs header thals, hadiisPéREntiREnedas addredsiohié bihén: of HRSré¥iEmhsléthied Soove.
adapted to parse the header to extract the characteristics) of the packet

wi t hout causing the conputer to execute the software and process the packet
based on the egﬁ,ﬁﬁg_llt‘\{ed characteristic(s). In yet another enbodi nent, a
conput er systemincludes a processor, and a peripheral 30 device. The
processor is adapte@qnée@k@‘gﬁ*le@@@ﬁlw&o’bfa raethed fRbRde Vet tompyta sysiget  at

| east one char gefQLd x%&éiﬁn?_& 2kPARKGheudED & hPRRK SFhel HAGd Y BT aft s BERER bnd hat
i ndi cates the characteris |g(s). The peripheral device i1s adapted to

recei ve tHe padhesactensdc aris esspeiztedwitt @layenoiamrpipet! stanle ThespacBellis pygd with a
characteristic T I Al th IR B rik e8| AfaR { t .
partially procé@o{mégﬁgglﬁé‘? aasetg g‘#t%&%ﬁ@’r%@tted CEES%{%%%% fgﬁ?c srﬁetwl??rﬂit ef
Descri ption O corwellPriawidicptesthethpracteristic(s). schemat i ¢ di agram of a network of
conput ers accordi ngyt he i rt. Fig. 2 1S . a.schemati i agr.am of
packet transmtted 15’\,33‘? h]te%eer%]oggﬁ \/\%fr%l’kéﬂsa gg\ﬁgmsl % uﬁdg\.%ﬂﬁ go‘.;n%ﬁ?rgy%%mi%faﬁﬁsc aé% on
of a protocol htadentingfsofrarepéie tocof stdekgo eddracHat deastbone shaacaisamaf & padietagham

of 2 CommULer  sick S ASKRNDhRg e AR TR, TP el b LRYERL R LS
i I'lustration obnditht paciet iniplhéesitheaded thanindizaws the oharidieisies)VOTbe cirouit isalibpeed tof
9.5 o o BSehemmiic diagtam LLLUSL LAl g, LS, (LANSLer 12lc Raske,
execute the software and process the packet based on the extracted characteristic(s).
In yet another embodiment, a computer system includes a processor and a peripheral
30 device. The processor is adapted to execute software of a network stack to extract at least one

characteristic of a packet. The packet includes a header that indicates the characteristic(s).

The peripheral device is adapted to receive the packet and parse the header to extract the



Fig. 8 is a schematic diagramillustrating the transfer of packet data
between | ayers of the network stack of the prior art. Fig. 9 is g{ﬂfhﬁwz
diagramillustrating parsing of packet data by a receive parser el][]ﬂ
network controller of Fig. 5. 20 Figs. 10 and 12 are fl ow di agrans
illustrating operation of a zero copy parserdef the network controller of
Fig. 5 according to an enbodi nent of the invention. Fig. 11 is a state

di agram i | | ust cpdrhdi€is@p@Yy. arﬂe@aﬁﬁmermzaevie@is\&%l@ds@m fo0dt &kt wakidtiyGrodess the packet
according to an enbodi nent of the invention. 25 Detail ed Description
Referring to Fibasedan thaexapelediiprasterste(df a conputer systemin accordance
with the invention includes a network controller 52 (a |local area network
(LAL~ controller, for exanple) that comunicates packets of infornation

Wit h ot her net Buiek BdscoptipuO&FhesDmmenes via at | east one network wire 53.
Unl i ke conyenti onal che r [ [ 0 contxoller 52 i
adapt ed togperform 1F &r]té??%%gg@%gctaq%gb%t% {/%%’%glloﬂ()e/é%npnﬁg%ésrﬁcg%rdbnf ‘8?‘&%’855 ‘or
54 (a central proce§i. 0gs asvheméticRiiBgrah of a packaptrapmitiediovexihe newsrloshewarin Figl e
sof tware Iayerg (a network layer and a transport |ayer, as exanples) of a
networ k protocat stack (a TCP/IP stack, 31 JUL 2003 _; for exanple). As
an exanpl e, these f gnpeBiioasilloaatibonef distetopalitehdy ohB@gREket of Fighgoni ng packets
to obtain characteristics (of the_ packet) that typically are extracted b
execution of the soft8ndn®? fagBatc diagem oha FYUBREET YFIERsAccPTAing ip An empgAiment o
identify ap apphd §dddgeRp. that is to receive data of the packet. In this
context, the term"application" may generally refer to a user of one of the
protocol |ayers (| ayes S i9a schematioiiagram g6a psaiept ecsyrollenaf Fig 4 hi s
identification by t ¢ . r d
not a software Iaye?‘?gc'nIca Q% %gmg%tgdg%l B%g&g%cstt{j%géﬁ%}?@ %fﬁggﬁtghxg(% g?éﬁo*&g?ﬂe
packet data toFagWuffer (in a systemnenory 56) that is associated with the
application. As ar t. i o t
network 10 controll gfgu ?és g%ﬁgl?lﬁec (géé%g%%%nﬂtqgg&ﬁgé%tqiégefgggS%lglﬁrigqgéﬁgn
nore effi cliSent |lemtweenaneofthy invgama, as further described below. Referring to

Fig. 5, the network F‘i\'é) %tig 9 lsgh(earl;lat?czdngHer Iil[l]ucs{rgtgneg ttﬂg {rggs\k%err%f pgclf(%p daz%g béirwge% g}lle\r/seof

the network stack of the prior art.

Fig. 9 is a flow diagram illustrating parsing of packet data by a receive parser of the
network controller of Fig. 5.
20 Figs. 10 and 12 are flow diagrams iilustrating operation of a zero copy parser of the
network controller of Fig. 5 according to an embodiment of the invention.
Fig. 11 is a state diagram illustrating operation of the network controller of Fig. 5

according to an embodiment of the invention.

25 Detailed Description

Referring to Fig. 4, an embodiment 50 of a computer system in accordance with the
invention includes a network controller 52 (a local area network (LAN) controller, for
example) that communicates packets of information with other networked computer systems
via at least one network wire 53. Unlike conventional network controllers, the network

30 controller 52 is adapted to perform functions that are typically implemented by a processor 54
(a central processing unit (CPU), for example) that executes one or more software layers (a

network layer and a transport layer. as exampiles) of a network protocol stack (a TCP/IP stack,



path 92, to performfunctions to process packets that are received fromthe
networ k. For exanple, the receive path 92 nmay include a receive parser 98
to parse a header of each packet 15 to extract characteristics of 1tk 2003
packet, such as characteristics that associate a particular flowwth the
packet. Because the receive path 92 may be r®cei ving i ncom ng packets from
many different flows, the receive path 92 may include a nenory 100 that
stores entri esforemzhh}da) fAscnweb(arpblesthdsé(]’uncEanm{ay quﬂclpdrsing héhdansiocﬁu‘m:loming

identifies a flow that ar kcontrol er 52

further descriB¥dH& Wmtciﬁ%“??’b‘&& fﬁg] @éf‘@g ﬂw 1?' Iaf?\ﬁxfrﬁ?ﬁ?‘Jegv i’ﬁfﬁuwf@?
20 changed by tdrevddé Rg@&ssor’' s execution of a driver program57. The receive
parser 98 may use the stored flow tuples 140 in the foll ow ng nmanner.

First, the receive pat<@rcEBstiasinipInaridenify An ppriicaRanoha) 1500eqes  ecdsiaiithe
parsed i nfor mahaak@t h am &&h@exk Wgame&foh Wat Berdehy L OMoL aqﬁéxeo?o%égfihe

deternmine if t elncomng1 'owis one of the fiows indicated b éthe [ ow
tupl es 140, i . profocohlayerefayeye!.Ba? set- aeaxamlesa nDne&p this identificanian 28 thegsitwork

hit," occurs. 4

pac ket s that aruenn:tbgfg%%,vﬁk 4’3 Fh‘sr{lﬁggﬁf%n& g‘ﬁé Sg’?ﬁm?ﬁ ?E(;:ﬁ?{ sk g%x’ t(ﬁé&ﬁﬁ
control | er 52) cornpl ﬂiesmaﬁemfeh;espztcm dptaackebuﬂﬁas{md sgstemhnaemmy é&ltbd i$ hsmmatad;
further descrlbbﬁg B/ Ref rlng ng g r}fbowtu&&e 140

i ncl ude fiel ds"#H4Ee PREFAPY *ERETS Ef’é SsiffaB%e b a‘dé?P? BSOSV eFY n%"f’én
exanpl e, 10 soesntRMeOsH ﬂﬁﬂhésysﬁfm thémnsdy 56neayaiketlfg tidfe dhll @wrd enpkiestyl 44 m@ayorbe
associated with a Transm SSI on %gntrol Protocol (TCP), a User Datagram
Prot ocol ( LTDPFPa§e 23 fusther desemiedBeloNs port Protocol, as exanpl es. The flow
tuple 140 may incl uslefcmgnem k 4Be h&abrid d’tbdir@l&tr3§nﬁ0 indlide haivaly, SicBGRla rédeR):
destination address (i 3 7 JUL 2003 -6 the address of the conput er
systemto r eceiP%l? %Ehe Pﬁﬁﬁe%f“}’c“%{‘sf‘? RIOEFSE Racketh At TR ARCE R §OmNPg ’Fﬂ‘é’%‘r der
address (i.e., fhgy8da Ry auagfﬁapmcﬁﬁe§Y&Eﬁ€b&9ert9@a@§méaﬁéaeernﬁ%mtaack@
field 146 that indicates a TCP destination port he address of

appl i cati df t ha exieiasdaragenigicarf bn pesket, AReh38 ehasac)eristicsfthas jagsoqia arpagticular flow
indicates a T (o] h

o recel ve. t he Sadorkas Bredpe Bracs e pRAORERY 1P e Nhe TR EbAcRD ok ik ©
attributes of tdrf&rpa@bws,,thawdcxm sadle B2 inay inghade Awtemory Hibakat (s®Ris)enfrieg] adlldédbRow
that may be us b h 0, ent | ecur

f1ow tuples | 48\9 syl4be%§c§'xsiggéf gﬁ\re dl%ﬁ%%xﬁ%lgﬁ%eﬁqgﬂé?a \Afgo IhXt 1‘3{0 be O:fa:s%dfb(kj%# ne%orﬁ
User Dat agram I'éomtcdtcosz (ADRYtherf describedhglbwe, the ﬁowsmﬂmetmbbyi ilrghhsupleh &40 maﬁbe/e
parser 98 gay use aigu &et co;‘sogsgxecunoovl\l/c}fa%l Lo 140 195 :}0 identify a

parti cul ar2 9 b ar?ﬁ?g | SO eSS dh et the recei ve parser 98
may use the f| el ds TA2 recdisOpate 98 miziytuse thdemtadfﬂo“auf)llegwam}Iﬂee”ommno,ﬁsanner

d i bed furt | . the fji ds. 142 4 146 148
Conti v speci o fasBevsiriset A mET o ek v Bie oty 190 GiSmpa gt paermaton

references to m%ixﬁomw&tpﬁmtzmm\smree m@toejacéedmteonbememmglm Bhy
15 and are not t ended ollmhb ope of the invention.  Additional
flow tupl es 146¢ 6 stigretb the A 1 €0 PR EREEET TSt 9BRTeE i 9™

140 may besr enqyge hitr @%qufmawrwaﬂs@owuas % equive pes@f%tnh;g pdfsw@dket%rmw
57 by the processor 54. In some enbodi nents, the nenor al so_ store
i nformation fi eswsiatedvitethe Qo aod then qirGusly (Bé‘h5§%167€9i”5*t W@Hoarqsaﬁthenﬂcmt
flow tuple 140 godh JBNe bdckkdadicy, af RithERERILEd bdoiandl er that identifies
(for the 20 network protocol stack) the flow and a pointer to a buffer of a
system nmenory 56, aRefarinhaso Wdig6i trohl flpwiteple 140maiaclpéafsldsehpadesfy 98
recogni zes (Vi

| ncom ng. packet HRei el HEriud Hk Gy il WorhCainatiidl Rt b ditk
I n some erdfodi nfbow Biples 140 mey bé assoqiacdseith QgranaylssdematoéP(thmb(tTlﬁ?é’t) cWUsezuitry
of the network control event aII t et wor k ck)
recognition of Heerp th%oig‘gééoééq{ea 8 Eg#{téﬁ tg?oq’psefiar?plps g% kw%l%
det ect ed attri buoasayhclideas PA ket thatlifiditdies ahememmeprqacs @P) S8tigneanddress (i.e.,
recogni ze the flow, then the receive path 92 passes the incom ng packet via
a Peripheral Conponent Interconnect (PCl) interface 130 to software |ayers
of a network protocol stack (a TCP/IP stack, for exanple) of the conmputer
system 50 30 for processing. The PCl Specification is available from The

PCl Special Interest Goup, Portland, Oregon 97214. O her bus interfaces
may be used in place of the PCl interface 130 to interface the network
controller 52 to buses other than a PCl bus. In sone enbodi nents,




31 JUL Z003 _7_ the conputer system 50 may execute an operating systemt hat
provides at |l east a portion of sonme |ayers (network and transport |ayers,
for exanple) of the protocol stack. In sone enbodi nents, even if traq JUL 2009
recei ve parser 98 recognizes the flow, additional information nmay be nee(ged
before receive path 92 further processes th&4ncom ng packet ~2. 5 For
exanpl e, an aut hentication/encryption engine 102 may aut henticate and/or
decrypt the dafdaddesst oPhe @bmpiter JyReRIth Agteiva EleSiacaR adie®N] 44N 8at iRdie4 188k TAN
that is indicated by the IP securit¥ header of the packet, in this manner,
if the IP seca@vmya@aﬂéke-ﬂha?%%g ? FRIPPHIETSY a0 Farempibie packehea fipld dAP thyt
packet is encr he.: I I :

fat a por i on. HEcRee Lo e RS, P R ey ST pop iCitn i CREE Bipghal o
net wor k cont r dhé¢ pack&®, anfeg)d i 4fcthetdndigatksen/TGR sourge doau(ieh die adtiwsesf e fpdicaion
keys that .may .1 ndexed t didf associated.flo for e | e
Attt onal® kay B ERR B uis Ry e IR e dRPG B Eico Bl L RIRY Brine
execution of tpaekedydndarseurivgpaaméidy, indexd SEYi fadd NEP thaytRaynipe/usbé by erenemguikr om

the key nenory 104 t he.processqr's execution of the driver. program 57.
In this mannersySFP 8“1%3“8' chE® %ﬁ‘f' @éﬁeéﬁﬁiwntéglef L"élot MER efﬁ?‘f‘?‘&%l‘”ﬁ&’ other
decryption keynehborR@rotSdol, @thiad atUer IiR¥era Pst¥col (ADPY, Herexafipleengi ne | 02 may
submt a request (via the PCl interface 130) to the driver program57 (see

Fig. 4) for the keyn spme embedimgnisdhe repqine pariey &8 m3y 3g¢ aﬁ%?,of\ikf’gfﬂp%we}?dﬁeép

by the prressQint¥da phRXuGARIGE FdiexRhPE SR $6he Bhbb@mieHis s RectNE pkiS 98Mnay use
response to the re%uest and interact wwth the PCl interface 138 to store

the key in thehggldppsdly0 apyl 52 e ideghiey 2fove Mpbsditreht descrifedifigheg bglowsthe fields
unavail able (iy@8. i il adals: RVET or
is not stored 1I% %%’féhﬁ%ikf’%ﬁﬁ%fo%@%‘ﬁ%h@% ﬁ%@i@‘ﬁ | négrggﬁ' ggﬁsggﬁ%i@r%g%yr ypt

t he data portifdlewsof the packet. Instead, the PCl interface 130 stores the
encrypted data in r t ] I i e r

g ') s that Sof Rdrargriamane spamc i ooyt AIOERR e AlbREGy o
execut ed 15 dexnwdygod ndtlretentizt ao Jimit theowo ofttheinvertion AddRibngidivketipled\ 40emayt tee

parsing, the processjng of t cket. by the.network . control.ler 52 nma
PReTude bypas TGS e deiony [ P e aine B M8 el Mt ap Pnde B e meapey
associ at ed wi t 100t e exvetitier df tie diivec pdograinaiiby the proessasid4e, In kéite EX@Ba&dimentatich
92 may include_a zerg co arser 110 .that, yia the PG _interface 13Q, .may
copy dat & assCEREPEH T S REFEGmAR B Hhindiagh S8 P bsgopeied willg
7) that is assggfiail@dion fupletine agPpby Hidica@Nfol ay:kiple, khahdibShitaadtifies @6y the
application may have one or nore_assogi ated buﬂ];éﬁ?i{ﬁs for receivi ng t he
packet dat®. TPREVBkaralorHglagldheliot prea RIS ARATISE 3 HeySteRemBOPP efs2sdlahe n
a virtual addrg&srisddafew. and the 31 JUL 2003 _8 operating system
reserves a nultiple nunber of physical  four kil obyte (g‘a) paf%]es for each
buf fer 304. The opelf&e ThgH wraren?SIceesnizss 63 e dowaupips M therfloyohayis pyfogated
particul ar applith ald Rfbnifg bitabt, tHeR 1RP&eive ¥aindD ABYAHAE fritRsHAE BackbO IR sbrhd)

t he buffer 304. As.descrl%ed.bel ow, to acconplish the direct transfer of
packet data frembedimeniatthprerei% AT PHMPR mdate (tp qther cygpifry oé theaetwarkeontroller
oper ati ng,gyst ?L:ﬁﬁéi% i: j : 3

net wor k c%ﬁt rollTer 5 ﬁﬁ?l??g? ag{gﬁg\ctﬁgﬁfbgocgﬁsé&g? R{Cﬁ%ﬁ%ﬁf?éﬁgh%%m%gd ?vﬂgiacat ed
buf f er 304 maypaticilainatkes andidptherclgteetdd byritues cd thsipadkeeti on for its sole use or

a buffer the operatj e et J
2ssoci ated i th oncl gl T  GLAER Sodkf 0B HPR SAM 01 Be B oF pleyhe
zero copy. |n irkemirgfacket ol eriphealdpermpatem dniéOomest (B whietfadeal3@rto saftwaegp

the buffer to the virtual .address.s t.h |icatiqn. The zero co
parser 110 use ayfrﬁénf]a|nswo%wa{08&tsgcg§a§§%ﬁj{?[ %‘a&hgog%‘ emq[ﬁﬁe cé’"?élre(r)syéggly&y
buf f er andocoPyortph@e]gbat@ ’Idi'cl‘Pa&Ebgtiﬁditim irs]haﬁbilaﬂtfffm Thd b€l &h@taghﬂaesm Grdupd
arrangenment of transferrin tainto.t uffers 304 is ta be contrast

to conventi onaf"’é’@?i@é&ﬁé‘rﬁq’gl h tperﬁtw "UE@‘CFWE’@Y {’t%‘b‘iegt”éplﬁ‘iﬁ‘ffé’i’espfglt’ﬁ'ﬁ’ffa‘ﬁrlgg
associ ated W t i fieradaiha nbiwdkk @RESNT 52 REbUsE PR d PUBSLS. PsoeithBiments,
packet 15 data fromthe network controller to application |ayer buffers, as
descri bed below. Referring to Fig. 8, for exanple, a typical network
controller 300 does not directly transfer packet data into the buffers 304
because the typical network controller 300 does not parse the incom ng
packets to obtain information that identifies the flow or destination
application. Instead, the typical network controller 300 transfers the data
portion of the 20 packet into packet buffers 302 that are associated with
the data link layer. In contrast to the buffers 304, each buffer 302 may
have a size range of approximately 1 ~ 1 8 bytes (as an exanple), i.e., the
approxi mate size range of data for a particul ar packet. The execution of

o S o S - . " .



buffers 304, the zero copy parser 110 may handl e control issues bet<veen
the network controller 52 and the protocol stack and nay handle c 3e@ %}lﬁ;e
an incom ng packet is mssing, as described bel ow The zero copy 3 b y
use a flow context nmenory 112 to store flow context fields 113 that
indicates the particular flows in which zero7copying is to be perforned.
Each context field 113 may be associated with an information field | 15

(al so stored i felcBfy B&P%&%cﬁﬁy BRURE Y sgé’rhnﬁ @&:Mht%ﬁées o %st%aﬁmn%f
handl es that are asgom dted wth the various ows i ndicated by the

cont ext fi el dssdmealagers (nsrwek anﬁﬁ@rsnm layers fméxﬁnmﬁb@ﬁ@sprotbml stagknpl e.
Referring to Fig. 5 e C r LVe
path 92 may 10 al solnlslr%& gue%gﬁ%%gr%ﬁ?ﬂﬁ }e?cggl%%%rs HN%%%%%@%) f?rééd?r%ornlales
106 to tenpor aiifoynasivn ray bhacddad beforegeqacketis 92 furtwgirotdees tececongng padieO32.

FILFO momor §(1 EFY S08Tnth PHESHES G PRTLTESts Rarm B RGP AFPYR

checksuns that gah oﬁﬂh%@dﬁdﬂdoﬂuﬁ{ﬁmmfwﬁfd&n the 6@ by fai it Qed B O P
interfaced to a PCl bus 72 via the PC interface 130. The 15 PCl interface
130 may i ncl ud&ecHRtEratad thegrekett Intlismapner, Haha IF sopumty Bragemiadicalss thaithe faja
used for purposesioRior iHedRDhithd pdiRetli AR, BRA KO é?:%nﬁflo’ﬁhﬁ Reskekey Jub&eh! ¥
into the buffers 304 or 302 (when zero copy is not "used Yn t hi s manner,
the zero copy eer dagar portign. may use one of a predeterm ned nurrber (si xteen)

for exanplg) of DMAgG ﬂﬁ{}g %é? (o gxggﬁae%éytté‘ﬁle'@@ggggi %n%%rk%oﬁ&oglgﬁfs?ﬁla} he

data into the appropri I'n” sone rent s
possi bl e for easudsfa kel enenivay hed @attsmrtﬁedlﬁfssobkeazsédt miey be admldtbwcthﬂ diffetond f er

304. However, in so nmbo ment s t I C st.ack d
zero copy par s &7 g? ﬂ%wsuféeﬁmfn@ r an%tfoélra h?eﬁg tvﬁj ae%%oocr)efdt“ln ghnsk(eo %' ;l)g{:‘??'e &
t he DVA engi ne pi&]:ssﬁﬂyemeucm df@h\ednvnupfogran( m)emd ‘émtxrgﬂcaymhe}) b@ﬂemharmmshe

for these transf ers nent s ive |nclud
addi tional cir o LS oSS eulo) SR B PR o7 PO P o o

t haL nmay rigcei \éﬁgxge ;Ie;r déiknr;rﬁﬁds@ﬁﬂm&)abicﬁﬁr tecoyptan kel walokstbred a1 thakey ﬁ@mm@elm a
packet is receive romthe net wire 53, In this converS|
circuit 96 pacKBgehe ergngiEmayip V%“Bﬁf%‘eﬂﬁﬁlaﬁil%%g‘é?r%gé) ‘BQ’E‘%&‘{C{)W’%‘“
recei ve parser (83 Fx% hig rarehenaiyk 1 ihisehdnnes (RQirRY plogra6OspivReh Hecgensy ke and
receive signals to/fromthe network wire 53. 30 In addition to the receive

path 92, the ndYORSFIET ShrmaysiaRsEheprorassPTioA AP fRTBIshthedey HaeRRsedo deeqnestapd

such as a tran%me;acp@mth%cxE@erfficammotst&bltmeg% PR&KPInemb e @or k. 1N
the transmt path 94, the network caontroller 5 includé a transmt

parser 1140 hatembedimenss, Fithe keyogunavyilsbledipy & ka‘StWi’éa‘P(l?bl? fromthedeyel postan
recei ve outgoi ng Racksiodatia tﬁen&y:n{se%r@mm%@ﬁ th ¥asiem @Chowﬁotfde&r%xttn@dam

header on the packets. To acco in some enbodi nents,
transmt par serpoman afitls pasketh @S%@d@@bﬂteﬁﬁwbﬁoéﬁw%b@emm date in aheader

menory 116. Be T ?h&ﬁz&g‘gﬁ{e of tﬂg sy@leﬂx%éﬂn&"}l S%r(sé(ellf?gy 45’?&’1&@9%%%1‘ 8ne or more

significant a
layers of the protocol stack may be executed to decrypt the data portion of the incoming

25 packet.

After the parsing, the processing of the packet by the network controller 52 may
include bypassing the execution of one or more software layers that are associated with the
network protocol stack. For example, the receive path 92 may include a zero copy parser 110
that, via the PCI interface 130, may copy data associated with the packet into a memory

30 buffer 304 (see Fig. 7) that is associated with the application layer. In this manner, an
application may have one or more associated buffers for receiving the packet data. The

operating system creates and maintains the buffers 304 in a virtual address space, and the



5 information (port and 1P addresses, for exanple), the transmt parser

14 may slightly nodify the stored header for each outgoing packe LUE
assenbl e the nodified header onto the outgoing packet. As an exaﬁﬂ mgﬁr a
particular flow, the transmt parser 114 may retrieve the header fromthe
header nenory 116 and parse the header to ad8l-such information as sequence
and acknow edgnent nunbers (as exanples) to the header of the outgoing
packet. 10 A cds;eed(ﬁulgrtyﬂagirmwwﬁ)mypleﬁmpwref siye b ioaBkilabite (KB) By ik each
net wor k header s e_out goi ngﬁ acke and i ncor r%tee t he checksuns inta

f
t he packet. Th‘@lf?q’ éh‘érﬁ{ e opgrai SHFOFIAIEE Eﬂf MR # BETFHR aRRlicaton

encryption engscnﬁaﬂ{z@aﬁametnmaﬁtterﬂaetaae@fttéarmmtﬂt@fa;s@@te the data of the
out goi ng packets. his manner, all packets of a particular flow may be

encrypted and/ or auﬁhé%t?ﬂ‘@@&itlé‘épwlt@a%@oﬁ@}dsh thadirges rassercif gakgt dBa fpmiihe krswork
flow, and ¢ he Nty f

124 11 sohe ermealEas b o Bt SR ne B B o Bl R prbdbellr S Yo EIREN
exi sting keys paytebéo tledicfwad comtrcrlbt éi)etiattwinitsnﬁ oneraf the huffers 364l THcriodig:hed he

transmt path fiel a tr C
al so incl ude oﬁ‘éfdﬁ hBe bgla ffrcrrearlr%’?:&es Qg% !ém%t;l/%ncﬁg ghlc’?%“?eh‘)é f uw” f the
packets thr oughpetristmgtswaam iahdgxatire idwork cpmralet £ tot bz-8eiciaddd vizith mmfﬂt& on

circuit 128 e.c toth Fl FO to retrieve packets
that are readyg’feg?ﬁ’teagﬁ 'affnw F“ﬁﬁff%@ggégf FO@?erIPé qlgﬁtﬂ§a{€h@€ggflgugﬁ t he
out goi ng  p@.cKebystenAGIElateR kd-tHap ARbuffeh® the Vienhltaddrédss dTAsSapphicatidal Tné grd he
network interface 90 for transmission to the network wire 53. In sone

embodi nent's, tREPYRAEST VIO wgs Hisdlopchandiedppssogigte Hierfamaswithy 2¢ra sprydai R andsopy 5
nore state MacheNRs difeBNingS bt iyt THELIHOS:- des@ﬁbéaxa?{iﬂ&é?ﬁem BPU&?FeEﬂ{ngatahﬁto
following functions for ‘each incom ng packet. In the followng, it

assured that t He Qydiersi 304 isie el conirastadrig cervsetiqnpleairangerpenisthe ppise M@Wedlate
However, the f

Refor r1ng Lo Fragohe %%%°é§‘€%w92#%e%ﬂ‘9*%§§’f*t%%?é“ B B e
of each i A&omi detafeerkée neoghranivellerae gpplicatdrolryes bifers, Etsldescrléedabw parser 98
may 30 determine if n r

indicated in di anond%%g’fr&atgﬁé agot% gﬁ?ﬁ%{gtl r%b%?yeh%@(r %5’“?@% *gtdlr)tée%}(?egﬁwlh
the receive pamnsfemcl:m;iatasmottheeau[ﬁ&rss@é bﬁmmlhat}tpmal zﬁmmctchetrdileaal@ﬂddeenot

determ ne (di anpnd 216) i.f it
occurred. 11 ngee eationtts BageiSth BngySitad et et s nF SR, copy
parser 110 t hatappiésafion. Masiesnd) t}&fty;paai lnetwm:]hemmnerago depifert € dan pohtomkof 2482,

O h ~~th i f t

o T bt 20, "C RSt Rl 300 Bl Bl B Rigleh WG SRS ST, Yt o

Sva| | abl e, themﬁffhxe 3De,caa¢h/mfmgebmtagmavma/st;&trarrkge gfgpﬁge?hta&@t 118 b@l&d(@l’a{xS
ecr tlonO t he et a.Slnlcae I N e e n cContrao

o ot o SREEF 8 ST o5 aPee ! GRE 15 RS RE Y DEker TIEe BESepBen Ol

i ndi cated in blieC#antPett 1ahér (bhqxelmeemr B@tsueeeqmdnﬂph@ocxtnhﬁhe AERIWE REdPRIpriad
may transfer contyol, to the zero cop arser 110 to Eer orma zerq CO%X

operation, as i3RBHGEHPRLANAFavIEs e d2"(92°b jransternsd frppythe Beffarhe02/a thy budists 3

oper ati on xsbl ock ZO@efexﬁﬁgeb&ﬁw@own R8N 10 thelcofd diB¥nal ArBfgehekt He&hBedibove,
packet checks, as indicated by block 204. In these checks, the receive
parser 98 may pbe POV ATKRBERIET SR 8y s The 2P0 oY Rerses § HTodypass Wit TTers & 03 andy
link |ayer. For r

| ndi cat es. e Py o e i B o e
(CRC) errors habis, beezerp ceny, pawrﬂ&@Pwﬁlgsi)atayge@rwe@nsnctlwm pEiho A CPlgatination
m ni muni maxi rn t he
length 15 of t RO CAREeraBREd Bl Helteiepurttt SBLE M aUHE BN PERA M TG,
of bytes. 3the riefoemum:mnséte t&Bdenrath:)’éCPmrrm}mhtmw prh‘@toltg;gn REP] destaragion port

associated with_the X r. 98 may
check on the siJaIUsHY ‘?Fféweﬁﬁﬁa%ﬁléctau g’&&;%ﬁ%&%‘ﬁb%gﬁ %‘Hﬁh f?Sﬂhe | P
header. det er m §prdpratebaffe03gaubetle ¢ivkekdaun Bekidedeankferiigantedatd pori@zss Heent
with a checksumindicated by the I P header, ensure that the packet

i ndi cates the correct I P 20 destination address and determne if the IP

i ndi cates a recogni zed network protocol (the TCP or UDP protocols, as
exanpl es). The receive parser 98 may al so perform checks that are typically
associated with functions that are perfornmed by the processor's execution
of software that is associated with the transport |ayer. For exanple, the
receive parser 98 nay determine if the size of the protocol header is
within predefined limts, nmay conmpute a 25 checksum of the protocol header,
and may determine if flags called ACK, URG PSH RST, FIN and/or SYN flags
are set | f the PSH flag |s set then t he recel ver parser. 98 may i ndi cate

o, b T r M [P — S o . o
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15 transmt an acknow edgnent packet back to the sender of the packet based
on the nunber of received packets in the flow In this manner, if tzm-ﬁmynt
exceeds a predeterm ned nunber, then the receive parser 98 may ei &
(dependi ng on the particul ar enbodi ment) notify (block 268) the driver
program 57 (see Fig. 4) or notify (block 270) the transmt parser 114 of
the need to transmt an acknow edgnent packet. Thus, in the latter case,

the transmt p : nt
packet, as no ggﬁglrs? é%’%%gergg%{pﬁ%f)sr%f?ﬁﬁ%@&ggﬁﬁéﬁgﬁgﬁg mg%ﬁgwa%gﬁ‘lgrgati on
| ayer. The recebmeolleass emd B8 ptataos sthakoang niaydiamde tdses windre ek in2 68ingrpa2kédist o

di anond 200 (see Fig. 8%5 t.o &gfﬂCk for another received packet. After an
acknow edgnent ™ fs fescpbed bWt od the recei ve parser 98 may clear the
count of received pagkets cbpy prirmapakd 4 Aek abntbttawmorp1 12 ®tstire 16w BHexn fehiat
illustrates transfer of control fromthe stack to the network controller 52

in a synchfoni 2&d theaindigates gherparticgler flgws imuhiek 280 GpyH1: iR togze pesformedy Eaghegomigxt
in Fig. | I . b S: i 1 col
Stack'is hand! Iep | Renaarsiaichuidioln bf RIS TRAR L1 (ol BRSNS R
recei ve path 92nereqrnil h2) that indicdiedl for sxampde. harrdlesthat ard assasintes withhthd ivamons Slows
al t hough the tr. . :

ni ti 8y handiBOrRg bR YBl SR AS heCb k) REUSSSH, bl
transferred to the Referongtoddgts, bedides tieZomipnndnis desambad elrovet thergpeive pak 62 nfag,

t hrough execution. .31 JUL 2003_-13 of t \vVer pro m 57 i nteract
W th one A8 iRpelide psr pprest- e SED) ERpabR B Wi o seR & v .
In the MONI TOR ifidontifig pidiets ti@oeghvifie fraeisepat® 82 CAeRbcksirh endind BIPr(of the edceivl path
i ncom ng packets that are associ ate ith prede in |l ows (as_indicated
by the flow tupﬁslé?al 6?°%@@“?’?F&i“&%’£ﬁ9’PHEOW&S&JWQ&B‘%‘F%Q?EH‘E ?1%1‘2 or
descri bed aboveurfdaés sraehfiigdREBuMNs it art kpbedded hahepaikker ed, the menory
100 may store an information field 141 that is associated w the fl ow. hAs
€

hat th
an exanpl e, the inf JmfEeseDs PaP2 B3y herdaierianed 12 Rahtise 2tvirdhe PRbinteataeg 130
flow to the netpiOiikiesh@Cl0 nfay bhdTuRCALRNTRd UIEREherh @S a8dtsSOONIRY BgirtNd 1 @hat is
pointer to the appropriate nétwork [ ayer buffer 302 (when zero copy i s not
used). |If the rusedfoypuipgprssef rowsforang die data gopionneidhe pasketndirerdy Mo fedufleg 304
then the receiy : [ t drd j
GET" NExT_BUFF1 °§*ﬁ§?£‘>‘°’?g“. Z%?'i i lsn’gtlgééué%l eis?ﬁlt“% o %ﬁrﬁ? 2 g&etyh%éxsfﬁgﬁo '&%ﬁsgro ne of
302, and in respRradermited muabel (xteshr forexaggleyal DMddeennalhemiatedby thedtMAi el d
141 . The CGET : .S el r%4 304, i i
t he case when ze oegggﬂrgﬁ&g&e@da%?ﬁ @%%ﬁ reotpﬁﬁlgﬁpﬁg %ﬁ'dgatﬁ?%%ﬁﬂgr% 9 %ﬁﬁé’r&
state trar ti grossible forotach ef the elshnnels soyemssbSiatadiyothi aterticslar FhiferS0a.cHowenerdh so

comuni cate to twork c | 8 f

mumber  or gr Stg R k] e piRioctfudR (BRI orifH RSO pelHBTRASHES
that X, thus eltransfeathenrigtatgortions ghithh packie alid DM ApmEme 331 mhay usdrelower mnctepione,
parser 98 (by using the flow context indications 113) detects that packets
froma parti culgfem%&féh%eﬁ or?liqs&{rarg&r%d, then the network controller
52 transitions 20 t dn3ocrAERRbELMNS,1AE Rceilapding? ARRDcREPXddMakbsirching, siehas a
copy parse# 98 us.ef t he 4" formation fi g | 15 that is associagted with each
zero copy 11 ow 152 @aral EC@M%'FPPH'F‘HP tha A JeEHE 2RER] FECATHYR DIt OBLAREHO
the network st amlerfab®90 4BéH 4 packéthieretdi oot fromh the nB®vopOWRE §3. InQhik RRnAphepPr i at e

application buffer 304. |If a pointer to another buffer 304 is needed,. then
the zero copy pE¥eFiopgirFutRfRackagshBEREs MRPAEENd proyidcs Hesednisrd? e resiam
57. 1n responsepartdigg dThy flrwerk iRteRSe®MN sy beicBurled s beRdrald ardf rébdive s@%ﬁfs%/from
transfers an indication of the pointer to the network controller 52 for use
by the zero copthepamoes wirt§3.1n ot her embodi ments it is the responsibility
of the appidcation | B A £ LR fl ow.
In sone e %di ment s%ia§5®§§ég @ﬁg&%\é’% \g\gﬂr’E"ggﬁﬁhgw‘ggﬁt@lefﬁzn@a%ﬁt (‘#eﬁgrffer S,
t he net wor k conhardwirecirbdtryseeh 4shearaahit wath @4 1a sreusnyi eargoims packaeuheneryork.

Zero copy parse 1 in 3 onse, ., A te t.he infor i iel.d 115.
In sone enbodi néh@iggh?sﬁgt%ﬁ%é‘g?ﬁe&%“ﬁﬂéﬁ ,}Jﬁ;};ﬂ%&d% n&%’dg%ué%eﬁ%’g%%é)gggrugil%gs
exit the MONI TOR state or ZERO COPY state and return to the IDLE state. The
driver program 57 31 JUL 2003 - 14 may cause the processor 54 to interact
with the PCl interface 131 to add/renove a particular flow context
indication 113 to/fromthe nenory 112 and nay cause the processor 54 to
add/renove a particular flow tuple 140 to/fromthe flow nenory 100.
Referring to Fig. 12, in the performance of the zero copy operation, the
zero copy 5 parser may performthe following functions to transfer the
packet data directly to the buffers 304. First, the zero copy parser 110
may determine if control of the transfer needs to be synchroni zed between
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20 110 determ nes (dianond 252) if an error has occurred, as described

bel ow. For purposes of determ ning when the transition occurs, the zero
copy parser I | Omay continually nonitor the status of a bit thgjt ﬂﬂ_‘ywﬁf
selectively set by the driver program 57, for exanple. Another scenhar
where synchroni zation i s needed is when an -erx-or occurs when the zero copy
parser 110 is copying the packet data into the buffers 304. For exanple, as

a result of theo@édib thd M iAferfadeAIS Wh¥eil € BRIbRE bhokek @a‘ib‘ﬁ@m"{ﬁ@&&%ut&fsy&gfﬁ
transfer before the zero copy parser 110 regains control. Thu if the zero

copy parser 1160@ed frmithekeadenaartbnerckae) Te preomphistethispin Jome m@dm@@s thehe
Z€ro copy par sgh, LBy &‘ili ?x@r%'s ttﬂe%a& ?;h&f*}ﬁeci% i Qﬁ%ffgpfnérﬂ&éroﬂ6my
occur in nunerous ma@ or ex e zero copy parser mbed
predet erm ned Bzdsise ﬁtdneaicpmﬁal p(auicalar flewe krety isdiedieis swnfﬁaamwtnomnt Qfohtt satiecat e

he 30 k £h h dl h . :
Subsoquent Spac RuPaRaeh 0l SHlP RS et MG SRiap 5o e bighly moain
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If authentication or encryption is needed, then the receive parser 98 may use the

parsed information from the header to determine (diamond 216) if a flow tuple hit has
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After performing the zero copy operation (block 202), the zero copy parser 110 may

10 perform end of packet checks, as indicated by block 204. In these checks, the receive parser
98 may perform checks that typically are associated with the data link layer. For example,
the receive parser 98 may ensure that the packet indicates the correct Ethernet MAC address,
no cyclic redundancy check (CRC) errors have occurred, no receive status errors (collision,
overrun, minimum/maximum frame length errors, as examples) have occurred and the length

15 of the frame is greater than a minimum number (64, for example) of bytes. The receive
parser 98 may perform checks that typically are associated with the network layer. For
example, the receive parser 98 may check on the size of the IP packet header, compute a
checksum of the IP header, determine if the computed checksum of the IP header is consistent
with a checksum indicated by the IP header, ensure that the packet indicates the correct IP

20 destination address and determine if the IP indicates a recognized network protocol (the TCP
or UDP protocols, as examples). The receive parser 98 may also perform checks that are
typically associated with functions that are performed by the processor’s execution of
software that is associated with the transport layer. For example, the receive parser 98 may
determine if the size of the protocol header is within predefined limits, may compute a

25 checksum of the protocol header, and may determine if flags called ACK, URG, PSH, RST,
FIN and/or SYN flags are set. If the PSH flag is set, then the receiver parser 98 may indicate
this event to the driver program. If the RST, FIN or SYN flags are set, the receive parser 98
may surrender control to the transport layer. If the ACK flag is sent, then the receive parser
98 may interact either with the driver program 57 or the transmit path 94 to transmit an

30 acknowledgment packet, as further described below.

After the checks are complete, the zero copy parser 110 may determine (diamond 205)

whether a data link layer occurred, an error that may cause the packet to be unusable. If this
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wherein the |ayer conprises a transport |ayer. 31 J
1 2 may determine (diamond 258) whether a packet is missing, and xf so the zero copy parser
10 110 reserves (block 260) memory space for the missing packet. The zero copy parser 110

subsequently performs (block 262) a zero copy operation to copy the packet into the memory
56.

Next. the zero copy parser 110 may update (block 264) a count of received packets for
the flow. The zero copy parser 110 then determines (diamond 266) whether it is time to

15 transmit an acknowledgment packet back to the sender of the packet based on the number of
received packets in the flow. In this manner, if the count exceeds a predetermined number,
then the receive parser 98 may either (depending on the particular embodiment) notify (block
268) the driver program 37 (see Fig. 4) or notify (block 270) the transmit parser 114 of the
need to transmit an acknowledgment packet. Thus, in the latter case, the transmit parser 114

20 may be adapied to generate an acknowledgment packet, as no data for the data portion may be
needed from the application layer. The receive parser 98 transitions from either block 268 or
270 to diamond 200 (see Fig. 9) to check for another received packet. After an
acknowledgment packet is transmitted, the receive parser 98 may clear the count of received
packets for that particular flow.

25 A state diagram that illustrates transfer of control from the stack to the network
controller 52 in a synchronized manner, per flow, of the receive path 92 is illustrated in
Fig.11. When the software that is associated with the network protocol stack is handling the
parsing and processing of the packets, then the receive path 92 remains in an IDLE state.
However, in some embodiments, although the transport layer may be executed by the

30 processor 54 to initially handle the packets, subsequently _control of the processing may be

transferred to the network controller 52. In this manner, the processor 54. through execution
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wherein the aggf 4Rk fp&%?‘f?w é?ﬁ tké&%it}?ﬂ%@fﬂﬁﬂt%cggﬁ@lt ﬁlactefhfergﬁeg%eﬁath Al

The met hod of claim onprising: using sal
characteristi cnbdMONEEBRantd ntegrity of the packet. 15. An apparatus for

use with a conputer | e .of executin oftware of. a 01 0Cco
stack to extract at® ?‘@@%ﬁ@ﬁ Fbwa Hherrege etﬂafsef)? 8 gneﬁléf\(lz\tﬁ%f“,tegf:lfyn?fp 5%’inﬁ(§“m§n
interface adapgfacikbtd mawe gdsudiated @ith peadeferminbe IPRE te€ indidaced bel it gfiéw h@aﬁenO) and

i ndi cati n sai.d_at ast one character.i st and circuit adapt
parse the head%ﬁhc‘itf)S ‘S?f?&‘é@@%‘? ehegk. 2p Q%Ft?ﬂﬂ?c’(‘fﬁ %é?cé‘rﬂr"sqe}e(’fmli?d ﬁﬁ&’ phe ket

Wi thout causi Nfordildeds MRy YS hRT R SXBfHhEd RIS M 1L WAL LasssRHedW AR BRS
t he packet based on the extracted characteristic. 16. The apparat us_of

claim 15, wherfi Aaprierpmple fetinfraationitdamayrindesiea budinthadadicaesgby flowtaiber
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2 a type of t er el
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based on the d\%teg.r ﬂug g'ttalteomachme and this particular state transition may not be used in some
15 embodiments. The stack may also communicate to the network controller 52 to start zero
copy from sequence number X or greater than X and from memory address Y that
corresponds to that X, thus eliminating this synchronization process.
If the zero copy parser 98 (by using the flow context indications 113) detects that
packets from a particular flow are to be zero copied, then the network controller 52 transitions
20 to a ZERO COPY state. In the ZERO COPY state, the zero copy parser 98 uses the
information field 115 that is associated with each zero copy flow to identify such information
as the handle that is passed to the network stack (to identify the flow) and the pointer to the
appropriate application buffer 304. If a pointer to another buffer 304 is needed, then the zero
copy parser 98 requests another pointer from the driver program 57. In response, the driver
25 program 57 (in a GET_NEXT_BUFF2 state) transfers an indication of the pointer to the
network controller 52 for use by the zero copy parser 110. In other embodiments it is the
responsibility of the application or stack to provide enough buffers for a zero copy flow. In
some embodiments, in case the network controller 52 runs out of buffers, the network
controller 52 uses the software-based receive procedure. The zero copy parser 110, in
30 response, may update the information field 113.
In some embodiments, the driver program 57 may cause the processor 54 to exit the

MONITOR state or ZERO COPY state and return to the IDLE state. The driver program 57
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type of the pac lsj)?l;[c:hromzed between the zero copy parser 110 and execution of the software that is
associated with the layers (the data link and transport layers, as examples) of the network
protocol stack. In this context, the term “synchronization™ generally refers to communication

10 between the stack and the zero copy parser 110 for purposes of determining a transition poir
at which one of the entities (the stack or the zero copy parser 110) takes control from the
other and begins transferring data into the buffers 304. Without synchronization, missing
packets may not be detected. Therefore, when control passes from the stack to the parser 110
(and vice versa), synchronization may need to occur, as depicted in block 254.

15 Thus, one scenario where synchronization may be needed is when the zero copy
parser 110 initially takes over the function of directly transferring the data portions into the
buffers 304. In this manner, if the zero copy parser 110 determines (diamond 250) that the
current packet is the first packet being handled by the zero copy parser 110, then the parser
110 synchronizes the packet storage, as depicted by block 254. If not, the zero copy parser

20 110 determines (diamond 252) if an error has occurred, as described below. For purposes of
determining when the transition occurs, the zero copy parser 110 may continually monitor the
status of a bit that may be selectively set by the driver program 57, for example. Another
scenario where synchronization is needed is when an error occurs when the zero copy parser
110 is copying the packet data into the buffers 304. For example, as a result of the error, the

25 stack may temporarily resume control of the transfer before the zero copy parser 110 regains
control. Thus, if the zero copy parser 110 determines (diamond 252) that an error has
occurred, the zero copy parser 110 may transition to the block 254.

Synchronization may occur in numerous ways. For example, the zero copy parser 110
may embed a predetermined code into a particular packet status information to indicate to the

30 stack that the zero copy parser 110 handles the transfer of subsequent packets. The stack may

do the same.
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Referring back to Fig. 4, besides the network controller 52. the computer system 50
may include a processor 54 that is coupled to a host bus 58. In this context, the term
20 “processor’ may generally refer to one or more central processing units (CPUs),
microcontrollers or microprocessors (an X86 microprocessor, a Pentium microprocessor or an
Advanced RISC Controller (ARM), as examples), as just a few examples. Furthermore, the
phrase “computer system” may refer to any type of processor-based system that may include
a desktop computer, a laptop computer, an appliance or a set-top box, as just a few examples.
25 Thus, the invention is not intended to be limited to the illustrated computer system 50 but
rather, the computer system 50 is an example of one of many embodiments of the invention.
The host bus 58 may be coupled by a bridge, or memory hub 60, to an Accelerated
Graphics Port (AGP) bus 62. The AGP is described in detail in the Accelerated Graphics
Port Interface Specification, Revision 1.0, published in July 31, 1996, by Intel Corporation of
30 Santa Clara, California. The AGP bus 62 may be coupled to, for example, a video controller

64 that controls a display 65. The memory hub 60 may also couple the AGP bus 62 and the
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10 peripheral device other than a network controller may implement the above-described
techniques. Other network protocols and other protocol stacks may be used.
While the invention has been disclosed with respect to a limited number of
embodiments, those skilled in the art, having the benefit of this disclosure, will appreciate
numerous modifications and variations therefrom. 1t is intended that the appended claims

15 cover all such modifications and variations as fall within the true spirit and scope of the

invention.
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1 2. The method of claim 1, wherein the act of passing comprises:
2 passing the handle to another layer of the protocol stack.
1 3. The method of claim 1, wherein said at least one characteristic comprises:
2 a port number associated with an application program.
1 4. The method of claim 1, wherein the layer comprises a data link layer.
1 5. The method of claim 1, wherein said at least one characteristic comprises:
2 a type of the packet.
1 6. The method of claim 1, wherein the handle associates the packet with a flow.
1 7. The method of claim 1, further comprising:
2 selectively transmitting acknowledgement packets based on said at least one
3 characteristic.
1 8. The method of claim 1, further comprising: storing data associated with the
2 packet in a region of memory that is used by execution of an application based on said at least

W

one characteristic.

1 9. The method of claim 1, wherein the layer comprises a transport layer.
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1 13.  The method of claim 11, wherein the act of processing comprises:

2 encrypting data of the packet.

1 14.  The method of claim 11, further comprising:

2 using said at least one characteristic to check an integrity of the packet.

1 15. An apparatus for use with a computer system capable of executing software of
2  aprotocol stack to extract at least one characteristic of a packet, comprising:

3 an interface adapted to receive the packet, the packet including a header

4  indicating said at least one characteristic; and

5 a circuit adapted to:

6 parse the header to extract said at least one characteristic of the packet
7  without causing the computer system to execute the software, and

8 process the packet based on the extracted characteristic.

1 16.  The apparatus of claim 15, wherein said at least one characteristic comprises:
2 a port number being associated with an application program.

1 17.  The apparatus of claim 15, wherein said at least one characteristic comprises:

2 a security attribute associated with the packet.
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1 21.  The apparatus of claim 15, wherein the apparatus comprises a network

2  controller.

1 22. A computer system comprising:

2 a processor adapted to execute software of a network stack to extract at least
3 one characteristic of a packet; and

4 a peripheral device adapted to:

5 receive the packet, the packet including a header indicating said at least
6  one characteristic,

7 parse the header to extract said at least one characteristic, and

8 at least partially process the packet based on the at least one extracted
9  characteristic.

1 23.  The computer system of claim 22, wherein the software comprises a network
2  layer.

1 24,  The computer system of claim 22, wherein said at least one characteristic

2 comprises:

3 a port number associated with an application program.
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3 a security attribute being associated with the packet.

1 26.  The computer system of claim 22, wherein said at least one characteristic
2 comprises:

3 a type of the packet.

1 27.  The computer system of claim 22, wherein the peripheral device is further

2 adapted to:

3 use said at least one characteristic to associate the packet with a flow.

1 28.  The computer system of claim 22, wherein the peripheral device is further
2 adapted to:

3 determine whether a security key is available for the packet; and

4 further base the processing of the packet based on the determination.

—

29.  The computer system of claim 22, wherein the peripheral device comprises a

2 network controller.



