1 A METHOD AND SYSTEM FOR PROVI SI ONI NG W RELESS SERVI CES FI ELD OF THE
APPLI CATI ON [ 00011 This application relates to the field of service

provi sioning for wireless devices, and nore specifically, to dynam c

provi sioning of wireless devices for services offered by val ue-added
service providers. BACKGROUND 100021 Current generations (e.g., "2.5G' and
"3G') of wireless nobile comunication devices include m croprocessors,
information storage capability, and run one or nore software applications.
Exanpl es of software applications used in these wreless devices include
m cro- browsers, address books, and email clients. Additionally, these
generations of wireless devices have access to a plurality of services via
the Internet. A 3G wi reless device may, for exanple, be used to browse Wb

sites on the IntﬁmHObMﬁgggﬁMﬁ@ﬁmKe traw C§?nd to execute

stream ng audi o and/or video appl ggR{ | nt er net
content to and fromw rel ess device Is typ| cally facilitated by the

Wrel ess Application Protocol (V\AP% which integrates the Internet and
ot her networ K L k platforns. [00031 Before a consuner
can use a wreless device, a nunber of paraneters nust be provisioned into

the wireless device in order to enable comunication services and
appl i cati ons [M1i n Bisdapplicesioni slatengoithh fickle ofvisereice rovisioningefof rvgreless her s

wi thin the q&wwﬁl&eaﬁe&ﬁmpmﬁa&ﬁr@r iR of el n%sm!e&@ek It sbRfkyde

programmng the wireless device w one nunber and progranm ng
the wirel ess Hirsdyralpp-added pasviseproyifers.nunber and t el ephone nunber of the
wirel ess device. Thus progranmed, the wirel ess device and wrel ess network
are enabl ed tBACHEGROUNDI| s between the wirel ess devi ce and the public

swi tched tele e network (PS Provj_sionin al so incl ude
B&&T rFun‘er:xt gerat-{o s (eg, “2.5G” an “3 ”) of wireless mobile

communication devices include microprocessors, information storage capability, and run
one or more software applications. Examples of software applications used in these
wireless devices include micro-browsers, address books, and email clients. Additionally,
these generations of wireless devices have access to a plurality of services via the
Internet. A 3G wireless device may, for example, be used to browse Web sites on the
Internet, to transmit and receive graphics, and to execute streaming audio and/or video
applications. The transfer of Internet content to and from wireless device is typically
facilitated by the Wireless Application Protocol (WAP), which integrates the Internet and

other networks with wireless network platforms.

[0003] Before a consumer can use a wireless device, a number of parameters must be
provisioned into the wireless device in“order to enable communication services and
applications and in order to distinguish the wireless device from others within the
communications network. Provisioning may typically include programming the wireless
device with a telephone number and programming the wircless network with the serial
number and telephone number of the wireless device. Thus programmed, the wireless
device and wireless network are enabled to carry calls between the wireless device and
the public switched telephone network (PSTN). Provisioning may also include

programming the wireless network and wireless device to support one or more optional




programm ng the wirel ess network and wirel ess device to support one or nore
optional 2 features for the wireless device, such as call forwarding,
three-way calling, voice nmessaging, short nessaging, emil forwarding, and
pagi ng. [0004] Traditionally, provisioning of a wireless device has been
performed on the prem ses of the vendor or distributor of the wireless
device. A data port on the wireless device is used to connect the device
to a programm ng systemthat uploads provisioning data into the wreless
device, such as the tel ephone nunber assjgned to the wireless device, in
order to programit for use on the wreless network. Alternatively, the
wireless device is programmed through its key pad. This approach requires
the often undesirable step of provisioning the wirel ess device before it

can be delive ubsgri ber 5 e.ability.to deliver a wreless
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a sinplified provisioning process. As such, w reless service providers can
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becone a subscri ber. For “exa % can activate new wreless
devi ce and si4fica i nregra@@ﬁd/rhé@gbyts dpapad; Bbis apmpeastl eaabiren th@qﬂqnumﬁ@rrakl@ g.,

"*228xx") 1N QELALARRGRinY i Witdi&s M\evic%lb@ﬁ,ﬁe Iiﬂ@awbeaelﬁfeiea%&aréﬁ%m&s Di a' ling

the predeterm ned nunber on t he W rel ess device keypad autonati cal |
initiates a s ose t hat connects the buyer to a erator
The operat or llag%est %Fong E?E&JWFeleﬁsrilFb‘FerTﬁ‘f‘icH}ﬁt‘i‘ 3 SFpseriber Hﬂ@%’f %rsé uch as
personal i nf Cliaﬂm@lt@rproﬁsx&f el wirgless HeidePedvided Melpdved speed of delivery to the
subscriber and a simplified provisioning process. As such, wireless service providers can
sell their wireless devices directly to potential subscribers through, for example, display

booths in supermarkets and department stores.

[0006] To facilitate such direct sales to potential subscribers, and to make wircless
services as convenient and as affordable as possible, over-the-air (OTA) service
provisioning was introduced. In OTA provisioning, simple instructions are provided to
guide the buyer through the process of activating the wireless device and signing up for
wireless services to become a subscriber. For example, the buyer can activate a new
wireless device and sign up for service by dialling a predetermined number (e.g.,
"*228xx") in accordance with the wireless device’s instructions. Dialling the
predetermined number on the wireless device keypad automatically initiates a special
purpose call that connects the buyer to an operator. The operator requests certain account
information from the buyer, such as personal information, a credit card number, and a
home billing address. When the account information is collected and the account is set
up, the operator instructs the buyer to enter a sequence of passwords, code numbers,

menu-selected commands, etc., that enable certain functions in the wireless device.




home billing address. Wen the account information is collected and the
account is set up, the operator instructs the buyer to enter a sequence of
passwords, code nunbers, nenu-selected commands, etc., that enable certain
functions in the wireless device. 3 [0007] To automate service
provi sioning even further, service provisioning solutions now allow at
| east part of the OTA service provisioning process to be perforned by
accessing a provisioning server froman unprovisioned wrel ess device via
an Internet connection. Using an Interngt connection allows a wreless
service provider to consolidate service provisioning applications and data
in a central repository. [00081 In addition to provisioning the wreless
device, it is also necessary to provision elenents in the wireless
comuni cati on t K ich are responsible.for effecting .nobile
Icat I ongggiyt WOF, .
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g [%869] ﬁ wtl)re €ss can*Eer or mq'eless network operator typically owns and operates a
wireless network including radio equipment, base stations, antennae, interface equipment,
servers, associated landlines, etc. A carrier also manages basic billing and other back-end
services needed to sell wireless services to subscribers. The carrier may sell wireless
services directly to subscribers in which case the carrier is also an SP. The carrier may
also partner with a VAR, a form of SP who sells the carrier’s services and may also
provide certain additional services. In addition, the carrier may sell otherwise unused
network capacity to one or more MVNOs., A MVNO is an SP that does not maintain its
own wireless network (i.e., radio equipment). MVNOs may include large retailers, cable
operators, and consumer goods companies with important brands. Unlike SPs and VARs,
MVNOs offer their own unique content or marketing cachet to subscribers and often
serve specific target markets or interests, MVNOs enable carriers to attract new market
segments and thereby load their networks more fully. Carriers can devolve marketing,
sales, billing, customer relations, and related front and back office functions to MVNOs
who-may provide these functions more efficiently for their target markets than can the
carriers themselves. Thus, SPs, VARs, and MVNQOs have similar and often overlapping

roles.




serve specific target markets or interests. MVNOs enable carriers to
attract new market segnents and thereby |load their networks nore fully.
Carriers can devolve marketing, sales, billing, custoner relations, and
related front and back office functions to MWNOs who may provide these
functions nore efficiently for their target markets than can the carriers
t hensel ves. Thus, SPs, VARs, and MVNGs have simlar and often overl appi ng
roles. 4 [0010] One shortcom ng of present provisioning systens is their
inability to effectively deal with service assignnent conflicts between

wi rel ess devices and supporting wireless network el enments such as SPs'
custoner service systens. A service assignnment conflict exists when
services assigned to a wirel ess device differ from services assigned to
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of subscribers or handhelds without requiring different hardware, and prevent fraudulent

use of unauthorized services.

{0011] A need therefore exists for an improved method and system of provisioning
wireless devices and services. Accordingly, a solution that addresses, at least in part, the

above and other shortcomings is desired.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012]  Features and advantages of the embodiments of the present application will
become apparent from the following detailed description, taken in combination with the

appended drawings, in which:

[0013] FIG. 1 is a block diagram illustrating an exemplary provisioning system

adapted for implementing an embodiment of the application;

[0014] FIG. 2 is a block diagram illustrating a wireless network environment

including the provisioning system in accordance with an embodiment of the application;




appended drawi ngs, in which: [0013] FIG 1 is a block diagramillustrating
an exenpl ary provisioning system adapted for inplenenting an enbodi nent of
the application; [0014] FIG 2 is a block diagramillustrating a wirel ess
networ k environnment including the provisioning systemin accordance with
an enbodi nent of the application; 5 [0015] FIG 3 is a flowhart
illustrating general operations of nodules within a provisioning system
for managi ng subscriber services in accordance with an enbodi nent of the
application; [0016] FIG 4 is a flowharg illustrating operations of
nodul es within a provisioning systemfor subscriber service provisioning
in accordance with an enbodi nent of the application; [0017] FIG 5 is a
flowchart illustrating operations of nodules within a provisioning system
for handhel d iC Ssi, LD . rdan iLfh.an odinent.of the
appl 1 catton: Loisf! PaES St AFREAERGE bl STAREUESiafi e or
modul es wi t hiprodasigning/systemrfemganagips subserfbor seraae ncict drdegrcs whils e érigxdingmt vi ces
i n accordance A t . odi nent of the application. [0019] It will be
Oﬂﬁﬁﬂg%%uﬁﬁg appended drawi ngs, like features are identified

noted that throu
by like reference nunerals. DETAILED DESCRI PTI ON OF THE PREFERRED
EMBODI VENTS [180U0] THiE- 4 &51a famichert dststing apetatives pipnedates afithintpepreyitiotihgrent s of
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particul ar conputer programm ng | anguage. The enbodi nents may be

i mpl enent ed i #@PESHIOBonput er progranm ng | anguage provided that the
operating system (0OS) provides the facilities that may support the

requi rements of the}present application. A preferred enbodinment is
i mpl ement ed | I017] IG. 5 is a flowchart illustrating operations of modules within a provisioning

system for handheld service assignment in accordance with an embodiment of the

application; and,

[0018]  FIG. 6 is a flowchart illustrating operations of modules within a provisioning
system for reconciling subscriber services in accordance with an embodiment of the

application.

[0019] It will be noted that throughout the appended drawings, .like features are

identified by like reference numerals.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0020} The following detailed description of the embodiments of the present
application does not limit their implementation to any particular computer programming
language. The embodiments may be implemented in any computer programming
language provided that the operating system (OS) provides the facilities that may support
the requirements of the present application. A preferred embodiment is implemented in
the Java™ computer programming language (or other computer programming languages
such as C or C++). (Java and all Java-based trademarks are the trademarks of Sun
Microsystems Corporation.) Any limitations presented would be a result of a particular
type of operating system or computer programming language and would not be a

limitation of the present application.




t he JavaTM conput er programm ng | anguage (or other conputer progranmm ng

| anguages such as C or C++). (Java and all Java-based tradenarks are the
trademarks of Sun M crosystens Corporation.) Any limtations presented
woul d be a result of a particular type of operating system or conputer
progranm ng | anguage and would not be a limtation of the present
application. 6 [0021] According to one aspect of the application, there is
provi ded a nmethod for provisioning wireless devices for use of services
offered by a service provider on a wreftess network, conprising: receiving
at a provisioning systemfroma wireless device a wreless device
identifier, the wireless device having a first subset of the services;

i dentifying fron1the wirel ess device identifier a subscriber associated
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Pref erably, ubscrl
[ 0026] Pr ef erabdrgance Wéh s@ﬂwtmduﬁmhfwdeateh@uth@mvmemmvldeser vices. [0027]
Preferably, the provisioning systemis operated by a second service

provider sSucCios§ a MetkMBh aeﬂgﬁ{ith%ﬁmlﬁpc&ﬁ@*éésdﬁéfo&\émal nbf088R] of Phih
accordance with further aspects of the present gp |cat% fhere is
provi ded of the first and second subsets of serv1ces comparing the first and second subsets for

conflict.

[0023] Preferably, the method further includes transmitting to the service provider an

error message if the first and second subsets conflict.

[0024] Preferably, the wireless device identifier is stored in a memory device of the

wireless device.
[0025] Preferably, the memory device is a subscriber identity module (SIM).
[0026] Preferably, the services include electronic mail services.

[0027] Preferably, the provisioning system is operated by a second service provider

such as a value-added service provider (VASP).

[0028]  In accordance with further aspects of the present application there is provided
- an apparatus such as a provisioning system, a method for adapting this system, as well as
articles of manufacture such as a computer readable medium having program instructions

- recorded thereon for practising the method of the application.

[0029]  FIG. ! is a block diagram illustrating an exemplary provisional system 100

adapted for implementing an embodiment of the application. The provisioning system




an apparatus such as a provisioning system a nethod for adapting this
system as well as articles of manufacture such as a conputer readable
medi um havi ng program i nstructions recorded thereon for practising the

met hod of the application. [0029] FIG 1 is a block diagramillustrating an
exenpl ary provisional system 100 adapted for inplenmenting an enbodi nent of
the application. The provisioning system?7 100 includes an input device
110, a central processing unit or CPU 120, menory 130, a display 140, and
an interface 150. The input device 110 mpy include a keyboard, nouse,
trackball, renote control, or simlar device. The CPU 120 may i ncl ude

dedi cated coprocessors and nenory devices. The nenory 130 may include RAM
ROM or disk devices. The display 140 may include a conputer screen,

term nal devigg,. Qr har dcop: odugi out.put .devi ch as printer
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100 may include application server software (not shown), such as
WebLogic(r) Server available from BEA Systens, Inc., for developing and
managi ng di st 0Pt edTheppriierngousem 10 3y byeceroyien onk pesapkeamPuEo0 may
include a dat @@??ﬁteﬁy she&ard Qo fOhe §§té)£ﬂ09igioning system 100 is operatively coupled to

memory 130 which stores an operating system (not shown), such as IBM Corporation’s

OS8/2™, UNIX, etc., for general management of the system 100. The interface 150 may

be used for communicating to external data processing systems through a network (see

FIG. 2), such as the Internet. Examples of suitable platforms for the provisioning system

100 include iSeries™ servers and ThinkCentre™ personal computers available from IBM

Corporation. The provistoning system 100 may include application server software (not

shown), such as WebLogic® Server available from BEA Systems, Inc., for developing

and managing distributed applications.

[0031] The provisioning system 100 may include a database system 160 for storing
and accessing programming information. The database system 160 may include a
database management system (DBMS) and a database and is stored in the memory 130 of
the provisioning system 100. It will be appreciated that the database system 160 may be
shipped or installed without the database to or by end users. In general, the DBMS is
adapted to read a query generated by the provisioning system 100 in response to a request
for information submitted by a user typically through a user interface. The DBMS then
executes the query against the database and provides a query result to the provisioning

system 100 for presentation to the user. It will be appreciated that the database system




and accessing progranm ng i nformati on. The database system 160 may i ncl ude
a database managenent system (DBMS) and a database and is stored in the
menory 130 of the provisioning system 100. It will be appreciated that the
dat abase system 160 may be shipped or installed wthout the database to or
by end users. In general, the DBM5S is adapted to read a query generated by
the provisioning system 100 in response to a request for information
submtted by a user typically through a user interface. The DBMS t hen
executes the query against the database @nd provides a query result to the
provi sioning system 100 for presentation to the user. It will be

appreci ated that the database system8 160 may be stored in the memory 130
of the provisioning system 100 or stored in a distributed prOV|S|on|ng

system (see F 2 f ~suitabhl.e .DBVS
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provi si oni ng system 100. Alternatively,
dealing with relational databases implemented by most commercial DBMSs is the

Structured Query Language (SQL).

[0033] The provisioning system 100 includes computer executable programmed
instructions for directing the system 100 to implement the embodiments of the present
application. The programmed instructions may be embodied in one or more software-
modules 170 resident in the memory 130 of the provisioning system 100. Alternatively,
the programmed instructions may be embodied on a computer readable medium (such as
a CD disk or floppy disk) which may be used for transporting the programmed
instructions to the memory 130 of the provisioning system 100. Alternatively, the
programmed instructions may be embedded in a computer-readable, signal-bearing
medium that is uploaded to a network by a vendor or supplier of the programmed
instructions, and this signal-bearing medium may be downloaded through the interface

150 to the provisioning system 100 from the network by end users or potential buyers.

[0034] The CPU 129 of the system 100 is typically coupled to one or more devices
110 for receiving user commands or queries and for displaying the results of these
commands or queries to the user on a display 140. For example, user queries may be

transformed into a combination of SQL commands for producing one or more tables of




t he programmed instructions may be enbodi ed on a conputer readable nmedi um
(such as a CD disk or floppy disk) which may be used for transporting the
programmed instructions to the nmenory 130 of the provisioning system 100.
Alternatively, the programred instructions may be enbedded in a
conput er -readabl e, signal-bearing nediumthat is uploaded to a network by
a vendor or supplier of the programmed instructions, and this

si gnal - beari ng nmedi um may be downl oaded t hrough the interface 150 to the
provi si oni ng system 100 fromthe networkgby end users or potential buyers.
[ 0034] The CPU 120 of the system 100 is typically coupled to one or nore
devices 110 for receiving user conmands or queries and for displaying the
results of these conmands or queries to the user on a display 140. For
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user may i nt eskiltad imihertt he provi si oni ng system 100 and its software
nodul es 170 using a graphical user interface (GJ ) 180. The GU 180 may be
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computer files, and perform other functions by selecting pictorial representations known
as icons, or items from a menu through use of an input or pointing device such as a
mouse 110. In general, a GUI is used to convey information to and receive commands
from users and generally includes a variety of GUI objects or controls, including icons,
toolbars, drop-down menus, text, dialog boxes, buttons, and the like. A user typically
interacts with a GUI 180 presented on a display 140 by using an input or pointing device
(e.g., a mouse) 110 to position a pointer or cursor 190 over an object 191 and by

"clicking" on the object 191.

[0036] Typically, a GUI-based system presents application, system status, and other
information to the user in "windows" appearing on the display 140. A window 192 is a
more or less rectangular area within the display 140 in which a user may view an
application or a document. Such a window 192 may be open, closed, displayed full
screen, reduced to an icon, increased or reduced in size, or moved to different areas of the
display 140. Multiple windows may be displayed simultaneously, such as: windows
included within other windows, windows overlapping other windows, or windows tiled

within the display area.



fromusers and generally includes a variety of GU objects or controls,

i ncluding icons, toolbars, drop-down nenus, text, dial og boxes, buttons,
and the like. A user typically interacts with a GUJ 180 presented on a

di splay 140 by using an input or pointing device (e.g., a nouse) 110 to
position a pointer or cursor 190 over an object 191 and by "clicking" on
the object 191. [0036] Typically, a QU -based system presents application,
system status, and other information to the user in "w ndows" appearing on
the display 140. A window 192 is a norggor |ess rectangular area within
the display 140 in which a user may view an application or a docunent.
Such a wi ndow 192 may be open, closed, displayed full screen, reduced to
an icon, increased or reduced in size, or nmoved to different areas of the
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230 may include CRM applications and enterprise resource planning (ERP) applications
available from SAP® AG. The CRM database system 230 generates invoice messages
250 for service providers 214 (i.e., carriers, VARs, MVNOs, and other SPs). The
provisioning system 100 is coupled to the CRM database system 230 and passes updated

and newly created service contract messages 254 to the CRM database system 230.

[0039] The Web client system 228 includes servers for providing an Internet-based
email interface for wireless device subscribers. Through the Web client 228, email is
directed to wireless devices or handhelds 210 over the wireless network 212. The Web
client 228 allows subscribers to add email account services for operation through their
wireless devices 210. Email is redirected wirelessly to subscribers’ wireless devices 210
so that subscribers can send, receive, forward, and reply to messages wirelessly. In
addition, the Web client system 228 allows subscribers to access their email account over
the Internet with a landline-based PC. Each SP 214 may have its own Web client system
228 site (i.e., a “Web client site™) for its subscribers. Services provided by the Web client
site are configurable based on the SP 214. Advantageously, not only can carriers access a
Web client 228 site to manage subscriber setting 246, but so can VARs, MVNOs, and
other SPs. The Web client system 228 is coupled to the provisioning system 100 for

exchanging enable/block service access messages 252, 253.




250 for service providers 214 (i.e., carriers, VARs, MVNCs, and other SPs).
The provisioning system 100 is coupled to the CRM dat abase system 230 and
passes updated and newy created service contract nessages 254 to the CRM
dat abase system 230. [0039] The Wb client system 228 includes servers for
providing an Internet-based enail interface for wrel ess device

subscri bers. Through the Wb client 228, email is directed to wreless
devi ces or handhel ds 210 over the wireless network 212. The Web client 228
all ows subscribers to add enmmi| account jgervices for operation through
their wreless devices 210. Email is redirected wirelessly to subscribers’
wi rel ess devices 210 so that subscribers can send, receive, forward, and
reply to nessages wirelessly. In addition, the Wb client system 228
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handl es a variety of low | evel operations for subscribers 210. The rel ay
system 226 receives registration m_essasgqes 258 fromw rel ess devices 210
and passes th@%l]mas%"ﬁgég Hbhasrecaptcs grsiames serioe ssteandifoduchy in coupled ta t he
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the relay system 226. . L .
m component configuration to the provisioning system 100 (see FIG. 1). The carrier

customer service system 216 provides the carrier provisioning system 218 with activate
subscriber messages 260. In tumn, the carrier provisioning system 218 provides activate
network service messages 240 to the wircless network 212 for transmission to the
distributed provisioning system 224 and/or wireless devices 210. In addition, and as
mentioned above, the carrier customer service system 216 of the SP 214 receives invoice
messages 250 from the CRM database system 230. Furthermore, the carrier customer
service system 216 provides manage-service configuration 261, subscriber service
provisioning 262, and handset service assignment 263 messages to the provisioning
system 100. Moreover, the carrier provisioning system 218 provides subscriber service
assignment 244 and handset service assignment 242 messages to the provisioning system
100. Lastly, the carrier customer service system 216 provides update Web client site
subscriber settings messages 246 to the Web client system 228. Note that additional
options beyond activation and service assignment are available to carriers including, for

example, suspend, resume, deactivate, modify services, modify subscriber data, etc.

[0042] The PMDS system 222 includes servers for providing data services for
wireless device subscribers. Through the PMDS system 228, data is directed to wireless



[0041] Each SP 214 has a carrier custoner service system 216 which is
coupled to a carrier provisioning system218. The carrier custoner service
system 216 may be simlar in conponent configuration to the provisioning
system 100 (see FIG 1). The carrier custoner service system 216 provi des
the carrier provisioning system?218 with activate subscriber nmessages 260.
In turn, the carrier provisioning system 218 provides activate network
service nessages 240 to the wirel ess network 212 for transmi ssion to the

di stributed provisioning system 224 and/jgr wi rel ess devices 210. In
addition, and as nentioned above, the carrier custoner service system 216
of the SP 214 receives invoice nessages 250 fromthe CRM dat abase system
230. Furthernore, the carrier custonmer service system 216 provides

manage- servi c i er.vi. ro ni,ng, 262, and
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assignnent 244 and handset service assignment 242 nmessages to the
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i ntermedi ary between SPs 4 and wireless device 210 subscri bers,
offered by other SPs to their subscribers.
[0044] In addition, enterprises 220 may have their own enterprise server system 221
for providing wireless device 210 based email services to their employee subscribers. The
enterprise server system 221 is managed by the enterprise 220. It is coupled to the relay

system 226 and though the relay system 226 to the wireless network 212. The enterprise

server system 221 receives synchronization messages 257 from the relay system 226.

[0045] Enterprises 220 may also have a dedicated “prosumer” server system (not
shown) integrated with the distributed provisioning system 224 for providing wireless
device 210 based email services to their employee subscribers. A prosumer (also referred
to as professional consumer) server system is system having specifications which fall
between those of professional systems at a higher end and consumer system at a lower
end. In this case, the prosumer server system is managed by the VASP. 1t is coupled to
the relay system 226 and though the relay system 226 to the wireless network 212. The
prosumer server system receives synchronization messages (not shown) from the relay

system 226.




providing email forwarding, related billing, provisioning, and other
services. In effect, the distributed provisioning system 100 is a form of
SP providing specialized support and services for wirel ess devices such

wi rel ess handhel ds. An SP may provide provisioning and related services

t hrough a branded service. Such SPs are sonetines referred to as

val ue- added service providers (VASPs). O course, the service nay be
re-branded and offered by other SPs to their subscribers. [0044] In
addition, enterprises 220 may have theirzown enterprise server system 221
for providing wreless device 210 based emnil services to their enployee
subscri bers. The enterprise server system 221 is managed by the enterprise
220. It is coupled to the relay system 226 and though the relay system 226
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management of wireless device 210 subscribers.

[0047] The expressions defined below will be used in the description to follow:

1. “Defanlt XML/Web Subscriber Services™: If no service is specified
through the Web or XML interface 216 when a transaction is
submitted, a default service is implicit in every request. This setting is

managed as an element of the SP’s service configuration 261.

2. “Defauit Registration Subscriber Services”: If no services are enabled
for a particular subscriber when registration 258 occurs, the default
registration service {or services) are assigned. This setting is managed

as an element of the SP’s service configuration 261.

3. “Default Handset Services™: If no services are assigned for a particular
" handheld 210 when registration 258 occurs, the default handset service
(or services) are assigned. This setting is managed as an element of the

SP’s service configuration 261. Default handset services may be based

on device type, manufacturer, software revision, etc.




subscri bers use the provisioning system 100, 224 for activating and
managi ng services that they have subscribed to. The provisioning system
100, 224 provides the VASP with adm nistrative capabilities for managi ng

t hese service subscribers. The provisioning system 100, 224 al so provides
subscri ber activation records to the CRM dat abase system 230 for billing
pur poses, etc. Furthernore, the provisioning system 100, 224 provides
external interfaces such as HTM,, XM., and WML for SPs 214 and subscri bers
to use. Thus, the present application pyovides SPs 214 with an increased

| evel of control and managenent of w reless device 210 subscribers. [0047]
The expressions defined below will be used in the description to follow 1.
"Default XM./Web Subscriber Services": |If no service is specified t hr ough

the Wb or XM int eri ace. r&cmgcong ?étfo%ncs)c%ﬁlts Iw nn !se?’vmes ave been ac 8\!2%6({:1 t%}c" aul t
service is inplicit in every req hi'sTsetting s  nanaged as an

el enrent of the SP's servaCGMEaﬂﬁwgmﬁaumwmm&6& a2 hatidbelda 210 ﬁmglsirm@ion
Subscri ber Services": ery

subscriber when registr atﬂl%g%n g]éangscegﬂ %n?%géydg?r&w? feconcélpglorfl%l?f ‘6831 Service
(or services) are assi gnedvicd kordlig edrt maygreqgirenailitiped actiensan ecabweersearvicof t he
SP's service conflguratlgn 26 Handset Services": |If no

services are assigned forC%FSQ#'&%Bdﬂ%¥qnﬁlﬁﬁheld 210 when reglstratlon 258

occurs, the default hand§et_serV|Qe or services) are assigned. This
setting i s managed a% an ¥réaefenidet”™y haviceponslicie pecu whero pdnflepling s¢rvine 261.

Defaul t handset servi ces wiaysne; DRREH: 1 IR RS RARGHTAR! Yothe

software revision, etc. 14 4. "Service Reconciliation™ occurs

services have been acti v&endhcty e resolyad by ppnbhang tin §Pscseivip santlies rasohlélﬁ@lhel d
210 prior to the subscrkgﬁﬁﬁggggﬁgﬁ regi stering 258. Service
reconciliation nmay reveal a

6. “Service Conflict Resolution Policy”: SPs have the ability to decide
whether a service conflict results in the handheld 210 or subscriber
service assignment taking priority. This setting is managed as an

element of the SP’s service configuration 261.

7. “Handheld Service Type Assignment™: SPs can determine the default
service type for their handhelds 210. By assigning a service type to a
handheld 210, the SP is able to determine the provisioning experience
the user will have on their handheld 210 when first turned on. SPs
have the ability to change the service type assignment for any
handheld 210 at any time.

8. “Service Access Control”: Service access control provides SPs with
the ability to manage and control the services their subscribers have
access to. By using service access control, subscribers can be limited
to a particular service, regardless of the wireless handheld 210 they are

using.

9. “Enterprise service”: Enterprise service subscribers (i.e., enterprises
220 having an enterprise server system 221 and their subscribers) have

their wireless email service enabled through their enterprise’s



service conflict or may require additional actions to ensure service

access i s updated appropriately. 5. "Service Conflict": Service conflicts
occur when conflicting service settings are detected for a subscriber and
a handset 210. Service conflicts are resolved by applying the SP' s service
conflict resolution policy information. 6. "Service Conflict Resolution
Policy": SPs have the ability to decide whether a service conflict results
in the handhel d 210 or subscriber service assignnent taking priority. This
setting is managed as an elenent of thgqsSP's service configuration 261. 7.
"Handhel d Service Type Assignnment”: SPs can determ ne the default service
type for their handholds 210. By assignhing a service type to a handheld
210, the SP is able to determ ne the provisioning experience the user wll

have on their handhel d 21 mhen e ave he ability to
change the service type &?&V%ﬁwgi@‘%ﬁ ?5%ﬂf%ﬁveﬂnﬁ% 8.
"“Service Access Control " serGed¢ &aeeaotameeammambmﬂ pﬁjVﬁidntﬁ@SnoSElSHmcmads t he
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using. 9. "Enterprise service": Enterprise service subscribers (
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subscri bers) have ir wreless emall service ena
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enterprise wireless email service enabled through a handheld-based provisioning

model, providing an easy to use method for subscribers to set-up their
email service. Handhelds 210 that are assigned to the prosumer service
type are provided with the handheld-based provisioning methods as
configured by the SP at the time of handheld activation.

{0048] FIG. 3 is a flowchart illustrating general operations 300 of modules 170
within a provisioning system 100, 224 for managing subscriber services in accordance
with an embodiment of the application. Handheld service type assignment and service
access control are both managed through the provisioning system 100, 224. SPs 214 can
use either the HTML or XML interface to manage their subscribers and their handhelds
219,

[0049] SPs 214 manage their profile and default settings through their customer
service systems 216 which include Web interfaces to the provisioning system 100, 224.
Interfaces are provided to allow for the management of service setting profiles and for
the configuration of service conflict override rules. Override rules are used to
automatically resolve service conflicts between subscribers and handhelds 210 when a
manual override is not specified. Override rules can be specified at the subscriber or

handheld level or at the individual service fevel.

[0050] At step 310, the operations 300 start. Users such as SP managers and
administrators have access to their profiles through the provisioning system’s Web
interface 216.




servi ce does not use a handhel d- based provisioning nodel. Handhel ds 210
that are assigned to the enterprise service type are not provided wth any
handhel d- based provi si oni ng net hods upon activation; 10. "Prosuner
service": Prosuner service subscribers (i.e., enterprises 220 having a
prosuner server systemand their subscribers) have their wreless enai
servi ce enabl ed through a handhel d- based provi sioning nodel, providing an
easy to use nethod for subscribers to set-up their email service.
Handhel ds 210 that are assigned to the pgosuner service type are provided
wi th the handhel d- based provisioning nethods as configured by the SP at
the time of handheld activation. [0048] FIG 3 is a flowhart illustrating
general operations 300 of rmodules 170 wthin a provisioning system 100,
224 for mana subsc, n nent of
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handhel ds 210 when a manual override is not specified. Override rules can

be specified [6053] he GliES&pidRetf & priRdiplichtioR \PRdvidS sc@érall Iigproveshems dual
eratjons 300 start. Users such as

service level. : gﬁ; At step 310, .the gg
SP managers aWf- AT SEVaE SROYnE o Cows: Bhg, et BPRICHIBSPIORAS UG h t he
provi si oni ng gyi&icepiosisidbing sysédrM08C224L it supports service provisioning and access
control on disparate networks including CDMA (Code-Division Multiple Access), GPRS
(General Packet Radio Service), Mobitex, and Motorola’s iDEN (Integrated Digital

Enhanced Network) and DataTAC™ networks. The pi'esent application provides SPs 214

with means to confrol service access without requiring additional development or
processes. The present application provides SPs 214 with means to restrict access to
services at the individual subscriber or handheld level. The present application provides
SPs 214 with means to control service access to a group of subscribers or handhelds
without requiring different hardware. This addresses the “two SKU problem”, that is, the
problems created when an SP must maintain more that one stockkeeping unit (SKU) fora
handheld 210. Finally, the present application helps prevent fraudulent use of
unauthorized services without introducing any additional development or processes on
the part of SPs.

[0054] In more detail, the provisioning system 100, 224 provides generic interfaces
216 to SPs 214 that are independent of any specific network technology. These interfaces
include a standards-based business-to-business (B2B) interface (e.g., WebService with
SOAP, XML, etc.) as well as a Web interface to manage their subscribers, handhelds, and
account profiles. Each SP 214 is able to define unique identifiers for their subscribers and
handhelds 210 based on the parameters inherent in their technology. For example, if an
SP is GPRS-based, then it imay use network-specific identifiers such as IMSI




16 [0051] At steps 320, 330, 340, 350, 360, 370, users can manage default
registration service profiles, manage default Wb/ XM. service profiles,
manage servi ce nanagenent settings, nanage registration policies, manage
servi ce book settings, and set service conflict resolution policies,
respectively. [0052] At step 380, the operations 300 end with the

conpl etion of service nmanagenent processing. [0053] O her aspects of the
present application provide several inprovenents in wreless device
service provisioning as follows. The pregent application provides a
generic provisioning system 100, 224 that supports service provisioning and
access control on disparate networks including COVMA (Code-Di vi sion

Mul tiple Access), GPRS (Ceneral Packet Radio Service), Mbitex, and
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unaut hori zed servi ces w t hou ucing any additional devel oprent or
processes on serviee-gpagific igentidenis higlaldyy therprendsieninietyster 108, 324.pr ovi si oni ng
system 100, 224 provides generic interfaces 216 to SPs 214 that are

i ndependent 0fo088)y SPRCicfal Gysiah P86 Ksel RERQOpLMbters REREs ugg?s&&tﬁﬁ%essdgecl ude a
st andar ds- basgsdg) busi ness-to0-busi ness (B2B) interface (e.q. Service with

SOAP, XM, tofle prayisioniag sysieah 190, 224 thagugh ths pravisiening sistem’ %ﬁ&%ﬁwaer s,
handhel ds, angiterface (not shown). This information may be passed by an HTTP post. For Mobitex

and DataTAC registrations, the relay system 226 may pass the following parameters
(strings) to the provisioning system 100, 224: Relay 1D (a string in decimal format); PIN;
ESN (Elecironic Serial Number); and, Invalid PIN (a string which can be “0” or “17,
with “1” indicating that the PIN is blocked in the relay system 226). For a GPRS
registration, as mentioned above, the relay system 226 may pass the following parameters
(strings) to the provisioning system 100, 224: Relay ID; PIN; IMEI; IMSI; ICCID;
MSISDN MDN (a string representing the phone number); and, Invalid PIN. For a CDMA
registration, the relay system 226 may pass the following parameters (strings) to the
provisioning system 100, 224: Relay ID; PIN; ESN; IMSI; MSISDN MDN; and, Invalid
PIN. And, for an iDEN registration, the relay system 226 may pass the following
parameters (strings) to the provisioning system 100, 224: Relay ID (a string in decimal
format); PIN; IMEIL;, MSISDN MDN (a string representing the phone number); SIM 1D
(Subscriber Identity Moduie ID); and, Invalid PIN.

[0056] The relay system 226 is able to determine the network type for each
registration packet. It provides an interface to the provisioning system 100, 224 to block

registration flow on a per network or carrier basis. The registration interface of the



account profiles. Each SP 214 is able to define unique identifiers for
their subscribers and handhel ds 210 based on the paraneters inherent in
their technol ogy. For exanple, if an SP is GPRS-based, then it may use
net wor k-specific identifiers such as IMSI 17 -(International Mbile

Subscri ber ldentity), ICCID (Integrated Circuit Card Identifier), MSISDN
(Mobile Station Integrated Services Digital Network), and/or I M
(I'nternational Mobile Equi pnent lIdentity). These network-specific
identifiers are then mapped to a servigg-specific identifier (i.e., a PIN
or personal identification nunber) for universal access control at a
centralized point (i.e., the relay system 226) in the provisioning system
100, 224. Managenent of the generic interfaces, the carrier profile

configuration, and.t bet et wo ecific enI flers and a
generic ser r%‘gsusmﬁ[é%syfsﬁe%ﬁ:a er%t4 ﬁ?ge dg{%ﬁglﬂﬁ{hggit%r TREY, 6*:’&3{??? B syst em
100, 224. [ 00585lle bhiscadlaaggismptéem 226 SBdads. naned paraneters to pass a

regi stration nessage 258 to the provisioning system 100, 224 through the
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may pass the follow ng paraneters provi sioni ng system
100, 224: Rel&gistprD; WIrhl me praviioning\ggptern K06CIA; SPvVESnSENINVENCT: whatrservipes
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the relay system 226 nmay pass OW Ng paraneters strlggf) to the
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Invalid PIN goAnds rdoRiratitn GEE 1Jc€9r1§et61§sfs'o?rﬁand&1£1&rﬁ BTN ARV, S A 10€t6;5£ay Pass

the follow ng parameters (strings) t € provisioning system 224:
Rel ay | D (a s®Pfjufigture;, sqBwpigggvision, etc.

[0058] In addition, the provisioning system 100, 224 provides several real-time
interfaces for SPs to manage service access control for their subscribers or handhelds.
SPs 214 have the ability to identify individual subscribers and to activate specific
services for these subscribers as part of their own provisioning process. Access control
and billing of services are tied together to ensure accurate accounting for all services. A
database table 160 maintains mappings of service “CLASSMASKSs” that are used to
identify certain classes of service in an efficient manner as each packet of data flows
through the provisioning system 100, 224. A bit-wise comparison can be performed to

quickly determine if access to a specific service has been granted.

[0059] Furthermore, SPs 214 may find it inconvenient to maintain a separate
inventory of hardware for different service offering (e.g., Web client service, enterprise
service, prosumer service, etc.). Previously, separate “branded” wireless devices were
distributed to subscribers for these services, requiring two different SKUs. To move
inventory from one SKU to another often required returning stock. This was a tedious
process. However, the provisioning system 100, 224 of the present application provides a

service assignment interface to allow SPs 214 to upload batch files to enable a subset of




format); PIN, IMEI; MSISDN MDN (a string representing the phone nunber);
SIMID (Subscriber Identity Module ID); and, Invalid PIN. [0056] The rel ay
system 226 is able to determ ne the network type for each registration
packet. It provides an interface to the provisioning system 100, 224 to

bl ock registration flow on a per network or carrier basis. The
registration interface of the 18 provisioning system 100, 224 is able to
determne the SP for every valid registration and is able to discard a
registration on a per SP basis. [00571 Ngw, many SPs 214 are not able to
take on additional devel opnent to launch a particular service. At the sane
tinme these SPs 214 demand that service access be controlled by a

central i zed system The provisioni ng system 100, 224 supports the creation
of "carrier |Ies so th Ps can defi hey want
Chei o subscriBUREE 200 % fReirh S IR Rt a0 AR 816 B
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specific seraptlmninihe cdsewbersmb@ﬁﬁqtbmlasvepmsdmngﬁ. t heir own provisioning

process. Access control and billing of services are tied together to
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P may be priced at $200. The SP 214 needs some way to ensure that the lower priced

prosumer service handheld is not able to use the higher priced enterprise service. The
provisioning system 100, 224 provides a means to identify the handheld type (based on
pre-activation or service assignment) and ensure that only certain services are accessible
by that handheld by setting and communicating a CLASSMASK to elements of the
provistoning system 100, 224. Once the CLASSMASK has been set, fraudulent use of
unauthorized services becomes impossible. The provisioning system 100, 224 provides
interfaces 216 for aliowing an SP 214 to change the service profile for a particular
subscriber or handheld 210 to allow access to a desired service (perhaps after a premium

is paid).

[0061] FIG. 4 is a flowchart illustrating operations 400 of modules 170 within a
provisioning system 100, 224 for subscriber service provisioning in accordance with an
embodiment of the application. Subscriber service provisioning encapsulates the process
of activating and managing subscriber access to services. It controls which services are

available to subscribers.

[0062] At step 401, the operations 400 start. A service provisioning request 262, 244
is submitted to the provisioning system 100, 224 by a service provider 214. Note that




qui ckly determne if access to a specific service has been granted. [00591
Furthernore, SPs 214 may find it inconvenient to maintain a separate
inventory of hardware for different service offering (e.g., Wb client
service, enterprise service, prosuner service, etc.). Previously, separate
"branded" w reless devices were distributed to subscribers for these
services, requiring two different SKUs. To nove inventory fromone SKU to
anot her often required returning stock. This was a tedi ous process.
However, the provisioning system 100, 224 of the present application
provides a service assignnment interface to allow SPs 214 to upl oad batch
files to enable a subset of 19 handhelds 210 for a specific service. The
services assigned to a handheld 210 can be changed by sinply updating t he

servi ce assi %g%p Jn A, Subseg %ntt pl oad. EFOVI%#@HIHQ% ? 100,
224 maintains 4 database %J(? o a8 (Em?e?ef}‘“%eere 1O ARE AR FeorVEF
handhel ds andhapgim&mrmﬂﬁﬂhppﬂmpﬂjmkﬂmﬁeﬂalce CLASSMASK to data fl ow ng
through the provisioning system 100, 224 and relating to the handheld as

soon as a rec zed, 55395 r L, QNI Ng
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for the various handhelds 210 For exanp a handhel d sold with
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ensure that the lower priced prosumer service handheld is not able to use
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service assignnent) and ensure that only certain services are accessible
by that handhi@Pebiby Atestepi49§, adatermontiomis cetle agtoaviEthaSBMkSKice sndeicBomeart s of
the provisiofj,ng;system 100, 224. Once the CLASSMASK has been set,
fraudul ent use o

[0067] At step 406, if the service and action are not allowed, then an error response is
formatted. A service request may fail validation if a dependency is not met or if a conflict
is detected between exclusive services. Operations then proceed to final step 414

discussed below.

[0068] At step 407, if the service and action are allowed, then a determination is
made as to whether service reconciliation is required. Service reconciliation may be
required if the subscriber is associated with a handheld 210 that has triggered default

services on registration.

[0069] At step 408, if service reconciliation is required, then service reconciliation is
performed. Service reconciliation may require deactivation or modification of existing

services. Operations then proceed to step 409.

[0070] At step 409, continuing from step 407, if service reconciliation is not required,

then a determination is made as to whether services require access control.




unaut hori zed services becones inpossible. The provisioning system 100, 224
provides interfaces 216 for allow ng an SP 214 to change the service
profile for a particular subscriber or handheld 210 to allow access to a
desired service (perhaps after a premium is paid). [0061] FIG 4 is a
flowchart illustrating operations 400 of nodules 170 within a provisioning
system 100, 224 for subscriber service provisioning in accordance with an
enbodi ment of the application. Subscriber service provisioning encapsul ates
the process of activating and nanagingz§ubscriber access to services. It
controls which services are available t0 subscribers. [0062] At step 401,
the operations 400 start. A service provisioning request 262, 244 s
submitted to the provisioning system 100, 224 by a service provider 214.

Note that 20 Vi ce actj yat.ion. requests originate from.a servic

roquest er and W) bertaipi Ay BaVeRT QUBRYE THEY SHOHe SIVSREeS RNt ace
216. ][ 0033] Ahfosh&tidn 49 Zpdadedd ¢lods ﬁﬂc@s’étdoﬁﬁoli i$ eﬁﬁﬁﬁb dai‘épdnfﬂs Wgeﬂieh?fvi&:. Forvice is
specified. It is  not require af services be s ified. This step is to
onsur e that (el B el deste gﬂg @otflrwww 2o PhiroRtRT foralek slieat BHEPER ser vi ce
provi si oni ng &Abicang relhtdd@hliceM Ot APnskhich prodeedtosepire i s not specified,
then a default service is determ ned. Default services are determ ned

based on the 23 prafil .0 Al s 40 i f ervi-ce is .
specified t helﬁﬁ)ﬁ't' e s}grs\t/alp ?é?’S%Sc?ﬁJé?g glglsmt\fé ullrég cgscf‘:émf% tﬁ%{ey‘é eesﬁa t%d%, a
det er m nat i orupdstedrade as to whet her the service and action are allowed.

[0067] At step 406, if the service and action are not allowed, then an

error responsges f&rs(g@qggch@eﬁﬁlf)ﬁjg %f?x%ﬁﬂ@r?fsu gedf ail validation if a

dependency i s not met i a confli s detected between excl usive

servi ces. erations then proceed to final step 414 di scussed bel ow.
O [08'}4] At step 41?, a SUCCEsS response is formatte(E

[0075] At step 414, operations 400 end with the return of either a success response or

an error response.

[0076] FIG. 5 is a flowchart illustrating operations 500 of modules 170 within a
provisioning system 100, 224 for handheld service assignment in accordance with an

embodiment of the application.

[0077] At step 501, the operations 500 start. A default service assignment request
263, 242 is submitted to the provisioning system 100, 224 by an SP 214. Default service
assignment requests originate from an SP and may be delivered through either an XML

or HTML interface as single requests or in batch format.

[0078] At step 502, the service profile for the handheld 210 is updated. The handheld
service profile is used by default if specific services are not provisioned for a subscriber

at registration.

[0079] At step 503, a determination is made as to whether the handheld 210 has been
registered. If the handheld 210 has been registered, it must be determined if any action is

required.




[0068] At step 407, if the service and action are allowed, then a

determ nation is nade as to whether service reconciliation is required.
Service reconciliation may be required if the subscriber is associated

wi th a handhel d 210 that has triggered default services on registration.
[0069] At step 408, if service reconciliation is required, then service
reconciliation is perfornmed. Service reconciliation may require
deactivation or nodification of existing services. Operations then proceed
to step 409. [0070] At step 409, continuibng fromstep 407, if service
reconciliation is not required, then a &eternination is made as to whet her
services require access control. 21 [0071] At step 410, if services do
require access control, the service access control information is updated.

e 8 S8  E Big  e

relay system
enterprise, menieridivemagdr@ications tharpro@edto st@pdb&t i ons t hen proceed to step
411. [0072] At step 411, if services do not require access control, then
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illustrating operations na provisioning s
100, 224 for $¥ndhel d service assignnent in accordance with an enbodi ment
of the application. [0077] At step 501, the operations 500 start. A default

service assigpoent re 5, 203 hardthdld 280 H4BIaEibie@Chith Bn hdi9e AILSAHbEL, ©Bh RY
system 100, 224 by an S 214. Default service assignnent re est s
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allocation. If the active service does not conflict with the service allocation, then

operations proceed to step 507.

[0083] At step 506, if the active service does conflict with the service allocation, then
a warning response is formatted. Thus, even if the handheld 210 has registered and is
associated with a conflicting service, the service profile is updated for future

registrations. A warning is returned in this case. Operations then proceed to step S08.

[0084] At step 508, operations 500 end with the return of either a success response or

a warning response.

[0085] FIG. 6 is a flowchart illustrating operations 600 of modules 170 within a
provisioning system 100, 224 for reconciling subscriber services in accordance with an
embodiment of the application. During registration, subscriber information (see FIG. 4),
provided‘ by the SP 214 via the XML or Web provisioning interface 216, is reconciled
against handheld information (see FIG. 5) by the provisioning system 100, 224. A
handheld 210 may be assigned services or associated with an account maintained on the
Web client system 228. Also, for certain SPs 214, registration may trigger the activation
or deactivation of services depending on the SP’s registration policy and default service
profile. If a service conflict exists between the handheld and the subscriber, the SP’s

override rules dictate behaviour.




or HTML interface as single requests or in batch format. [0078] At step
502, the service profile for the handheld 210 is updated. The handhel d
service profile is used by default if specific services are not provisioned
for a subscriber at registration. [0079] At step 503, a determnation is
made as to whether the handheld 210 has been registered. If the handheld
210 has been registered, it nust be determned if any action is required.
22 [0080] At step 507, if the handheld 210 has not been registered, then a
success response if formatted. Operatiggs then proceed to step 508. [0081]
At step 504, if the handheld 210 has been registered, then a determ nation
is made as to whether the handheld 210 is associated with an active
subscriber. If the handheld 210 is not associated with an active

subscri ber, t ope roceed t te 507 0082] At ste if
The-handnel o DU 5 AEka0RT, B SGFiems RCHER A FelisuloPiat of prSpslast
det erm nati orrecaveﬂmglehea;ﬁowhmomﬁ@iyeem 100£22:C u"he/fe,gﬁmimn eeencBntdelved s i h t he

service all Ve service nfllct wi th
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506, if the dmmMMﬁhmdemmﬂmdﬁEqmﬁonfI|ct with the service allocation, then
a warni ng response is formatted. Thus, even if the handheld 210 has

regi stered an 'ﬁﬁﬁeiﬁle C

profile is up@ for ut ure %&l gcl(é& ( é éP) &dgnet\{r&&ﬁthé&% %J?’%%I inthis
case. Cperatn@ﬂ@emh@w€ﬁﬁoceed to step 508. [0084] At step 508, operations
500 end with the return of either a success response or a warning

response. [ 00@hdsiF! Git fpl693ans Lpuehand sdbEJrH!u&t i§ a&tk&gneapﬁatemapﬁ%vﬁ%ngf

nmodul es 170 within a  provisioning system1 224 for reconciling,
subscri ber seFgyests secpivedyirayelythe g\g\glv\plf HTMEL 1nterface take precedence over any service
defaults.

[0089] At step 604, a determination is made as to whether the event is a new

activation.

[0090] At step 605, if the event is not a new activation, then the default service
assignment for the handheld 210 is checked. Operations then proceed to step 606.

[0091] At step 606, a determination is made as to whether the default service

assignment is available.

[0092] At step 607, if the default service assignment is not available, then the default

service profile for the service requestor is checked. Operations then proceed to step 608.

{0093] At step 608, if the default service assignment is available, then a
determination is made as to whether all default services are active for the subscriber. If all
default services are not active for the subscriber, then operations proceed to step 616

described below.

[0094] At step 609, if all default services are active for the subscriber, then no action

18 required and operations 600 end.




enbodi nent of the application. During registration, subscriber information
(see FIG 4), provided by the SP 214 via the XM. or Wb provi si oni ng
interface 216, is reconciled against handheld information (see FIG 5) by
t he provisioning system 100, 224. A handheld 210 nmay be assigned services
or associated with an account maintained on the Wb client system 228.

Al so, for certain SPs 214, registration may trigger the activation or
deactivation of services depending on the SP's registration policy and
default service profile. If a service ggnflict exists between the handheld
~and the subscriber, the SP's override rules dictate behaviour. 23 [0086]
At step 601, the operations 600 start. A registration event or nessage 258
is received by the provisioning system 100, 224. The registration event is
recei ved whe hangdhel d_fjrst. regi.sters w.th .the provisioning system 100,
254 and at vaPPhe- pieps ol PinhER R A h il T RRRRRRE “Tooeri
At step 602, dehdcesennitaracgigaptiaspudicy {sichecked.SP) is identified and the
corresponding profile is retrieved. [0088] At step 603, the status of the
subscriber is erm . . ISl onk NG .1 teg i t hr ough
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new activati : . [ ' Lyation,
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Qper at i ons t hesriepntigeted deperrding epthe 6@ vice BQublor ApokiyespitiBge Operatéhas 60hibamt i on i s
made as to yher the default service assignnment is available. [0092] At
step 607, if the default service assignnment is not available, then the

default service profile for the service requestor is checked. Operations
t hen proceed 10897 ¢ epAtfﬁB@ 620, if the service requestor registration policy is “deactivate”, then

the service is deactivated. Operations then proceed to step 621.

[0098] At step 612, if the service requestor registration policy is “activate”, then a
determination is made as to whether the handheld is branded. If the handheld is not
branded, then operations proceed to step 614 where the default service assignment for the
handheld is checked. If the handheld is branded, then operations proceed to step 613
where the default service profile for branding is checked. At step 615, continuing from
step 613, a determination is made as to whether the default branding service is found. If
the default branding service is found, then operations proceed to step 616. If the default

branding service is not found, then operations proceed to step 614.

[0099] At step 618, continuing from step 614, a determination is made as to whether
the default service assignment is available. If the default service assignment is available,

then operations proceed to step 616.

[0100] At step 619, if the default service assignment is not available, then the default

service profile for the service requestor is checked. Operations then proceed to step 616.

[0101] At step 616, continuing from steps 608, 618, 619, or 615, a determination is
made as to whether service reconciliation is required. If service reconciliation is not

required, operations then proceed to step 621.




[0093] At step 608, if the default service assignnment is available, then a
determnation is nade as to whether all default services are active for the
subscriber. If all default services are not active for the subscriber,

t hen operations proceed to step 616 described bel ow. [0094] At step 609,
if all default services are active for the subscriber, then no action is
requi red and operations 600 end. 24 [0095] At step 610, continuing from
step 604, if the event is a new registration, the service requester
registration policy is checked. [0096] 65 step 611, if the service
requestor registration policy is "notify”, then the service requestor is
notified (e.g., by email). Notification may delay the processing of the
regi stration event typically for 24 hours after which the subscriber wll

ei ther be actj ed ,.or ctivated dependi.ng on the service requester's
ol 1oy set 1 gt S o ep iR A rEr ot f oGy Bfn SFGHY SS6b ARG o
servi ce requestformedegi stration policy is "deactivate", then the service is
deactivated. Operations then proceed to step 621. [0098] At step 612, if

the service r sto igkration. pokicy 1S caCtdMat e q t a
det ermi nat i on_ﬁlijésé‘?rrgatd{{(_at gtglgt%ﬁhgél%tﬁg]rn Bt lc)alﬁhsé{!e hel dl'l\g’ B’?aﬁr%g’e%ggfsf ot
handhel d i s niaform$gioandedated.-hen operati ons proceed to step 614 where the

default service assignnment for the handheld is checked. If the handheld is

branded, thenopRgr atAQR$ 682 AGLRE sthidls HFBRafohds uyigle the default service
profile for branding is checked. At step 615, continuing from step 613, a

determ nation_is. made as tg _whether t defaul t brandi ng service .i.s found.

If the defauokﬁ%ra 'ﬁﬁpsg?vﬂﬁﬁmPgmfgﬁ%d?dtﬁﬁm‘5ﬂ@?§t? RS VI5F o8B 8 0 step
616. |f the defoaddtion. br andi ng service is not found, then operations proceed
to step 614. [0099] At step 618, continuing fromstep 614, a determ nation

Is made as tg 0@5‘? h.ez&s mglnﬁmgtﬁﬁb%% ta]vilgnli)fé:i SRils ﬁlicﬂlagﬁ]%ten{e%r@é/ QM ﬁgéug‘ler I'f the

default servi ssi'ghnent 1I's ava
services. OTA activation is an option for enterprise subscribers as well as prosumer

subscribers. However, different provisioning mechanisms may be provided for both types
of subscribers which can be controlled by the services provisioned for an individual

subscriber or handset.

[0107] Service assignment and service access control can be set for either of these
services or both, meaning a handheld 210 or subscriber can be assigned access to
enterprise-only, prosumer-only, or both. As such, service types include the following:

enterprise-only; prosumer-only; and, enterprise and prosumer.

[0108] SPs 214 have the ability to assign a service type to their handhelds 210. This
assignment will determine which handheld-based provisioning model will be exposed to
the subscriber. It is important to note that service type assignment is “overridden” by the
service access control set for a subscriber when present. This means that a handheld that
was assigned to the enterprise service type would receive the prosumer service type

experience if the subscriber were given access to the prosumer service.

[0109] The present application provides for pre-assignment of services as follows.
SPs 214 select a defanit service type for the handhelds 210 that they sell. When a
handheld 210 is first activated in the provisioning system 100, 224, the handheld 210 will




t hen operations proceed to step 616. [0100] At step 619, if the default
service assignnent is not available, then the default service profile for
t he service requestor is checked. Qperations then proceed to step 616.
[0101] At step 616, continuing fromsteps 608, 618, 619, or 615, a
determnation is nade as to whether service reconciliation is required. If
service reconciliation is not required, operations then proceed to step
621. 25 [0102] At step 617, if service reconciliation is required, then
service reconciliation is performed. [G103] At step 621, continuing from
steps 620, 617, or 616, access control “iInformation is updated. [0104] At
step 622, service status information is updated. [0105] At step 623,
operations 600 end with updating of service invoicing infornation [ 0106]

As nmenti oned above avai |l abl.e.ser s.in and  prosuner
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these services or both, neaning a handheld 210 or subscriber can be

assi gned acce¥®%o enterprise-only, prosumer-only, or both. As such,
service types include the following: enterprise-only; prosuner-only; and,
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the subscriber provisioning process, although it can also be done at any other time. SPs
may choose to not update the service type assignment and simply use the service access
control setting to dictate which provisioning experience the subscriber will have with

their handheld 216, since it overrides the service type assignment when a conflict occurs.

[0111] With respect to subscriber service access control, SPs 214 are able to submit
to the provisioning system 100, 224 during the subscriber provisioning process which
service type a subscriber has access to. Once assigned, the subscriber will not have access
to any other service type. The subscriber service type assignment can be changed at any

time using the provisioning system 100, 224 (via HTML or XML).

[0112] SPs 214 can use the provisioning system 100, 224 to manage handheld service
type assignment and service access control. Using either an HTML or XML interface,
SPs are able to define service types for both handhelds and subscribers. In addition, the
HTML interface supports the uploading of batch files for groups of handhelds or

subscribers.

[0113] Now, for example, consider the case where a subscriber purchases a
“prosumer-only” handheld 210 but subscribes to “enterprise-only” service. In operation,

the following steps are performed:

[0114] 1) The subscriber has a handheld 210 that is assigned to the prosumer service
type only.




service access control set for a subscriber when present. This neans that a
handhel d that was assigned to the enterprise service type would receive
the prosuner service type experience if the subscriber were given access
to the prosunmer service. [0109] The present application provides for
pre-assi gnment of services as follows. SPs 214 select a default service
type for the handhel ds 210 that they sell. When a handheld 210 is first
activated in the provisioning system 100, 224, the handheld 210 will 26 be
subj ect to the provisioning nodel defingd by the SP 214 for that service
type, unless the subscriber service access control specifies otherwise. I|f
the SP wi shes to pre-assign a different service type for a subset of
handhel ds, it is able to do this by providing a list of handheld

identifiers ( R ) t he.servic ' nt for
that subset. U %ilO]ﬁq"Hléonparcé‘éaélﬂ? b%\%‘ﬁ%?cé‘?l%ﬁc%’ag%“ rﬁ?uesﬁ‘éney_ﬁs/[ Eﬂatpﬂsi e
assi gnnment of sps@fiasitice thissmbscfibdrislhwdd haSPscc2d 4o atteprasbloalytsarvegetbm t to t he
provi si oning system 100, 224 in real-time, a nodification of the

handhel d' s dejppigt S§T iy C‘%oﬁﬁét'cﬂ%ﬁ@% g:'hﬁs bedn e‘aady' t){e %Pﬁfh Qi g9 the
subscri ber prOV| ioni'ng process, can a one ‘at any ot her
time. SPs neaptivitionsequess spesifiey pl@aufethcmes 8 gppflicteit slg,q@él @@memmtm@ﬁhe sinply
use the servige.a Syst&n@Nbh.0h24S Ghif | I [ OMhSdeORbOY
experience tﬁg gu%ﬁﬁg %%r mn?l %ave ﬁﬁ@ﬁﬁﬁmﬁyq£§- %@hg ), ;%n it
overri des themgﬁwvmé@EPVBEEQQ@Ngnnent when a confllct occurs. [0111] Wth
respect to subscriber service access control, SPs 214 are able to submt

to the provi sjoeming BT ebafict ARAHMUERRE hah BoSbiRs ShdbR@ras M3t SisaiN ng
process which service type @gsubscrlber as access to. Once aSS|gned t he

subscri ber wihen gFroRmessags ad e retyrgeddpihe Sbher servi ce type. The subscri ber
servi ce type assignnent can be changed at any tinme using the provisioning

system 100, 2@#§|vi aNeAl,Monsider Xt case[ @hck2]a SBScrmMpm&msdsSae “priosungpe-onlySi oni ng
system 100, 224 .t e hand el d servi ype .. gnnent nn service
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In operation, the following steps are performed.

[0119] 1) The subscriber has a handheld 210 that is assigned to the prosumer service
type only.

[0120] 2) The subscriber is currently assigned to the prosumer service type only.

[0121] 3 The SP 214 submits a deactivation request for prosumer-only service and

submits activation request for enterprise-only service.

[0122] 4) If the “conflict override setting” has been enabled as the SP default, or if
the activation request specifies that if there is a conflict it should be overridden, then the
provisioning system 100, 224 will automatically change the handheld service type

assignment to enterprise-only.

[0123] 5) If the “conflict override setting” has not been enabled as the SP default,

then an error message will be returned to the SP.




SPs are able to define service types for both handhel ds and subscribers. In
addition, the HIM interface supports the uploading of batch files for
groups of handhel ds or subscribers. [0113] Now, for exanple, consider the
case where a subscriber purchases a "prosuner-only" handheld 210 but
subscribes to "enterprise-only" service. In operation, the follow ng steps
are perfornmed: [0114] 1) The subscriber has a handheld 210 that is assigned
to the prosuner service type only. 27 [0115] 2) Upon activation by the SP
214, an activation request (via HTM. or ,XM.) specifies that this

subscri ber shoul d have access to enterprise-only service. [0116] 3) If a
"conflict override setting" has been enabled by the SP 214, or if the
activation request specifies that if there is a conflict it should be
overridden, t the,. provisioning system 1Q0, .224 wi |l aytomatically
change 1 e halliei o Ty Yetethe SR e Ruthases SRR ) 4

| f the "confldesticecandrpliacde a S‘piokirig-onlya SIMoIn sk landblderloam bpeeatioh) ef aul t,

t hen an errorfﬂessagg Wil | pe returned to the SP. [0118] Next, consider the
case where a SUBLER FERSARIFONA s a "prosuner-only*  handhel d and

"prosuner-only" service but wishes to change to "enterprise-only" service.
| n operation, [0} fol)l B swyscsiberdws amew hendheldi?d @ thaf Blatdgned Yo Therosubeer i ber

has a handhel 4,210 .1 is assigned to the prosumer service type only.
[0120] 2) The é%%%cf?g%? is currently assigned to the prosuner service type

only. [0121] 3) The SP 214 submts a deactivation request for

prosuner - onl yl04eflyi @ Ahseubscriberiit @rgptly psigned o the guiesiseronty SSHISHAYE] se- onl y
service. [0122] 4) If the "conflict override setting" has been enabl ed as
the SP def aul @127r i3) The provisioning system does not allow this subscriber to have access to

his/her enterprise service on this handheld 210 due to a service access control conflict.
The outcome here depends on the carrier’s service conflict policy. Either subscriber

service or handheld service could prevail.

[0128] 4) At the point of sale, the subscriber would need to specify that he/she wants
to use this handheld 210 with enterprise-only service or the subscriber would need to

contact the SP 214 and request to be enabled for enterprise-only service on that handheld
210.

[0129] 5) The SP 214 submits a request to change handheld service assignment from

prosumer-only to enterprise-only.

[0130] While this application is primarily discussed as a method, a person of ordinary
skill in the art understands that the apparatus discussed above with reference to a
provisioning system may be programmed to enable the practice of the method of the
application. Moreover, an article of manufacture for use with a provisioning system, such
as a pre-recorded storage device or other similar computer readable medium including
program instructions recorded thereon may direct the provisioning system to facilitate the
practice of the method of the application. It is understood that such apparatus and articles

of manufacture also come within the scope of the application.




the activation request specifies that if there is a conflict it should be
overridden, then the provisioning system 100, 224 will automatically
change the handhel d service type assignment to enterprise-only. [0123] 5)
If the "conflict override setting” has not been enabled as the SP default,
then an error nessage will be returned to the SP. 28 [01241 Finally,

consi der the case where a subscriber purchases a "enterprise-only" service
and places a "prosuner-only" SIMin his/her handheld 210. In operation, the
follow ng steps are performed: [01251 1)4gThe subscriber has a new handhel d
210 that is assigned to the prosuner- on?y service type. [01261 2) The
subscriber is currently assigned to the enterprise-only service type.
[01271 3) The provisioning system does not allow this subscriber to have

access to hi r terpri.se servjce on t.his handhel d 210. due t service
access contr o'? Hcﬁnf ﬁi%gt?n%o‘ilhmeen%u?fc%‘ﬁeapﬁéﬁaémﬁg%s@ﬁ%‘% %ﬂv? /e g’ep&fdeg" °service
conflict policxymplEs bhigr Thids @fiskdlr in dheravi mey effediaaieagdd, s@difica®ne and d
prevail. [01281 4) At the point o al t.he subscriher uld ne to
Cbecity t hat vikrddhs oy $eRElA, oBbodiRutt, otffur dB550e Jim B e pD AT ke On y
service or t hppSabecr Thesubjeotmatten dedribaal heediminathé rdchel ShmR Iftergindo r@guest to
be enabl ed fQ&@%@%&&Rﬁi%ﬁ@ﬁ@é n%grvi&%ﬁﬁn t hat handheld 210. 101291 5) The
SP 214 submits™a reques% 0 C d%ég”ﬁa 8'd service assi gnment from
prosuner-only to enterprise-only. [01301 While this application is
primarily disl@l¥ded Agortionedthodisclesupsent gonpasint dectiinarirepntaigk inhterigl whidhds ar t
under st ands t r i 1 : REL
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as a pre-recorded storage device or other simlar conputer readable nmedi um
including programinstructions recorded thereon nay direct the

provi sioning systemto facilitate the practice of the nmethod of the
application. It is understood that such apparatus and articles of

manuf acture al so cone within the scope of the application. 29 [0131] The
enbodi nents of the application described above are intended to be exanples
only. Those of skill in the art nmay effect alterations, nodifications and
variations to the particul ar enmbodi nent sowi t hout departing fromthe scope
of the application. The subject matter described herein in the recited
clains intends to cover and enbrace all suitable changes in technol ogy.
[0132] A portion of the disclosure of this patent docunent contains

mat eri al whiqggtiggfﬁgéﬁghgg@fcopyright protection. The copyright owner has
no obj ection A on by any one of the patent document or
patent disclosure, as it appears in the Patent and Tradenmark COffice patent
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services offemfmhdpwm&hrmeﬁwuaewpmﬁwﬁdemmgﬂnng wi rel ess network, conprising:
5 receiving at a provisioning systemfroma wirel ess device a wireless
device identifier fﬂg V, g i.rst:.sub f

services |dent|f§?ﬁ roni L§ﬁ§?&g5%&8n %EW?J%%ﬁ% Fgg'gﬁéﬁ s%&&ger
associ at ed mnﬂhﬂﬁheﬂEMMK%$%@stéwmﬁgﬁﬁmﬁ@bsmwﬁbW$b@m$having a second subset
of the services; and, if the first and second subsets conflict, enabling
none, one, or bot iideailfyirigeﬂéﬂl it wiRblehs dbPics KRR %thﬂﬁ&hﬁerqafsso@ﬁfe)i'vﬁﬁlsthb n
accordance with conflict resolutjon information for the service provider.
2. The net hodVBFless deyien the syhserbsebavigiesoss ppset 5F the eryigesedidbl i ng none, one,
or both of

if the first and second subsets conflict, enabling none, one, or both of the first and
10  second subsets of services in accordance with conflict resolution information for the

service provider.

2. The method of claim !, further comprising, prior to enabling none, one, or both of
the first and second subsets of services, comparing the first and second subsets for

conflict.

15 3. The method of claim 1, further comprising transmitting to the service provider an

error message if the first and second subsets conflict.

4, The method of claim 1, wherein the wireless device identifier is stored in a

memory device of the wireless device.

5. The method of claim 4, wherein the memory device is a subscriber identity
20  module (SIM).

6. The method of claim 1, wherein the services include electronic mail services.

7. The method of claim 1, wherein the provisioning system is operated by a second

service provider.




the first and second subsets of services, conparing the first and second
subsets for <conflict. 15 3. The nethod of claim1, further conprising
transmtting to the service provider an error nessage if the first and
second subsets conflict. 4. The nethod of claim1l, wherein the wireless
device identifier is stored in a nenory device of the wireless device. 5.
The nmethod of claim4, wherein the nenory device is a subscriber identity
20 nodule (SIM. 6. The method of claim1l, wherein the services include

el ectronic mail services. 7. The nmethod;ef claim1l, wherein the

provi sioning systemis operated by a second service provider. 31 8. A
system for provisioning wireless devices for use of services offered by a
service provider on a wreless network, conprising a processor coupled to
menory and an intgerface to the wreless. network ad

focel ving ar % pr GarS s SIS AR Phrel Snalf BB S P isuie

devi ce i dent ifrowdder ot heviralessaletask, dempristngnavi ng a first subset of the

services; identifying fromthe wireless device identifier a subscriber
associated with t ' | nNgy subset
of the services; gﬁﬁ&k%ﬁigﬁgk ﬁ¥s r%@%%%%? &%k §%F§@§gﬂ%1 ﬁﬁﬁena Ilng

none, one, oradggedfoof the 10 first and second subsets of services in
accordance with conflict resolution information for the service provider.

9. The sysfem of clai Me&iviHhar %'ﬁo&ﬂ@mﬂ% QREHT Bom § Wit @EviAdaRkiRgks{ Or ,

before enabling none, one, or both he first and second_ subsets of
services, conpari H§viehigentifies fhe virslpssdsyisn favinprsistsubsst ofghsrevices:
identifying from the wireless device identifier a subscriber associated with

the wireless device, the subscriber having a second subset of the services; and,

if the first and second subsets conflict, enabling none, one, or both of the
10 first and second subsets of services in accordance with conflict resolution

information for the service provider.

9. The system of claim 8, wherein the processor is further adapted for, before
enabling none, one, or both of the first and second subsets of services, comparing the first

and second subsets for conflict.

15 10.  The system of claim 8, wherein the processor is further adapted for transmitting to

the service provider an error message if the first and second subsets conflict.

11, The system of claim 8, wherein the wireless device identifier is stored in a

memory device of the wireless device.

12, The system of claim 11, wherein the memory device is a subscriber identity
20  module (SIM).

13.  The system of claim 8, wherein the services include electronic mail services.

14.  The system of claim 8, wherein the system is operated by a second service

provider.




15 10. The system of claim8, wherein the processor is further adapted for
transmtting to the service provider an error nessage if the first and
second subsets conflict. 11. The systemof claim@8, wherein the wireless
device identifier is stored in a nenory device of the wireless device. 12.
The system of claim 11, wherein the menory device is a subscriber identity
20 nmodule (SIM. 13. The system of claim8, wherein the services include

el ectronic mail services. 14. The system of claim8, wherein the systemis
operated by a second service provider.3?2 15. A conmputer program product
havi ng a conputer readabl e nediumtangi bl'y enbodyi ng conputer executable
code for directing a provisioning systemto provision wreless devices for
use of services offered by a service provider on a wirel ess network, said

conput er program product conpri sing: code for receivjing at a prQyisioning
system from a>wir BB, g ppist Zﬂezﬂng JetRuyer d&%ﬁfﬂﬁf@%}w Y ol oss
devi ce havi ngnbollying torfpils @kediablehds Gir\iieaiy «Cstsiblhig by@RA iof ptovigod rom t he
w rel ess device idﬁntifier a ubscriﬁer EgsocLated ..wWith the wirel ess

devi ce, the SHEISHApases fI st sarvices gHered Bpa sqvigs Prpyider oma wigeless netygrk. o de
for, if the fdaidsbmpiter Begangroduhsehsrisagnf | i ct, enabling none, one, or both
of the 10 first and second subsets of services in accordance with conflict

resol uti on, i nf or Mali 0n, { Qb e (SEOVLEEPLAYEIREN o Bl G GRIR UL ResPr 00T am
product of” cl ai m Ib, UrtRereco r1sing et ot priorto hone, one, or
bot h of the fderistidemifies elomickissthaitedanhg s Ersvsubesof thoswgpaces;ng the first and

second subsets for conflict. 15 17. The conputer program product of claim

15, further conprigdengr %Q@ﬁlfng Mfrond ﬁé&\!@i@l ok liBHcd RerdtRr 8 ShnskGRr REBMAEELT an

error message if the first and second subsets ]
with the wireless device, the subscriber having a second subset of the services; and,

code for, if the first and second subsets conflict, enabling none, one, or both of the
10  first and second subsets of services in accordance with conflict resolution information for

the service provider.

16.  The computer program product of claim 15, further comprising code for, prior to
none, one, or both of the first and second subsets of services, comparing the first and

second subsets for conflict.

15 17. The computer program product of claim 15, further comprising code for
transmitting to the service provider an error message if the first and second subsets

conflict.

18.  The computer program product of claim 15, wherein the wireless device identifier

is stored in a memory device of the wireless device.

20 19. The computer program product of claim 18, wherein the memory device is a
subscriber identity module (SIM).

20. The computer program product of claim 15, wherein the services include

electronic mail services.




conflict. 18. The computer program product of claim 15, wherein the
wireless device identifier 1is stored in a nenory device of the wireless
device. 20 19. The conputer program product of claim 18, wherein the nenory
device is a subscriber identity nodule (SIM. 20. The conputer program
product of claim 15, wherein the services include electronic nail

services. 33 21. The conputer program product of claim 15, wherein the
provi sioning systemis operated by a second service provider.

33

21.  The computer program product of claim 15, wherein the provisioning system is

operated by a second service provider.




