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WD 2005/ 020085 PCT/ US2003/ 025747 1 ROUTI NG HI NTS
TECHNI CAL FIELD 5 This disclosure relates in general

wo o00so08h1g hints and in particular, by way of PCEYSIHS/E5747

but not limtation, to providing routing hints from
hosts in order to use such routing hints at a network
gateway to facilitate intranet routing. BACKGROUND OF
THE | NVENTI ON 10 Cormmuni cati on lhas been greatly

i npacted by the capabilities of the Internet. The

I nternet enables information to be communi cated

bet ween two peopl e or otROUTENGHINESqui ckly and
relatively easily using packets. The Internet includes
many network nodes that are |inked together such that
[ -G ai ni ng packets may be transferred
sageyg them Sone network nodes may be
routers 15 that propagate a packet fromone link to

anot herhis AidtessardPlates in BehethOtéadoutihp Siits aGl TR Pafticular, by way of
still others may be entire personal networks (é.g.,

fXan§e Gut ifot ARhitdtidS o proRRiS® rb@HRS hirftd "f%&ﬁ'lﬁ%‘té ® order to use
across the Internet Detween a first entity and

SEERTAOL Bl oL EnOUAE S Bhacha ity s
soneti me i nvol ve sessions. Sessions are established to

' f i cati on exchanges that
mﬁ@aﬁ} nection or

connections. A session establishnent usually involves

a one-Gemmmitationieag beexn gheatheingdacted by thet ¢apablidiosesdfithe Internet.
the first and second entities. The conplexity and
drticalitemep Enabilee fifafhatsdrirenbe pbasturitatad HessecNtwo people or other
usual ly varies based on the type of 25 session. WO

2001e9 288y Pall k&bl asilyt dising packets. The Internet includes many

network nodes that are linked together such that information-containing packets
may be transferred between and among them. Some network nodes may be routers
that propagate a packet from one link to another, others may be individual client
computers, still others may be entire personal networks (e.g., for specific entities),
and so forth.

Communication across the Internet between a first entity and a second entity
is effectuated by constructing a connection between them. These connections
sometime involve sessions. Sessions are established to provide a context for the
communication exchanges that occur over the corresponding connection or
connections. A session establishment usually involves a one-way or two-way
exchange of information between the first and second entities. The complexity and
duration of an establishment phase of a session usually varies based on the type of

session.
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Each session establishment utilizes processing
resources and consunes a period of tinme that

WO canst@mses into a delay that is experienced bRCIIESI083/025747

After the session establishnent phase, the first and
second entities comrunicate in accordance with the
est abl i shed session context. The conmuni cati on, as
wel | as the 5 connection, may éease without

0

term patjng the session. In me cases, such existjn

sessi %ﬂ%ﬁ rﬁ%)smpﬂeqséajﬁ{sgmegg "é’iﬁ%ﬁ’? MIREPSEenEPSPHEFSS an cOnsumes a
i nf.ormgtion hat s previously_ exchanged between the
pﬁ}a%rﬁi ttméé{iaruva atepanterg delayhat wnexpesiensed dnwsers. After the
phase, when such information is retained by them In _
sessean vestablishmeat ppbaseo utdiey fusic ndgsgcond oenfitigsosopymunicate in
used to continue the 10 existing session. Thus,
eosardangenyith the gstablishgdsessipn ontext ehbe apmymumigaiipay, esl well as the
to those situations in which the same first and
senugttionntmay exase avithouvicomstatinge thealsksssored {hesome cases, such
session are attenpting to continue it. Consequently,
prsbhgnsessans wmay sthewdadter abd icostineed iusyng she ryifoigndton that was
continue an existing session if the second entity 1is
prdsiowely aes¢loangddf fhetwedn t thel devit i éntitdes cdurirget thel prior  session
Accordingly, there is a need for schenes and/or

teiabhiétnas phasé, Wi suoh, inferhimplonfiy retaimdd &y thagi. | i t at e

a session continuation between two entities. SUMVARY

OF THin bIMGENTArER] the previblisll-eR ¥R A iMfoTREHtRdN is used to continue the
i npl enment ati on, one or nore processor-accessible 20

eRBtiagl fesbivfe Whﬁ§,e§§rﬁfm§x§§%t &a5@ng RBLiGEtis PinetdIBL relegated to
when executed, direct a evice to perform actions

iRseUdiniions’ SRt WRRhA (ReSahRN firsteRhi f §&lonHS ERGLE Qﬁét:] previously

identifier; and fornmulating a host session initratio

E%ﬁﬁ%d%% hseEQ&a e%rrvi@ %gt@?lggﬁgﬁt% 3{6&%1?1%% r;{ ;@ggl\gﬁchéaﬂt@, problems can

frrst ex.en‘pl ary .
s %?ﬁgl fis 'fﬁg 5 sg%??g%@rgfezaéq:ém.sﬁ@?F%’%f BH M REgond entity
B aRBar o R oI KRR Bebemb00ss o O

PCT/ U %ggg’c{iggl?/?%gere is a need for schemes and/or techniques that improve,

simplify, and/or facilitate a session continuation between two entities.

SUMMARY OF THE INVENTION

In a first exemplary media implementation, one or more processor-accessible
media include processor-executable instructions that, when executed, direct a
device to perform actions including: creating a session identifier using a host
identifier; and formulating a host session initiation message with the created session
identifier.

In a first exemplary device implementation, a device includes: at least one
processor; and one or more media including processor-executable instructions that

are capable of being executed by the at least one processor, the processor-
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3 executable instructions adapted to direct the device
to performactions including: fornulating a host

wa@emsiognshressage With a session identifier thaPCT/F52003/025747

created responsive to a host identifier; and sending

the fornmul ated host session nessage that includes the
session identifier fromthe device. 5 In a second

exenpl ary nedia i npl enentati on3 one or nobre processor-
accessi ble nedja include a data strucgture, the data . X
sxeqable dnstregtions ragaptedniosdiage therdavies Fryparfepasichiens including:
identifier field, at |east part of the session )
foraptlpfingra fhast gsessinB| messapea Willsta sgesien fidsntifier, that is created
second exenpl ary_ device inplenentation, a device )

rerponsiEs toza hest identificyesnd sending dhel farmelatidohost session message
identifier creator that is adapted to create a session

thig mn¢lodes tha sessgon idenhifier friopethei davese. | n an exenpl ary
networ k gateway i nplenentation, a network gateway is

capable afseacundpxienplarys esslionmpdémertdtions oageohanodrey processor-
a session identifier field; the network gateway is

acdaptibtt hedixinchede a dacs structerd, ithe dataf staotareviaklugling: a message
popul ating the 15 session identifier field, and the

nesludink gadession idenfifiet Hild,ada st gagt p€rthersvssion identifier field
routing operation for the session-rel ated nessage
usdldingehdvesdentifient i fier. In a third exenplary nedia

i mpl ementati on, one or nore processor- accessible

medi afh Rekadadrseagsian) deviee UhiitBentatibhUgtdeide inttides: a host
when executed, direct” an apparatus to perform actions

iGN gnd g c@kishnde atbA&RAd §d 8lda feg"kisl:é@ate a session

tifieP A3t
session identifier fi e?ci o? a sessl on nessage;

ﬁ&ﬁk{q}g_ugfﬁgtﬁgﬁggﬁggﬁ;ﬁ i_ge responsi ve to the

ascertai ned host er. In an exenpl ary apparat us
PB4 0 AR i oo gty
BSRATP B AL R e Bl T ORIk s e
A7 % SSHARPLS R0 SRR AAG S o Pt Fephiaiog e
session identifier field, and the network gateway is further adapted to perform a
routing operation for the session-related message using the host identifier.

In a third exemplary media implementation, one or more processor-
accessible media include processor-executable instructions that, when executed,
direct an apparatus to perform actions including: ascertaining a host identifier from
a session identifier field of a session message; and routing the session message
responsive to the ascertained host identifier.

In an exemplary apparatus implementation, an apparatus includes: at least
one processor; and one or more media including processor-executable instructions

that are capable of being executed by the at least one processor, the processor-

executable instructions adapted to direct the apparatus to perform actions including:
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WO 2005/ 020085 PCT/ US2003/ 025747 4 receiving a
sessi on nessage having a session identifier including

w@2dvemroostlentifier; and routing the session NBGEFE§®03/025747

responsive to the host identifier. O her nmethod,

system approach, apparatus, application progranmm ng
interface (APlI), device, nedia, procedure,

arrangenent, etc. inplenentati 8ns are 5 descri bed

herei.n. BRI EF DESCRI PTI ON OF THE D%W. .Ttle sanme e
FERFDENE PeSSIANCRICEISE N HIR @ SRSIQN nﬂgge%c hding: 2 hest identifier;
i ke and/ qQr carrespondi ng aspects, features, and

@Baﬁ%lﬁél?ﬁ e SE8s1pN gnessagesreaponskentol the yosbidenifient i ons
environnent that illustrates a first connectjon that .
est ablQthere smgthods ssysteran cRppreacdio napPRGAMSC taRPhCAHAR  programming
continues the session. FIG 2 illustrates an _
enterfpteu(PAp pleyaesh medipy pracginrs, anrangsingyt, raet implementations are
hints wth session nessages. 15 FIG 3 illustrates an
eesoriedrhereimssi on nessage that can include a routing

hint. FIG 4 is a flow diagramthat illustrates an

exenpl ary nethod for providing routing hints. FIG5

IBRIEE DRSCRIPTION OFXEHN BRAWPNGS:ich to providing
and using routing 20 hints wth session nessages.

FI GS. _6A and 6B are exe ry tabl hat. illustrate ..
host (IHEHBRR Bmaks are Bootbeouslimide Mvinkt d Ticibge like andor
with routing hints. FIG 7 is a flow diagramthat
icpﬂﬁwqrﬁk%a%c&wrﬁﬁwquw&usi ng routing
hi nts. WO 2005/ 020085 PCT/ US2003/ 025747 .

FIG. 1 is an exemplary communications environment that illustrates a first

connection that establishes a session and a second connection that continues the
session.

FIG. 2 illustrates an exemplary approach to providing and using routing hints
with session messages.

FIG. 3 illustrates an exemplary session message that can include a routing
hint.

FIG. 4 is a flow diagram that illustrates an exemplary method for providing
routing hints.

FIG. 5 illustrates another exemplary approach to providing and using routing
hints with session messages.

FIGS. 6A and 6B are exemplary tables that illustrate host identifier and
network address linking for use with routing hints.

FIG. 7 is a flow diagram that illustrates an exemplary method for using

routing hints.
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5 FIG 8 illustrates an exenplary conputing (or
general device) operating environnent that is capable

w@boomboBd y or partially) inplenenting at | easpPCDI82003/025747

aspect of routing hints as described herein. 5
DETAI LED DESCRI PTION OF THE PREFERRED EMBCDI MENT FI G
1 is an exenplary communi cations environnent 100 that
illustrates a first connectioR 114(1) that
est abl | ﬁ$%§ @ sessi on and second conn ction é
that dOR it HRuHAlS SBSSITRPIaRS CPMPYEPE A cBonER n‘a Wieg) operating
conmuni cati.ons env t 100 includes multip
envERAmenpthat ys C@@E{ezq%qlolly@mmé 1mnl%msmén& efsltegst one aspect
108(1 10 108(2) 108(n), as well as a network 104
A doutinghinds as descaiRgd herd). 106.  Network gat eway 106
serves as a gateway between network 104 and an
intranet 110. Hosts 108 are coupled to intranet 110.
IDEFAJEED DESCRIPTHONOETHE PREF&ERRE]DE@@ODIME&

102(m correspond to addresses o

ez
devi cSTERTS; &t EiduplaRy BoRimfnicHis %ﬁﬁ‘ @?‘ﬁoh@d} fgfustates o
3o PO T T cishS t%?ﬁ% Sg%q?li%ﬁrat %ﬁnglﬁt%onfsﬁﬂon 114(2)
B S T e
R RS SQUAE SEQK'C%S SRR thaﬁqﬁm Al osts 108(1),

ch as t 20 I nternet, ot her intranet,
&Wwf)e &Lﬁp} easeg@ e aHdWerk 0o aan%wﬂ &ageway (NG) 106.
br oadband network, and so forth. Addi t i onal exanpl es
d¥etwiovk catewat 106 iseries as02 gatavershbetweaer network 104 and an intranet
types/topol ogies for network 104 are described bel ow
vilOh Heste @ aee caupled © ingangtndiOvi dual clients 102 are
capabl e of communicating with one or nore hosts 108,

and viloe descehed amplensentatiom rckieti341 02A(4), oD k . a2empyorrespond

106. 25 Hosts 108(1), 108(2) ... 108(n) correspond to
addwddsesess “El1l", “CH2"...“ Cm”," téspectivedyp e Back elfyclidies 102 may be any
addresses Hl, H2 ... Hn are present on intranet 110.

device that is capable of network communication, such as a computer, a mobile
station, an entertainment appliance, another network, and so forth. Clients 102 may
also correspond to a person or other entity that is operating a client device. In other
words, clients 102 may comprise logical clients that are users and/or machines.

Network 104 may be formed from one or more networks, such as the
Internet, another intranet, a wired or wireless telephone network, a wireless
broadband network, and so forth. Additional examples of devices for clients 102
and network types/topologies for network 104 are described below with reference
to FIG. 8. Individual clients 102 are capable of communicating with one or more
hosts 108, and vice versa, across network 104 via network gateway 106.

Hosts 108(1), 108(2) ... 108(n) correspond to addresses “H1”, “H2” ...

“Hn”, respectively. Host addresses H1, H2 ... Hn are present on intranet 110.
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i nteraction and/or comunication with clients 102,

(ii) are for use by clients 102, and so forth. By way
of exanple only, such applications may include file
del i very prograns web site naﬁ&genent/server

access rans, el ectronic [ .
Sﬁsﬁﬁi@ el diost BRe 8 F GOPRRRIONS @Ok SASRL h L hese applications
ch ha 108 may correspond to a server and/

d@bpﬁ%"lg‘ﬁﬁ?‘i"ﬂ%ﬂs og éwéqcéwnaami/%cqmmmﬂagoae\wﬁ sents 102, (ii) are
p rt of a _server and/or, part of a device, sone

sp&Yichignts; 12, apd so fpgths Byrwpy Al exampiecanlyrsuch applications may
exerrpl ar | ementations for hosts 108 are described
f wctuser ﬁ%@e dr;\lpwvm Ipregmatse ived tHteFMEnagoment/seaner programs, remote
Furthernore, 10 additional exenplary device
i mwﬂmlgaamarﬁecﬁmmh omikprogsinag, elatibese adneds predgrams, and so forth.
wth reference to FIG 8. Network gateway 106 is
r eachabach bostl Hfamap|certespondyto astmer land(t atevine, moltiple servers
nore addresses "NGN', and network gateway 106 al so has
aaqﬂ/esmmcttaaple rdeviaesy pareof hlRrvirtandadr partsf aalesiceg domscombination

"NA@". Communications fromclients 102 (or 15 other

nidesf, ahdtsoaferth r Pattedldroexaaslass idpnadntaednso fdr hosts 108 are
gateway 106 are received at network gateway 106 and

t f&cEbEd efurtheyt Blotwo vtthaeferdite @b M@S.S2108(dad 5. Furthermore,
108(2) ... 108(n). Network gateway 106 is conprised

Of dAAENA" exXBMislaRE dBpIcK i 9%51@&@Mtat16h§rf6f‘%s{snp®8 are described below
separately showi in FIG Each networ k gat eway

elvaGBferdRQ oG gonprise all or a portion of a
router, a proxy, a |oad bal ancer, a firewall device,

20 sonRe | C' %&WQ&‘ 10855 ‘%Qéchaﬁfédoﬁ%cﬁg'bié“thr@imgl‘r?@leﬂv&é(rk 104 at one

non spec vice |  ementations for ne

L T p——
ﬁl?mé‘fﬁfﬁ%w@ aé“fﬁ%?&é ﬁﬁéﬁﬁ%mﬁ@ Tow ot} jcally BEnP Eents 102 (or

Lﬁ%'r lnXdesg tltlat are directed to address NGN of network gateway 106 are received
at network gateway 106 and thereafter routed to a host 108 of hosts 108(1), 108(2)
. 108(n). Network gateway 106 is comprised of one or more network gateway
elements (not separately shown in FIG. 1). Each network gateway element 106 may
comprise all or a portion of a router, a proxy, a load balancer, a firewall device,
some combination thereof, and so forth. = Exemplary non-specific device
implementations for network gateway elements 106 are also described below with
reference to FIG. 8.
Generally, connections 114 are constructed between clients 102 and hosts
108 across network 104 via network gateway 106. Clients 102 usually initiate
connections 114, but hosts 108 may alternatively be the initiators. Specifically in

this example, client 102(1) initiates a connection 114(1) with host 108(2).
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WD 2005/ 020085 PCT/ US2003/ 025747 7 However, client
102(1) is not privy to address H2 of host 108(2).

I nstead, client 102(1) directs_the connection (e.g.,
a packet requesting a connectiof) to address NGN of

nef wor k gat eway. 6. Networ k gatewa 06 .t hen or.Ims :
a weﬁgabeaﬁﬁé)@z@nlsm%(ar}vw agesh kB OF %'ﬁstﬂ&%?@- i[pstead, client
accordance with sone default policy (e.g., rule). As a
r 49201, direeds W RoBRRCERAY(C1D6 armﬁ TeRIgAHRE jBoponnestion) to address
over intranet 110 to host 108(2) for this exanple.

sfingtwadk gafewagdPéuway 106 cannot sinply send the
packets of connections 114 fromclient 102(1) as-is
t o hosiNetw@erk) gatewapt Wob kthetdmsstorms abeewling operation 116(1) on
packets are destination-addressed to address NGN of
neomuedtiogalk lehfd)y inl @ccbddance nsitle sdmendsfanlt poljay vy rolkg. As a result,
typically enploys one or nore of the follow ng
exetworkr gatowpay 006 rowtes cohreghmnkEidg 1 poversiatranetr Bileto host 108(2) for
110: network address translation (NAT), half-NAT,
t thisekample.s GhanecalVp neprorkngdtéveard6 cndost sinipliytdend Ithe packets of
a transm ssion control protocol/internet protocol

( Temhddione Mi4r GrioRe lient NOT(1i)SasPRr foOhHﬁdl@SQg igk network address H2
overwiting the source (i.e., client 102(1 | P

apdERRe the padieetafft d&tinatlonRaaresbddtd Adirkss AN @Fnebkadbrk gateway
and NAT generated port nunber of network gateway 106 '

ange( ithdteXY, Hetwbilt Potetias 1@%%{@%%%?1&@&% &SV the following
with the [I'P addreSs H2" of host 108(2).” Hal f-NAT is

ECAPIES RCRFHALSS AR 57 DSOS onaion
?rglﬁ%glﬁ hdIENRf rf;!?%erlﬁﬁéd s@r)ﬁ/lg fgﬁ{btinzﬂ E?:%rf Carf] S it

ing is pe encapsul at1 ng eac padkét

1 018 AR ol SRS RS ELEREP) Bvionmens
\?\mt@ Rfsr o{gnggg b\go@tg %&vﬁ-ﬁﬁ{% é{e):gﬁu?ce Pl?es.,t cl}é)né%(l%b’(l)) IP address C1

and port number with the IP address NGI and NAT-generated port number of

network gateway 106 and (ii) overwriting the destination IP address NGN with the
IP address H2 of host 108(2). Half-NAT is performed by overwriting the
destination IP address NGN with the IP address H2 of host 108(2) so that the source
IP address Cl1 and port number are preserved. Tunneling is performed by
encapsulating each packet within a new IP packet that is addressed to address H2 of
host 108(2) and transmitting the encapsulated packets from network gateway 106 to
host 108(2), where they can be de-encapsulated.

During connection 114(1), a session is established between client 102(1) and
host 108(2). For the established session of connection 114(1), a session context 112

is produced at host 108(2). An analogous, similar, and/or reciprocal session context
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During connection 114(1), a session is established
between client 102(1) and host 108(2). For the

wesdoalobioshed session of connection 114(1), a SBCGEFUSIN03/025747

context 112 25 is produced at host 108(2). An
anal ogous, simlar, and/or reciprocal session context
WO 2005/ 020085 PCT/ US2003/ 025747 8 (not shown) is
al so usual ly produced at clien8 102(1). Session
context 112 facilitates co ni cati ons_between ¢lient
ot shownl 1m0 1meﬂy.prpﬁuggéj dsnplenti §02(14( Desyay grntext 112
or may have established thereon any one_or nore of
mptamq%n@ﬁnlcayg&bwefy@@bﬁ@hk@(ﬁ@%haﬂyl(l%)es of
sessi ons i ncl ude: gi) 5 a Secure Sockets Layer (SSL)
sessi dhus¢annegtiqn 3 h4{Jd may by eF nwachaver qstquﬁyd thereon any one or
session; (iii) a secure internet protocol (IPSec) ) )
sewsiofnmar(y diffezentytypes ofsassionsnExemplaydypesodf gas3ivRy include: (i)
cooki e- based session; (v) a point-to-point tunneling
ar Seawmel SokRT R)ayse (SSL) ; sesvion; dn) | PIranspmyed-ayer Security (TLS)
tunneling protocol (L2TP) session; (vii) a
pessiom; eliidy ¥ seeas mereviprotbeal ([Psed)nsdssivar (B & hgpérorext transfer
(ix) an adm nistrator-defined 10 session; (x) and so
pestobel THITP)escokitdasad sdisibr évit aspsmit-ao-poyrte urmeting protocol
illumnate how |ayers of sessions may be established
APPTRY 86ssidhle(vip ah EIPSecOiyer- 25 esfielingCorotsool (LRI PyBsession; (vii) a
vary at least partially in dependence on the type of
g@&@&étw Sssit Ghiii)ta WAniRAIOSKIG 8 sessRIn, {18 Qdndnistrator-defined
articul’ar session’context 112 may include one or nore
: - a : .

S R e TR JE, Sl mpladRRIMEreBe ool £p28 uBSluminate
[ LELele . [ . re dat abase
Bt ets s o il bR bl Blis Ry 2 OB B
corre ndi esgl on; & publ j ey ~0 [ 0 - .

IR gbﬂ%&is d%?og %s?lo@og%%%?(# M2 té?&atvgﬁ 407k epartlally in

that i's provi hos _neg priva
SERTEPH SR S, S Y B eromle,
S eSS 1 WS PR SRy pRrE R a TP o
PHECTE i B SCTUART FRIEbIRIEH iR oD CORTBGH QY Apessioh identifier; o
Ilgcna itorr]{ for one or more database entries that maintain persistent state for the
corresponding session; a public key of client 102(1) that is provided to host 108(2);
negotiated private cryptographic key(s); other security-related parameter(s); and so
forth. A TCP 4-tuple includes a source IP address, a source TCP port, a destination
IP address, and a destination TCP port. By way of example for an SSL session
under current standards, the session identifier can be up to 32 bytes in length.

As described above, after connection 114(1) is constructed, a session is
established between client 102(1) and host 108(2) in the current example. Client
102(1) is, more specifically, establishing a session with at least one application that

is resident at and/or executing on host 108(2). However, for the sake of clarity,

such applications may be generally included when referencing host 108(2).
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As descri bed above, after connection 114(1) is
constructed, a session is established between client

wdaeméayooshd host 108(2) in the current exanpl ePCTZUS®NG/025747

102(1) is, nore specifically, establishing a session
with at | east one application that 25 is resident at
and/ or executing on host 108(2). However, for the sake
of clarity, such applications“ray be generally

i I d wh f i t 1 2). WO 2005/ 020085
T LSOt S e b1 RGIERY pHES BipaRbRd or YSfiSTn BrmigE context 112
3Sion; Comext PR niSuides ScTament Forcamimmiaan Shhange(s) between

excha ) t we l'ient, 102(1) and host 108(.2). _ :
st Eﬁféé &@0%358@n Sereoncontert I qnoWCil‘-Hgft infermation that is
actually critical, nerely beneficjial, or otherw se
@&%&Ny%{‘:é aFerely bRBeficial eorAteRse | spmchow relevant to these
exchange(s). Guven that client 102(1) may be a 1 ogi cal
qomaRpNicaHen eyehangstaxt 112 may relate to

conmuni cati on exchanges between {i ), a specific device

and/ orGiyespdat £lient ) amayabe ey lagacal relieit, §eskiost context 112 may
108(2). Consequently, a session context 112 that is

askie tacedmuimpationuexchapgesehetwien (i) a spycifiordevieeeandior a specific
be associ ated therewth even as 10 the user client

162( df aadoass and H{n} hestl DB (R).oQahiséquantlyt adewsionsconéxt 112 that is
devices can differ at a local level for client

H32¢ciated avitlaansemelidnt 102(1)ausy comtitiesto Headstbciated therewith even as
Exanpl es of such different device scenarios include a

rhexgescliaari02((pactessdshases 008 fromiwliffoieat devicesr Mheedevices can
providers (I1SPs)), a terminal server session scenario,

afiffes @t 4 odd. leddl Eosslienm CORUFXht hlRetworkt PI£ded], and so forth.
host 108(2) and/or accessible therefrom Wen

bé 8 sddiftditlerbidt ded KRGO ir&ld&r%\%ﬁﬁ(ygs?fétﬁﬁnzo (e.g., those of

session context 112 may not be used ag

Rt Aft¥meb @é%‘i&npmme%gls}ﬁﬁf TRl SR s8885R skdnario, and so

clrent 102(1) attenpts t i ate anot her connecti on

thh_hosts 108 for a sane, a simlar, or a rel ated,
etc. session. If this other connection is not routed

10 th&SEMR context 112 is stored at host 108(2) and/or accessible therefrom.
When connection 114(1) is completed or otherwise ceases, session context 112 may
not be used again. On the contrary, session context 112 may be useful again if.
client 102(1) attempts to initiate another connection with hosts 108 for a same, a
similar, or a related, etc. session. If this other connection is not routed to the same
host 108(2) that stores session context 112, then client 102(1) has to establish a new
session, which can be time consuming, data/processing intensive, and/or frustrating
to users (especially a user corresponding to client 102(1)). Without some session
affinity preservation mechanism at network gateway 106, there is typically no

likelihood greater than random chance that the second connection is also routed to

host 108(2).
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20 host 108(2) that stores session context 112, then
client 102(1) has to establish a new session, which

W@ 200503083 ne consum ng, data/ processi ng i nt ensSPEEVUS2003/025747

and/or frustrating to users (especially a user

corresponding to client 102(1)). Wthout sone session
affinity preservation nechani sm at network gateway

106, there is typically no |ilelihood greater than

random chance that the second connection |s also. .

rout edh 56551915 aﬁfggw Jmss(ezyathmrwélemzwgsfunctwnahty is adapted to
PCT/ US2003/ 025747 .10 A session affinity preservation

HRR penaastinst pevdisg packet-leyehenthtagicaldevelggaeests) back to a host
connections (including packet-level and | ogical-I|evel )

6§ ubattis psineeated ovith asession gmtexiak] 2 Or ansrastingesessiontthat is to be
a session context 112 for an_ existi nIg session that is )
contyaued: owitth nthed connictione cdivieexample, Ferssipnarabfinity preservation
session affinity preservation 5 functionality attenpts
fonaiomiality attemptsetot ¢rablel 4 4oRhedtom t14(@hforl clx¢rit) 1G2¢1 bto be routed
routed back to host 108(2) to which session context

bhck ite hessoll&2pedo ehich sssi®hocontettl 12 tiy gssesatedat iSaoh session
mechani snms nmay be inplenented in accordance with one

affiniep Eeesexxeimhamyclsdrﬁ@hema@sbe Ahphan@ited ipldcecatdagct avith one or
net wor k gateways 106 generally, these exenplary

sidrat egemplary estigegics bedAlthompt heppdiehbleeadi wetwadrka gateways 106
| oad 10 bal ancing inplenmentation. A first strategy

loBhérafl§, #Hesé @REMPRIrAEraftgiod Al descEibéd fvom TRE Petspective of a load
whi ch host, if not all, requests that are incom ng

baRRcthdinifBmenéitioh” address are routed to a single
host 108. "However, this strategy relies on an

assunpf EFSF g&x{ﬂfb%g%eﬁtﬁ% 1b5d bé‘lqg&?lgéﬁtfgar‘ﬁﬁ e’sll;ngrde in which most,

single c ich 1s mani untr

?ﬁgé{ glz,dre@gﬂigts Rt dne 6 Rinze Fron? :aggbsn |Fy AL §fEsd Bre routed to a

ancer, D représents
i.al , j ,
SEETSR, 08, By AR FIRSBUSH o BB o ivn I
SR R G R YR BTl B, A
Iprr]g)?yma{)] ears léles?rgéefﬂ)oargd%ess to the load balancer, but it actually represents

requests for many, potentially thousands, of clients 102. As a result, routing all of
these requests to a single host 108 can lead to a very uneven load balance
between/among devices. Usually, devices that receive incoming requests from a
proxy are consequentially assigned a much greater number of clients 102.
Furthermore, requests from a client 102 that has changing IP addresses are also
routed incorrectly using this first strategy. IP addresses can be changing in a mobile
environment, when addresses are temporarily allocated from an IP address pool,
and so forth.

A second strategy involves employing a load-balancing heuristic that uses a
session identifier. Requests to continue an existing session are routed to the host

108 that previously established (e.g., negotiated) that session using the specific
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proxy are consequentially assigned a nuch greater
nunber of clients 102. 20 Furthernore, requests froma

wa@baosor00892 t hat has changi ng | P addresses ar eP@t/g62003/025747

routed incorrectly using this first strategy. IP
addresses can be changing in a nobile environnent,
when addresses are tenporarily allocated froman IP

address pool, and so forth. Alsecond strategy
i.nyol ves enpl oyjng_a | gad- bal anci ng heuristic that . )
iadigidyal session iegfifies e e iOPIeEartlonR@g‘Eé§tI%arEl6lﬂébﬁ?ﬁsffﬁﬁelsa‘?ﬁtathhed

exi sting session are routed to the host 108 that

Beevges s particadansliesk d§2andga paricydarn hast d P8t Adnapning jipstored that
usi ng_the specific WD 2005/ 020085 PCT/ US2003/ 025747 _
links that ipartidulare bestoh08 denthiat iparticular spssien iwith thetssssion being
a particular session is established between a

pdentified) by a phiteularisegsiam ddentifiert Widraa rémiest 1edyding the particular
mapping is stored that [|inks that particular host 108
sesstdmtdquifier cludmr thae geirticula themnth&0 as secaivédi thg request can be
identified by a particular session identifier. Wen a

rexfaé Hacknol thdt partidudarplaost i 108l esing the ssapping.d€rtiis fseeond strategy
fromthat particular client 102 is received, the

tiesrefnt enablebpresenatied ofsedsidoaffinady. parti cul ar host

108 using the mapping. This second strategy therefore

enabl gfowvesethy 3edcid ffaté8pentails ahuibibet Ve rélaiey @fawbdeks from an
second strategy entails a nunber of relative drawbacks

EERTEREY p&EpEGIvRN Birstihenesd b¥Rncét maintaihb @ thBRDS these mappings
bal ancér” nal ntains a table of these mappings 10

BEIWESN s8R RibntitRl ahd Hcst2188N0Fhe 188 of iR ?e%bg@ &h be huge

this table can be(ﬁﬁuge because there is a separa

%@H&éiftgéreeﬁcg s@%ﬁ%ﬁi&?ﬁ@fé% eﬁ%ni%é&%rﬁ’ F'é% O&%ﬁ{ble, if each

ost 108 caches ons and there are

RaSt ?O%g@gééﬁgt(ﬁk@l SesIRDS ahd ﬁH;l'Je ioag?if’?lplt Bé?t?i fc(% "R Eble uses S

reques €se sessions w 1 éncy.

TRl PR PRt B0 R TGS Ml \GrAGEEy Secons
ML AN R E SR T T—
tegtalt’)lelgl%{lrgntapﬁaesséslilr?tﬂ ’ithsé g&%%nv§£hti%g? is detected and an entry can be
added to the table. Third, each time a request to resume a session is received, the
load balancer consults the (likely very large) table in order to perform the routing.
Fourth, because the sessions have a lifetime and are aggressively aged-out or
evicted from host 108 caches due to overcrowding, the load balancer table also
implements some aging mechanism to mirror what the individual hosts 108 are
doing or are expected to be doing with their own caches. If the host 108 and load
balancer aging mechanisms are not synchronized, the load balancer may
prematurely delete state information for sessions that are still valid on host 108, or

inversely, it may retain state information for sessions that are no longer present at

any host 108.
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for communi ca

| oad bal ancer consults the (likely very large) table
in order to performthe routing. Fourth, because the

wa@emsiozngs have a |ifetime and are aggressi vel yPemes20081025747

or evicted from host 108 caches due to overcrowdi ng,

the | oad bal ancer table also 20 inplenents sonme agi ng
mechanismto mrror what the individual hosts 108 are

doi ng or are expected to be dopng with their own

caches, |f the host 108 .and J.oad bal ancer .agi,ng ,. .
roohart (HEd STEteRS: for SRR ALDBAY RS B EaeiHRalionggn achieve
prer.mturﬁly, del ete state information for sef | O thﬁt .
SFIQ | PIIILY | BresATYRESON 1338, nesWork ngatedvayy ﬁ% :ﬁﬁﬁ?ug selective
retain state information for sessions that are no )
CHRGON/ Jatersapation of2sessiap pdatifiens fopgsesgions otfieb@se being newly
PCT/ US2003/ 025747 12 A third strategy for session . )
gstaphshed pad suthont iaotabla,that ireqitirgst gn ealy fonicack individual session.
session affinity preservation at network gateway 106 .
tWhe detesmining iseasioncidentifiens; hested 08 emtiedra lygst sdengifisn therein.
identifiers for sessions that are being newy

est abNetiedk gattwayt Hifuexteactsab hest dantifier friones sassiemidantifier and
for each individual session. 5 Wen determ ning _
sewtes trafficddot afsession thodtich @Sseasioaddenthfdet isiadsighed iresponsive to
therein. Network gateway 106 extracts a host

itkke okt identifieamMThestdsi stnategye rhh ftherefaredempluyt @ xelatively stateless
traffic for a session to which the session identifier
iaﬁpﬂﬁz@hgﬂh@d r6 @8 BBSHIMe cotindidtibnnasjuestdenting iactabld dth a bounded
third strategy can therefore enploy a relatively

Slupitlr &TSentABP(£3C 7 AlAber 8fbRGicS ahsl Sfudod AURbEPBF hosts 108)
requests using a table with a bounded 10 nunber of

SRH/dr&Rat Rules sc@sioH MRkin@Ati G Fdquests Wiho R A S a (tile that has such
nunber of hosts 108) and/or that routes session
SRR LA EAUPEAE D0 OB, el AL o o,

strat gyl ey ARS8 FOELothidIEi IR Ehtironded QOG,X%W% She session
0, aF ?

ns environmnment er the session

%%{E??llfﬁl%g{eﬁg has@ q?%ﬁ{@%@@ %g &)‘3&391 c%%n@@tgg)n (ﬁ 4§S,n%§§itoho&ntext 112

ion co S produced

&g%&é 'cegdbar'e st il 8§(2%.1A(§olr}netcﬁgrr1 eﬁﬁt ﬁrth%Fe%%t%§ -ceé’é’é%!” When a request

for connection 114(2) arrives at network gateway 106, a routing operation 116(2) is

performed thereon. This connection 114(2) is indicated to be for a continuation of
the previously-established session that corresponds to session context 112 by a
session identifier assigned thereto. The session identifier includes an identifier of
host 108(2) in accordance with the third strategy. Using the host identifier for host
108(2) that is extracted from the session identifier of the session continuation
request, connection 114(2) is routed at routing operation 116(2) to host 108(2),
which is associated with session context 112.

Items 114(1) and 114(2) may also represent session-related messages (e.g.,
requests) that occur within a single connection as well as those that occur during

two or more connections. Furthermore, certain communications between clients
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for connection 114(2) arrives at network gateway 106,
a routing operation 116(2) is perforned thereon. This

wa@eseztsdn 114(2) is indicated to be for a  PCT/US2003/025747

conti nuation of the previously-established session
that corresponds to session context 112 by a session
identifier assigned thereto. The session identifier

i ncl udes an identifier of 20 hbt 108(2) in accordance

T LD e o B R sk e vy

somats b rom shisyis D2 io fosts A0+ Ut ¥1FG WisehAS, Bl or more packets
6(2) to host 108 : ich is associated with

@éﬁt éﬂesgégéji&rp Sf11§z .,%gqm &ﬂé}ltflkﬁlpi)an%ﬁlaosli mqszﬁm%veaﬂe@b from hosts

represent session-rel ated nessages aée. g., 25

rld8u eBession Agssages @e Wassi nessagenfias relgtmtx s¢ssipnag(e.g., those that
wel | as those that occur during two or nore _
aolatretet the establighmpet; gentinuation/tgsumptiem teadag dowa, etc. of sessions).
bet ween clients WO 2005/ 020085 PCT/ US2003/ 025747 13
1opexgrdplane sessiopgmessagel éssdeschibad hantlsirbedow veitls egfeence to FIG. 3.
Messages are usually propagated fromclients 102 to

host s SES#pn andiationemessagas aas nessagas semt ebypabismets SL02 and/or hosts
Client nessages are sent fromclients 102, and host
ne8sthaerelate do dritiatihg ansdisiohs Sekfidn consinuationBsSs4pRs are messages
are those nessages that relate to sessions (e.qg.,

tsbrtsby tchiaiits51 022 had/er t}@stshlf()&ﬂiaabblawf@@bntinuing an existing session.
conti nuation/resunption, tearing down, etc. o

$R8sibRIRMiatioAMENBHR A d/ séxsivonl CUhtREHSH tdsSaglSwby Bade markedly
further belowwith reference to FIG 3. SessSion

idiffEicat fOIMATESSAARY fBfBatsE fkAdes] fftatdYardl §&86%h.1G2owever, in a
and/ or hosts 108 that relate to initiating a session.

WSS GAPIdnRA a9fmiti 5%@%5 €&ssi i i
clients 109 and/%ﬂ#&pﬁoﬁgi%l% ttlﬁtlia(tﬁl ﬁfsét tgngo%{slm%i %Ogntmuatlon

S HSARE SIS ol SO URBIAAL FLLEP39BSTon i
G5 P OB B T ST PR s, and
152380ek M L0 ERARAFH 20 A SRS s e
Fs).(rasesél"oenn1Cn(ie‘ci.':%onamse(sessasgie.o n identifier

Although the description herein is not so limited, the implementations
described below occasionally highlight or focus on load balancing implementations
for network gateway 106. Also, although other protocols and combinations of
protocols are applicable and may alternatively be used, the description below
primarily uses TCP/IP connections and SSL/TLS sessions for the sake of clarity.

By way of example but not limitation, a client session initiation message or
client session continuation message may be a “Client Hello” message in accordance
with the TLS Protocol Version 1.0 Spec (January 1999). If the Client Hello

message includes a session identifier, then it may be a client session continuation

message, otherwise it may be a client session initiation message. Similarly, a host



indicates that a client session nessage is a client
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nmessage is a client session initiation nessage.

Al t hough the description herein is not so limted, the
i npl ement ati ons descri bed bel occasionally

hi ghli ght or focus on | oad bal anci ng i npl enent ati ons

f gessivai Mifikti @R hRWYeel 86 hodl s%gsigglég?gkigﬁicﬁ{ ngrlséage may be a “Server

protocol s and conbihations o ocol's
RIS SRR B0 Bl Yo, b oo 1 e
g?@ﬁgﬁiﬁ%ﬁfzﬁgﬁﬂﬂuﬁ#é g:%%gsr{gggg%rﬁ{féq%ltparrglg%pﬁ avc\:l?i%nt in a Client
B ah s 58 M, SENGE o SR Hrebrdaen it may be o
1l ST S P L 0 RS R T onsive 0
AP0 05 BB P s e hemit iy b o

session initiation nessage. Simlarly, a host WO
26??%%2‘88%@6’?%35@02%9%%? sessrors kleatifigr for andafaronilating such a
rr%iﬁ?age.or. host session continuation nessage may be a

" At FR§SIon gyigfion message 15 descaibed durtber balow. t he TLS

Pr ot oc Version 1.0 Spec. If the Server Hello

mess ag@@- cllglates ag exsmphary dgntaachdo ppovddingeandysiag routing hints
client in a dient Hello nmessage to which the Server
Hé(Ftﬁo%ﬁ%% dBesspges: e Speshen mpgssagesr2(02, 20dy ahé 2065arkeaseint from client
sessi on continuation nmessage. |If the Server Hello

ngysmgbost_s,l 08¢ op orimesi versg,cacrossChétenork 04 via aessaoek thRtvay element
does not include a session identifier, then it my be

al (ifosNetwserksgatewayeleinaenit d06 repiesgitis afiebehbmMdoPndiRosk glteway 106
identifier for and fornulating such a host session

i (off tFIGt ilpn Atdsaphecdch ofsesionetcdsa £9202b2bdWan 9896 Zre shown as

illustrates an exenplary approach to providing an

bsiimgg rowtetli thg nbiwibik gdiOwdl tdlemesS 106, SRS ARES: |
nmessages 202, 204, 25 208 are ment oy e |§gy%§%§f% message

tmay afiernbli¥elyobe toeRdVEY Sdfferdff ARFvIIRLIR IS of B tRork gateway
net wor k gat eway el enent

106.

As illustrated, host 108 includes a message handler 208 that handles
messages that are being sent to and received from clients 102. Message handler
208 includes an incoming message handler portion 208IC and an outgoing message
handler portion 2080G. Host 108 is associated with a host identifier 214, which is
stored at or otherwise accessible from host 108. Examples for host identifier 214
are described further below with reference to FIG. 3. Host 108 also includes a
session identifier creator 212 that creates session identifiers (e.g., a session
identifier 210) using host identifier 214.

In a described implementation, client 102 has an address “C”, and network

gateway element 106 has addresses NGN and NGI, with addresses C and NGN
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routed by network gateway el enent 106, each indivi dua
session nessage 15 may alternatively be routed by

di fferent individual elenents of network gateway 106.
As illustrated, host 108 includés a nmessage handl er

F16¢aledBin SDPHENPAnTEOJ08 g 0 e oAl o il focRked on intranet

i pcl udes an i ncqom n ssage .handl er portion 2081 C and )
aﬂl(L@fw Hﬁ%@?gafgégligfhagg?%?n ABFISABTS 5@@@11%31521956 received
is associated with a host identifier 214, which is

sfilew a?t“@rﬂoltoﬁemeéw&e gatexiay| edemeni s Netyark gateway element

Exanpl es for host identifier 214 are described )
f 104 wutesihase pessiomemestages enwac tahosioh@d eper witeget 110 with
includes a session identifier creator 212 that

clroading sopasaiaoen 21 Genkn fitevers¢ epagh,, sesswmswiessages from host 108 are
identifier 210) using host identifier 214. 25 In a
dessit/tiabenditiadpbarosnindtanon ] 1¢ ko eetwdrl Ratevsayaaleatuit 96, which routes
"C', and network gateway el enent 106 has addresses
Nisimalbat kNG client 102 sdtdr eatieg opeeatbnbiG6WO 2005/ 020085

PCT/ US2003/ 025747 15 | ocated on network 104. Host 108

has anSpebifieslby, ‘cHent W02 sbndssa Ichient ssson initiatioreinessdake (SIM) 202
along with address NG . Session nessages fromclient

1@Zranetwgkel e do hétwark hgdiekwwprdedhedt d06netMiunk session initiation
gateway el enent 106. Network gateway el enent 106 then

I R§Rge t IEB R108S St O cIRRS #ARSsion WRleltifier MRfknuk®B a®Mecomprises a
intranet 110 with 5 routing operations 216. In a

;fgeﬁtﬁéﬁefopﬁtr{bw $&3RIPONBERARB IR §QRINORtiatR ﬁE?sage 202 is not for

[transmtted across intranet 110 to networ
S5 AP ST ML AT i i niaion
BB YOS R SRR 2160, o
C%)ia%ﬁle,sggtﬁjo?ﬁ glaﬂaivxt'fj}péﬂer%%nt 106 may route client session initiation message
202 in accordance with a current and/or relevant load balancing policy (e.g., a
round robin distribution of incoming new session requests).

Host 108 receives client session initiation message 202 through intranet 110
at incoming message handler portion 208IC. Without a session identifier, incoming
message handler portion 208IC recognizes client session initiation message 202 as
being for a new session. Session identifier creator 212 is activated to create a new
session identifier for the requested new session. Session identifier creator 212
ascertains/retrieves host identifier 214.

Session identifier creator 212 uses host identifier 214 to create session
identifier 210. For example, session identifier creator 212 inserts host identifier

214 1into session identifier 210. Session identifier 210 may also include other values

beyond that of host identifier 214. The additional values of session identifier 210
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10 nessage 202 does not include a session identifier
i nasmuch as it conprises a request for a new session.

wBewans®st| i ent session initiation nessage 202PCHUSIIN3/ 025747

for an existing session, network gateway el enment 106

routes client session initiation nessage 202 to host

108 using a general policy at routing operation

216(A). For exanple, network tevvay el enent 106 nay
session nitiation

t I
B el iRg 32 8Bk o dherede Ry %a Sl Fghnfiues include, but
bal anC| ng@ q rou d rob istribution o
RFCBRS YTt fp ’saeéé'ﬁs%ﬂl Yéals%@ lue,gaalie) omee% infé@nentmg counter,

client se ninitiatiaon 2 hr, nt ran

- PECULAEY- qef{i vg]glenéggé}&gl mneslség%% 0 1{3@{(1(%8 oft ar?d S(t) forth.
Wt hout a sessign identifier, incomng ness

handl &k adesaribed domlementatigni alarst posiien {ees |h§ﬁt identifier 214) of
initiation nmessage 202 as 20 being for a new session.
sesssomidentifier 210 as deyetad é¢ identifyingbe hpat L8 that cuergntly owns the
a new session identifier for the requested new

sewsspmdige sesstm. | Thistfifst pertomeistwriquel across the hosts 108 of a given
ascertains/retrieves host identifier 214. Session

ictiesteri (i.eg modiastl 68 shdi2s uts dwshmentifide 21 4 fwith aiyl dtheo host 108 in the
create session identifier 210. For exanple, session
isahmptdlster). cThatfost diRionnsay bs ahd$t addiesst dwined by2theakt 108, an
into session identifier 210. Session identifier 210

tggédl geutiiscdssigacdttiean imiaistlaeyrpnddt aford. h@ssecond portion of
i dent ifier 214. The additional val ues of session

iselesivn fid@tifZek02 WD 3R Ofnc 400 Ghe REATGUENSO JaA® THS Aunptédictability) of

may be created using any of one or nore techniques.

Sbshor ftfe'ﬂﬁ'fﬂio' 930! r)sclvuﬁ@by dm%chxﬁq&esn@in bé UbdEfbrithis econd portion,
randomy sel ected value, a value froman increnenting

GRUNLER, orﬁ‘blﬁﬁﬁHﬁ' er%f %bﬂ ter "l‘héf’ta@ hR&eHints) pnce for each

sone co |nat| on t er Ol‘t In a describe

51%‘9)) ?&Sfbﬁ% bR ’roﬁOI'é $b (Boﬁﬁd BQ iléfnl'gs SRS egh&’(ﬁﬂtdnfd/&f a hashing

session | entlfler
é |ng the host 108 that currently owns the
corre pondi ng session. This first portion is unique

e oSy Bl o L P SN i B dp mesee
h%%&ler 9%8 rbutgomg message handler portion 2080G prepares/formulates a host
session initiation message 204 that includes session identifier 210. Host session
initiation message 204 is sent over intranet 110 to network gateway element 106.
Network gateway element 106 then uses a route back routing operation 216(B) to
send host session initiation message 204 over network 104 to client 102. Although
not so illustrated, host session initiation message 204 may alternatively be routed
back along a path that does not include network gateway element 106, especially
inasmuch as network gateway element 106 can route subsequent client messages
without having garnered per-session state information.

Client 102 extracts session identifier 210 from host session initiation

message 204 and retains session identifier 210 for possible future use to continue
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session identifier 210 can increase the uni queness
(and the unpredictability) of session identifier 210.
A variety of techniques can be used for this second
portion, such as a conbi nat i onl of usi ng a gl oba

(< hSphstRgonSsion @R Tn sty Sienl Yae RaBLd: aHaBRshed session). A

and/ or a hashi techni que.. 1 ession identifier . ]
c.se@@opmﬁ,zaﬁvgﬁwa%sofj;@@sPﬁiﬁblﬂéw@at PASPiON 9935t erfles dagnnection is
handl er ﬁOS. Qut goi ng mass%ge handl er portion 2080G .
prepupaise} obmendst & centiistthe sstablished and existingsepsipnagith host 108,
204 that includes session jdentifier 210. Host session

i sliental (o fprrmdaigg a chignt sessivarmongnaatiommessage (BLV) 806. Client 102
network gateway el enment 106. Network gateway el ement
1wlud\@n3@sr@&med sesstorbidentifien 2 Agnopisntsessiorn tofuation message
20 send host session initiation nessage 204 over

n@0two rliend 4esstorcCogintuation meNsagoQh is theh sent across network 104 from
illustrated, host session initiation nessage 204 may

akctientnH}2 toaleywbek gatetvag eldmerkt 19i6ong a path t hat does

not include network gateway el enent 106, especially

i nasmudtthas neet ok kagatagwelgmene Mot réd@bresacligmudession continuation
subsequent client nessages w thout having garnered

PefessERsP06) it tdeteetd tHaolchivhi DO2 iLbryldg ntodthiecat eRistig session as
session identifier 210 from host session initiation

nasdiedted 234t dnélaled Reshes Suantifiden10.f | At rddfing Wperation 216(C),
possi bl e future use to continue WO 2005/ 020085

P%%%%év@@@l‘éﬁ;enﬁ]% heuRs cfibhi %ﬁ@n%ﬁﬁhﬁ‘)&‘ti&%ﬁ%sgﬁe 206 using

any current use with the established session).

SQERidIP Edgmifﬁ?t?ﬁj. lﬁ%ré’@g&??cﬁ?} aﬁ%ﬂv%ﬂ?%a?&f%} %Ekélé?nt 106 routes

ceases (e.g., a connectlio térm nat e

t 911&96{%5@8& CF)HE%‘?&&%QH&%%% 2"(‘)'6%5‘?1? gﬁétqgfﬁ‘@ﬁé{j P14 Mat & part of and

host cli |"at’ es I ent Séssl on

R RN GC, S0 197,51 1 s
conti n%f‘c}si Pdentitief 394 identifies the host 108 to which it is associated. Hence,
network gateway element 106 routes client session continuation message 206 at
routing operation 216(C) using an identification of host 108 as indicated by host
identifier 214. Client session continuation message 206 is therefore sent across
intranet 110 from network gateway element 106 to host 108. At host 108, incoming
message handler portion 208IC receives client session continuation message 206
and can begin a continuation of the previously-established session using a stored
session context (e.g., session context 112 as shown in FIG. 1).
Host identifier 214 can identify the host 108 with which it is associated in
multiple manners. For example, host identifier 214 can comprise the (intranet)

network address H of host 108. In this case, network gateway element 106 can

route client session continuation message 206 to host 108 without using a session-
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receives client session continuation nessage 206, it
detects that client 102 is trying to continue an
existing session as 10 indicated by the included
sessi on |dent|f|er 210 At routﬁng operation 216(C),

at ewa 1 r client session
CEIAE GalE o beSagenaoy tﬁgi%g n QI WAr s geligntrsegsion continuation
210. More specifica net wor k gat
r BgeEge 2096 %b%@&a&#dcmcrsaﬁ? NSnEnadss aé@tfws 231&» Ayt least part

host identifjer 214 that is part of and_ extracted

f thersofeasstherdestination addressiof onesorpere parksts thakarezplaced on intranet
identifies the host 108 to which it is associ at ed.

HeHE ot cligat sessiongonbinagtien message296. r out es cl i ent

session continuation nessage 206 at routing operation

216( C) Altsimagivaly, i ittt idengfier @ 4otamowap 108 address H for host 108.
i ndi cated by host identifier 214. Cient session

cAhthongla this mapssg gear@@e inwlvérea ¢dlle € os e wongmitatsen), the number of
intranet 110 from network gateway el enment 106 to host
16@riet'nNhasthelti@dBle ¢andmnequal RDtheaasalper dfdrdtsel0%nr theserver cluster,
2081C receives client session continuation nessage 206

aonl iftéaheb @ 90,ninaa webitfhrimiadrdogd frth HEhus, this table has a bounded number
previ ousl y-establ i shed session using a stored session

conémies GAd Goes HBE HichICHH R¥dioA Stat@snfoRAMIon.N Wilkereference to the
1). Host identifier 214 can identify the host 108 with

ok fifipletuded fovRCifbach hBst 108 ChPh TRODG sssibRY and there are 500
exanpl e, host identifier 214 can conprise the

(h&Kts 308! the @Bl Rla\lsE ﬁﬂﬂé@tﬁ%s g'ilﬁfealflcﬁt 5 %Qi@hoﬂ)ntot Sftiiently route

case net wor k gatemay el emrent 1 can route cli'ent

SO, Q@ nmessage 206 to host 108 without
ﬁg&gfsesglwo%%%% 3005/ 020085 PCT/ US2003/ 025747 18

reI at eg lﬁlgbﬁebé’lb“ﬁ‘ Q054 é){éﬁﬂﬂg& ?ﬁjki%lcf‘ata %J}Cr that links host

wor ds, I'ent Session con u ssage an

QTR ARl P S B b S e o 2

or nore packets that are placed on intranet

e Entry No. e Host Identifier [214] o Host Address [H]
o 1 e host identifier 214(1) e host address H1
o 2 e host identifier 214(2) e host address H2
o . o . o .
e n e host identifier 214(n) e host address Hn

Table 1. Data structure for mapping host identifiers 214 to host addresses H.

In operation, network gateway element 106 extracts a host identifier 214(#)
from session identifier 210 of client session continuation message 206 as received

from client 102. Network gateway element 106 then accesses a linking data
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[ nber of entries "n"
a table (or a conputation), the nu
in the tgble can be equal to the nunmber of hosts 108

i i O, in a wb
the server cluster, on intrppnet 110,
Ifgrm and so forth. Thus, this table has a bounded

re, guch rasrthaisofiiabld de uisingt hosiGHeteriges 14858 Qertain the host
gﬁﬁ?i nformation. Wth reference to the 10 exa_n‘p?e

dresp blethat is Bakdd thesdto 1 Othis a6hesidhoss099 SESs to the address
;ﬁ% there are 500 hosts 108, the table may usef)(grB%

3 idnldii HEd ly route .
Af hpetsl 8(#Hs o antraret 3 101dnldi i8msed Qs 8hd e tifitio} ddArdsE to route client
?equest SQ&f or these sessions. Table 1 Ee% OW I'S

egntiriuakion gmessage SITUES Wost 108! | kS hpst identifier-to-
Ffﬁgﬂn?iqer;s 214 to hosgts 108 by vvayﬁ@f) tﬁe aagq%s@ég

ofetvosk addfi8s lihkingHables M desdiild fu%%& 1)%1(0%/ w\[iﬁ%éference to FIGS.

Addr ess 1 host identifier
ggz;:aadﬁﬂ-ll [ZH] host identifier 214(2) host address
H2 A~ A~ A n host identifier 214(n) host address

i t r__maeppi ng host )
ngen;r ?ﬂ(ﬁr%-lg?ﬁ&?ﬁ ha(rrnlgt8 iaa‘églra IQESSS’%SI&? m%shsaé;%r%? élﬁtf?aélr include a
i t st iden _
3?2?2% %H??E)S?ﬁ\égég ?Il %ﬁ%%%n ?quel)é\tﬁg%%ﬁsth‘?t r@fqt@sn‘qo QeS| Iare sessions.

i i .received . 20 fromclient _
oo IRt ed Rellieh S 2 B ol mukinke GeldbocT hese multiple fields

- 1K . . CT/ US2003/ 025747 19
10 e 1000 21 0 A One.gn wore offer firldkoss represented by other
[ | B¢ . 214(#) to ascertain the host address H#

tf%g(ws} }f?'i nked thereto. This host address H#

ds to the ress _of host 108(#) on int_ranet
110 angian u‘%‘&“ﬁ%r ﬁﬁg Hedydasant deastdomedmst ddemtifi® 214. Host

i:ciein?i?iter 214 includes a device identifier 306 and optionally an application
identifier 308. Device identifier 306 may comprise a network address 310 or a key
312(A). Alternatively, host identifier 214 may include a key 312(B).

In a described implementation, a format or formats for session messages 302
are defined by a network or communication standard or protocol such as SSL/TLS.
Session identifier 210 may be located anywhere within session message 302,
especially as defined by the applicable standard or protocol. Other fields 304 may
include a source and/or destination address, general header information, security
type information, other session-related information, data, some combination
thereof, and so forth. By way of example, session message 302 may be a Client
Hello or a Server Hello message as defined by the TLS Protocol Version 1.0
standard, and session identifier 210 may correspond to the “SessionID” field of
either TLS Hello message. An example of a field 304 that includes security type

information is a cipher field that indicates which cryptographic options are
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FIGS. 6A and 6B. FIG 3 illustrates an exenpl ary

sessi on nessage 302 that can include a routing hint.

Session nessage 302 is a nessage that relates to one

or nore sessions. As illustraf@d, session nessage 302
includes nultiple fields. These nultiple fields 10, )
HOPUES b 8 HasioneRRTIITANT 266 aRdFISHE & 2 D ks formulating
fields as represented by other field(s) 304. Session

iS§eHPN fmespage1dPd.ncl udes at | east one host identifier

214. Host, identifier 214 includes a device identifier

306 anveseion ileatifigr ohl Oy prelndes ihost idendifiarf 284 @wk optionally other
Device identifier 306 may conprise a network address

3mbuesr that kagether opm 2 g9ssionl identufien vEhig sepsion identifier populates the
identifier 214 may include a key 312(B). In a

chession bidentifigr 2he dicdd iofrsessioh onessagoB302or Hastsidentifier 214 may be
sessi on nessages 302 are defined by a network or

dooatadi amgtwioare stvathdarthe ofieldr 6drosedsicu demt&i&@SRAT)L Sncluding being
Session identifier 210 may be | ocated anywhere w thin
sdiskiedndispersedicandlat, sprerbedirahd yesaonddentifier DY fiblel.

appl i cabl e standard or protocol. Oher fields 304 may

20 i ndnugldescrivedriggplamentiof &bt icasd bPBxaacli®E S sub-field of session
general header information, security type

HAER ARG D OO thaXt b&respdnds 99 -HoRt dd&Hlifichf DIAR kulizedadsaa contiguous
sone conbination thereof, and so forth. By way of

e :
Zs’é g?;l\l/% oisl_llg)ft?é. ThiReRAAER AeqiYceT Btéd hsittlars hted FiRe@bffset from

0 nmessage as defined by "the TLS Prot ocol

5% a0 e h U st SRR AL G 100 M ot may
Hﬁgﬂegdggqfcﬁmhe@a £ EnPby@ fi el d 304 that includes
ype |n?

security or lon 1s a cipher field that

35y SB35 5B L28 38 Wbl oxtermaly
fsiﬁgt%& g)(fﬂ?f:artllg %iefé%petd é)(,e afl SS]?/ﬁ.l,é %g}np%her?t Po(%sé)zantlprlg.t Ij7c)sr instance,
host identifier 214 may be configured externally by being read as a value from a
registry key. As noted above, an administrator may determine host identifiers 214,
such as by setting the registry key value or through some other mechanism.

Host identifier 214 may alternatively be embedded in a different field from
that of session identifier 210. For example, a particular field that is sent to a client
102 and is returned unchanged from that client 102 when it is requesting
resumption of an existing session may be used. This alternative is especially
applicable if the message format and underlying protocol permits or requires a host
108 with the desired session context 112 to have created/selected the value for this
particular field. For this alternative, network gateway element 106 performs

routing operations 216 using the at least part of the contents of this particular field.
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sessi on nessage 302. Session identifier 210 includes
host identifier 214 and optionally other values that

wo ogebtess f orm a session identifier. This sessPONUS2003/025747

identifier populates the 5 session identifier 210
field of session nessage 302. Host identifier 214 may
be | ocated anywhere within the_field for session
identifier 210, including beiné1 di vi ded, di spersed,

' dAG RRRET1 MR % PYity BB POB And o6y ko include an

a syb-field of.session identifier 0 that i
c%ﬂﬂT‘uSéB%d ertifigtalR. | BSider 1d@flt1§ir435é CoBspoRds tosa glevice of/for a
contiguous . .10 sequence of bytes. The contj guous o )
s@&&éﬁg do gyhigly hest @ﬁp@g%m 1pagspgiatedof A allustrated,deyice identifier
nost -signi ficant byte of session _identifier 210. _

HS e GRIPPTIs¢fea NERERS ess Hdlyor o key Sdd(He thatddentifees the device of
| east-significant byte. For additional flexibility

heest 108entifi er 214 may be configurable externally,

i nstead of being selected by an SSL/ TLS conponent for

exanpl Netwrok dddsessntl) is a hehwerk addmsd bnantranet by oba device for
configured externally by being read as a value froma

reagt sty KBhus, Af devieed iddntnfer 306 @dmiprises raatetwonky address 310, a
determ ne host identifiers 214, such as by setting
tiwoelgigatawayk elgmeat U€6omay linserp desiooddetitiéér 306 into a destination
mechani sm Host identifier 214 may alternatively be

efitlddoed packea ofipatieste being folwlafdednd hobaIORf session

identifier 210. For exanple, a particular field that

i s serkey 813(A) iseAtvalkOthhP Aapgdol S néidik NRIdrésCdinfifdfthet 110 of a

fromthat client 102 when it is requesting resunption

fevict €or BédtNDES e?ﬁisoﬁlapﬁmgbﬁlagsﬁdeffgahﬁte@ By¥ ‘l&ﬁéih%%p a network
is especially applicable i'f the nessage format an

SR L0G EOSR, SRR AR TSR o ot
Elélﬁﬁ{ﬁlﬁ?éﬁ% %ﬁtaqg?ﬁm,vﬁ!é.?ls\%écﬁ 5% g{i‘fgﬁ. fﬁ&ré)la%élg,rlléé} gllﬁi(A) may be

ternative, way el emen

P& e‘&é&s?%s{ 38{1} E?é—?gﬁ rataﬁilt%nsin%%t?reuﬁigﬁg?s} g}ea& %feeé%‘escf above with

par he“conte I'S particu
2r%?e%19(,260908 bl US%%O%QQ%EIZ@'; tabl& in which keys 312(A) are linked to

network addresses 310 is described further below with reference to FIG. 6A.

When host identifier 214 includes a device identifier 306 and an application
identifier 308, host identifier 214 comprises an application endpoint. Application
identifier 308 identifies a specific application on a host device that is identified by
device identifier 306. Thus, a host identifier 214 that includes a device identifier
306 and an application identifier 308 is capable of identifying a specific application
from among multiple applications that are on a single host 108 and/or that are
replicated across multiple hosts 108.

A host identifier 214 that includes a device identifier 306 but no application
identifier 308 may also comprise an application endpoint. For example, this is

especially likely when a device has only one application, when a device is multi-



Host identifier 214 includes a device identifier 306
and may al so include an application identifier 308.
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host 108 to which host identifier 214 is associ ated.
As illustrated, device identifier 306 conprises a

net wor k address 310 or a key 3_12(A) that identifies
the device of 5 host 108. Net#®rk address 310 is a

IREdrReh § RiGh & 4oV ERPns (P 1806OKoREY AgdSodorth. In cither case,

et wo dress 310, a , nefwork element 1

t .@@?fd er&’éﬁ SEEV O ondER B 5 DT AT APIGRUOR Aahas a particular
field for packet or packets being forwarded to host
st 198. Ké‘gm@ggfe Y, .r@utng/a acliephsessiguscardinyatien yagssage 206 may
address on_intranet 110 of a_ device for host 108.
Thf BettepREh gxpml}tums ©ito e degixed applicabien tlpt mssession affinity with
network address in a table, by performing a
cthapequestiog clienglQ2.f ol | owi ng a fornula, inplenenting
an algorithm etc.), and so forth. For exanple, key
312( A)Hostyidbetifi¢n 2ildkethayal@rimselpodhetesa key 3 12(BatKey 312(B) is a
structure such as that described above with 15
redlee drat endps ()atblaenetwofn addrespomintranebll €0 of awlevide floeyisst 108 and
312(A) are linked to network addresses 310 is
des ao ialspdcificrdpplicatien dwreen. \Sued &neapping endblés k&A312(B) to map to
When host identifier 214 includes a device identifier

3P applicaridvnagidpoidt without dsingid b&far@@Gppihieation identifier 308. This
| dentifier 214 conprises an application endpoint.

ARBppiBtrh & be icdRBtuatdEh mmg aptd hdt@ork adBRSSap hcatlon identifier
application on a host device that is identified 20

fcﬁl i Aedblef | By é&@onﬂi‘ﬁ Sa &0 aticﬁ?%: aél efoll%%ng a formula,

|ncludes a device 1déentifie 306

EARAAR ohABbiTne! o398 6 ABAA! PO el k¥ B92EB) may be

|cap tlon ‘manong nultiple a

edatroea r1§ 'a&@llegf ?If’(g Pn&% ?Eﬂé%gont @@ﬁ%@%n%% in a data structure.

I cated across mu

bﬂﬁ %ksﬁ{gg%y%%él[e 1g%hlﬁg%egg§ @?)ﬁr\égg\g{e’r%d@%t&'gﬁg ad@@sses 310 and
%ngilé’?é?ﬁl qq?’ﬁ%ﬁ/?@é] ﬂ@f tlgh}ﬁg exaﬂﬁ%eeférence o FIG. 6B.

appl i Cl%t elm%nher altema%ve 1mp?gmlar?tapgn a code may be embedded in a field for
session identifier 210 of session message 302. The code may occupy part of or the
entire session identifier 210 field. The code can be used to communicate
information (e.g., data, commands, etc.) from a host 108 to network gateway
element 106 and/or a client 102. The session identifier field of session message 302
may be populated with the code itself and/or with a session identifier 210 that is
created using the code. Client 102 and/or network gateway element 106 may
extract the code and utilize the communicated information as is, after a mapping
(e.g., a looking up, a computation, etc.) of the code, and so forth.

FIG 4 is a flow diagram 400 that illustrates an exemplary method for

providing routing hints. Flow diagram 400 includes seven blocks 402-414.
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particul ar application as well as. a particular host
108. Consequently, routing of a client session

conti nuati on nessage 206 nmay be perforned
expeditiously to the desired apd ication that has

S ion affinjt L1.h the requesting client, 102. )
Hg@thuggﬁ{a; PP%‘PXSZ%{]%()FEWE} ﬂ@@mﬁéfl Be Pé ‘P@é"é{ H! iggr environments
312(B)... Key 312( B% is a value that maps (i} to a

nébdrikh ayaristsobhardiare aechiteqiurest angd spifvare schemgsskIGS. 1-3 (and
108 and 1) to a specific application thereon. Such

aSimappupes énaerticnlactp Blusrae castaimaspests and gpphipies pHthe method.
endpoi nt without using a separate application

i Henexdmple, Bog. 10Bhmay perforp phedesemped @ctibisct uat ed by

| ooki ng up a network address/application identifier

pai r i Atdlockb#e?, hyligrdrsession messageospaceivedn Foe egample, a host 108
followng a fornmula, inplenenting an algorithm

etmy) recantt 8 @lient sessidfomeszagepl@? dre30B(2¢gR)atnay ikmwming message
linked to a network address 310 and an application

| Hendlef portics0B0SIC of aatadssde haidlerc208)Ahomxe olieitr 2. At block 404,
table in which keys 312(B) are linked to network

agidik eiztrmindd i@ rébeitdd cliemt deggioh dREHshEé BictudédBa ké&ssion identifier.
descri bed further below wth reference to FIG 6B. In

apel BRimple, eidAlceMRdI dHRheS®RBIoAt hessagd 20245 M%ebﬁ in a format such
enbedded in a field for session idéntifier 210 of

S 1 . o . . .
FosseatyREsage 0% s FRecOAAERIBNGILL 1l yGeion i

be1v$sd sEé%:i&?i’H@ﬂPiﬁ%?ﬁ%lqﬁi nformation (e.g., data,

comands, etc.) froma host 108 to network gateway 20

o e 99EERSRE Ry ERh r8Bse IRIEES, i cenitier 210, hen

PR MRS BER, b MBE Rt BomalSd Bees s

2985 . B, KoBMRAE o, oM e RSk, e receivea

|C§ ' fs}?%igﬁ nr{géjsglge? %8?5( SH&I{%@B&' g glﬁ%s? ﬂfqﬂtﬁwr 210, then the received
client session message is a client session initiation message (SIM) 202 and the
method continues at block 406.

At block 406, a session identifier is created with a host identifier. For
example, a host identifier 214 for host 108 is used by a session identifier creator
212 to create a session identifier 210. Session identifier creator 212 may insert host
identifier 214 into session identifier 210 along with other values thereof.

At block 408, a host session initiation message is formulated with the created
session identifier. For example, an outgoing message handler portion 2080G may
formulate (e.g., using a format such as that of session message 302) a host session

initiation message 204 that is populated with session identifier 210, which includes

host identifier 214. At block 410, the host session initiation message is sent. For
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2005/ 020085 PCT/ US2003/ 025747 23 Al though the actions
of flow diagram 400 may be performed in other
environnents and with a variety of hardware
architectures and software schéfes, FIGS. 1-3 (and b5)

are used in rticular to,illustrate. certain as ts .
MBS R U fiak draHSiC BOSt $e5tiop RjiAIon HASBE G hig,client 102
performthe described actions. 5 At hlock 402, a

c@Vies petekst Uhvignetuerk gateway gl .”Bér exanpl e, a

host 108 nmay receive a.client, sessi Mess 202 or . .
206 ( eI%g‘?r} thg other i%ﬁeinlit iy detenmingd (ah gﬂtﬂke‘m”g%iﬂ 81@ received client
2081 C of a nessage handler 208) frogma client 102. At . .
iesHRN 4pessage dops infduds aisawsdon dentidier.chen achost|sessien continuation
session nessage includes a session identifier. For

anesspie, ist fremudated vetth ctihie ereceived ssespione tdeatifiep ot block 412, For
206 (e.g., in a format such 10 as session nessage 302)
nenanipde, ogtgoutge thessagtehandiempoitioni 20826 mayesinutate (e.g., using a
identifier 210 in a session identifier field. If the

rfermat sucle bs ¢t ofescssion messeggS02)a hodsseasisr Smintinuation message
identifier 210, then the received client session

niaes apecificaly cdhiosnt iseBIG. d2) dwmttis npephilaed mesthage (SeMed session
206 and the nethod continues at block 412. If, on the
oidestifierledt) (Which eagiinelddd a prevouslysaabeddedkostddentifier 214). At
does not include a session identifier 210, then the

rsleek ad, tld he&t scssivhi ntiNBEEHD SdsSage & $cit! BRS&iadiple, host 108
initiation nessage (SIM 202 and the nethod continues

%a?'t%gnﬂ{)@ hobt sdsRiKcstitfwation §a&ds@Fe télRTibhf 162 over network 104
created with a host identifier. For ~“exanple, a host

:ﬂﬁ@k;ﬁ?&ﬁ{gﬁ%a gk%tlgéps is used by a session

ent I er crea 12 to create a session

L dentifjcers igljalgtéaég .%.?.bﬂ)l%r Eg%ﬁghfrﬂl gé%@élelg‘:t]@ F)(rjcz\ﬁtailng?%}d using routing

i nsert ost entitier nto

Zl‘lig%salv?@lgsé@isfo% I%Itelg'sgi{gey alyes e&@x?ﬁ)lﬁgl %aglﬁ%%efggg uémgf Rntalhs(ieng routing

hOoSt” session I ni I'on ‘message
OGR! gtda network gateway element 106. As illustrated, clients 102(1), 102(2) ...

102(m) submit requests that are addressed to network gateway element 106 at NGN
over network 104.

Network gateway element 106 routes these requests to hosts 108(1), 108(2)
... 108(n). Each host 108(1), 108(2) ... 108(n) is associated with a respective host
identifier 214(1), 214(2) ... 214(n). Host identifiers 214 may, for example,
uniquely identify an application endpoint from among a set of endpoints to which a
particular kind of session can potentially be directed.

In a described implementation, network gateway element 106 relates to
network load balancing. With network load balancing (or other network gateways
with routing functionality), one or more routing policies 508 may be employed.

Routing policies 508 may include, for example, those routing policies that an
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session 25 initiation nmessage 204 that is popul ated

with session identifier 210, which includes host

identifier 214. At bl ock 410, the host session

initiation nessage is sent. For23\\D 2005/ 020085

PCT/ US2003/ 025747 . 24 exanpl e, host 10 transm t . :
BLTITSERRh Ga EPLET 1 ez BRNO 1040 Balanagato foute incoming
over. netwqrk 104 via network gateway el ement 106., |f

oR3EHFLS GPAT YeqHests iin Presciihet MARBES akQitisgkpalioips 508 may also
that the received client session nessage does include )
alnsduds gnored Elgkible eand/em gxpansiss routang ipohiciesnthaturely gm real-time
5 nessage is formulated with the recei ved session

i garmatersy such a5 healthand lombinfexmatorefordistiol (g nessage

handl er portion 2080G may fornmulate (e.g., using a

f or mat Asuetvaak leadhbaleficinggmipbemenistian do3aetwvoek Igataway element 106
session continuation nessage (not specifically shown

i mayl Ge Palizhdt with patpgtated chetwotk tlbad reedancieg fiewsiooality.  This
identifier 210 (which may include a

piraplemesitaticaniie ddectibeas tvithd eggaird i ter cli) seséibn 1€ortinmakion message
414, the host session continuation nessage is sent.

Fao6@xpand eoutns bpdfdionnB6e(C) ans Metwearkhgid b#lasdifp implementation
conti nuati on nmessage to client 102 over network 104

Vifgr Meaivosk kagata§VEymehte1®ina Aso e fealized Wittb§dpatfed network load
anot her exenpl ary approach to providi ng and usi ng

raulaheﬂlﬁ Riddtiondlityh THES iAPlMRIIALS is HBESHLREC FRitAEgard to client
approach focuses On using routing 15 hints at a

; hh ients
LRy MATRA00E) o el bishih 0L

addr es El? %g%oe@%f}k S8y &Yl ﬁﬂﬁﬂéin% 0 }ﬁEm%tioﬁ\égﬁéth separated

net wor '’k gat eway el enent routes t

SR A3 80 BRI o6 etud R g2, o it

RBesb 5. BOR bRl R haaBURA) inking e 56
Forwarder 502 forwards packets between clients 102 and hosts 108 using network
104 and intranet 110, respectively. Classifier 504 classifies packets, requests,
connections, etc. to perform routing operations in order to effectuate network load
balancing functionality and/or session affinity preservation functionality.

Forwarder 502 and classifier 504 may be resident at and executing on
different devices of a network gateway 106 or on a single device thereof.
Moreover, each of forwarder 502 and classifier 504 may be distributed over more
than one device. Furthermore, there may be multiple forwarder 502 components
and/or classifier 504 components in a network gateway 106. As illustrated, each
classifier 504 includes a host identifier-to-network address linking table 506.

Alternatively, a network gateway 106 may have only one host identifier-to-network
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i npl enent ati on, network gateway el enent 106 relates to
networ k | oad bal ancing. Wth network | oad bal anci ng
(or other network gateways 25 with routing
functionality), one or nore r 08bi ng policies 508 may

SRR ITiCg PTF OB Al fanitis o et ofk Widrolilgng e 506 may
PGT/ US2003/ 025747 25 admi ni st i pt t
t5¢ Badaraiedak ais r #8aeiet e 1161 BCBOPHSPROnI().

packets and/ or requests in_prescribed manners. Routing, )
pol i ci Bsopmratiom et andptegrafed nebv ok load bakansing smplesrentation, client
eﬁi)ansi ve routing policies that rely on real-tine

pHI{Aptsends digah sassior Lonkinugtipn saessigs @OhtA) mvet aretwork 104 to
hosts 108. 5 A network | oad bal anci ng i npl ementati on .

f wetwioek vgatewgntedemonte 1 86reatt addyess MNYNbe Cleenti ¥@2(1hihas previously
i ntegrated network | oad bal ancing functionality. This

i entdbdrehnd atsession at Hestcl(i8hE)dand tetninedjarsdssion adentifier 210(1) that was
session continuation nmessage 206(A) and routing

opigaieidoto 2h6 (e viohstyetstablishbd asbshiohancThig session identifier 210(1)
i npl ementation for network gateway el enent 106 nay

aingtudee hostlidentidieni21d( Bethat & askooritemith Bag 108(1). Client session
bal anci ng functionality. This inplenmentation is

deseinuation WidsbadeeZHI(A ) lirclatléeussion daaitiieraani i yuat i on
nmessage 206(B) and routing operation 512. In this

exenpl BY ¥n i@pY&hénth@cs vael anegrated ARMRTRNbA! ibarhnw&ﬂgdguncﬁonality,

separated functionality, network gateway elenent

AL a5 105 B Bnl OB BheraB R PIBTE) oy lnt e

20,5680 20009 3R, ENGH S B AR 20600

888 B 2R1) g RES W Rlp i 8403 Horc gromay

SRR R AL 3T o858 S SELSFL PRSP |k e mos

PldeRGhE? Emﬁ)fp%rllt%ril 9 asleéstigri identifier 210(1). Generally, network gateway
element 106 routes client session continuation message 206(A) to host 108(1) using
host identifier 214(1) as extracted from session identifier 210(1).

Specifically, network gateway element 106 may insert host identifier 214(1)
into a destination address field of packet(s) for client session.continuation message
206(A) that are being routed to host 108(1). This approach is effective when host
identifier 214(1) comprises network address H1 for host 108(1).

Alternatively, network gateway element 106 may also perform a mapping of
host identifier 214(1) to network address H1. For example, a computation
operation or a look up operation may be performed for such a mapping. For a

computational operation, host identifier 214(1) is mapped to network address H1

through some formula, algorithm, and so forth. For a look up operation, host
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each of forwarder 502 and classifier 504 may be

di stributed over nore than one device. Furthernore,
there may be nmultiple forvvarder 502 conponents and/or
cl assifier 504 conponents in a2 etvvork gateway 106. As

| WHEET 27413 55 Erinfe iﬁ'af ik ad0rags AE1 PR EResbstie a best identificr-to-

ﬁ'a%tt%? Laddress a1 that ine e anonin Aogae Tost Melifier 214(1) to

PCT/ US2003/ 025747 26 address | Lnking tabl e 506. Host

| DRk asidress b+ sisihias hestadsniifiemkionaetwark @ddisss inking table 506.
al so be | ocat ed at and/or associated wth different

f dicianipde of sgiom tabll¢ i) despribespBirther elayy with tofersgeataellG. 6A.

networ k | oad bal ancing i npl enentation, client 102(1)

sends bt operationsaf| aseparatddnnetwosk loed balpncis (mplemantation, client
network 104 to 5 network gateway el enent 106 at

atioR(@3 ssendi. client esessiax X(ohfinhakiomp meedsags | 306€B) abier sitwork 104 to
a session at host 108(1) and retained a session

i etwtork | gateRaP (dymehatl Obast addissgMEGNt 0 Chent 102(2) has previously
previ ousl y- est abl i shed session. This session

| elstatlishiedra s23€161 )at hostcl 08¢2pabrdtaingé atsefdion idekdifityr 210(2) that was
that is associated with host 108(1). Cient session

Cafigrvdate ahe "BIRYRARL f@ﬁéﬂish’eﬂ%d&sﬁﬁﬁa S €Flsik Ogession identifier 210(2)
identifier 210(1). In an inplenentation with

| HcRfTea iRt AddntidTds 11972 Bk s aididted WittPRast 108(2). Client session
net wor k gateway el enment” 106 perforns routing operation

Zé&ﬁ@uaﬂeﬁ 1dss8EE 2063 iRNludELHss BN aHERTY FEBRRIE
(A). Because client session continuation nessage

206( A) ?egﬁ%?ﬁﬁ g ?b ]Pith sk mgérla(l?e%loﬁélt)wotrﬂqz) 4 rl‘)%ldﬁ‘égr%ﬁmcnonahty,

host nti net gat eway

Lg#h%ﬁtk% C%nltecé%‘é§ 'cﬁgrrl]tfsl%g%lgfr} %g&ﬁ%tfggg&??%# %@%SBecause client
S50l BtinGiert resTRTARBY iy R RS 1hEU ot SHBRID forwarder
907 TR BoRTiBly LBLAthen" PRbrd tRRce i forakad®502 forwards client

session continuation message 206(B) to classifier 504 at communication exchange
510. Client session continuation message 206(B) has session identifier 210(2) that
includes host identifier 214(2), so classifier 504 classifies client session
continuation message 206(B) using the host identifier 214(2) portion of session
identifier 210(2) at routing operation 512. Also at communication exchange 510,
classifier 504 returns client session continuation message 206(B) to and/or adds a
routing entry at forwarder 502 to indicate that messages/packets for this session are
to be forwarded to host 108(2).

Thus, classifier 504 and forwarder 502 jointly route client session
continuation message 206(B) to host 108(2) using host identifier 214(2) as

extracted from session identifier 210(2). As described above with respect to routing
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Specifically, network gateway el enment 106 may insert
host identifier 214(1) into a destination address

wo p@ba2085 packet (s) for client session. conti NPEL/USIN03/025747

message 20 206(A) that are being routed to host
108(1). This approach is effective when host
identifier 214(1) conprises netwrk address Hl for
host 108(1) Al ternatively, netdwr k gat eway el enent

%%g(aﬂoyrk D ondorrarder é@? pfmdq iogifigh o Uf Tapy imsert host identifier

tation _operation ok up operati.on nmay be
ﬁ%r a9 Aodesfinagon ﬁﬁfn le?@o 11} may REEfhE spanping (e.g., a
operatlon host identifier 214( Hf iI.S mapped to network
e

fommyation, a logking s 6te) PHMOsH nﬁﬁgbﬂulfl(% togpeiwesk address H2,
forth. For a | ook up operation, host WO 2005/020085
ROW/sodR0D3/ 025747 27 identifier 214(1) is mapped to

networ k address Hl by accessing a host identifier-to-

net worlitod didentg Ber-tobneswonk taddress Utdang taklet $96 s ksariped as being
host identifier 214(1) to network address Hl, such as

st of dendthEiveise tassomatedr withdelasssfser DO n@lthalhg}e hestsidentifier-to-
An exanple of such a table is described further bel ow

wictiworle hédress ¢inking=tdBl6A063s Ishoampeasabeing lotated at network gateway
separated network | oad bal anci ng i npl enentati on,

cdlémsht 106)3¢ Maysieswad Vel repidesesisd aiffeont dadaé (@8., a proxy device).
nessage 206(B) over network 104 to network gateway

eWheR Mbcde8 AtsirHds Qﬁ‘ﬁ)(?NGNVIC@ laenétwbiPR (ghkewap element 106 that has

previously established a session at host 108(2) and

rRbatafQ or ARESLRIA (&8Nt Adthdirk 24U Balahbidk Yasted) functlonahty can
assigned to the previ ousl y- est abl i shed séssion.” This

%%?ésq{bs't fRpLiet-26- n%ﬁ%r@ad%l@es‘s ']ﬁﬂkk&?ge%bi@ﬁ% titestcbinl er

that Is associated wth host™ 108(2). d 1 ent

dont (1108 A pREPE #2 ERDAAS et AolF i P06GAS FespBerively, tha
Qﬁhm&% ﬂo%?gdéfﬁff%?oilﬂgarfdjff%o?ﬂ lalifets 3 lboﬁm{lg géx(' %?g with routing

rece ves C sessi on continuation nmess

%useégog @tepﬂggﬁ%-ggkgfoqg V#r%%é o'f}%lgr&gs qezgéé@ cdrresponds

(andffﬁfvﬁr bl for %10%%V\1Incv%ﬂlc?10hos? deﬁctl 1efs 2)1’4 In%{;"%%r&vwes, Host

identifier-to-network address linking table 506(B) corresponds generally to
implementations in which host identifiers 214 map to application endpoints.
However, host identifier-to-network address linking table S06(A) may also map to
application endpoints as described above with reference to FIG. 3.

As illustrated, host identifier-to-network address linking table 506(A) links
respective host identifiers 214 to respective network addresses 310. Table 506(A)
includes multiple entries 602(1A), 602(2A) ... 602(nA). Each respective entry
602(1A), 602(2A) ... 602(nA) includes a respective host identifier 214(1), 214(2)

.. 214(n) and a respective network address 310(1), 310(2) ... 310(n) that is linked

thereto.
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session continuati on nessage 206(B) to classifier 504
at communi cati on exchange 510. Cdient session

wa@oensiozes: i on nessage 206(B) has sessi on i dent PET/862003/025747

210(2) that includes host identifier 214(2), so
classifier 504 classifies client session continuation
message 206(B) using the host identifier 214(2)
portion of seSS|on 20 |dent|f|3? 210(2) at routing
oper at on

cl assi o eﬁ%ﬂ élyefrﬂp ‘?EI‘??J{{J Itggl:‘?s?@q{%(:har‘ﬁ@é? ‘}’co)’nenmes where n

ot ﬁ@f O“B'éggrt of hﬁ%?’cl rfadcﬂsec?haééé‘}é%@t sl .. 214
(2

%Hﬁesic’ngﬁi%;&n a%say %ﬁ(gﬁdo? SHBlriaer Imo8ey annimpekisatasion, network

client sessi conti nuati on nessage 206(B) to host
1‘6@@@)93$J§|l%1)hééf)(z)denﬁllf)(@rCCE’!LQSPQM de haskaddrasses HloM2 ..

session identifier 210% . As descri bed above with
rgsprstiveliolepuel REC.\AD 10056020085 npemrkgaodsdelement 106 accesses
28 operation 216(C), forwarder 502 and cl assifier 504
(tablen@)6( s avith rodost ddamtiffeir €2 14(#)1 40 2)ocatet anaentry 602(#A) that is
destination address field, (ii) may perform a mappi ng
(assgeiated theoawpith.athrom that leatdyi 60R(88.), etretywork atidiess 310(#) that is
identifier 214(2) to network address H2, and so

flokeld. td hidets idémtifietr | 214€#) tio-exatetedk farddsee$s rbutikg g client session
table 506 is described as being part of or otherw se

assiauatien nvastdgecz(m‘(gafor 206@8)to #hédhq08(¥)host

identifier-to- network address |linking table 506 is

shown A§ igithded, decit ederaificrabuRbkofahgdrays liakRipeble 506(B) links
106, it may inst ‘ead be resident at a different device

(Rsfectivé RIsPIdentigt<214 to %@cﬁ%ﬁé%rﬁtadﬁf@sges% PO Qnid application
devi ce, a network gateway enent 106 that has

SIRIPRG AERB X! Tﬁl@gbﬁifyjln@ﬁl&s M ?Y&ﬂéﬁ&n'ee%@zt’@)?%b%), 602(3B)

rel ated) functionali can acces

It ﬁ:rgdfzgom F%ﬁt )é%bg%tg‘dég fi e @@?Qr ary % %FQQZ@&Q( Ay 602(wB)

R DR 4 S %@“"9 or 244w and G
" resﬁecﬁtve NRetwork address 310(1), 310(2), 310(2) ... 310(n) as well as a
respective application identifier 308(1), 308(2), 308(3) ... 308(z) that are linked to
the host identifiers 214.

In a described implementation, table 506(B) includes “w” entries where w
equals the number of application endpoints on hosts 108, and each host identifier
214(1%), 214(2%*), 214(3*) ... 214(w) corresponds to a key 315(B) (of FIG. 3). By
way of explanation and with reference to FIG. 5, the illustrated host identifier-to-
network address linking table 506(B) may be utilized in the following exemplary
circumstance: Host 108(1) is associated with host identifier 214(1*) and has one
application that corresponds to application identifier 308(1), and address H1
corresponds to network address 310(1). Host 108(2) is associated with host

identifiers 214(2*) and 214(3*) and has two applications that correspond to
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devices. Host identifier-to-network address |inking
tabl e 506(B) corresponds generally to inplenentations
in which host identifiers 214 nmap to application
endpoi nts. However, host i dent3% i er -t 0- net wor k

addr.ess. li.nki ng t 506( A y alsa.ma

B aion dAc e B2 and dbalH add 2AatE8 i orresponds to network
re ren&g}ﬁo FIG 3. 20 As illustrated, host

i £5% ¢ H{2)-0- net wor k address |inking table 506(A)

links respective host identifiers 214 to respective

net wor Rddiftanallycbosi 1 H)8(mh i assoorited withhhesiddsntafier 2 p#@v) and has
entries _602(1A), 602(2A) ... 602(nA). Each resgect ive

efiR¢ pppoatianathat gopespgnds, to gpplicanpniidentifders3@3(z), and address Hn
respective host identifier 214(1), 214(2) ... 214(n)
agrrespoadp ée metveonkeaddsess Atdings Vaginblel Yz saroegyal. w, the number of
310(n) that is linked 25 thereto. WO 2005/ 020085
Pappliggpoo3codpaintG, #9 ehch aapfdivatiohe tlentifiee n308 aisi amique to each
tabl e 506(A) includes "n" entries where n equals the
napglenation 1hstsliatick08Ifaon tkaotheh hand,i apphicatiore idedtifiety 308 are shared

214(2) ... 214(n) corresponds to a key 312(A) (of
Faidong applicatiincinstatiationd efmhetsatnecippliogiiowtyipe, 2dai 88 $€3 than w.
310(1), 310(2) ... 310(n) correspond to host addresses

H, H2FIG..7 ia fow dipesrhi 708 that dldtratedfantéftemBlhry hitthod for using
operation, a network gateway el enment 106 accesses

t edultingbRBtY) Mbwhdighagt700d ﬁmhhc_iéseéigﬁ%(cwks_t 703-9¢8! €Although the
an entry 602(#A) that is associated therewith. From

lt%tion%n&fr HoROdiafAin 790NBAYBE KR AFHRISIN3IPEH bnl?#éhmbsts and with a

i'nked to host Tdentifier” 214(#) is extracted for use
UM RN SRS 4 ORISR, FOSEES and 5.6 ar s
A RIS AR By 1 e, For exampe,
GRZGC DL uCSIAR ) QBRER R I aERR AR ried actons.

entriegy %?()2&1%2, aGQI%énztEﬁxessggg iRceived. For example, network gateway

element 106 may receive a client message from client 102 through network 104. At

block 704, the contents of the received client message are inspected. For example,
network gateway element 106 may inspect one or more fields of a session message
302, such as a field for a session identifier 210.

At block 706, it is determined if the received client message is session-
related. For example, if the received client message comprises a session message
302 having a field for a session identifier 210, then the received client message is
session related. If, on the other hand, the received client message does not have a
field for a session identifier 210, then the received client message is not session

related and the method continues at block 708.
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... 602(wB). Each respective entry 602(1B), 602(2B),
602(3B) ... 602(wB) includes (i) a respective host

w0 desoedoser 214(1*), 214(2*), 214(3*) ... 214(»)T/a81003/025747

(ii) 15 a respective network address 310(1), 310(2),
310(2) ... 310(n) as well as a respective application
identifier 308(1), 308(2), 308(3) ... 308(z) that are
linked to the host identifierdl214. In a described

i mpl e tion,, table 506(B). i ncludes . tri.es .
whor o BF blckares, he reeeiBeA Chnbmeiaests aﬂusﬁd%n&@sdeéault policy.
sts 10 and each host identifier 20 2@1 1*), )
Of (%P Q,lggtgw)rk gatevgayﬂlw)‘negbﬂp@ BV ALIIE earqggy/ed client message
By f. explanation and w
?&&Bénégqgl %ug%)g pql}fé(mg rﬁgt%gg@c%gqs such as a default network-
identifier-to-_network address |inking table 506(B)
nagdvelarcing pelicy.n fAneindinatasiubiigdashedpaapy 718A, network gateway
ci rcunmstance: Host 108(1) is associated w th host
i dement | &r may 4han ywait dedeaet afitbe nepiptlientmassagenat
corresponds to application identifier 308(1), and
addr ed$, ¢il tizGother hesgaitds determinteddiak bhmbitr 2369 thaOthe)received client
Host 108(2) is associated with host identifiers
2hdgsage 1nsebsphiehityd,athen hasestion idgpifierafi¢ldrs indpetted at block 710.
correspond to WO 2005/ 020085 PCT/ US2003/ 025747 30
dppl dxaatplemedtaterit gitcony ebiifiiit) 1 0onta 3 ddpaLt a sewdicadidentifer field of
H2 corresponds to network address 310(2).
Atldirédedvial tlyent Rossion Bitsshgel 302asA0blogk € 2yittiB de@sinined if the client
identifier 214(w) and has one application that

GpetigRAondsestidnafienti€iet ivding dretdebdieh RIeRfifbs M.  For example,
address Hn 5 corresponds to network address 310(n).

VWil Qateiva f}ﬁ AlenS&Htal 06V miy AciisE vhetREP Ia' §&kiofNidentifier 210

endpoi nt S, each application identifier 308 is

;{5& wﬁws&%m d@%ﬁbﬁﬂéld&i?g{e?sﬁ&ﬁkﬂégé(%@are Shon t he

and app Icatron i rers ared

anmong 1gRplid géie'rﬁﬁhécpg% béﬁ 'ﬂﬁz tﬁ’%{ ﬁ@%esc’sztf%lc}entlﬁer was specified,

application type,

]fti&c%‘fv utgé %Eéﬁ%& O&leﬁqpastes%j&ll l‘iﬁftf to‘ﬁs %Qsagé E@%%X){ r[)%lt gﬂgd using a
et B P&lr( 3t %Pock@(% 'ﬂ't Offl% other hand, it is determined (at block 712)

that a session identifier was specified by the client, then a host identifier is extracted
from the specified session identifier at block 714. For example, network gateway
element 106 may extract a host identifier 214 from session identifier 210 as
specified in the received client session continuation message 206.

At block 716, the received client message is routed using the extracted host
identifier. For example, the received client session continuation message 206 may
be routed by network gateway element 106 to the host 108 that is associated with
host identifier 214. This routing may entail an unmodified insertion of host
identifier 214 into a destination field for a packet or packets being forwarded to
host 108 or a mapping of host identifier 214 to at least a network address 310. The

mapping may be effectuated by looking up network address 310 in a table 506 using
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are used in particular to illustrate certain aspects
and exanpl es of the nethod. For exanple, one or nore
networ k gateway el enents 106 ngé performthe described
actions. 15 At block 702, a cl Peéent rressage i's

recei ved.. .For, ex nple net.wor k gat ewa

i Ranger 213 L ¢ sifilon chz %Pewg a formula,

net wor k 104 At ck 704, e Co ts of

@ﬂ) Fnea legl%@lmﬁ%eﬂ%k o1 ﬂ%@@ e o 4o Jipipesuits in network

ateway el enment 106 may i nspect one or nore

TE§5%ﬁ)§n§é§§bﬁﬁ message 302, such as a fleld f or

a session identifier 210. 20 At bl ock 706 S

det er nEsegially fardmmlementations it wthick etarki &atg\érgx ietginent 106 is a

rel ated. For exanple, if the received client nessage

coetprork dgad belansen metw et gateway2elmenhd 08 mpglhavegccess to health

session identifier 210, then the received client

naslen dodds infopetiom relatiagetd. muitiplerhaskse 108 heThisahehlth and/or load

the received client nessage does not have a field for

aindessitoon magninidicate that @, dashisatiom ée.ge @ehostdl 08 amdfor an application

nmessage is not session 25 related and the nethod

cemdpoimte shatof)| dedt 180@ssodMatedOwith2808Extracted host identifier 214 is
PCT/ US2003/ 025747 31 At bl ock 708, the received

chingifableessagblé so handled sessi0g cdndahatidi beeduse of hekleh and/or load
exanpl e, network gateway el ement 106 may route the

I R&6bHe dinCdulcAnt ca¥esitatgork dateRaylGRes! K6 m@ytpbﬂ@rm the action(s) of
policy of routing pollces 508 such as a default

NBIoBRIA8 foP ARl difhg ?oH@ﬂeb €Ven %eh Rcd]fent 02 lms Qﬁéﬂ"ﬁéd a session
arrow 718A, network gateway 5 elenent 106 nmay then

i’éﬁhﬁﬁé??ﬁb a{at%cla@@s DRt 1@&dtANYy 2TRSSage. If, on the
hand I's determned (at bl ock 706) that t he

receiv I
Sessi ol 8&‘#?5‘? o SRTaAes 716 S ThaRal B 1 Efhel 53577188, network
F g 108 n a
Bl BT A Y T B NS etwor
f’ git%%/?l? qq?mex%g ?Oé %ay 'ro‘ct)utgltﬁec l§rec7e%ved cflent sesglogr conr%m%ajuon message
206 using the extracted host identifier 214 in a number of ways in dependence on
the type of host identifier 214 that was extracted.

For example, network gateway element 106 may route the received client
session continuation message 206 directly to the intended application if host
identifier 214 includes a device identifier 306 and an application identifier 308 or if
a key 312(B) maps to a device and an application for a host 108. Additionally,
network gateway element 106 may be capable of routing the received client session
continuation message 206 to the affinitized host 108 using a network address 310

implementation of a device identifier 306 of host identifier 214, in which network

address 310 is used as the destination address for the routed packet or packets.



10

15

20

25

10 specified a session identifier using the session
identifier field. For exanple, network gateway

we@b@semosl06 nmay determ ne whether a session iBenUsf0®025747

210 popul ates a session identifier field of session

~message 302. If it is determned (at block 712) that

no session identifier was spec'%ied, then the
received client session initiat?on nessage 202 may be

rout ed in 15 default policy at b k 708. |If n
the orhsmAely, |ty or car e dierkn ﬁ@ﬁkmyz)usshgt Ry 312(A)

se ion identifier was. ec fi

CTERANPR | @ 2} deviss ideh 53@ ftﬁ tsbi,f&ﬂ aeéd214 to Jook up a
seSS|on identifier at block 714. For.ex net wor k

il a0dregg qro@emw@)@m@tafgnm@%qmp&f P dance, a ey
fraom session |dent|f|er 210 as specified in th
A6/ Bay diej used teassesh bt PO Gre- n@ég&g@rme) lgat maps keys
At bl ock 716, the received client nmessage is routed
(i268) ttrenesiorls addiessess 810 o hostsi K08 Fr”m eakanp02(#A)hkaving key
recei ved client session continuation nessage 206 ma
3d 2(Butscldcatgd natthe dataysirectase. eAardwork @ddtess 8he(#H)dbat is linked to
108 that is associated with host identifier 214. This
rkeyt B h2(#reip that dotatedh emtwyod02(#2Y) isnsetracted afd hest to route client
identifier 214 into a destination field for a packet
aesgian kehtnietiongméssagalde do tie Afinitasd ha&i810®. a mappi ng
of host identifier 214 to at |east a network address

310. ™Mereovenmetyofitgatesvasf flemlcrntl 66 hyy ueelkan ation-endpoint-
net wor k address 310 ign aa?;bl e 506 u&% WO pplie P

259@5/&29@}35813@6 UadIEREMAREA Tof 32d0asd ideifidrf BO6 aht¥ application

y perfornming a conputation (e.g., following a

1ﬁéﬁﬁ‘ﬂiéb 308 157! £ABR idéﬁtlﬁEr 21396! 103 ue aCndtwitk rﬂ?ﬁﬁess 310 for the
dentifier 214 that results in network address

Q{b@l@eo JrotHe- afﬁﬁiﬁ%@& ah&éflggg hiep! gﬁEé 1'cl&at?{‘ﬁé1° R08 for an

net wor k gat evvay enment S a

t ﬁegﬁ?{;r}] théfe (ﬁ‘ggﬂg ngé&gl lgit%// l;@\ﬁge@ccg SBess a table

Fof maPi on
hple h g/
BRI sdsf@atyl%*ﬁudc%@ SR IR pgonncoins of
o s nde/n?ry é’dﬁ(#ﬁfhh&l%% key 312(#) 1s located in the data structure. An

application endpoint (e.g., a network address 310(#) and an application identifier
308(#)) that is linked to key 312(#) in that located entry 602(#B) is extracted and
used to route client session continuation message 206 to a particular application on
a particular device of/for the affinitzed host 108.

The actions, aspects, features, components, etc. of FIGS. 1-7 are illustrated
in diagrams that are divided into multiple blocks. However, the order, number,
placement, interconnections, layout, etc. in which these multiple blocks of FIGS. 1-
7 are described and/or shown is not intended to be construed as a limitation, and
any number of the blocks can be combined, rearranged, augmented, omitted, etc. in
any manner to implement one or more systems, methods, devices, procedures,

media, application programming interfaces (APIs), apparatuses, arrangements, etc.
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endpoi nt thereof) that is associated with an extracted
host identifier 214 is wunsuitable or unable to handle

wa2®mesmiogn conti nuati on because of heal t h and/mrT/Useno3/025747

10 reasons. In such a case, network gateway el enent
106 may performthe action(s) of block 708 for

default routing policies even when a client 102 has
speci fi ed a sessi on identi fi et4 210 that includes a

zéjfsf‘?’rﬁ é %%4 A‘t”;? gltg deﬁ‘é'gl\’,dﬂ%{l ek S references
emen 106 awal t i pt of the next cl | e
§Bs¢d§ 1%\?1&%955 é%{tiﬁ)&ﬁe@n&i@m OR%8 ln&fnmepeeph ef FIG. 8),

I 2
r ecﬁl}séfergeglt o Eeﬂtrﬁg et@fie%giéq%%aa mgiﬁemggtealap ghy suitable

i n dependence on the type of host identifier 214 that
Edveater sof@rreFéirmevaanp|os, conabingtirn gtheesedy and cigng any suitable
106 may route the received client session )
OOtk aPTEsNIZAOnt e MOBSRITY communicatidne prateeele), client-server
application if host 20 identifier 214 includes a
aechitcstureleptandi sorfo®s and an application identifier
308 or if a key 312(B) maps to a device and an
appl i d36i &nillustrateshan texebplaiddomputing | (pr geveralodévice) operating
gateway el enent 106 may be capable of routing the
eacedmmdnt BD@rthatssssapable obiffillhuet ipartialiyd Sagderdohiting at least one
the affinitized host 108 using a network address 310

isygte it de, gifatds, dMpeht) edtiarfdedien80pradcdlpapproach, method,
|g$etnt|f| er Z?EP in whi chmﬁletv\ork g25 add?ress 310plljs

peeskdase,t AfedieSAIPIAtdonit adaitifstiddIthehef! eu.efoPask@hg hints as
or packets. W) 2005/ 020085 PCT/ US2003/ 025747 33

Aet @it hé&@in}( OPSfa\fﬂerr@%ﬁﬂ@‘{lt 800 TR bd URilFBY ik e é‘omputer and
key 312(A) enentation of a device identifier

%nb@&t arbﬁﬁéﬂmrfeb RlesibdiBt1bRUf iH R stan ISR shuAsisH. eSS
10 for the device of the affinitized host 108. For

%BZE Z;E%mﬁaﬁﬁyopg?ﬂtﬁ{@ cf it 0 95 S6RRSSot abhfple of an

atastructure) that nmap

S RSB O AR (P o e or

Sfunéﬁona'il?y b "l tm%&)%hgadb%e%%vﬁ%o((@cl&dq gé cgmpup l%e‘jnettwork node,

entertainment device, mobile appliance, general electronic device, etc.)

architectures. Neither should operating environment 800 (or the devices thereof) be
interpreted as having any dependency or requirement relating to any one or to any
combination of components as illustrated in FIG. 8.

Additionally routing hints may be implemented with numerous other general
purpose or special purpose device (including computing system) environments or
configurations. Examples of well known devices, systems, environments, and/or
configurations that may be suitable for use include, but are not limited to, personal
computers, server computers, thin clients, thick clients, personal digital assistants
(PDAs) or mobile telephones, watches, hand-held or laptop devices, multiprocessor

systems, microprocessor-based systems, set-top boxes, programmable consumer
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key 312(#) in that |ocated entry 602(#A) is extracted
and used to route client session continuation nessage

wQodsohmoshe affinitzed host 108. Mireover, netmOr/kKS2003/025747

gateway el enment 106 may use an application-endpoint-

10 specific key 312(B) inplenentation of a device

identifier 306 and application__identifier 308 of a

host identifier 214 to | ook up3% net wor k address 310

for the device of the affinitized host 108 and an .
CAIATONIES, ofi AP GRS fAchiss, E8measPnsalss) FoR@bli or Handheld gaming
thereof. For instance, a key 312(#). may be used to

AHuss snetwosk| £CssoBUmICOMPULETS, Jmaiadamg r cempyters,t pgtwork mnodes,
maps, keys 312(B) to application endpoints of 15 hosts
1hsinbatede p rpulgioprogessing¢oRpUtiag S1areRmenss |thatincdude, any of the
the data structure. An application endpoint (e.g., a

reboxe sksteg s sleves,(spmeaerinbimatipp thereef, endisadarthf i er

308(#)) that is linked to key 312(#) in that |ocated

ent r y legid¢mBntations forr routieg hamid mayskel deseribedtie the gemral context of
session continuation nessage 206 to a particul ar
guptéssat-executable ainstmttians. ar Generially, qgir6¢essot-beecutable instructions
affinitzed host 108. 20 The actions, aspects,

fiaalude e soutimssp opiwigr@ms,etprotoadlsf| jectk; 7int¢rfaces, components, data
illustrated in diagrans that are divided into

nahuicturts; btoocthat pdaf@merandidie epstsler partieahgr tasks and/or implement
pl acement, interconnections, |layout, etc. in which

thaeseulnt!| hbgttaet bldaeks typles Fl GRouking’ Rings, desCrddiéflbed in certain
and/or shown is not intended to be construed as a
libiplémthafion@NHeredly MBFDAIs00bd NBraetieeds ik a@idBbuted processing
combi ned, rearranged, augnented, omtted, etc. in 25

. 1 t I , .
N ifdRHREs &ﬁeﬁéli‘s{@@ r?ggqag@eg ggﬁé&o%alg 160%d d&g%%eﬁg devices that

devi ces, proce I catl On progr

' appar.at _ . )
Bhes668 B 20 BBty JC AT M cfk *: EdfRctally in o
YR o AR AR IR AERELR: Ak may be

erences ati ons

A IS S g R LR S ——r
BRI e B B, oy e, softhare

sui t akﬁ')?emplary operating environment 800 includes a general-purpose computing
device in the form of a computer 802, which may comprise any (e.g., electronic)
device with computing/processing capabilities. The components of computer 802
may include, but are not limited to, one or more processors or processing units 804,
a system memory 806, and a system bus 808 that couples various system
components including processor 804 to system memory 806.

Processors 804 are not limited by the materials from which they are formed
or the processing mechanisms employed therein. For example, processors 804 may
be comprised of semiconductor(s) and/or transistors (e.g., electronic integrated
circuits (ICs)). In such a context, processor-executable instructions may be

electronically-executable instructions. Alternatively, the mechanisms of or for



5 network organi zation(s), transport/comrunication
prot ocol s(s), client-server architecture(s), and so

wo 20054020088 G 8 il lustrates an exenpl ary conputP@mUSD®N3/025747

10

15

20

25

general device) operating environnent 800 that is 4
capable of (fully or partially) inplenenting at | east
one system device, apparatus, conponent,

arrangenent, protocol, approach? method, 10 procedure,

nmedia, APL, SO conpi nation thereqf, etc. for routing,. .
FPREESSaES 80t B BEYOROF AT oM n P il A G limited to,
may be utilized in the conputer and netwqrk ) :
AAT B (CORYITgs c PPICA] SEMRHGBE | Meghanietlq compyging (e.g, using
situation, Exenp|ar perating environnent 800 is only
oﬁ@%%mﬂ%yafaﬁso éﬂ'&]-ronrrent and is not intended to

suggest any limtation as to the scope of use or 15 )

f unct i dysiemt BusoBOY Heprgpents a8 & wets o apyrel manydypes of wired or
conmputer, network node, entertainnment device, nobile )
appelesndus sagbres, istludingaimergery bes oemenory controller, a point-to-
architectures. Neither shoul d operating environnent

8pain{ conndetiod e iswetchirgefaboic) a peripherak bps,ctreaccateratadi grgphics port,
any dependency or requirenent relating to any one or

t andha proassdn orlocalnbuy uningpopeftasvasety bf bas aathettctures. By way of
FIG 8. 20 Additionally routing hints nmay be

| esdneplensech architeoturesy may iathde gehrhstry StangadeAachitecture (ISA)
speci al purpose device (including conputing system

ebid, rroMiefd €hannelc AREhiiehati (MEA) BiaMaheEnitince@ISA (EISA) bus, a
known devi ces, systens, environnents, and/or

cyidddd UERrBAfest Mandids PAssoditedtl €(WBSAYSQoddICIide. a Peripheral
but are not limted to, personal conputers, server

COUBRIPoRERD Ihféiréblﬁ{ehﬁnt(PCBt Huskakbi RASWn BE'SMMRbzanine bus, some
digital assistants 25 (PDAs) or nobile tel ephones,

Ve habistiol M8 ladd 36 ﬁ,ﬁ@t op devices, multiprocessor

systens, m croprocessor-based systens, set-top boxes,

progra, ferC 80> i‘f@gagg 1399%%%09&%'(8@1’( %Qgsgtfrgagégs"ﬂble media.

35 electronics, v me nmachines, game" cons

PSP A O pSATIE . ot RERLBHEE Ry, computer 502 o
another (e.g., electronic) device, and it includes both volatile and non-volatile
media, removable and non-removable media, and storage and transmission media.

System memory 806 includes processor-accessible storage media in the form

of volatile memory, such as random access memory (RAM) 810, and/or non-volatile
memory, such as read only memory (ROM) 812. A basic input/output system
(BIOS) 814, containing the basic routines that help to transfer information between
elements within computer 802, such as during start-up, is typically stored in ROM
812. RAM 810 typically contains data and/or program modules/instructions that are
immediately accessible to and/or being presently operated on by processing unit
804.

Computer 802 may also include other removable/non-removable and/or

volatile/non-volatile storage media. By way of example, FIG. 8 illustrates a hard



10

15

20

25

di stributed or nulti-processing conputing environnments
that include any of the above systens or devices,

WG ows/opedbi nati on thereof, and so forth. 5 PCT/US2003/025747

| mpl ementati ons for routing hints may be described in
t he general context of processor-executable
instructions. Cenerally, processor-executable
instructions i ncl ude routines?’/prograns, protocols,

ARUC iR or Jik 67 By SIC R BRSO RLHIL TR 4 (ypically) non-

%gg{qgégfeEPn:qgg\?Oqggleggé&&gyég{qd?pb : rta sgpﬁlq a%l?/ sthowrﬁ' a magnetic disk
npl enent ati ons, herein, may .al so be racticed in

diriver BbStion readingstpmgand iviitieg fen k) trgmeyableg non-volatile
per f or ned remotel y-1inked processing devices that
dnegnesigrdisk %ao Kﬁ@o@%ﬂ@mm i eadjaarepticahdiskrdtivg 822 for reading
network. Especially in a distributed conputing
dremrapdfamvitipg ¢e atmicadlys cemavaltie, mot- Vql@tlimﬂlstmﬁthM such as
| ocated in separate storage nedia, executed by

di EDs VD, pr ottes sptisal mediaorHartsdisk dipirg R 164! magaeetic disk drive 818,
transm ssion nmedi a. Exenplary operating environnent

&md optodalidiésk drige8@2adreprachaoanectepudisygtendbus 8O8i by one or more
the formof a conputer 802, which may conprise any

(storgge meédiatinfacks 826vi ddterdtivetygrifand i digh @rivee8 56, mhagnetic disk
capabilities. The conponents of conputer 802 may

idiblelglR, adtoptice] digk driveigRednipbe eoLn&Vted® §/stem bus 808 by one or
processors or processing units 804, 20 a system nenory

8R6re N sepaiié @Fb&‘rhbn&@anfdi‘ﬁkwg&&'sﬁ&wﬁ?r i ous system

conmponent s i ncl udi ng processor 804 to system nenory

806. HrRCEiSR AriveSad ﬂ{e@r ﬁ‘s%bmatéﬂé] 13dedd¥r-abesEMIE fediSprovide non-
fromwhich they are forned or the processl ng

SN SRR T R SRS, eSSt s,
Lqr ?:gl)sa'ﬁhfgcﬁﬂés d ’otl?ér%‘i ?&' c% Cﬂl&&gé@é eﬂlt%%ug* re%fnbfary computer

SUC con te ssSor - éxectuta

Y R T —

Vgl))tizcglc)%ls?(zggg Sithis t/oubse2 %%%4(3%%}&7:&1 7thate’gther types of processor-accessible

media may store instructions that are accessible by a device, such as magnetic

cassettes or other magnetic storage devices, flash memory, compact disks (CDs),
digital versatile disks (DVDs) or other optical storage, RAM, ROM, electrically-
erasable programmable read-only memories (EEPROM), and so forth. Such media
may also include so-called special purpose or hard-wired IC chips. In other words,
any processor-accessible media may be utilized to realize the storage media of the
exemplary operating environment 800.

Any number of program modules (or other units or sets of instructions/code)
may be stored on hard disk 816, magnetic disk 820, optical disk 824, ROM 812,

and/or RAM 810. These program modules may include, by way of general
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processors 804, and thus of or for conputer 802, may
i nclude, but are not |imted to, quantum conputi ng,

wae@piosoaiosTonput i ng, nechani cal conputing (e.g.PCUBEI003/025747

nanot echnol ogy), and so forth. System bus 808

represents one or nore of any of nany types of wred

or 5 wireless bus structures,_including a nenory bus
rrermry control ler, a point 3% poi nt connection, a

E?Y‘M%%ﬁr 50, GBS RSB o o B, 530, other
bus archl tectu By way of exanpl e,

of a vari f
gwa%@ﬂg?%égé?e%nwg?%ld@@eg%ﬁ | ndustry Standard

Architecture (1 SA) bus, éf annel ArchltecturS ..
( MCA) ApUser may EﬁtﬁhﬁequéAaP o5 An qm@twa inp wra%ter 802 via mput

El ectroni.cs Standards ASSOCI ation (VESA) |ocal bus, N
Peyicehaveh as aapernmdB3prandrzpaimtiagdlevig §3&(s8-aps anouse ). Other

known as a Mezzani ne bus, some conbination thereof,
amputsdevieast 840 Coab shewn specifiggllyhmay indudaiesmicrophone, joystick,
variety of processor-accessible nedia. Such nedia my
gemrgndavaﬂeﬁﬁbldéshmdﬁial parhtscasnexcand/or Heelikg: Thegruanst other input
802 or 15 another (e.g., electronic) device, and it

idavicaslese dmiected|tatproeessing umitn80AViatinpet/ omgutinterfaces 842 that are
renovabl e and non-renovabl e nedia, and storage and

coapledi tossyeremdslisa808.Syldowaverp mmput @&SbGeasnandidesutput devices may
processor-accessi ble storage nedia in the form of

vtedd be commaeted by uther dsterfacel and bas egactuesm) syci BAMparallel port, a
810, and/or non-volatile nenory, such as read only

?ﬁﬁfﬁr }boﬁmnﬁ%&al /sehaslbﬁsl(b }Y puitpuin Hifedred pidtt, an IEEE 1394
BI OS asic

814, containing the routines that help to

FERSVRE”) THEHTAG IaANTHIEE V802N 1 QRIS niteMddel 3 BRIBABIE® wireless
02, such as during start-up, is typically stored in

Wfagé?and%'\fg?fp typically contains data and/or

prograrhm) Instructions that are immediately

access{ bl &t ang/ gczeé}giogﬁ%o&r %ﬁ%@tﬂggEQﬁeﬁﬁgFagroﬁé‘viQ%’ may also be

processi ng unit mput er I nc

Voﬁlg{cit%g?(? g&lﬁ{ lﬂ.&n% Y g?rggrgeﬁgégé %'ilc}é as a v1de? adapter 846. Video

%égp Ir%’46 do% anotlller Gc’r}lf)gﬁe%% %1ay b8 or may include a graphics card for
processing graphics-intensive calculations and for handling demanding display
requirements. Typically, a graphics card includes a graphics processing unit (GPU),
video RAM (VRAM), etc. to facilitate the expeditious display of graphics and
performance of graphics operations. In addition to monitor 844, other output
peripheral devices may include components such as speakers (not shown) and a
printer 848, which may be connected to computer 802 via input/output interfaces
842.

Computer 802 may operate in a networked environment using logical
connections to one or more remote computers, such as a remote computing device
850. By way of example, remote computing device 850 may be a personal

computer, a portable computer (e.g., laptop computer, tablet computer, PDA,
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WO 2005/ 020085 PCT/ US2003/ 025747 37 disk drive or
di sk drive array 816 for reading fromand witing to a

W@ toopiozmBs y) non- renovabl e, non-vol atil e magnetT/vS2003/025747

medi a (not separately shown); a magnetic disk drive
818 for reading fromand witing to a (typically)
renovabl e, non-volatile magnetic disk 820 (e.g., a
“floppy disk"); and an opti cal3%i sk drive 822 for

reading 5 fr and/.,or witing.to a (typicall . .
idtalstadon 1R PRt pE Db fookPiiBh Cyjetthag gasing device, a
CD, DvVD, 0{ ot her op%i cal nedi a. Ha;rgd di sk dr.ive 816,

REYRBt § COHIEEK 2GRPENOTE 19OMPUIRY & ReFE eVisies iengthey engfyotk node, or
are_each connected to _system bys 808 by one or nore )
anethsp dewicsi Wpe rase Hited eabos g amd soe arth JEpyevera remates gomputing
drive 816, .magnetic disk _drive 818, and optical disk

deyige 8394s pldystrated an adorable eprputes tha maysowlude wasy or all of the
10 nore other separate or conbi ned interfaces (not

slemants anth Ecatirsk dgsarihed hereintwigh respsetdeicomunter 802.
processor-accessi bl e nmedi a provi de non- volatile

st or abegiskl poonesims- kstween aomputers 802 andoremote ieompuger 850 are
data structures, program nodul es, and other data for
dopigtedeas &0call arém mghverke (pAN)y8 b mpdt #rgendd wide area network
illustrates a hard di sk 816, a renovabl e magneti c di sk
SRANRNES4 r Suvhableewdtkingt erodtomherits 828, commenplacdein offices,
appreci ated that other types of processor-accessible
eR@ieriseawidd @oenpulst meework’s intrahetsy eahechremch)! €ixed and mobile
devi ce, such as nmagnhetic cassettes or other nmagnetic

sdleplagre HetwoiRs, ad-has Marde Mk astrue i avireldss ke tw688) other wireless
digital versatile disks (DVDs) or other optical

AERVGHIS, gBMvhg RidAvoRkse CEdrhé addnibinatias athefedtl CHERBRRYEh.  Such
read-only nenories (EEPRCM, and so forth. Such nedia

ACtWBKs 8h8 LohhuHERi R ORhE&IbrRRE ERAmMPIS R ANSMission media.
hard-wred I C chips. In other words, ny

P OC e 21?1&9&3\?%19%(? iHEagiL%WetQ%rHl{nigl éﬁﬁ??%eﬂt?%lohﬁﬁter 802 is

the storag the exenplary Opera
SALEPUIRREA 8P, 0K SS7361 EheRig BLTR bl sso. When
irlhg{?%geili@d %%yrlfet%]o?king%gﬁkh&eg{, Sc%rr?pzuger 024 {y%?clally includes a
modem 858 or other means for establishing communications over WAN 854.
Modem 858, which may be internal or external to computer 802, may be connected
to system bus 808 via input/output interfaces 842 or any other appropriate
mechanism(s). It is to be appreciated that the illustrated network connections are
exemplary and that other means of establishing communication link(s) between
computers 802 and 850 may be employed.

Furthermore, other hardware that is specifically designed for servers may be
employed. For example, SSL acceleration cards can be used to offload SSL

computations. Additionally, especially in a network load balancing operating

environment, TCP offload hardware and/or packet classifiers on network interfaces
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by way of general WO 2005/020085 PCT/ US2003/ 025747 38

WwWe@x@spkmss an operati ng system 828, one or nor ePCT/US2003/025747

appl i cation prograns 830, other program nodul es 832,

and program data 834. A user may enter conmmands and/ or

information into conputer 802 via input devices such

as a keyboard 836 and a pointiﬂé device 838 (e.g., a

"nouse” ). r 5 input devices 840 ot shown

<potdanidsy $35 Tirg, oAbtk Eros, RS Mo, OF  BRtallgd pad used at
ad, satellite dish, serial port, scanner, and/or the

| SEKEET OFNESE- and ot her input devices are connected to

processing unit 804 via input/output ipterfaces 842, .

that dfle @ d6tipPeed: sn¥yenmsnbusudbas adeullpstratad with operating

devi ces and/or output devices may _instead be i )

cavienmeant $P0o pregrammednles orpthehinstryetions thas are dgpigted relative

as a parallel port, a 10 game port, a universal serial

HescqmBByr 8021 or partiosrtherofpmay beafullyeerpagedly stored in a remote

("Firewwre") interface, an | EEE 802. 11 w rel ess

i mediafsterage deicaetByomayrof examplegsmotaspplication prograsnes 860 reside

forth. A nonitor/view screen 844 or other type of

dors plmymdey compongntad Seninge conpuéart &0 bot mayttnudubde or otherwise

808 via an interface, such as a video adapter 846.

\dodessible5 viad apheput&@4 @0Ror Ao} eor mappsose ) illmyration oapplication

may i nclude a graphics card for processing

gﬁr@ghim 830 and ditlve rateisbBtkisalAd thstaictibasdhicings OEerating system
emandi ng di splay requirenents. Typically, a graphics

cgaarerinlistered AeiRBY diserdls BERKS] B\@ it/ Y fecO R d thatisd€® programs,

RAM (VRAM, etc. to facilitate t he expedi tTous displ ay

orp SHREASS Sarfl thd? Sinls OB r&id 9 Aftirfots OfR#ed inCBFferent storage
In addition to nonitor 844, other output 20 peri pheral

SRnERonfNe BlpiRe RN 802 RaRWeh réRoRPERRBLfnG Whice 850) and
SR 5 0%, el PO B DAy e of remr
USSP &ALe 850).

Although systems, media, devices, methods, procedures, apparatuses,

techniques, schemes, approaches, procedures, arrangements, and other
implementations have been described in language specific to structural, logical,
algorithmic, and functional features and/or diagrams, it is to be understood that the
invention defined in the appended claims is not necessarily limited to the specific
features or diagrams described. Rather, the specific features and diagrams are

disclosed as exemplary forms of implementing the claimed invention.
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connections to one or nore renote conputers, such as a
renote conputing device 25 850. By way of exanple,

WO 2002008 Nput i ng devi ce 850 nay be a per sonal PCT/US2003/025747

conmputer, a portable conputer (e.g., |laptop conputer,
tabl et conmputer, PDA, W) 2005/020085 PCT/ US2003/ 025747
39 nobile station, etc.), a palmor pocket-sized
conmputer, a watch, a gam ng devfce, a server, a
r 5&7 a network conputer, a peer device, another
45 node, or another device type as |isted above,
and so forth. However, renote conputing device 850 is
illustrated as a portable conmputer that may include
many or all of the 5 elenents and features descr| bed
her ei nl-wi t PNEe H5eBROTE o PERSIASERTaRCCgEMble| gRedial comprising processor-
connections between conputer 802 and renote conputer
specutable instiustiens dhata Whesaexegued,ndirorlr & davied t@perform actions
and a general w de area network (WAN) 854. Such
reompnRngig envi ronnents are conmmonpl ace in offices
enterprise-wi de conputer networks, intranets, the
| nt er nreatirfg x echsemdidenifiercusing t dlospidentfiegtandr ks,
ad-hoc and infrastructure wrel ess networks, other
wi r el efesmulatingoak bpstgaessiun neitiatioksmessage eattbithat ¢reated session
thereof, and so forth. Such networks and
ademeifi¢rcat i ons connecti ons are exanpl es of
transm ssion nmedia. Wen inplenmented in a LAN
net wor ki ng envi ronnent, conputer 802 is wusually
connected to LAN 852 via a network interface or

adapt 7, 856he WiNor Hrore"ProRERBE-AdCcésRite \Mé\ﬂlaessweédfﬂeagm claim 1,
envi ronnent, conputer 802 typically includes a nodem

CRnHisif '\é 5 e ﬂfS@&%of Bk ectdAL | ih$tRldHDONS oL NREH | 'e‘%@@uted direct the
over Modem 858, whi ch nmay be | iternal

Q) etrf‘b 154 2868 onnected to system
bus 808 VI arﬁﬁput o&taputncgﬁlé)r?ags 842 or any ot her

appr OP{?hHﬁ\g e rgﬁg@ﬁ%simst' Seskont H-FH&&P %@s%égé Gflat includes the

that t net wor k- connecti ons are

c%%fﬁé?%%se?ﬂﬂdegﬁﬂéi BpREETEIR® Conputers 802 and 850
may be enpl oye

3. The one or more processor-accessible media as recited in claim 1,
comprising the processor-executable instructions that, when executed, direct the
device to perform further actions comprising:

receiving a client session message; and

determining if the received client session message includes a received

session identifier.
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Furt hernore, other hardware that is specifically
desi gned for servers may be enployed. For exanpl e,

w®slsmpwed erati on cards can be used to of fl oadP@BLS2003/025747

conputations. Additionally, especially in a network
| oad bal anci ng operating 25 environnent, TCP offl oad
har dwar e and/ or packet classifigers on network
interfaces WO 2005/ 020085 PCT/ Us2003/ 025747 40 or

adapters 8 on _networ k |nter ace ¢

i nst al‘{ "ed iﬁﬁl (H’feaf éreoresgl}o\gg§soa-g9?ecsé Ilﬂe anfé% Wfr"%gdm claim 3,

envi ronmsni.l such as that .ill.ustrated erati ng di

ecmnr&%ﬁ ¢ SHBCG%P%E’F%%P&?) ingiGions, dheh WREK eer s direct the
t are depic relative 5 to conputer 802, or
ﬂq%tﬁébqrﬁzf%%fe‘uﬂhﬁaﬁcaenpamwsmg partially stored in

a renote nedi a stora?e devi ce. By, way of eéarrpl

r enot df Sifprecetved shept sspiondnetsass é‘sqiqi@nn@ﬁ 40 metiicjude a received

conmponent of rempte conputer 850 but may be usabl e or

cepspnidentifigs crerfomriag thaadinns pfsreasimg, ang fosmujaging.

pur poses of illustration, application prograns 830
and ot her processor- execut abl e instructions such as
operating system 10 828 are illustrated herein as

di scr éf.e bThekwme butmere pwcessoogucessible mediguashrecited in claim 3,
prograns, conponents, and other instructions reside
atonvprising she i presessor-dkddutatdatinstrwstags thagnwhee rexscated, direct the
conputing device 802 (and/or renote conmputing device
&d)icetacherfuren Antrnhedomycanpdsdagor (s) 804 of conputer

802 (and/or those of renote conputing device 850). 15

Al t houghhs tete¢ined cliesli sessivdvinessagenietdweisninpd aoeduiues, a received
apparatuses, techniques, schemes, approaches,

Q&8 id&tificd! el GRMinng adbreidFer | npl enent at i ons
have been described in Ianguage specific to

structural, %)b-ﬁ\ﬂlagﬁfg a lﬁisg%ééstl&{nc%ntlﬁﬁﬂléﬂl%?ésbé’g@kmth the received
n 9

features a rans, it 1s to be understood that

t he i@ggphl ?éhtﬁ?ér in the appended clains is not

necessar | imted to the specific 20 features or

di agrans desce(hﬁh&e e RES RNt N RoSPeEbdibE LG MBI Mkssage that

di agrans are
includes the received session identifier.

6. The one or more processor-accessible media as recited in claim 1,
wherein the action of formulating comprises an action of:

inserting the created session identifier into a session identifier field of

a host session message to generate the formulated host session initiation

message.
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di scl osed as exenplary fornms of inplenenting the
cl ai ned i nvention. WD 2005/ 020085 PCT/ US2003/ 025747

wol1005/C20083V5 1. One or nore processor-accessi bl Bcmeshioas/ 025747

conpri sing processor- executable instructions that,
when executed, direct a device to performactions 5
conprising: creating a session identifier using a host
identifier; and formul ating a 4ost session initiation

nmessage w.th the created session idenptifier. 10 2. . . .
The o%e orhfpPBe pﬂroe@é‘%d?m%\‘??é%%%?%ﬁgg%eﬁ?eéhaa@rr@Glt?dsdn claim 6,

in claiml, . copprising the processor-executable

svhefeinche aétion phiomukiing EAMPESELAAR AgRN Olevi ce

to performa further actjon conprising: sending the

f or mul at ed PRPYAtIBE & phwality; of athie fleldssefighe hpsti session message to
includes the created session identifier fromthe

devi cgenargtedhe fammulatedorostsessiqn initeatinmy massagssi bl e

nedia as recited in claim1, conprising the
processor - executabl e instructions that, when executed,

direct the device to performfurther actions

conpr 8si ngfher eneiori myra processor-sasssible meslsags; reaited 20 claim 1,
determining if the received client session nessage

wickeiddhe acti@ref sredting esmiposes steadtidn ef:. WO
2005/ 020085 PCT/ US2003/ 025747 42 4. The one or nore

processor - arsaeingi theesessidh adestifiecby dfcluding @igrhdst identifier as at
conprising the processor-executabl e instructions that,

when @aecpiredf thb ¢regfedisbssion identifier.

9. The one or more processor-accessible media as recited in claim 1,
wherein the action of creating comprises an action of’

creating the session identifier by including the host identifier as part

of the created session identifier, the host identifier comprising a device

identifier.

10.  The one or more processor-accessible media as recited in claim 9,
wherein the device identifier comprises at least one of a network address and a key

that maps to the network address.

11.  The one or more processor-accessible media as recited in claim 1,
wherein the action of creating comprises an action of?:

creating the session identifier by including the host identifier as part

of the created session identifier, the host identifier comprising a device

identifier and an application identifier.
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recei ved client session nessage is determ ned to not

wo pwsoziesa recei ved 5 session identifier, perPOr/msIg3/ 025747
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the actions of creating and fornul ating. 5. The one or
nore processor-accessible nedia as recited in claim3,
conprising the processor-executable instructions that,
when executed, direct the devife to perform further

actions, co ising: 10 if the received. client sessjon. .
rossaol o NBE SR B RRCRIOGISCrRLl M a8 asri in claim 1,
identifier, then performng. actions of: formulating a
hiy8ered ts actiop iGreRiES PSS AACHONIOt he recei ved

session identifier; and, sending the formul ated host

sessi on con¢eaiiRg it sersipmaigdentifiex by 1nclnding theshashadentifier as part
recei ved session identifier. 6. The one or nore

pr ocesebtheaereatasd pessioretfleatifier,r ei hest idantifier gpmprising a key that
wherein the action of fornul ating conprises an action

of 1 i nemeps tmg netveorkraddresd apd awiapplicatéen identifief.nt o a

session identifier field of 20 a host session nessage

to generate the fornul ated host session initiation

nmessage. WO 2005/ 020085 PCT/ US2003/ 025747 43 7. The

one or13wr eThe caes spmare quosedsbe acedsibla smadix ias gdcited in claim 1,
claim6, wherein the action of fornulating further

colipreis g @tioadifl weatifg cqraptisestanngtion@fur al i ty of
other fields of the host session nessage to generate

t he formul a¢regtih® the SREsibR NdeAti fitra by OisempadRe hostBidentifier at a
The one or nore processor-accessible nedia as recited

in cl ?ﬂ)t‘éﬂétefrm"iﬁlﬂr 8fffett fASmM3E d3n oPfledst 8tinli fAchrt PHRTibR OF the created
an acti on oOr:

session identifier.

14. The one or more processor-accessible media as recited in claim 1,
wherein the action of creating comprises an action of:
creating the session identifier by at least one of dispersing and

spreading the host identifier over the created session identifier.

15. The one or more processor-accessible media as recited in claim 1,
wherein at least a portion of the processor-executable instructions comprise at least

part of a server program.

16. The one or more processor-accessible media as recited in claim 1,
wherein at least a portion of the processor-executable instructions comprise at least

part of an operating system program.
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creating the session identifier by including the host
identifier as at |east part of the created session

wo dmspedoser. 10 9. The one or nore processor - aBCEES100d/a25747

media as recited in claiml1l, wherein the action of
creating conprises an action of: creating the session
identifier by including the host identifier as part
of the created session identiffer, the host identifier

O e Tf Do mioes BT géceﬁﬁgh B i 88 rebitadgin claim 1,

ﬁr ein.the device identifier cf es at l.east, one
ovhereethisne %rdapaesgroa?féoa aRe8FSIDI HiedfAEAMPESY pigleast one of (i) one
net wor k addr ess %ﬂ% The one or nore

pﬁrdB@é?s%?fa&E daedia BP@ MLOLIOFG HARYRISsIQnANediz 1,

wherein the action of creating conprises an action of.
creating the session identifier by including the host
identifier as part of the created session identifier,

the hobt i dérdavigeegonapigingsi ng a device 25 identifier

and an application identifier. WO 2005/ 020085

PCT/ US2(deBt 028 processpt; a®d  The one or nore
processor-accessible nedia as recited in claim1,

wher eionet loe moté anedit mchating gprooessoi-seecwablacinstmcdns that are
creating the session identifier by including the host

i chpablef 0Ebeiag @a@ctuteddby thecatcleast exk pescessor, itle ptodessor-executable
the host identifier conprising a key that 5 maps to a
nastodtiondddapted tarlireanthenieviceatoi perforaeadtions @omptingthe

one or nobre processor-accessible nedia as recited in

cl ?! m 1, f Waemalatingh® hast beRicH nidstlel WthCH BBSdise sdéitifier that is
actli on or:

created responsive to a host identifier; and

sending the formulated host session message that includes the session

identifier from the device.

19.  The device as recited in claim 18, wherein the host session message

comprises a host session initiation message.

20. The device as recited in claim 18, wherein the host session message

comprises a host session continuation message.

21. The device as recited in claim 18, wherein the host identifier is

associated with the device.
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creating the session identifier by inserting the host
identifier at a 10 predeterm ned offset froma nost

w@eoos®z®85 si gni fi cant portion of the created BEFESDN3/025747

identifier. 14. The one or nore processor-accessible
media as recited in claim1, wherein the action of
creating conprises an action of, 15 creating the
session identifier by at | east 4®ne of di spersing and

spr ead] t ost identifier over. the created session

R ene 41, Mo Weiice' rBoied 7 el 18 CubEFTR NS pEcprior executable
nedia as recited in ¢laim1l, wherein at |gast a . ..
pBTRGIPnsare A amﬁéé%é%‘ftt{bﬁi devicg ko Ee’%ﬁgp@ﬁﬁ%@ﬁ ction comprising:

conprise at |east 20 part_ of, a server, program 16. .

The one or WeRttngihssessien 1dentifics rwenmsit@%scshwéedmﬁer-
inclaiml, wherein at |east a portion of the
preocessor-executabl e instructions conprise at | east

part of an operating system program 25 WO 2005/020085

PCT/ Usz_&;og/’ﬁggﬂ@mcmgs rgcitethn efamo22 nwwhsrein the action of creating
processor-accessible nmedia as recited in claiml,

wioeniises anewction ofr nore processor-accessi bl e medi a

conprise at |east one of (i) one or nore storage

medi a and (ii) aweatmg ther sestioanklent fieonsimgdiha. hdst identiier and at
devi ce conprising: at |east one processor; and one or

more nedi a least! ol wvgluer selestsdr free chid gbdp icoaipristig: ons randomly
that are capable of being executed by the at | east

one processRfectéd&affe) e Valtle E6a¢ WnaM@ementihg Woun®RS a security-
adapted to direct the device to perform actions

conpri si ng:refdded P410H) Ad HHashel@luegsessi on nessage W th

a session identifier that is created responsive to a

host identifier; and

24.  The device as recited in claim 18, wherein the action of sending
comprises an action of:
sending the formulated host session message that includes the

session identifier from the device towards a client.

25. The dévice as recited in claim 18, wherein the action of sending
comprises an action of:

| sending the formulated host session message that includes the

session identifier from the device towards a client via a network

gateway and over an intranet to which the device is connected.
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i ncludes the session identifier fromthe device. 15

wdadsnosbwsslevi ce as recited in claim18, wherei PCT/O82003/025747
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host session nessage conprises a host session

initiation nessage. 20. The device as recited in claim

18, wherein the host session sage conprises a host

sessi on continuation nessage. 21. The device as

recit in aim 18, wherein the host identifier is
associal-ed ’\ﬂ‘? t‘iigf’wg Helrcued 1‘3@@%3?0‘2’@5@5“ the processor-executable
PCT/ US2003/ 025747 43.22. ng device as r chted in ..
Clplamq(gl,s aRa %ptﬁd hoN 1r59totgg ¥ICE 4Q PETIOHY @rt €r actions comprising:
instructions are adapted tqQ direct the device to

perform a fiFEINEIE AEteRf P meassatg; andr eati ng t he

session identifier responsive to.the host identifier. .

5 23, The CARIPERINGE Hahs rece1yad dlica §PSBI0N (essagieringldes a received
action of creating conprises an action of: creating

t he sesssion idendHiarf i er using the host identifier and

at | east one value selected fromthe group

conprising: a randomy selected value, a value from

an increnmenting counter, a security- 10 rel ated val ue,

and a Zhshe@he aleuice @4recitbed inleldime26swhersin ¢le proaeksorrexecutable
18, wherein the action of sending conprises an action
ofstreetitisragye bapted tordirattatie deosice 1o psrformreefisthge attied comprising:
includes the 15 session identifier fromthe device

towards a cifitkeitrecezved dlentdeysior message id determirmdaionpot include a
18, wherein the action of sending conprises an action

of i received session identifier, performing the actions of formulating and

sending.

28.  The device as recited in claim 26, wherein the processor-executable
instructions are adapted to direct the device to perform further actions comprising:
if the received client session message is determined to include a
received session identifier, then performing actions of:
formulating a host session continuation message with the
received session identifier; and
sending the formulated host session continuation message that

includes the received session identifier from the device.
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intranet to which the device is connected. WD

2005/ 020085 PCT/ US2003/ 025747 47 26. The device as

recited in claim 18, wherein the processor-executable

i nstructions are adapted to di flct the device to

perforyg further, acti ons comprisi.ng;_ receiving a. .
client ess{rBﬁ dﬁﬁ%a?ée‘fecﬁ?fg%aéf% &iWigerem theeaction of formulating
recei ved client session nessage includes a received 5
s‘éggﬁ’%sr?sia&eaﬁppfli(’}r. 27. The device as recited in claim

26, wherein the processor-executable instructjons are

adapt ed to di r ednserhagdhe isessiomidsatifisr it & sgssioayidentitier field of
action conprising: if the received client session )
nmessage is hetkosti sessionomestagentsl gereratel the demhylated host session
session identifier, performng the actions of

formul ati ngnessdgesendi ng. 28. The device as recited in

claim 26, wherein the processor-executabl e

instructions are adapted to direct the device to
performfurther actions conprising: 15 if the

recei VM cl Thatdeveesaonearedsimgelaim I twheneie the device comprises a
i nclude a received session identifier, then performng

dedst desicefandforransghadridegice. host sessi on conti nuati on

nmessage with the received session identifier; and

sending the fornmul ated host session continuation

nmessage that 20 includes the received session

i dentifjer Themei® AevdaRd MRIARYHIPAEeIn the one or more media
PCT/ US2003/ 025747 48 29. The device as recited in

cdt8tdthd PostMaehefige.t he action of fornul ating

32. The device as recited in claim 18, wherein the formulated host
session message comports with at least one of (i) a secure sockets layer (SSL)

standard and (i1) a transport layer security (TLS) standard.

33.  One or more processor-accessible media comprising a data structure,
the data structure comprising:
a message including a session identifier field, at least part of the session

identifier field comprising a host identifier.

34. The one or more processor-accessible media as recited in claim 33,
wherein the message further includes a plurality of fields, the plurality of fields

having a source address field and a destination address field.
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conprises an action of. inserting the session
identifier into a session identifier field of the

Whoms/03®8%i on nessage to generate the fornmul at dI/Os®03/025747

session 5 nmessage. 30. The device as recited in claim
18, wherein the device conprises a host device and/or
a server device. 10 31. The deyjce as recited in clai m
18, wherein the one or nore ne@fa store the host

i denti 'er.ng. The device as recite

[ Al 18, . .
wher 61 351 e THE b G 06, BEaceS e aeb R e JubdiB omhabid dn claim 33,

wi{h at |east one.of (I. secur ocke yer (SSL),
Nehelh s ey ffhes ibeids ar pioraier ok Beld) e phiefity of fields
t andard. 33. e or. re processor-accessi ble nedia

§ &ioehex figd dhakindeatss avIich ey RIaEERDbiG QBkigRsare supported by a
comprising:. a nessage jncluding a session identifier
f§eg$1an partiqipandthaiformylatesie spessagm 20 i dentifier
field conprising a host identifier. 34. The one or
nore processor-accessible nmedia as recited in claim
33, wherein the message further includes a plurality
of fields, The opkwrampre prdcessostagsessitleimedia asorgcited in claim 33,
address field and a destination address field. 25 WD
20b5k020beSheCTideppifies/ @nprses 49d8Gice Thlentifier candmane application
processor-accessible nedia as recited in claim383,
whentefier. t he nmessage further includes a plurality of
fields, the plurality of fields having a cipher field
that indicates which cryptographic options are
supported by a session participant that fornul ates

t he me¥kageTh® one or more processor-accessible media as recited in claim 36,

wherein the device identifier comprises a network address.

38.  The one or more processor-accessible media as recited in claim 36,

wherein the device identifier comprises a key that is mappable to a network address.

39. The one or more processor-accessible media as recited in claim 33,
wherein the host identifier is located a predetermined offset from a most significant

portion of the session identifier field.

40.  The one or more processor-accessible media as recited in claim 33,

wherein the host identifier comprises a device identifier.

41.  The one or more processor-accessible media as recited in claim 40,

wherein the device identifier comprises a network address.
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36. The one or nore processor-accessible nedia as
recited in claim33, wherein the host identifier

wa@eupn®es a device identifier and an appl i cat PONUS2003/025747

identifier. 10 37. The one or nore

processor-accessi ble nedia as recited in claim 36,

wherein the device identifier conprises a network

address. 38. The one or nore pﬁ@cessor-accessible

medi a rei'ted in claim36, wherein the device, .. .

i dent i Her bﬁmes@smgrfkeyoqeﬁ%%r-acge%@séaﬁ@at% gecited in claim 41,
negmo[k addr ess. @iS 39. The one or nore

p¥ ereu e netwerk pddress,emprises andafrapef addressai m 33,

wherein the host identifier is |ocated a predeterm ned

offset froma nost significant portion of the session
identifier field. 20 40. The one or nore o )

pr ocesbr - adbe Psichdremerel procgssareasicessablermediai as Bgited in claim 40,
wherein the host identifier conprises a device

i whenteirf therdevidge idehefieneoroprisasrackgyr thetissuappable tosa bewvork address.
media as recited in claim40, wherein the device

identifier conprises a network address. 25 WO

2005/ 020085 PCT/ US2003/ 025747 50 42. The one or nore

pr oceséhir - athe smichdremived processorexicessibliermediai an ¥etited in claim 33,
wherein the network address conprises an intranet

agless thetBostTidentdfier comprises pkoy elsstds mapadks to @ network address
media as recited in claim40, 5 wherein the device

| RPN AppslicationRdéraffiera key that is mappable to a

networ k address. 44. The one or nore

processor-accessible nmedia as recited in claim 33,

wherein the host identifier conprises a key that is

mappabje t oTﬁg RV 0B PrSeSsordide b RARLHRS RRited in claim 33,

identifier. 1
wherein the host identifier is at least one of dispersed and spread over the session

identifier field.

46. The one or more processor-accessible media as recited in claim 33,
wherein at least a portion of the data structure comprises at least part of a

communication formulated in accordance with a session-based protocol.

47. The one or more processor-accessible media as recited in claim 33,
wherein at least a portion of the data structure comprises at least part of a

communication formulated in accordance with a secure protocol.

48. The one or more processor-accessible media as recited in claim 47,
wherein the secure protocol comports with at least one of (i) a secure sockets layer

(SSL) standard and (i1) a transport layer security (TLS) standard.
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identifier field. 15 46. The one or nore

processor-accessi ble nedia as recited in claim 33,

wherein at | east a portion of the data structure

conprises at |east part of a @&dnmunication fornul ated

i n accgfdan with a session-based protocol. 47. The. .

one or&mr e%BP dEE YOO8 @égcse,swréaqqggqﬂ&leatgegh@c@st Fﬁf‘tiea in claim 33,

claim33, 20 wherein ,at |east a portion of the data

svhemstnihe BHFASC Qmpises @aﬁ@assep@ ofra glientdiphonmesgagsnd a server

formul ated in accordance with a secure protocol. 48.
loomessggenor e processor-accessi ble nedia as recited

in claim47, wherein the secure protocol conports

with at |east one of (i) a secure sockets l|layer 25

(SSL) standard and (ii) a transport |ayer security

(TLS) $0.anddhd.ong®2005¢ PROBSHIrRCTLiilo0Bsdas574RCI1t8d in claim 33,

49. The one or nore processor-accessi ble nedia as

rehetegd thenond af moBSprocesser-aicoesstbde mesiiagempospet kast ate of (i) one

| east one of a client hello nessage and a server

hed morgsteaganediaafid (ihon®oenire transmission media.

processor-accessible nedia as recited in claim383,

wherein the one or nore processor-accessi ble nedi a

conprise at |east one of (i) one or nore storage

medi a snd (Al devab@cOhpilBing: transm ssion nedia. 51. A
device conprising: 10 at | east one processor; and one

or nor& 18RdioRe ipi&éddsbman@r ocessor - execut abl e
instructions that are capabl e of being executed by

the ato)eapt nfhé ﬂé@ﬁeﬁﬁﬂ?ﬁdin% NBroREQGETREENEBRC Eﬂs?ﬁh'cﬁons that are

instructions adapted to direct the device to perform

;ca 'taﬁgétslog ﬁ@ﬂ{ ;é‘g%gie{{ Eﬁ]‘ﬁiéé’ lﬁggeta’@t pﬂétpﬁ%(ge?%ﬁ’ the processor-executable
instructions adapted to direct the device to perform actions comprising:
receiving a host session initiation message from a host, the host
session initiation message having a session identifier field that includes a
host identifier; and
sending a client session continuation message toward the host, the

client session continuation message having a session identifier field that

includes the host identifier.

52.  The device as recited in claim 51, wherein the processor-executable
instructions are adapted to direct the device to perform a further action comprising:
sending a client session initiation message toward the host prior to the

action of receiving.



15 session initiation nessage having a session
identifier field that includes a host identifier; and

waendiozgsa cl i ent session continuati on nmessagertDus0d3/025747
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the host, the client session continuation nmessage
having a session identifier field that includes the
host identifier. 20 52. The device as recited in claim
51, wherein the processor-execé@able i nstructions are

' .th Vi . f f her, ., ..
et onsonprReRyIce SRalHy e EiRath TS He session identifier fild

ggltgtol(p?ﬁalégg Wgﬁ’? gt;gsgié{noi gﬁt%@;rh ggi%g rg%}(l)er h(t)s(% i(tignetiﬁer; and

PCT/ US2003/ 025747 52 53. The device as recited in .

cl ai m Wherepp eihgi prackesaexsrableq ngtiuctions 3rg| adapted to direct the
popul ated with a session identifier that includes the

héestice tepenieme g futher agiONOMPIINGT ocessor - execut abl e
instructions are adapted to direct the device to

perform a fretainmg thetsessmore uleptifist thyt icludesathaihogt identifier.
session identifier that includes the host identifier.

54. The device as recited in claimb53, wherein the one

or nore nedia store the retained session identifier

t hat i 54 uddhetdeyideoas redeedt inf claim 33) Whereith¢helene cr more media
as recited in claim51, wherein the device conprises a
cétoenthedetaing] ses§ionAdemiflerdhatdncludes thechdst identifiche

met hod conprising: receiving a session nessage that

does not include a received session 15 identifier

froma client; creating, in response to the received

sessi 0§5.Tes Thgedevice 88 Teéfed HEBLihI 81, wherein the device comprises a

client device.

56. A method for routing hints, the method comprising:

receiving a session message that does not include a received session
identifier from a client;

creating, in response to the received session message, a session identifier
using a host identifier;

establishing a session to which the created session identifier is assigned; and

formulating a session message that includes the created session identifier.

57.  The method as recited in claim 56, further comprising:
sending the formulated session message that includes the created session

identifier toward the client via a network gateway.
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wo eoost@si ng a sessi on nessage that includes tker/US2003/025747
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created session identifier. 20 57. The nethod as

recited in claimb56, further conprising: sending the

fornmul ated session nessage that includes the created

session identifier toward the33lient via a network

gate 005/ 020085 PCT/. US2003 5747 53 58. The

et hocd! s%ﬁ? ff@&h?@awgﬁ% aFy ,clzaﬂrarﬁ: i\'ﬂl&@r@m@mﬂggr

sendi ng the session nessage that does not jnclude the .

r ecei ViSAdEEs dhcpsessioeinessags thalodpeh&of|inghude the received session
recei ving the formul ated sessi on nessage that includes

tidentthenfrem thestieath 5 identifier at the client;

retaining the created session identifier at the

cl i entreceinthg dredformudated session meessagee thatancludes dbie sreated session
the created and retained session identifier fromthe

cddertfier 4t0h&0lieMhe net hod as recited in claim57,

further conprising: receiving a session nessage that

i ncl udetining the ertatat] swsiohadentifeartat theeclidntpand t he

client; resumng the session to which the created and

recei veddags ai weesiofemesdagerthats indsddsgtiedereated and retained session
formul ati ng a session nessage that includes the

cdertifiek &oph theetieged session identifier in response
to the received session nessage that includes the

created session identifier; and sending the
formul ated session nessage that includes the created

and 59,  The method as recited in claim 57, further comprising;
receiving a session message that includes the created session identifier from
the client;
resuming the session to which the created and received session identifier is
assigned;
formulating a session message that includes the created and received session
identifier in response to the received session message that includes the created
session identifier; and
sending the formulated session message that includes the created and
received session identifier toward the client via the network gateway to indicate that

the session may be continued.

60. One or more processor-accessible media comprising processor-
executable instructions that, when executed, direct an apparatus to perform the

method as recited in claim 56.
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recei ved session identifier toward the client via the
network gateway to indicate that 20 the session may

wheoosomshued. 60. One or nbre processor-accesribig2003/025747

medi a conpri sing processor- executable instructions

that, when executed, direct an apparatus to perform

the method as recited in claimb56. 25 WO 2005/ 020085

PCT/ US2003/ 025747 54 61. A de&dice conprising: a host

i dent iequli er; . apd.a session identifier creator that is

adapt &t o Ar4eXIGe COMPIIING | dentifier using the host
identifjier, 5 62. The device as recited in claimb61l,

wher eianhqslﬁéj%&zeééa%rther conpri ses: a nessage

handl er that .is capabl e of accepting incom ng session . )
nessadessssigpddenitiierraraatay thatds adapted &0 crrabmp sgssiens idegtifier using
nmessages i nclude existing session 10 identifiers for
éh?b@iitriée%féfé@'l-ons, t he nessage handl er adapted to

activate the session identifier creator when an

I ncom ng session nmessage is determned to | ack an

exi sting session identifier. 63. The device as recited

i n cl &2n 62Thevrdaveten ashecateds agecliandd kr wihereifi5the device further
further adapted to fornulate, at |east partially, a
hoosdprises:si on initiation nmessage by inserting the

created session identifier into a session identifier

fiel dd alesidpe hmneller that$d oapabile bf Acteptinpeirv@@ANg Géssion messages
The device as recited in claim®6l, wherein the device

fandt determidbh € WHetheiethe incoming session messages include existing session

identifiers for existing sessions, the message handler adapted to activate the session
identifier creator when an incoming session message is determined to lack an

existing session identifier.

63. The device as recited in claim 62, wherein the message handler is
further adapted to formulate, at least partially, a host session initiation message by
inserting the created session identifier into a session identifier field for the host

session initiation message.

64. The device as recited in claim 61, wherein the device further
comprises:

a session context to which the created session identifier is assigned.



10

15

20

25

a session context to which the created session
identifier is assigned. WO 2005/ 020085

wEONs8e8D3/ 025747 55 65. One or nore PCT/US2003/025747

processor-accessi bl e media conprising processor-

execut abl e instructions that, when executed, direct an
apparatus to performactions conprising: ascertaining

a host identifier froma sessidn identifier field of a
sessign 5 npessage; and routing the sessign nessage ~
respofSt ve @R t Ple TR MIAFGTaRr-AsssSIblfe MNEdIA o COMPEISING, Processor-
one or, nore processor-accessible nedia as recited in .
exesytalpls, instpgedianis thaty avhest exgauisd, diyeelramapparatus to perform actions
conprises an action of: 10 extracting the host

camprisin@r fromthe session identifier field of the

sessi on nessage as a continuous block. 67. The one or

nor e pscrtsing- adwss dddntifiarefiom assessiont stentifiec|faild of a session
65, wherein the action of routing conprises actions

ohessdge; andessing a table with the ascertai ned host

identifier to locate an entry including the

ascer treuntieglthecession emdssddearespansivaltet the rscertained hedtwdertifier.
address that is |linked to the ascertai ned host

identifier at the |located entry. 20 68. The one or

nore processor-accessible nedia as recited in claim

65, \§oer eiThd bfic dgtrhére HrocERuE-abeessidlP ek agGbtitdtbin claim 65,
of : accessing a table with the ascertai ned host

elRREIn theaction bPGRlePtafiing Bbmpriséd 4 Hélididof: he
ascertai ned host identifier; and determ ning a network

address and,gfc kﬁ&ﬁbétomehﬁ'ﬁ&f' oin?_rtl?é @@ésic%nc' ti%%ﬁiﬁer field of the

linked to tﬁe ascertal ned host entiflier a

| ocat g GoH Mssale 8 WoRntndBEevidck/ US2003/ 025747

67. The one or more processor-accessible media as recited in claim 65,
wherein the action of routing comprises actions of:
accessing a table with the ascertained host identifier to locate an entry
including the ascertained host identifier; and
determining a network address that is linked to the ascertained host

identifier at the located entry.

68. The one or more processor-accessible media as recited in claim 65,
wherein the action of routing comprises actions of:
accessing a table with the ascertained host identifier to locate an entry
including the ascertained host identifier; and
determining a network address and an application identifier that is

linked to the ascertained host identifier at the located entry.



56 69. The one or nore processor-accessible nedia as
recited in claim65, wherein at |east a portion of

WO bmsprmeessor - execut abl e i nstructions conpri SECHEUS2003/025747
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| east part of routing, firewall, and/or network | oad

bal anci ng software. 5 70. The one or nore
processor-accessible nedia as recited in clai m®65,

wherein the action of routing o nprises an action of:

mappi ng, t he ascertained host identifier to.at |east .a .

net wor B°ad dgﬁg QHne gr mofe, Progessfragressible media as recited 1n claim 65,
processor-accessi bl e dia as recited.in.claim70, 1

0.
WHEFESIM af Jasta PPBIPL9T thePREssebRBTqLLaRle dnstaictiops camiprise at least

| ooking up the network address . in a_ table using the

R HHE; rfllﬁ%\g@ﬁﬂ' %@2@1‘. nstwprk load balancang sftwats: e
processor-accessible nedia as recited in claim70, 15
wherein the action of mapping conprises an action of:
conputing the network address fromthe ascertained i
host T®ent Theeme gramore, pregesseragegssable media as recited in claim 65,
processor-accessible nedia as recited in claim72, 20
wivbersiim thehactimntafapnubng compuisesan aethgr 06es an acti on

of: followng a fornmula to conpute the network address

from t he asmappmigrthe abarstaineaidmist idemtifie® 20REst02OEBHrk address.
PCT/ US2003/ 025747 57 74. The one or nore
processor-accessible nmedia as recited in claim 72,

wherein the action of conputing conprises an action

of : i npl.eneMhengheadr Aloge pirdbdestdroacvesgibileemelia fetesited in claim 70,
address fromthe ascertained host identifier. 5

wherein the action of mapping comprises an action of:

looking up the network address in a table using the ascertained

host identifier.

72.  The one or more processor-accessible media as recited in claim 70,
wherein the action of mapping comprises an action of:
computing the network address from the ascertained host

identifier.

73.  The one or more processor-accessible media as recited in claim 72,
wherein the action of computing comprises an action of:
following a formula to compute the network address

from the ascertained host identifier.
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75. An apparatus conprising: at |east one processor;
and one or nore nedia including processor-executabl e

WO 502083 ons that are capabl e of bei ng execureriubyn03/025747

the at | east one processor, the processor-executabl e
10 instructions adapted to direct the apparatus to
perform actions conprising: receiving a session
nmessage having a session ident?fier including a host

identif,jer;.and routing the session ssa responsjve . .

{6t ndhosi TRCIGR (O MBPTe AIpComor-pegesse Fatiis 2agected i claim 72,
recited in ¢claim75, wherein the action of receiving
a@rﬁaﬂnstég agHon of COMPYING FERPTSEHEN RFEOSRS s on nessage

havi ng the session i denii fier froma client; the

sessi on message per t AMPISTACHtEg a8e dlgosithmo te esgmpute the network
associ ated with a host, the host associated with the

host identifi er.addwesy fronTthe asspeiaimed hoskidentifiend in

claim75, wherein the processor- executable

instructions are adapted to direct the apparatus to

performa further action conprising: sending the

sessi 01%. nesAngppdnatus comeprapppr at us based on t he

routing 25 to a host associated with the host

i dent iat least oMOpRROSOD200B5 PCT/ US2003/ 025747 58 78.

The apparatus as recited in claim75, wherein the

procesmer or axerunwdie inokidinig tprocssor-exautledink@uctions that are
direct the apparatus to performa further action

capatle ofMgsing @REcuted thyetheesledt oRSpRESsIor Ofhet Pdcessor-executable
apparatus based on the routing 5 to a host on an

!igﬁrﬁt&!ﬁ?&ls alihyseR 85 Hird&SR6 appd i tbipetfRmlRtons comprising:
identifier.
receiving a session message having a session identifier including a
host identifier; and

routing the session message responsive to the host identifier.

76.  The apparatus as recited in claim 75, wherein the action of receiving
comprises an action of:

receiving the session message having the session identifier

from a client; the session message pertaining to a session context

associated with a host, the host associated with the host identifier.

77. The apparatus as recited in claim 75, wherein the processor-
executable instructions are adapted to direct the apparatus to perform a further
action comprising;:

sending the session message from the apparatus based on the routing

to a host associated with the host identifier.
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79. The apparatus as recited in claim?75, wherein the
processor- executable instructions are adapted to

waleoosorooshe apparatus to performa further acP@DOS2003/025747

conprising: 10 determning if a received session
nmessage i ncludes a received session identifier. 80.
The apparatus as recited in claim79, wherein the
processor- executabl e i nstruct?®ns are adapted to

di rect,t he aratus to performa furth 15 actign

conpr 178 ng: THY aamatatus cad doled o i oy e whefein' He processor
determ ned to i.nclude recei ved session identifier,

{eRESHIABIGt INTUEHRNY dtk adapted dosslapet SHRATHES fonRsrirm a further
to.a recejved host identifier that is included as at

|a§HSR CABIPIISHIZ:t he recei ved session identifier. 20 WO

2005/ 020085 PCT/ US2003/ 025747 59 81. The apparatus as )
recited insending the sesgien messageeirpmothe apparates basedapn the routing
instructions are adapted to direct the apparatus to

per f orterathest ore gn antranststhe bostpasseciatpd with thehessadentificr.

session nessage is determned to not include a 5

recei ved session identifier, then routing the received
session nessage in accordance with at | east one

def aul™. r oufheappatatay . asBZecifdk iappdaiat U, asvheesint @ processor-
in claim75, wherein the one or nore nedia further
ieretutdbleoiigtractiony ard alihmsd ttoadirédtnther fiRestus e pasérm a further
identifiers to at |east 10 respective network

adtlogeenprisiizd wherein the routing is effectuated, at

| east partially, by accessing the one or nore tables.

83. The apRrRtethiifingsif a86édiPed bébsfdnemessae iMélaaed A rédedved session
appar atus conpri ses

identifier.

80. The apparatus as recited in claim 79, wherein the processor-
executable instructions are adapted to direct the apparatus to perform a further
action comprising:

if the received session message is determined to include a received

session identifier, then routing the received session message responsive to a

received host identifier that is included as at least part of the received session

identifier.
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a plurality of devices. 15 84. A network gateway t hat
i s capabl e of accepting a session-related nessage

w2005020085 sessi on identifier field; the networkChESDOEY25747

adapted to extract a host identifier froma val ue

popul ating the session identifier field, the network

gateway further adapted to perforn1a routing operation

for the session-related 20 age usi ng the host

i dentifier. .85 The network eway,as recited

cl ai mé wH ARPatatus a3 J@Ci@édm slaipg issrgnoﬂle processor-
|dent|f|er field co a_sessj on |dent|f|er
sEeGItaRlsARYTYSERNEaN ngéq Seik toudireat dhegpparaws e paporm M Turther actions
gateway as recited in claim84, wherein the network

GaMPNEN& onpri ses at | east one of a router, a firewal

devi ce, a proxy, and a network | oad balanC|ng devi ce.

5 87. The mbtth®rieceedwsgssion massaged is rdetermigedato not include a
wherein the network gatewa is further adapted to

per f ofregeives nsgs,smrngd@péiq; |t%em geuting dhe Ireegived rsesdios tmessage in
identifier-to-network address |inking table. 88. The

net worakcardaremyithsit least ongldefaultirantim@polioper ei n t he

network 10 gateway is further adapted to performthe

routing operation with a mappi ng of the host

identifier to a network address. 89. The network

gat ews@. as Tlecappadatus as lreditadSié, claime 76| whichein nké vae lor more media
gateway is further adapted to performthe routing

dpehat inctudey ohé) 9@ mhoregtables thas link iespebeive dseridéntifierd to at least
destination address field of one or nore packets.

respective network addresses; and wherein the routing is effectuated, at least

partially, by accessing the one or more tables.

83.  The apparatus as recited in claim 75, wherein the apparatus comprises

a plurality of devices.

84. A network gateway that is capable of accepting a session-related
message having a session identifier field; the network gateway adapted to extract a
host identifier from a value populating the session identifier field, the network
gateway further adapted to perform a routing operation for the session-related

message using the host identifier.

85. The network gateway as recited in claim 84, wherein the value

populating the session identifier field comprises a session identifier.
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86. The network gateway as recited in claim 84, wherein the network
gateway comprises at least one of a router, a firewall device, a proxy, and a network

load balancing device.

5 87. The network gateway as recited in claim 84, wherein the network
gateway. is further adapted to perform the routing operation using at least one host

identifier-to-network address linking table.

88. The network gateway as recited in claim 84, wherein the network
10  gateway is further adapted to perform the routing operation with a mapping of the

host identifier to a network address.

89. The network gateway as recited in claim 84, wherein the network
gateway is further adapted to perform the routing operation by inserting the host

15 identifier into a destination address field of one or more packets.



