
- 1  S06P0746W000  DESCRIPTION DATA COMMUNICATION SYSTEM, DEVICE FOR EXECUTING  IC CARD FUNCTION, AND METHOD OF CONTROLLING  THE DEVICE
AS WELL AS INFORMATION PROCESSING TERMINAL  Technical Field [0001]  The present invention relates to a data communication  system for
transmitting data between equipments making use  of a contactless interface, a device for executing an IC  card function, and a method of
controlling the device as  well as an information processing terminal, and more  particularly, to a data communication system for
transmitting data between an equipment which can access to  the contactless interface and an equipment connected to the  contactless
interface through wire, a device for executing  an IC card function, and a method of controlling the device  as well as an information
processing terminal. [0002]  More particularly, the present invention relates to a  card reading/writing device for accessing to an IC
card  function unit through a contactless interface, a data  communication system for transmitting data between  information terminals
each of which is connected to the IC  card function unit through wire or incorporates an IC chip, 



2  S06P0746WO00  a device for executing an IC card function, and a method of  controlling the device as well as an information processing
terminal, and more particularly, to a device having a card  reading/writing function, a data communication system for  transmitting data
at high speed between information terminals each of which is connected to the IC card function  unit through wire or incorporates an IC
chip, a device for  executing an IC card function, and a method of controlling  the device as well as an information processing terminal.
Background Art [0003]  Contactless/proximity communication systems represented  by an IC card have become widespread because they can be
simply and conveniently manipulated. The IC card is  ordinarily used by a user in such a manner that the user  approaches the IC card to
a card reading/writing device. The card reading/writing device polls an IC card at all  times, and when it discovers an external IC card,
a  communication operation starts between the card  reading/writing device and the external IC card. When, for  example, a private code
and other individual  authentification information, the value information of an  electronic ticket and the like are stored to an IC card,
authentification processing for visitors and passengers can  be executed in a cash dispenser, an entrance door of a 



- 3  S06P0746W000  concert hall, a ticket gate of a station, and the like.  [0004] Recently, as a miniaturization technology is improved,
an IC card having a relatively large amount of memory  capacity appears. According to an IC card having a large  amount of memory
capacity, one IC card can be used to a  plurality of applications by extending a file system on a  memory space and storing a plurality
of applications at the  same time. When, for example, a plurality of applications  such as electronic money for executing electronic
settlement,  an electronic ticket for coming in a particular concert hall,  and the like are stored on one IC card, the one IC card can
be applied to various applications. The electronic money  and the electronic ticket to which reference is made here  indicate a
construction which is settled (electronically)  through electronic data issued according to a fund presented  by a user or the electronic
data itself. [0005]  Further, the IC card and the card reader/writer (card  reading/writing device), which includes a wired interface to
be connected to an external equipment in addition to the  wireless and contactless interface, can be used by being  built in respective
equipments such as a mobile terminal,  PDA (Personal Digital Assistance), CE (Consumer Electronics)  



equipment, personal computer, and the like. That is, when 4  S06P0746W000  these equipments are provided with the function of any one  or
both of the IC card and the card reading/writing device,  it is possible to execute a general-purpose bidirectional  proximity data
communication using a contactless communication technology making use of the IC card. Since  an IC card technology has a tamper
resistance because it is  difficult to copy or alter the information in an IC card,  this kind of proximity data communication can
realize high- level security. [0006]  There is proposed, for example, a communication system  among three components which is executed
between a card  reading/writing device and an information processing  terminal, which is connected to an IC card or an IC chip  through a
wired interface, by interposing the IC card or the  IC chip therebetween (refer to, for example, Patent Document  1). In the system, a
data communication is executed among  the reading/writing device, a program controller disposed in  the information processing terminal,
a wireless  communication interface built in the information processing  terminal for executing a wireless communication to the
reading/writing device, a wired communication interface to  be connected to the program controller, and the IC card with  a memory. 



[0007] 5  S06P0746W000  The IC chip built in the information processing terminal has a wireless communication mode for executing
transaction through the wireless communication interface in  response to the carrier wave detected from the  reading/writing device and a
wired communication mode for  executing transaction through the wired communication  interface in response to the start of an internal
power  supply in the information processing terminal. In the wired  communication mode, the program controller of the  information
processing terminal can issue an activate  command for temporarily switching the wired communication  mode to the wireless communication
mode and a not activate  command for returning the wireless communication mode, which  is temporarily made effective, to the wired
communication  mode. On the other hand, in the wireless communication mode,  an external card reading/writing device issues a second
activate command for temporarily switching the wireless  communication mode to the wired communication mode and a  second not activate
command for returning the wired  communication mode, which is temporarily made effective, to  the wireless communication mode. [0008]  In
the wired communication mode, after the information  processing terminal issues the activate command, temporarily  



shifts to the wireless communication mode, and writes data 6  S0620746WO00  from the external card reading/writing device to the IC chip,
it issues the not activate command this time, returns to the  wired communication mode, and reads the data written to the  IC chip to
thereby transmit the data from the external card  reading/writing device to the information processing terminal through the IC card.
Further, after the  information processing terminal writes data to the IC card,  it issues the activate command, temporarily shifts to
the  wireless communication mode. Then, after the external card  reading/writing device reads the data from the IC chip, the  information
processing terminal issues the not activate  command this time and returns to the wired communication  mode to thereby transmit the data
therefrom to the external  card reading/writing device through the IC card. [0009]  On the other hand, in the wireless communication
mode,  the external card reading/writing device issues the second  activate command, temporarily shifts to the wired communication mode,
and writes data from the information  processing terminal to the IC chip. Then, the external card  reading/writing device issues the
second not activate  command this time, returns to the wireless communication  mode, and reads the data written to the IC chip to thereby
transmit the data from the information processing terminal  



to the external card reading/writing device through the IC 7  S06PO746W000  card. Further, after the external card reading/writing
device writes data to the IC card, it issues the second  activate command, temporarily shifts to the wired communication mode. Then,
after the information processing  terminal reads the data from the IC chip, the external card  reading/writing device issues the second
not activate command this time and returns to the wireless communication  mode to thereby transmit the data from the external card
reading/writing device to the information processing  terminal through the IC card. [0010]  According to the communication system as
described  above, a secure data communication can be realized between  an equipment having a card reading/writing function and the
information processing terminal connected to the IC card  through wire making use of a contactless data communication  path realized by
interposing the IC card. [0011]  On the other hand, since a conventional contactless IC  card communication protocol employs such a
procedure that  when a command is transmitted, a response is received, it is  not suitable to transmit a relatively large amount of data
such as image data at high speed although it is suitable to  securely transfer relatively short text data such as URL  



(Uniform Resource Locator). 8  S06P0746W000  [0012] Further, when it is considered to send data from the  card reading/writing device
side to the information processing terminal side, the interposed IC card does not F  have a mechanism for notifying that the data
transmitted to the information processing terminal is received by the  contactless interface through the wired interface.  Accordingly,
since the information processing terminal can not detect or confirm at once whether or not the IC card {  receives the data sent to it, a
problem arises also in that it is difficult to synchronize transmitted data on the card  reading/writing device side. [0013]  Patent
Document 1: Japanese Unexamined Patent Application  Publication No. 2003-203212 Disclosure of the Invention Problems to be Solved by the
Invention  [0014] An object of the present invention is to provide an  excellent data communication system capable of preferably
executing a data transfer between an equipment, which can  access to a contactless interface, and an equipment, which  is connected to
the contactless interface through wire, a  device for executing an IC function and a method of 



controlling the device aw well as an information processing 9  S06P0746W000  terminal. [0015]  A further object of the present invention
is to provide  an excellent data communication system capable of preferably  executing a secure data transfer between a card
reading/writing device, which accesses to an IC card  function unit through a contactless interface, and an  information terminal, which
is connected to the IC card  function unit through wire or incorporates an IC chip, a  device for executing an IC function and a method
of  controlling the device as well as an information processing  terminal. [0016]  A still further object of the present invention is to
provide an excellent data communication system capable of  transmitting a large amount of data at high speed between a  device having a
card reading/writing function and an  information terminal, which is connected to an IC card  function unit through wire or incorporates
an IC chip, a  device for executing an IC function and a method of  controlling the device as well as an information processing
terminal. Means for Solving the Problems  [0017] 



A first aspect of the present invention, which was made - 10  S06P0746W000  in view of the above problems, is a data communication system
for executing a data communication among an IC card  function execution unit having a memory, a card  reading/writing device capable of
communicating with the IC  card function execution unit through a contactless interface,  and an information processing terminal capable
of  communicating with the IC card function execution unit  through a wired interface by interposing the IC card function execution unit,
and the data communication system  is characterized by including a first communication means  for causing the card reading/writing device
to execute a  data transfer operation to the memory in the IC card  function execution unit through the contactless interface or  causing
the information processing terminal to execute a  data transfer operation to the memory in the IC card  function execution unit through
the wired interface, a  second communication means for executing a data transfer  between the card reading/writing device and the
information  processing terminal on a communication path composed of the  contactless interface and the wired interface through the IC
card function execution unit interposed therebetween and a  communication control means for executing a communication  operation using
any of the first or second communication  means. 



[0018] - 11  SO6P0746W000  However, the "system", to which reference is made here,  is composed of a plurality of devices (or function
modules  for realizing specific functions), and it is not particularly a problem whether the respective devices and  function modules are
disposed in a single housing (this is  also applied to the following description). [0019] F  The present invention relates to a
communication system among three components having an IC chip interposed between  a device having a card reading/writing function and an
information processing terminal, which is connected to the  IC chip having an IC card function. Note that although the  IC chip as a
contactless IC card function execution unit has  a data transmission/ reception function and a data  processing unit, an RF analog/front
end and a logic circuit  (protocol control, RF modulation/demodulation, command  processing, cipher processing, memory management) may be
composed of one chip or may composed at least two separate  chips in which the RF analog front end is separated from the  logic circuit.
Further, the IC chip includes a built-in  type and an SIM card type. In the following description,  these IC chips may be simply called
an "IC card function  execution unit" as a generic term. [0020]  



Since an IC.card technology has a tamper resistance - 12  S06P0746W000  because it is difficult to copy or alter the information in  an
IC card, this kind of the communication system among  three components can realize high-level security. [0021]  However, since a
conventional contactless IC card  communication protocol employs such a procedure that when a  command is transmitted, it receives a
response, the  conventional contactless IC card communication protocol is  not suitable to transfer a relatively large amount of data {
at high speed. Further, since the conventional contactless IC card communication protocol does not have a mechanism for  the IC card to
notify the information processing terminal of  that there is received data to the information processing  terminal, it cannot confirms
whether or not the information  processing terminal receives data, from which a problem also  arises in that it is difficult to
synchronize transmitted  data on the card reading/writing device side. [0022]  In contrast, in the communication system according to  the
present invention, The information processing terminal  defines a data transfer state for permitting a contactless  data communication
through the IC card function unit and a  data not transfer state for not permitting the contactless  



data communication so that the IC card function unit manages  the communication state of the information processing - 13  S06P0746W000
terminal. When data is sent from the card reading/writing  device through the contactless interface, the IC card  function execution unit
directly transmits the received data  to the information processing terminal through the wired  interface only in the data transfer
state. Further, when  data is sent from the information processing terminal  through the wired interface, the IC card function execution
unit directly transmits the received data to the card  reading/writing device through contactless interface only in  the data transfer
state. [0023]  As described above, since the IC card function  execution unit, which is interposed between the card  reading/writing
device and the information processing  terminal, can transfer data to the terminal side depending  on whether it is in the data transfer
state or in the data  not transfer state without depending on a notification from  the information processing terminal, synchronization
can be  easily established, a transfer speed can be increased, and a  large amount of data can be transmitted. [0024]  Further, the wired
interface has a very low rate of  occurrence of error as compared with the contactless  



interface and thus has high reliability. Accordingly, when  data is transmitted on the contactless interface, although 14  S06P0746W000
the IC card function execution unit returns a response to a  command, a data transfer processing speed can be more  increased by omitting
a procedure for returning the response  to the command when data is transmitted on the wired  interface. [0025]  In the communication
system among three components  according to the present invention, the IC card function  unit interposed between the card reading/writing
device and  the information processing terminal has a data transfer  function in "an Ad-hoc communication mod" as a second  communication
means in addition to a data transfer function  in "an ordinary communication mode" as a first communication  means for executing an
ordinary access operation to the  memory in the IC card function unit. In the Ad-hoc  communication mode, when data is sent from the card
reading/writing device through the contactless interface,  the IC card function unit directly transmits the received  data to the
information processing terminal through the  wired interface. Further, when data is sent from the  information processing terminal
through the wired interface,  the IC card function unit directly transmits the received  data to the card reading/writing device. 



[0026]  In the Ad-hoc communication mode, since the information - 15  S06P0746W000  processing terminal is in "a data transfer state, in
which  it can receive the data received by the IC card function  unit through the contactless interface as it is. That is,  in the Ad-hoc
communication mode, since the IC card function  unit can directly transfer data without depending on the  notification from the
information processing terminal,  synchronization can be easily established, a transfer speed  can be increased, and a large amount of
data can be  transmitted. The data transfer from the card  reading/writing device in this case is a data transfer to  the information
processing terminal having a different  communication interface through the IC card function  execution unit different from writing of
data to IC card, and further a data transfer to the card reading/writing  device having a different communication interface.  [0027]
Further, a second aspect of the present invention is a  device for executing an IC card function which is  characterized by including a
memory, a contactless interface  capable of communicating with a card reading/writing device,  a wired interface connected to an
information processing  terminal through wire, and a control means for controlling  an access operation to the memory and a communication



operation through the contactless interface and the wired  interface, wherein the control means manages a communication - 16
S06PO746W000  mode set between the card reading/writing device and the  information processing terminal and controls the operation  of a
communication path between the card reading/writing  device and the information processing terminal according to  a present communication
mode. [0028]  Further, a third aspect of the present invention is an  information processing terminal which is characterized by
comprising an IC card function execution unit comprising an  contactless interface, a memory, and a wired interface, a  user input/output
means and a program control means for  controlling a processing operation according to a  communication operation with the IC card
function execution  unit through the wired interface and a user interaction  through the user input/output means, wherein the program
control means has a data transfer state for permitting a  data transfer to the IC card function execution unit through  the wired
interface and a data not transfer state for not  permitting a data transfer to the IC card function execution  unit through the wired
interface. [0029]  The device for executing the IC card function according  to the second aspect of the present invention can operate as



the IC card function execution unit in the data communication system according to the first aspect of the - 17  S06P0746W000  present
invention. In the device, the RF analog/front end  and the logic circuit (protocol control, RF  modulation/demodulation, command
processing, cipher  processing, memory management) may be composed of one chip  or may composed at least two separate chips in which the
RF  analog front end is separated from the logic circuit.  Further, the IC chip includes the built-in type and the SIM  card type. [0030]
The IC card function execution unit can realize a  similar transfer control in a communication system composed  of a wireless network and
a wired network by providing a hub  with the same function when the hub has a contactless IC  card interface to a card reading/writing
device and a wired  interface to an information processing terminal as well as  has a wireless LAN function and a wired LAN function.
[0031]  Further, the information processing terminal according  to the third aspect of the present invention can operate as  an
information processing terminal capable of communicating  with the IC card function execution unit through the wired  interface in the
data communication system according to the  first aspect of the present invention. 



Advantages of the Invention  [0032] - 18  S06P0746W000  According to the present invention, there can be provided the excellent data
communication system capable of  preferably executing a secure transfer between the card  reading/writing device which accesses to the to
the IC card  function unit through the contactless interface and the  information terminal which is connected to the IC card  function
unit through wire or incorporates the IC chip, a  device for executing the IC card function and the method of  controlling the device as
well as the information processing  terminal. [0033]  Further, according to the present invention, there can  be provided the excellent
data communication system capable  of transmitting a large amount of data at high speed between  the device having the card
reading/writing function and the  information terminal which is connected to the IC card  function unit through wire or incorporates the
IC chip, a  device for executing the IC card function and the method of  controlling the device as well as the information processing
terminal. [0034]  Further objects, features and advantages of the present  invention will become apparent from the detailed description  



based on the embodiment of present invention described later  and the attached drawings. 19  SO6P0746W000  Brief Description of the
Drawings [0035]  Fig. 1 is a view conceptually showing a construction of  a wireless communication between a card reading/writing  device
and an IC card function execution unit based on  electromagnetic induction. Fig. 2 is a view showing a system modeled as one  transformer
which is composed of a card reading/writing  device and an IC card. Fig. 3 is a view schematically showing the arrangement  of a
contactless IC card communication system. Fig. 4 is a view schematically showing the hardware  arrangement of an IC card function
execution unit according  to an embodiment of the present invention. Fig. 5 is a view showing the state transition of an IC  card
interposed between a card reading/writing device and an  information processing terminal in a communication system  among three
components. Fig. 6 is a view schematically showing an operation  sequence of the communication system among three components  to access
to the IC card function execution unit in an  ordinary communication mode. Fig. 7 is a view schematically showing an operation  



sequence of the communication system among three components  to access to the IC card function execution unit in an Ad 20  S06P0746W000
hoc communication mode. Fig. 8 is a view showing an operation sequence in which  the card reading/writing device requests an Ad-hoc
communication to the IC card function execution unit. Fig. 9 is a view showing an operation sequence when the  information processing
terminal accepts an Ad-hoc  communication start mode. Fig. 10 is a view schematically showing an operation  sequence of the communication
system among three components  in the Ad-hoc communication mode. Fig. 11 is a view schematically showing an operation  sequence of the
communication system of the three components  in the Ad-hoc communication mode. Fig. 12 is a view showing an operation sequence of the
communication system among the three components when the IC  card function execution unit transits from the Ad-hoc  communication mode to
the ordinary communication mode. Fig. 13 is a view. schematically showing a functional  arrangement for controlling the state transition
shown in  Fig. 5. Fig. 14 is a view showing an operation flow for  starting an Ad-hoc communication by a control arrangement  shown in
Fig. 13. 



Fig. 15 is a view showing an operation flow for  executing the Ad-hoc communication by the control - 21  S06P0746WO00  arrangement shown
in Fig. 13. Reference Numerals  [0036] I ... card reading/writing device 2 ... IC card function execution unit  3 ... controller 101 ...
antenna unit  102 ... analog unit 103 ... digital controller  104 ... memory 105 ... external interface  110 ... mobile terminal  111
program controller  112 ... display unit 113 ... user input unit Best Mode for Carrying Out the Invention  [0037] An embodiment of the
present invention will be  described below in detail referring to the drawings.  [0038] The present invention relates to a communication
system  among three components having a contactless IC card function  interposed between a device having a card reading/writing  



function and an information processing terminal, which is  connected to an IC card function unit through a wired - 22  S06P0746WO00
interface or having an IC chip built therein. [0039]  The IC chip, on which the contactless IC card function  is mounted, may compose an
RF analog front end and a logic  circuit (protocol control, RF modulation/ demodulation,  command processing, cipher processing, memory
management) of  one chip or may compose them of at least two chips in which  the RF analog front end is separated from the logic circuit.
In the following description, these IC chips are simply  called an "IC card" as a generic term. Further, the IC chip  includes a built-in
type and an SIM card type. In the  following description, the IC card and the IC chip are also  called an "IC card function execution
unit" as a whole.  [0040] Since an IC card technology has a tamper resistance  because it is difficult to copy or alter the information
in  an IC card, this kind of the communication system among  three components can realize high-level security. First,  the construction
of a contactless data communication making  use of the IC card function execution unit will be explained.  [0041] A wireless
communication between a card reading/writing  device and the IC card function execution unit is realized  



based on, for example, the principle of electromagnetic  induction. Fig. 1 conceptually shows the construction of - 23  S06P0746W000  the
wireless communication between the card reading/writing  device and the IC card function execution unit based on the  electromagnetic
induction. The card reading/writing device  includes an antenna LRW composed of a loop coil, and a magnetic field is generated in the
vicinity of the antenna  LRW by causing a current IRW to flow thereto. On the other  hand, a loop coil L. is electrically formed in the
vicinity  of the IC card function execution unit on the IC card  function execution unit side. An induction voltage, which  is generated
by the magnetic field generated by the loop- antenna L, on the card reading/writing device side, is  generated to the end of the loop
coil L, on the IC card  function execution unit side and input to a terminal of the  IC card function execution unit connected to the end
of the  loop coil L.. [0042]  Although the degree of coupling of the antenna LRW on  the card reading/writing device side and the loop
coil L. on  the IC card function execution unit side varies depending on  the positional relation therebetween, it can be understood
that one transformer is formed as a system, and thus the  read/write operation of the IC card can be modeled as shown  in Fig. 2. 



[0043]  When the current IRW, which is caused to flow to the - 24  S06PO746W000  antenna LRw, is modulated, on the card reading/ writing
device, the voltage Vo induced to the loop coil L, on the IC  chip is modulated, and the card reading/ writing device can  transmit data
to the IC card function execution unit making  use of the above modulation. [0044]  Further, the IC card function execution unit has a
function (Load Switching) for varying the load between the  terminals of the loop coil L. according to the data to be  returned to the
card reading/writing device. When the load  between the terminals of the loop coil Lc varies, the  impedance between the antenna
terminals varies on the card  reading/writing device side, which appears as the variations  of the current IRw passing through the
antenna LRw and the  voltage VRw thereof. The card reading/writing device can  receive the data returned from the IC card function
execution unit by demodulating the varied components. [0045]  That is, when the IC card function execution unit  varies the load between
the antennas thereof in response to  the response signal to the query signal from the  reading/writing device, the IC card function
execution unit  can execute a communication by applying an amplitude  



modulation to the signal appearing to a receiving circuit on  the card reading/writing device. - 25  S06P0746W000  [0046] As shown in
Fig. 3, the contactless card system itself  is composed of the card reading/writing device 1, the IC  card function execution unit 2, and
a controller 3, and data  is transmitted and received between the card reading/writing  device 1 and the IC card 2 making used of an
electromagnetic wave. That is, the card reading/writing device 1 transmits F  a predetermined command to the IC card function execution
unit 2, and the IC card function execution unit 2 executes  processing corresponding to the received command. Then, the  IC card function
execution unit 2 transmits response data  corresponding to the result of processing to the card  reading/writing device 1. [0047]  The
card reading/writing device 1 is connected to the  controller 3 through a predetermined interface (which is  based on, for example,
RS-485A standard and the like). The  controller 3 supplies a control signal to the card  reading/writing device 1 to thereby cause it to
execute  predetermined processing to the IC card function execution  unit 2. [0048]  In the communication system among three components  



according to the present invention, the IC card function  execution unit is provided with a wired interface to be 26  S06P0746W000
connected to an external equipment, in addition to the wireless and contactless interface and can be used by being  built in or connected
through wire to mobile terminals such  as a mobile terminal, PDA (Personal Digital Assistance), CE  (Consumer Electronics) equipment, and
the like (or to information processing terminals such as a personal computer  and the like). [0049]  Fig. 4 schematically shows the
hardware arrangement of  this type of the IC card function execution unit. As shown  in the drawing, the IC card function execution unit
is  composed of an analog unit 102 connected to an antenna unit  101, a digital controller 103, a memory 104, and an external  interface
105 and built is a mobile terminal 110. The IC  card function execution unit may be composed of one chip  semiconductor integrated
circuit or two chip semiconductor  integrated circuit in which an RF analog front end is  separated from a logic circuit unit. [0050]
The antenna unit 101 executes a contactless data  transmission/reception between it and the not shown card  reading/writing device. The
analog unit 102 executes processings of the analog  



signal transmitted from and received by the antenna unit 101  such as detection, modulation/ demodulation, clock - 27  S06P0746W000
extraction, and the like. They constitute the contactless  interface between the IC card function execution unit and  the card
reading/writing device. [0051]  The digital controller 103 integrally controls the  processing of transmission/reception data and the
other  operations executed in the IC card function execution unit.  The digital controller 103 is locally connected to the  memory 104
which can be addressed. The memory 104 is  composed of a non-volatile memory device such as an EEPROM  (Electrically Erasable
Programmable Read Only Memory) and  the like and can be used to store the user data of  electronic money, an electronic ticket, and the
like, to  write a program code executed by the digital controller 103,  and to store job data being executed. [0052]  In the embodiment,
the IC card function execution unit  has an ordinary communication mode for controlling the  ordinary access operation from the card
reading/writing  device to the memory 104 in the IC card function execution  unit and an Ad-hoc communication mode interposed between the
direct data transfers of the card reading/writing device  having a different interface protocol and the mobile  



terminal. Although the digital controller 103 also controls  the state transition between these mode according to an -28 S06P0746W000
external event as well as controls a communication operation  in the respective communication modes, which will be  described later in
detail. [0053]  The external interface 105 is a function module for the  digital controller 103 to be connected to a device such as  the
mobile terminal 110 and the like by an interface  protocol different from the contactless interface connected  to the card
reading/writing device (not shown). The data  written to the memory 104 can be transmitted to the mobile  terminal 110 through the
external interface 105. [0054]  When a communication is executed to the card  reading/writing device, the data received from the card
reading/writing device is transmitted to the mobile terminal  110 through the external interface 105 as it is, after it is  converted by
an appropriate conversion rule, or after it is  converted to another packet structure. On the contrary, the  data received from the
mobile terminal 110 through the  external interface 105 is transmitted to card  reading/writing device as it is, after it is converted by
an  appropriate conversion rule, or after it is converted to  another packet structure. 



[0055]  In the embodiment, it is assumed that the IC card 29  S06P0746W000  function execution unit is used by being built in the mobile
terminal 110 as a mobile terminal, and a wired interface  such as UART (Universal Asynchronous Receiver Transmitter)  is used as the
external interface 105. [0056]  The IC card function execution unit can be driven by  the energy obtained from the signal received from
the card  reading/writing device through, for example, the antenna  unit 101. It is needless to say that the IC card function  execution
unit may be partly or wholly operated by the power  supplied through the wired interface 105 on the mobile  terminal 110 side. [0057]
Further, it is assumed that a hardware signal line (to  be described later) is included in the wired interface 105  for the IC card
function execution unit to notify the mobile  terminal 110 side that it receives an Ad-hoc communication  request command for requesting
to transfer data from the  card reading/writing device. [0058]  The mobile terminal 110 corresponds to a mobile  terminal, for example, a
mobile terminal, PDA, personal- computer (PC), and the like. The mobile terminal 110 is  



composed of a program controller 111, a display unit 112,  and a user input unit 113. - 30  S06P0746WO00  [0059] The program controller
111 is composed of, for example,  a microprocessor, RAM, and ROM (any of which is not shown in  Fig. 4), and the microprocessor executes
various processing  services using the RAM as a working region according to the  program code stored in the ROM. The processing services
include a processing to the IC card function execution unit  in addition to the intrinsic function of the mobile terminal  110 such as
the mobile terminal and the like. it is i  needless to say that the program controller 111 may include an external memory device such as
a hard disc and the like  and other peripheral devices. [0060]  In the embodiment, the program controller 111 defines a  data transfer
state, in which the mobile terminal 110  permits a contactless data communication through the IC card  function execution unit and a
non-data transfer state in  which the. mobile terminal 110 does not permit the  contactless data communication so that the IC card
function  execution unit manages the communication state of the mobile  terminal 110. [0061]  



Note that in the arrangement example shown in Fig. 4,  although the antenna unit 101 for the contactless IC card  interface is mounted in
the IC chip as the IC card function - 31 S06PO746W000  execution unit, the antenna unit 101 is not limited thereto. There is also
considered a mounting mode in which, for {  example, the antenna unit 101 is externally attached to an IC chip module or the antenna unit
101 is disposed to the  mobile terminal 101 side in which the IC chip module is  built in. [0062] F  Since the IC card technology has a
tamper resistance because it is difficult to copy or alter the information in  an IC card, the communication system among three
components {  making use of the contactless interface can realize high level security. However, since a conventional contactless  IC card
communication protocol employs such a procedure that  when a command is transmitted, a response is received, the  it is not suitable to
transfer a relatively large amount of  data at high speed. Further, since the conventional  contactless IC card communication protocol
does not have a  mechanism for an IC card to notify the mobile terminal 110  of that data to the mobile terminal 110 is received, it
cannot confirm whether or not the mobile terminal 110  receives the data, from which a problem also arises in that  



it is difficult to synchronize transmitted data on the card  reading/writing device side. [0063]  In contrast, in the communication
system according to - 32  S06P0746W000  the present invention, the program controller 111 defines  data transfer state, in which the
mobile terminal 110  permits the contactless data communication through the IC  card function execution unit and the non-data transfer
state  in which the mobile terminal 110 does not permit the  contactless data communication so that the IC card function  execution unit
manages the communication state of the mobile  terminal 110. When data is sent from the card  reading/writing device through the
contactless interface,  the IC card function execution unit directly transmits the  received data to the mobile terminal through the
wired  interface only in the data transfer state. Further, when  data is sent from the mobile terminal 110 through the wired  interface,
the IC card function execution unit directly  transmits the received data to the card reading/writing  device through contactless
interface only in the data  transfer state. [0064]  As described above, since the IC card function  execution unit, which is interposed
between the card  reading/writing device and the mobile terminal 110, can  



transfer data to the terminal side depending on whether it  is in the data transfer state or in the data not transfer  state without
depending on a notification from the mobile  terminal 110, synchronization can be easily established, a - 33  S06P0746W000  transfer
speed can be increased, and a large amount of data  can be transmitted. [0065]  Further, the wired interface has a very low rate of
occurrence of error as compared with the contactless  interface and thus has high reliability. Accordingly, when  data is transmitted on
the contactless interface, although  the IC card function execution unit returns a response to a  command, a data transfer processing
speed can be more  increased by omitting a procedure for returning the response  to the command when data is transmitted on the wired
interface. [0066]  A communication operation in the communication system  among three components according to the present invention  will
be explained below in detail. [0067]  Fig. 5 is a state transition view of the IC card  function execution unit interposed between the
card  reading/writing device and the information processing  terminal in the communication system among three components.  



As shown in the drawing, the IC card function execution unit  has "the ordinary communication mode" corresponding to the  data not
transfer state and "the Ad-hoc communication mode"  corresponding to the data transfer state. The state - 34  S06P0746W000  transition
operation is controlled by the digital controller  103 in the IC card function execution unit according to the  external event. [0068]
In the ordinary communication mode, the ordinary access  operation is executed to the IC card function execution unit.  Fig. 6
schematically shows an operation sequence of the  communication system among three components for accessing the IC card function
execution unit in the ordinary  communication mode. When the card reading/writing device  has data to be written to the IC card function
execution  unit or data to be read out from the IC card function  execution unit, after the card reading/writing device  establishes a
session by a predetermined authentification  procedure through the contactless interface (not shown), it  transmits a data transfer
command (Transmit Data Command)  and writes data to or reads out data from the IC card  function execution unit. Further, when the mobile
terminal  has data to be written to the IC card function execution  unit or data to be read out from the IC card function  execution
unit, after the mobile terminal establishes a  



session by a predetermined authentification procedure  through the wired interface (not shown), it transmits a data  transfer command and
writes data to or reads out data from  the IC card function execution unit. - 35  S06P0746W000  [0069] The communication procedure of the
communication among  three components through the IC card function execution unit  in the ordinary communication mode is executed
according to,  for example, the communication method disclosed in Japanese  Unexamined Patent Application Publication No. 2003-203212
and already assigned to the applicant. [0070]  That is, the mobile terminal issues an activate command,  temporarily shifts from the
wired communication mode to the  wireless communication mode, writes data from the card reading/writing device to the IC card function
execution  unit. Then, the mobile terminal issues a not activate  command, returns to the wired communication mode, and reads  the data
written to the IC card function execution unit to  thereby transfer the data from the card reading/writing  device to the mobile terminal
through the IC card function  execution unit. Further, after the mobile terminal writes  data to the IC card function execution unit, it
issues an  activate command, and temporarily shifts to the wireless  communication mode, and the card reading/writing device  



reads data from the IC card function execution unit. Then,  the mobile terminal issues a not activate command this time,  and returns to
the wired communication mode to thereby  transfer the data from the mobile terminal to the card - 36  S06PO746W000  reading/writing
device through the IC card function execution unit.  [0071] Further, in the ordinary communication mode, the card  reading/writing device
issues a second activate command,  temporarily shifts from the wireless communication mode to fi  the wired communication mode, and write
data from the mobile F  terminal to the IC card function execution unit. Then, the card reading/writing device issues a second not
activate  command this time, returns to the wireless communication  mode, and reads the data written to the IC card function  execution
unit to thereby transmit the data from the mobile  terminal to the card reading/writing device through the IC  card function execution
unit. Further, after the card  reading/writing device writes data to the IC card function  execution unit, it issues a second activate
command, and  temporarily shifts to the wired communication mode, and the  mobile terminal reads the data from the IC card function
execution unit. Then, the card reading/writing device  issues a second not activate command this time and returns  



to the wireless communication mode to thereby transfer the  data from the card reading/writing device to the mobile  terminal through the
IC card function execution unit.  [0072] As described above, in the ordinary communication mode, - 37  S06P0746W000  the IC card function
execution unit does not directly transmits the data received from the card reading/writing  device through the contactless interface to
the mobile  terminal through the wired interface and does not directly  transfer the data received from the mobile terminal through  the
wired interface to the card reading/writing device  through the contactless interface. In other words, the data  transmission executed
between the card reading/writing  device and the mobile terminal through the IC card function  execution unit is not synchronized. In the
ordinary  communication mode, the mobile terminal is in "the data not  transfer state" in which it does not receive the data  received by
the IC card function execution unit through the  contactless interface as it is. [0073]  In contrast, in the Ad-hoc communication mode,
when  data is transmitted from the card reading/writing device  through the contactless interface, the IC card function  execution unit
directly transmits the received data to the  mobile terminal through the wired interface. Further, when  



data is transmitted from the mobile terminal through the  wired interface, the IC card function execution unit  directly transmits the
received data to the card  reading/writing device through the contactless interface.  [0074] 38  S06P0746W000  In the Ad-hoc
communication mode, the mobile terminal  is in "the data transfer state" in which the mobile terminal  can receive the data, which is
received by the IC card  function execution unit through the contactless interface,  as it is. That is, in the Ad-hoc communication mode,
since  the IC card function execution unit can directly executes a  data transfer without depending on the notification from the  mobile
terminal, synchronization can be easily established,  a transfer speed can be increased, and the transfer of a  large amount of data can
be realized. [0075]  Fig. 7 schematically shows an operation sequence for  executing a communication among three components in the Ad
hoc communication mode. [0076]  When transfer data exists, the card reading/writing  device transmits a data transfer command after it
establishes a session by a predetermined authentification  procedure through the contactless interface (not shown).  [0077] 



After the IC card function execution unit subjects the  data transfer command from the card reading/writing device  to a predetermined
protocol conversion, it transfers the  data transfer command to the mobile terminal through the  wired interface. The data transfer from
the card - 39  SO6P0746W000  reading/writing device in this case is a data transfer to  the mobile terminal having a different
communication  interface through the IC card function execution unit  different from writing of data to the memory in the IC card
function execution unit. (0078]  Further, when the transfer data exists, the mobile  terminal transmits a data transfer command after it
establishes a session by a predetermined authentification  procedure through the wired interface (not shown). [0079]  After the IC card
function execution unit subjects the  data transfer command from the mobile terminal to a  predetermined protocol conversion, the IC card
function  execution unit transfers the data transfer command to the  card reading/writing device through the contactless  interface. The
data transfer from the mobile terminal  communication interface in this case is a data transfer to  the card reading/writing device
having the different  communication interface through the IC card function  



execution unit different from writing of data to the memory  in the IC card function execution unit. [0080]  Note that as shown in Fig.
7, the IC card function  execution unit receives data transfer command from the card - 40  S06P0746WO00  reading/writing device through
the contactless interface and  transfers the data transfer command to the mobile terminal  through the wired interface and at the same
time returns a  data transfer response to the card reading/writing device.  On the other hand, the IC card function execution unit
receives a data transfer command from the mobile terminal  through the wired interface, and when the IC card function  execution unit
desires to transfer it to the card  reading/writing device through the contactless interface,  the IC card function execution unit does
not returns a  response. This is for the purpose of executing transfer  processing at higher speed by omitting a procedure for  returning
a response because the wired interface has a very  low rate of occurrence of error during a data transfer and a  high reliability as
compared with the contactless interface.  [0081] When the IC card function execution unit receives an  Ad-hoc communication request
command (Propose Ad-hoc  Command) from the card reading/writing device side in the  ordinary communication mode, it temporarily shifts to
the  



Ad-hoc communication mode (refer to Fig. 5). [0082]  Fig. 8 shows an operation sequence for the card  reading/writing device to request
an Ad-hoc communication to  the IC card function execution unit. When the card - 41  S06P0746W000  reading/writing device desires to
transfer data to the mobile terminal, it creates an arbitrary session number and  transmits the Ad-hoc communication request command to
the IC  card function execution unit. [0083]  The wired interface for connecting the IC card function  execution unit to the mobile
terminal includes the hardware  signal line for notifying the mobile terminal side that the  IC card function execution unit receives the
Ad-hoc  communication request command, which requests a data  transfer, from the card reading/writing device (described  above). The IC
card function execution unit in the ordinary  communication mode shifts the signal line from a low level  to a high level in response to
that it receives the command  to thereby prompt the mobile terminal to transit its state,  and waits that an acceptance command is
returned. [0084]  When the IC card function execution unit receives the  acceptance from the mobile terminal within a predetermined
period from the time at which it transfers an Ad-hoc 



communication start command, it shifts to the Ad-hoc  communication mode. On the other hand, when the IC card  function execution unit
cannot confirm the acceptance within  the predetermined period, it returns to the ordinary  communication mode (refer to Fig. 5). - 42
S06P0746W000  [0085] Fig. 9 shows an operation sequence when the mobile  terminal accepts an Ad-hoc communication start mode. The  mobile
terminal recognizes that an Ad-hoc communication  request occurs by detecting that a specific signal line in  the wired interface to the
IC card function execution unit  shifts from a low-level to a high-level. [0086]  When the mobile terminal permits an Ad-hoc
communication, that is, a data transfer to the card  reading/writing device through the IC card function  execution unit, the mobile
terminal itself shifts from the  data not transfer state to the data transfer state, and  returns an Ad-hoc communication start command
(Start Ad-hoc  Command) to the IC card function execution unit. [0087]  When the IC card function execution unit receives the  Ad-hoc
communication start command from the mobile terminal,  it shifts to the Ad-hoc communication mode and returns an  Ad-hoc communication
start response from the wired interface  



to the mobile terminal as well as returns an Ad-hoc  communication request response from the contactless  interface to the card
reading/writing device. Further, the  IC card function execution unit stores the session number  included in the Ad-hoc communication
start command. - 43  S06P0746W000  [0088] Note that although not shown, The Ad-hoc communication  in the communication system among three
components can be  also started by issuing the Ad-hoc communication start  command from the mobile terminal side through the wired
communication interface. [0089]  In the Ad-hoc communication mode, the mobile terminal  is in "the data transfer state" in which it can
receive the  data, which is received by the IC card function execution  unit through the contactless interface, as it is. The IC  card
function execution unit keeps the Ad-hoc communication  mode as long as a data transfer command continues from the  mobile terminal or
the card reading/writing device (refer to  Fig. 5). [0090]  After the IC card function execution unit subjects the  data transfer command
from the card reading/writing device  to the predetermined protocol conversion, the IC card  function execution unit transfers the
command to the mobile  



terminal through the wired interface. The data transfer  from the card reading/writing device in this case is a data  transfer to the
mobile terminal having the different  communication interface through the IC card function  execution unit different from writing of data
to the IC card - 44  S06P0746W000  function execution unit. [0091]  Further, after the IC card function execution unit  subjects the data
transfer command from the mobile terminal  to the predetermined protocol conversion, the IC card  function execution unit transfers the
command to the card  reading/writing device through the contactless interface.  The data transfer from the mobile terminal in this case
is a  data transfer to the card reading/writing device having the  different communication interface through the IC card  function
execution unit different from the ordinary  contactless access to the IC card function execution unit.  [0092] Figs. 10 and 11
schematically show an operation  sequence of the communication system among three components  in the Ad-hoc communication mode. [0093]
When the card reading/writing device receives the Ad- hoc communication request response from the IC card function  execution unit, it
transmits a data transfer command through  



the contactless interface. In contrast, when the IC card  itself is in the Ad-hoc communication mode (that is, the  mobile terminal is in
the transfer state) as well as the  session number attached to the data transfer command agrees  with the session number stored when the
IC card shifts to - 45  S06P0746W000  the Ad-hoc communication mode, the IC card transfers the  data transfer command to the mobile
terminal through the  wired interface. Then, the IC card function execution unit  returns a data transfer response to the card
reading/writing  device. [0094]  Further, when the IC card function execution unit  receives the data transfer command from the mobile
terminal  through the wired interface, the IC card function execution  unit itself is in the Ad-hoc communication mode (that is,  the
mobile terminal is in the transfer state) as well as the  session number attached to the data transfer command agrees  with the session
number stored when the IC card function  execution unit shifts to the Ad-hoc communication mode, the  IC card function execution unit
transfers the data transfer  command to the card reading/writing device through the  contactless interface. However, in this case, the IC
card  function execution unit does not return a response to the  mobile terminal as a data transmission source. This is for  the purpose
of executing transfer processing at higher speed  



by omitting a procedure for returning a response because the  wired interface has a very low rate of occurrence of error  during a data
transfer and a high reliability as compared  with the contactless interface. [0095] - 46  S06P0746W000  Further, when the IC card
function execution unit, which is in the Ad-hoc communication mode, receives an Ad- hoc communication finish command from the card
reading/writing device, it returns to the ordinary  communication mode (refer to Fig. 5). [0096]  Fig. 12 shows an operation sequence of
the  communication system among three components when the IC card  function execution unit transits from the Ad-hoc  communication mode
to the ordinary communication mode. [0097]  When the card reading/writing device has no data to be  transmitted to the mobile terminal or
no data to be received  from the mobile terminal, it transmits the Ad-hoc communication finish command to the IC card.  [0098] When the
IC card function execution unit receives the  Ad-hoc communication finish command from the card  reading/writing device through the
contactless interface,  the IC card function execution unit transfers it to the  



mobile terminal through the wired interface. The mobile  terminal transits from the data transfer state to the data  not transfer state
in response to the command. Further, the  IC card function execution unit itself transits to the  ordinary communication mode as well as
returns an Ad-hoc 47  S06P0746W000  communication finish response to the card reading/writing  device. [0099]  Note that although not
shown, the IC card function {  execution unit can also finish the Ad-hoc communication and return to the ordinary communication mode by
issuing the Ad- hoc communication finish command from the mobile terminal  side through the wired communication interface. [0100]  The
digital controller 103 in the IC card function  execution unit controls the state transition shown in Fig. 5  in response to the external
event such as the Ad-hoc  communication start/finish command and the like from the  card reading/writing device. Fig. 13 schematically
shows a  functional arrangement for controlling the state transition  in the digital controller 103. [0101]  A wired communication
control function unit 103-1  controls a communication operation to the mobile terminal  through the wired interface. Further, a wireless



communication control function unit 103-2 controls a  communication operation to the card reading/writing device  through the wireless
interface. [0102]  An Ad-hoc communication management function unit 103-3 - 48  S06PO746W000  controls the operation mode of the IC card
function execution unit in response to the external event.  Specifically, the IC card function execution unit transits  from the ordinary
communication mode to the Ad-hoc  communication mode in response to the Ad-hoc communication  start command from the card reading/writing
device or the  mobile terminal, and finishes the Ad-hoc communication and  returns to the ordinary communication mode in response to  the
Ad-hoc communication finish command from the card  reading/writing device or the mobile terminal. When the Ad- hoc communication
management function unit 103-3 receives  the Ad-hoc communication start command from the card  reading/writing device, the Ad-hoc
communication management  function unit 103-3 directly notifies the mobile terminal of  it using a specific signal line in the wired
interface  without through the wired communication control function  unit 103-1. [0103]  An Ad-hoc state management function unit 103-4
keeps  the present operation mode set by the Ad-hoc communication  



management function unit 103-3 in a non-volatile state.  [0104] A communication path control function unit 103-5  controls the access
operation to the IC card function  execution unit through the contactless interface and the - 49  S06P0746W000  wired interface according
to the present operation mode  stored to the Ad-hoc state management function unit 103-4.  Further, communication path control function
unit 103-5  controls the operation of the communication path, which is  composed of the contactless interface and the wired  interface,
between the card reading/writing device and the  mobile terminal. [0105]  The access in the ordinary communication mode is a data
writing or reading operation to the memory 104 in the IC  card function execution unit. In this case, the  communication path control
function unit 103-5 controls the  communication operation so that the memory access operation  from the card reading/writing device
through the contactless  interface or the memory access operation from an information  processing device through the wired interface can
be  executed exclusively. [0106]  On the other hand, in an Ad-hoc communication operation  mode, the access from the card reading/writing
device and  



the mobile terminal to the IC card function execution unit  is not the access to the memory 104 in the IC card function  execution unit
and corresponds to the direct data transfer  therebetween through the IC card function execution unit.  In this case, the communication
path control function unit - 50  S06P0746W000  103-5 controls a communication path such that when data is  sent from the card
reading/writing device through the  contactless interface, the communication path control  function unit 103-5 directly transmits the
data to the  mobile terminal through the wired interface as well as when  data is sent from the mobile terminal through the wired
interface, the communication path control function unit 103- 5 directly transmits the data to the card reading/writing  device through
the contactless interface. [0107]  Fig. 14 shows an operation flow for starting the Ad-hoc  communication by a control arrangement shown
in Fig. 13.  [0108] When the wireless communication control function unit  103-2 receives an Ad-hoc communication start request command
(Propose Ad-hoc Command) from the mobile terminal through  the contactless interface, the wireless communication  control function unit
103-2 notifies the Ad-hoc management  function unit 103-3 of it. [0109]  



When the Ad-hoc management function unit 103-3 notifies  the request command of the mobile terminal using the  hardware signal line, the
Ad-hoc management function unit  103-3 waits until it receives the Ad-hoc communication start  command. - 51  S06P0746WO00  [0110] When
the mobile terminal accepts the Ad-hoc  communication, it shifts from the data not transfer state to  the data transfer state as well as
returns the Ad-hoc  communication start command through the wired interface.  [0111] When the wired communication control function unit
103- 1 receives the Ad-hoc communication start command, it  notifies the Ad-hoc management function unit 103-3 of the  command. In
response to the notified command, the Ad-hoc I  management function unit 103-3 transits the operation mode of the IC card function
execution unit from the ordinary  communication mode to the Ad-hoc communication mode and sets the present operation mode to the Ad-hoc
state management {  function unit 103-4. Further, the Ad-hoc management function unit 103-3 stores the session number included in  the
Ad-hoc communication start command received from the  card reading/writing device. [0112]  



Further, Fig. 15 shows an operation flow for executing  the Ad-hoc communication by the control arrangement shown in  Fig. 13. [0113]
When a data transfer command is sent from the card  reading/writing device through the wired interface, the  1 - 52  S06P0746W000  wired
communication control function unit 103-1 notifies the  communication path control function unit 103-5 of the  command. [0114]  The
communication path control function unit 103-5  makes a query to an Ad-hoc state management unit and  confirms the present operation mode
of the IC card function  execution unit. When the IC card function execution unit is  in the Ad-hoc communication mode as well as the
session  number attached to the data transfer command agrees with the  session number stored at the time the IC card function  execution
unit shifts to the Ad-hoc communication mode, The  communication path control function unit 103-5 passes the  data transfer command to
the wireless communication control  function unit 103-2 and transfers it to the card  reading/writing device. [0115]  Further, when a
data transfer command is sent from the  



card reading/writing device through the contactless  interface, the wireless communication control function unit  103-2 notifies the
communication path control function unit  103-5 of the command. [0116]  The communication path control function unit 103-5  makes. a
query to the Ad-hoc state management unit and - 53 S06PO746W000  confirms the present operation mode of the IC card function  execution
unit. When the IC card function execution unit is  in the Ad-hoc communication mode as well as the session  number attached to the data
transfer command agrees with the  session number stored at the time the IC card function  execution unit shifts to the Ad-hoc
communication mode, the  communication path control function unit 103-5 passes a data  transfer response to the wireless communication
control  function unit 103-2 and makes a response to the card  reading/writing device. Then, the communication path  control function
unit 103-5 passes a data transfer command  to the wired communication control function unit 103-1 and  transfers it to the mobile
terminal. [0117]  As described above, the communication system according  to the present invention is arranged such that the mobile
terminal defines the data transfer state for permitting the  contactless data communication through the IC card function  



execution unit and the data not transfer state for not  permitting the contactless data communication so that the IC  card function
execution unit manages the communication state  of the mobile terminal. Then, when data is sent to the IC  card function execution unit
from the card reading/writing  device through the contactless interface, the IC card  function execution unit directly transmits the
received data - 54  S06P0746W000  to the mobile terminal through the wired interface only when  the IC card function execution is in the
data transfer state.  Further, when data is sent to the IC card function execution  unit from the mobile terminal through the wired
interface,  the IC card function execution unit transfers the received  data to the card reading/writing device through the  contactless
interface only when it is in the data transfer  state. [0118]  As described above, since the IC card function  execution unit, which is
interposed between the card  reading/writing device and the mobile terminal, can transfer  data to the terminal side depending on whether
it is in any  of the data transfer state and the data not transfer state  without depending on the notification from the mobile
terminal, synchronization can be easily established, a  transfer speed can be increased, and a large amount of data  can be transmitted. 



Industrial Applicability  [0119] In the description, the present invention has been  explained in detail referring to the specific
embodiment.  However, it is apparent that persons skilled in the art can  modify or substitute the embodiment within the scope which
does not depart from the gist of the present invention. - 55  S06PO746W000  [0120] The description has mainly described the embodiment of
the communication system among three components which is  composed of the IC card function execution unit having the  memory, the card
reading/writing device capable of  communicating with the IC card function execution unit  through the contactless interface, and the
information  processing terminal capable of communicating with the IC  card function execution unit through the wired interface,  and to
which the present invention is applied. However, the  gist of the present invention is not necessarily limited  thereto. It is needless
to say that the present invention  can be applied to a communication system among three  components arranged using a communication
interface other  than the contactless interface. [0121]  For example, the IC card function execution unit can  realize a similar transfer
control in a communication system  



composed of a wireless network and a wired network by  providing a hub with the same function when the hub has a  contactless IC card
interface to a card reading/writing  device and a wired interface to an information processing  terminal as well as has a wireless LAN
function and a wired  LAN function. [0122] - 56  S06P0746W000  In short, since the present invention is disclosed  using the example, the
contents of the description should  not be interpreted definitely. That is, the gist of the  present invention should be judged in
consideration of the  appended claims. 57  S06PO746W000  CLAIMS 1. A data communication system for executing a data  communication among
an IC card function execution unit  having a memory, a card reading/writing device capable of  communicating with the IC card function
execution unit  through a contactless interface, and an information  processing terminal capable of communicating with the IC  card
function execution unit through a wired interface by  interposing the IC card function execution unit, the data  communication system
comprising: first communication means for causing the card  



reading/writing device to execute a data transfer operation  to the memory in the IC card function execution unit through  the
contactless interface or causing the information processing terminal to execute a data transfer operation to  the memory in the IC card
function execution unit through  the wired interface; second communication means for executing a data  transfer between the card
reading/writing device and the  information processing terminal on a communication path  composed of the contactless interface and the
wired  interface through the IC card function execution unit  interposed therebetween; and communication control means for executing a
communication operation using any of the first or second 58  S06P0746W000  communication means. 2. A data communication system according
to claim 1,  characterized in that the information processing terminal  has a data transfer state for permitting a data transfer to  the
IC card function execution unit through the wired  interface and a data not transfer state for not permitting a  data transfer to the IC
card function execution unit through  the wired interface, wherein the first communication means executes a data  transfer operation in
the data not transfer state and the  second communication means executes a data transfer 



operation in the data transfer state. 3. A data communication system according to claim 2,  characterized in that the communication
control means shifts  the data transfer operation executed by the first communication means to the data transfer operation executed {  by
the second communication means in response to that the IC card function execution unit notifies the information  processing terminal of a
signal through the wired interface  and the information processing terminal shifts from the data  not transfer state to the data transfer
state in response to  the notification and returns a data transfer start command. 4. A data communication system according to claim 3,
characterized in that the communication control means starts  an operation for shifting the data transfer operation 59  S06P0746W000
executed by the first communication means to the data transfer operation executed by the second communication  means in response to that
the card reading/writing device  issues a data transfer request command for requesting to  execute a data transfer to the information
processing  terminal on the contactless interface. 5. A data communication system according to claim 2,  characterized in that the
communication control means shifts  the data transfer operation executed by the second  communication means to the data transfer
operation executed  by the first communication means in response to that the IC  



card function execution unit transmits a data transfer  finish command to the information processing terminal  through the wired
interface and the information processing  terminal shifts from the data transfer state to the data not  transfer state in response to the
command. 6. A data communication system according to claim 5,  characterized in that the communication control means starts  an operation
for shifting the data transfer operation  executedby the second communication means to the data  transfer operation executed by the first
communication means  in response to that the card reading/writing device issues a  data transfer finish command for finishing a data
transfer  to the information processing terminal on the contactless  interface. 60  S06P0746W000  7. A data communication system
according to claim 1,  characterized in that, when a data transfer is executed by  the second communication means, the communication
control  means controls a first data transfer for transmitting the  transfer data from the card reading/writing device through  the
contactless interface to the information processing  terminal through the wired interface of the IC card function  execution unit or
controls a second data transfer for  transmitting the transfer data from the information  processing terminal through the wired interface
to the card  reading/writing device through the contactless interface of  



the IC card function execution unit. 8. A data communication system according to claim 7,  characterized in that: when the card
reading/writing device requests a data  transfer to the information processing terminal, the card  reading/writing device creates a
session number and stores  the session number to the IC card function execution unit;  and the communication control means executes the
first or  second data transfer when a session number attached to  transfer data agrees with the session number stored to the  IC card
function execution unit at the time the second  communication means executes a data transfer. 9. A data communication system according to
claim 1, - 61  S06P0746WO00  characterized in that although the communication control  means causes the IC card function execution unit
to execute  a response operation to a command received through the  contactless interface, the communication control means does  not
cause the IC card function execution unit to execute a  response operation to a command received through the wired  interface. 10. A
device for executing an IC card function  comprising: a memory; a contactless interface capable of communicating with a  



card reading/writing device; a wired interface connected to an information  processing terminal through wire; and control means for
controlling an access operation to  the memory and a communication operation through the  contactless interface and the wired interface,
wherein the control means manages a communication mode  set between the card reading/writing device and the  information processing
terminal and controls the operation  of a communication path between the card reading/writing  device and the information processing
terminal according to  a present communication mode. 11. A device for executing an IC card function  according to claim 10, characterized
by comprising one chip 62 S06P0746WO00  semiconductor integrated circuit. 12. A device for executing an IC card function  according to
claim 10, characterized by comprising two chip  semiconductor integrated circuit in which an RF analog/front  end is separated from a
logic circuit. 13. A device for executing an IC card function  according to claim 10 characterized in that: the control means sets a
first communication mode or a  second communication mode in response to the occurrence of  an external event; the control means controls
an access operation to the  



memory from the card reading/writing device through the  contactless interface in the first communication mode or an  access operation to
the memory from the information  processing terminal through the wired interface in the first  communication mode; and the control means
is interposed in a data transfer  between the card reading/writing device and the information  processing terminal on a communication
path composed of the  contactless interface and the wired interface in the second  communication mode. 14. A device for executing an IC
card function  according to claim 13 characterized in that: the information processing terminal has a data transfer  state for permitting
a data transfer to the IC card function 63  S06P0746WO00  execution unit through the wired interface and a data not  transfer state for
not permitting a data transfer to the IC  card function execution unit through the wired interface, wherein the control means notifies
the information  processing terminal of a signal through the wired interface  and causes the information processing terminal to shift
from  the first communication mode to the second communication  mode in response to that the information processing terminal  shifts from
the data not transfer state to the data transfer  state in response to the notification and returns a data  transfer start command. 



15. A device for executing an IC card function  according to claim 14 characterized in that the control  means starts an operation for
causing the card  reading/writing device to shift from the first communication  mode to the second communication mode in response to that
the card reading/writing device receives a data transfer  request command for requesting a data transfer to the  information processing
terminal through the contactless  interface. 16. A device for executing an IC card function  according to claim 15 characterized in that
the control  means transmits a data transfer finish command to the  information processing terminal through the wired interface  and
causes the information processing terminal to shift from - 64  S06P0746W000  the second communication mode to the first communication
mode in response to that the information processing terminal  shifts from the data transfer state to the data not transfer  state in
response to the command. 17. A device for executing an IC card function  according to claim 16 characterized in that the control  means
starts an operation for causing the card  reading/writing device to shift from the second  communication mode to the first communication
mode in  response to that the card reading/writing device receives a  data transfer finish command for finishing a data transfer  



to the information processing terminal through the  contactless interface. 18. A device for executing an IC card function  according to
claim 13 characterized in that the control  means controls a first data transfer for transmitting the  transfer data from the card
reading/writing device through  the contactless interface to the information processing  terminal through the wired interface of the
device for  executing the IC card function or controls a second data  transfer for transmitting the transfer data from the  information
processing terminal through the wired interface  to the card reading/writing device through the contactless  interface of the device for
executing the IC card function  in the second communication mode. - 65  S06P0746W000  19. A device for executing an IC card function
according to claim 18 characterized in that: the card reading/writing device creates a session  number when the card reading/writing
device requests a data  transfer to the information processing terminal; and the control means stores the session number when the  card
reading/writing device shifts to the second  communication mode, and when a session number attached to  transfer data agrees with the
session number stored to the  device for executing the IC card function, the control means  executes the first or second data transfer. 



20. A method of controlling a device for executing an  IC card function for controlling an access operation to a  memory in the device
for executing the IC card function  having the memory, a contactless interface capable of  communicating with a card reading/writing
device, and a  wired interface connected to an information processing  terminal through wire and controlling a communication  operation
through the contactless interface and the wired  interface, the method comprising: a communication mode management step for managing a
communication mode set between the card reading/writing  device and the information processing terminal; and a communication operation
control step for controlling  the operation of a communication path between the card - 66  S06P0746WO00  reading/writing device and the
information processing terminal according to a present communication mode 21. A method of controlling a device for executing an  IC card
function according to claim 20, characterized in  that: a first communication mode or a second communication  mode is set at the
communication mode management step in  response to the occurrence of an external event; an access operation to the memory from the card
reading/writing device through the contactless interface or  an access operation to the memory from the information  



processing terminal through the wired interface is  controlled at the communication operation control step in  the first communication
mode; and a data transfer between the card reading/writing device  and the information processing terminal is controlled on a
communication path composed of the contactiess interface and  the wired interface in the second communication mode. 22. A method of
controlling a device for executing an  IC card function according to claim 21, characterized in  that: the information processing
terminal has a data transfer  state for permitting a data transfer to the IC card function  execution unit through the wired interface
and a data not  transfer state for not permitting a data transfer to the IC it - 67  S06P0746WO00  card function execution unit through
the wired interface;  and the information processing terminal is notified of a  signal through the wired interface at the communication
mode  management step, and the information P, processing terminal is  caused to shift from the first communication mode to the  second
communication mode in response to that the  information processing terminal shifts from the data not  transfer state to the data transfer
state in response to the  



notification and returns a data transfer start command. 23. A method of controlling a device for executing an  IC card function according
to claim 22, characterized in  that an operation is started to cause the card  reading/writing device to shift from the first
communication  mode to the second communication mode in response to that  the card reading/writing device receives a data transfer
request command for requesting to execute a data transfer to  the information processing terminal at the communication  mode management
step. 24. A method of controlling a device for executing an  IC card function according to claim 21, characterized in  that a data
transfer finish command is transmitted to the  information processing terminal through the wired interface  at the communication mode
management step and the  information processing terminal is caused to shift from the 68  S06P0746WO00  second communication mode to the
first communication mode in  response to that the information processing terminal shifts  from the data transfer state to the data not
transfer state  in response to the command. 25. A method of controlling a device for executing an  IC card function according to claim
24, characterized in  that, an operation is started to cause the card  reading/writing device to shift from the second  communication
mode to the first communication mode in  



response to that the card reading/writing device receives a  data transfer finish command for finishing a data transfer  to the
information processing terminal through the  contactless interface at the communication mode management  step. 26. A method of
controlling a device for executing an  IC card function according to claim 21, characterized in  that, controlled at the communication
operation control step  is a first data transfer for transmitting the transfer data  from the card reading/writing device through the
contactless  interface to the information processing terminal through the  wired interface of the device for executing the IC card
function or a second data transfer for transmitting the  transfer data from the information processing terminal  through the wired
interface to the card reading/writing  device through the contactless interface of the device for - 69  S06P0746W000  executing the IC
card function in the second communication  mode. 27. A method of controlling a device for executing an  IC card function according to
claim 26, characterized in  that: the card reading/writing device creates a session  number when the card reading/writing device requests
a data  transfer to the information processing terminal; and the session number is stored at the communication mode  



management step when the card reading/writing device shifts  to the second communication mode; and when a session number attached to
transfer data agrees  with the session number stored to the device for executing  the IC card function, the first or second data transfer
is  executed at the communication operation control step. 28. An information processing terminal, characterized  by comprising: an IC
card function execution unit comprising an  contactless interface, a memory, and a wired interface;  user input/output means; and program
control means for controlling a communication  operation with the IC card function execution unit through  the wired interface and a
processing operation according to  a user interaction through the user input/output means, wherein the program control means has a data
transfer - 70  S06P0746W000  state for permitting a data transfer to the IC card function  execution unit through the wired interface and
a data not  transfer state for not permitting a data transfer to the IC  card function execution unit through the wired interface. 29. An
information processing terminal according to  claim 28, characterized in that: the program control means shifts from the data not
transfer state to the data transfer state in response to a  signal notified from the IC card function execution unit  



through the wired interface as well as returns a data  transfer start command through the wired interface; and the program control means
shifts to the data not  transfer state in the data transfer state in response to  that the program control means receives a data transfer
finish command from the IC card function execution unit  through the wired interface from the IC card function  execution unit. 30. An
information processing terminal according to  claim 28, characterized in that the program control means  receives the transfer data from
the IC card function  execution unit through the wired interface in the data  transfer state or transmits the data, which the program
control means desires to further transfer to an external  device through the contactless interface of the IC card  function execution
unit, through the wired interface. 


