~card function, and a method of controlling the device as

‘particularly, to a data communicaticn system CEap

- 1 S06P0746\W00 DESCRI PTI ON DATA COVMUNI CATI ON SYSTEM DEVI CE FOR EXECUTI NG | C CARD FUNCTI ON, AND METHOD OF CONTROLLI NG THE DEVI CE
-AS VEELL AS | NFORVATI ON PROCESSI NG TERM NAL  Techni cal Field [0001] The present invention relates to a data communication system for
transmtting data between equi pments making use of a contactless interface, a device for executing an IC card function, and a nethod of
controlling the device as well as an information processing termnal; and nore particularly, to a data conmunication system for
transmtting data between an equi pnment which can access to the contactless interface and an equipment connected to the contactless
interface through wire, a device for executing an IC card function, and a method of controlling the device as well as an information
processing termnal. [0002] 1 Mre particularly, the present invention relates to a card reading/witing device for accessing to an IC
card function unit through a contactless interfaeea@dala comunication systemfor transmtting data between infornation termnals
each of which is connected to the IC card function unit through wire or incorporates an |IC chip,

DESCRIPTION
DATA COMMUNICATION SYSTEM, DEVICE FOR EXECUTING
IC CARD FUNCTICON, AND METHOD OF CONTROLLING
THE DEVICE AS WELL AS INFORMATION
PROCESSING TERMINAL_

Technical Field
[0001]

The present invention relates to a data communication
system for transmitting data between equipments making use

of a contactless interface, a device for executing an IC
well as an information processing terminal, and more

transmitting data between an equipment which can access to

the contactless interface and an equipment connected to the
contactless interface through wire, a device for executing

an IC card function, and a method of controlling the device
as well as an information processing terminal.

f0002]

More particularly, the present invention relates to a

card reading/writing device for accessing to an IC card
function unit through a contactless interface, a data
communication system for transmitting data between
information terminals each of which is connected to the IC

card function unit through wire or incorporates an IC chip,




2 S06P0746W000 a device for executing an IC card function, and a nethod of
readi ng/witing function,
at high speed between information term nals each of which is connected to the IC card function
and a nethod of controlling
Contactl ess/proximty comuni cati on systens represented by an |IC card have becone w despread because they can be
ordinarily used by a user in such a manner that the user

termnal, and nore particularly, to a device having a card
chip, a device for executing an |IC card function,
Background Art [0003]

sinply and conveniently mani pulated. The IC card is

a card reading/witing dewi ge.- The card reading/witing device polls an IC card at al

a conmuni cation operation starts between the egygboea@ong/ witing di
and ot her individual authentification information, the value inform

t.hentification processj fo isitors and, passengers can be execu
a &g%lce for execdkfkg an fémkaré %ﬁnctfgn, andpa metitod og
controlling the device as well as an information processing
terminal,

and more particularly, to a device having a card

reading/writing function, a data communication system for
~transmitting data at high speed between information
terminals each of which is connected to the IC card function
unit through wire or incorporates an IC chip, a device for
executing an IC:card function, and a method of controlling
the device as well as an information processing terminal.
Background Art
[0003]

Contactless/proximity communication systems represented

simply and conveniently manipulated. The IC card is
ordinarily used by a user in such a manner that the user
approaches the IC card to a card reading/writing device.

The- card reading/writing device polls an IC card at all

times, and when it discovers an external IC card, a
- communication operation starts between the card
-reading/writing device and the external IC card. When, for

example, a private code and other indiwvidual

authentification information, the value information of an
electronic ticket and the like are stored to an IC card,

authentification processing for visitors and passengers can

be executed in a cash dispenser, -an entrance door of a

controlling the device as well as an information processing
a data communi cation systemfor transmtting data
unit through wire or incorporates an IC
the device as well as an information processing termnal.
approaches the I1C card to
times, and when it discovers an external |C card,
evice and the external IC card. Wen, for exanple, a private code
tion of an electronic ticket and the |like are stored to an I C card,
ted in a cash di spenser, an entrance door of a




3 SO06P0746W00 concert hall
an 1 C card having a relatively | arge anount of nenory

a ticket gate of a station,

capacity, one IC card can be used to a
of applications at the sanme tinme. Wen, for exanple, a plurality of
settlenment, an electronic ticket for comng in a particular concert

be applied to various applications. The electronic noney and the ele

construction which is settled (electronically) through electronic da

data itself. [0005] Further, the IC card and td i grder/ witer
be connected to an external equipnent in addition to the wreless an

cofILPTRIE, Syl %@ g0 IS 1T el o, PRRy (FSLSPpl Droital Assistan
[0004]

Recently, as a miniaturization technology is improved,
an IC card having a relatively large amount of memory
capacity appears. According to an IC card having a large
amount of memory capacity, one IC card can be used to a
plurality of applications by extending a file system on a
memory space and storing a plurality of applications at the
same time. When, for example, a plurality of applications
such as electronic money for executing electronic settlement,
an electronic ticket for coming in a particular concert hall,
and the like are stored on one IC card, the one IC card can
K The electronic money
and the electronic ticket to which reference is made here
indicate a construction which is settled {electronically)
through electronic data issued according to a fund presented
by a user or the electronic data itself.
[0005]

Further, the IC card and the card reader/writer {(card
reading/writing. device), which includes a wired interface to
be connected to an external equipment in addition to the
wireless and contactless interface, can be used by being
built in respective equipments such as a mobile terminal,
PDA (Personal Digital Assistance), CE (Consumer Electronics)

equipment, personal computer, and the like. That is, when

and the |ike.
capacity appears.
plurality of applications by extending a file systemon a

[0004] Recently, as a mniaturization technology is inproved,
According to an I C card having a |arge anount of nenory

menory space and storing a plurality
such as el ectronic noney for executing electronic
hall, and the |ike are stored on one IC card, the one IC card can
ctronic ticket to which reference is nmade here indicate a

ta i ssued according to a fund presented by a user or the electronic

appl i cations

card reading/witing device), which includes a wired interface to
d contactless interface, can be used by being built in respective
ce), CE (Consuner Electronics)




-this kind of proximity data communication can realize high-

"reading/writing device and an information processing

equi pnent, personal conmputer, and the |ike. That is, when 4 S06P0746W00 these equipnments are provided with the function of any one or
both of the I1C card and the card reading/witing device, it is possible to execute a general-purpose bidirectional proximty data
comuni cation using a contactless conmuni cati on technol ogy maki ng use of the I1C card. Since an IC card technol ogy has a tanper

resi stance because it is difficult to copy or alter the information in an IC card, this kind of proximty data comunication can
realize high- level security. [0006] There is proposed, for exanple, a comunication system anong three conponents which is executed
between a card reading/witing device and an information processing termnal, which is connected to an IC card or an IC chip through a
wired interface, by interposaing the 1C card or the 1C chip therebetween (refer to, for exanple, Patent Docunent 1). In the system a
data communi cation is executed anong the readigyypdiddwagdevi ce, a program controller disposed in the information processing term nal,
a wreless conmunication interface built in the information processing termnal for executing a wireless communication to the

thé§g“géﬁyﬁﬁéﬁ{éméégﬂgfgﬁiék&M&f%%cﬁﬁgn¥ﬂ§§%{gw éptgg;agggto be connec}ed to the programcontroller, and the IC card wwth a nenory.

or both of the IC card and the card reading/writing device,
it is possible to execute a general-purpose bidirectional
proximity data communication using a contactless
§ommunication technology making use of the IC card. Since

an IC card technology has a tamper resistance because it is

difficult to copy or alter the information in an IC card,

level security.
[0006]
There is proposed, for example, a communication system

among three components which is executed between a card

terminal, which is connected to an IC card or an IC chip
through a wired interface, by interposing the IC card or the

IC chip therebetween (refer to, for example, Patent Document

1}. In the system, a data communication is executed among

the reading/writing device, a program controller disposed in

the information processing terminal, a wireless
communication interface built in the information processing
terminal for executing a wireless communication to the
reading/writing device, a wired communication interface to
be connected to the program controller, and the IC card with
a memory.

[0007]




[0007] 5 S06PO746W00 The I1C chip built in the information processing termnal has a wirel ess comuni cati on node for executing
transaction through the wireless communication interface in response to the carrier wave detected fromthe reading/witing device and a
wi red conmuni cati on node for executing transaction through the wired conmunication interface in response to the start of an internal
power supply in the information processing termnal. In the wired comunication node, the programcontroller of the informtion

information processing terminal can issue an activate

“'command for returning the wireless communication mode, which

shifts to the wireless communication mode, and writes data

processing termnal can issue an activate command for tenporarily switching the wired communi cation node to the wireless comuni cation
mode and a not activate comrand for returning the wirel ess comruni cati on node, which is tenporarily made effective, to the wred
communi cation node. On the other hand, in the wrel ess conmunication node, an external card reading/witing device issues a second
activate command for tenporarily sw tching the g essiocemMmuni cation node to the wired comuni cation node and a second not activate
conmand for returning the wired communication node, which is tenporarily nade effective, to the wreless conmunicati on node. [0008]

th%h\@ rI%d c%‘i%rﬂl'icl%t i.on t%oed%'n Ofrtme‘_:{rtitohne plrngcogsrgaitnlgon processing term pal i ssues the activate command, tenporarily

terminal has a wireless communication mode for executing
transaction through the wireless communication interface in
response to the carrier wave detected from the
reading/writing device and a wired communication mode for
executing transaction through the wired communication
interface in response to the start of an internal power
supply in the information processing terminal. In the wired

communication mode, the program controller of the

command for temporarily switching the wired communication

mode to the wireless communication mode and a not actiwvate

is temporarily made effective, to the wired communication
mede. On the other hand, in the wireless communication mode,
an external card reading/writing device issues a second
activate command for temporarily switching the wireless
communication mode to the wired communication mode and a
second not activate command for returning the wired
communication mode, which is temporarily made effectivé, to
the wireless communication mode.

[0008]

In the wired communication mode, after the information

processing terminal issues the activate command, temporarily




shifts to the wirel ess communi cati on node, and wites data 6 S0620746\W000

fromthe external card reading/witing device to the IC chip,

it issues the not activate command this tine, returns to the wred conmmunication node, and reads the data witten to the 1C chip to
thereby transmt the data fromthe external card reading/witing device to the information processing term nal through the IC card.

Further, after the information processing terminal wites data to the IC card, it ( _ _
readj ng/witing device reads the data fromthe IC chip, the information

processing termnal issues the not activate conmmand this tinme and returns to the wired communication node to thereby transmt the data
therefromto the external - gard reading/witing device through the 1C card. [0009]

the wreless communicati on node. Then, after the external card

nmode, the external card reading/witing devicegesueSsrdi® seco
and wites data fromthe information processing termnal to th
returns to the w.rel ess

£ PSRN, ko EEALVELFy SOTIERS L DB AT LELULIS 1 Lo e
it issues the not activate command this time, returns to the
wired communication mode, and reads the data written to the
IC chip to thereby transmit the data from the external card
reading/writing device to the information processing
terminal through the IC card. Further, after the

information processing terminal writes data to the IC card,
it issues the activate command, temporarily shifts to the
wireless communication mode. Then, after the external card
reading/writing device reads the data from the IC chip, the
information processing terminal issues the not activate
command this time and returns to the wired communication
"mode to thereby transmit the data therefrom to the external
card reading/writing device through the IC card.

[0009]

On the other hand, in the wireless communication mode,
the external card reading/writing device issues the second
activate command, temporarily shifts to the wired
communication mode, and writes data from the information
processing terminal to the IC chip. Then, the external card
reading/writing device issues the second not activate
command this time, returns to the wireless communication
mode, and reads the data written to the IC chip to thereby
-transmit the data from the information processing terminal

to the external card reading/writing device through the IC

nd ac
e ICc
conmu

ti vat e command,
hip. Then, the
ni cati on node,

i ssues the activate conmand, tenporarily shifts to

On the other hand, in the wireless comrunication
tenporarily shifts to the wired communi cati on node,
external card reading/witing device issues the

and reads the data witten to the IC chip to thereby



to the external card reading/witing device through the 1C 7 S06PO746WO00 card. Further, after the external card reading/witing
device wites data to the IC card, it issues the second activate command, tenporarily shifts to the wired conmuni cati on node. Then,

after the information processing termnal reads the data fromthe IC chip, the external card reading/witing device issues the second

not activate comuand this tinme and returns to the wireless communication node to thereby transnit the data fromthe external card
readi ng/witing device to the informati on processing termnal through the IC card. [0010] According to the comruni cation system as
descri bed above, a secure data conmmunication can be realized between an equi pnent having a card reading/witing function and the

i nformati on processing tersinal connected to the IC card through wire nmaking use of a contactl ess data comuni cation path realized by

interposing the IC card. [0011] On the other hamwbo™digsH@ conventional contactless IC card conmmuni cation protocol enploys such a

procedure that when a command is transmtted, a response is received; it is not suitable to transmt a relatively |arge anount of data

caich ﬁE&%ﬂg%ﬁaé%%é%fﬁhg”éﬁkéPﬁgf gé%@oyggdiﬁgyﬁrfgiﬁgble to securely transfer relatively short text data such as URL

device writes data to the IC card, it issues the second
activate command, temporarily shifts to the wired
communication mode. Then, after the information processing
terminal reads the data from the IC chip, the external card
reading/writing device issues the second not activate
command this time and returns to the wireless communicaticn
mode to thereby transmit the data from the external card
reading/writing device to the information processing
terminal through the IC card.

[0010]

- According to the communication system as described
"above, a secure data communication can bé'realized'bétﬁeeh'
an equipment having a card reading/writing function and the
information processing terminal connected to the IC card
through wire making use of a contactless data communication
path realized by interposing the IC card.

[0011]
On the other hand, since a conventional contactless IC

card communication protocol employs such a procedure that

when a command is transmitted, a response is received, it is
" not suitable to transmit a relatively large amount of data
such as image data at high speed although it is suitable to
securely transfer relatively short text data such as URL

(Uniform Resource Locator).




(Uni form Resource Locator). 8 S06P0746W00 [0012] Further, when it is considered to send data fromthe card reading/witing device
side to the information processing termnal side, the interposed IC card does not F have a nechanismfor notifying that the data
transmtted to the information processing terminal is received by the contactless interface through the wired interface. Accordingly,
since the information processing termnal can not detect or confirmat once whether or not the IC card { receives the data sent to it, a
problemarises also inthat it is difficult to synchronize transnitted data on the card reading/witing device side. [0013] Patent
Docunent 1: Japanese Unexani ned Patent Application Publication No. 2003-203212 Disclosure of the Invention Problens to be Solved by the
I nvention [0014] An object sof- the present invention is to provide an excellent data conmunicati on system capable of preferably
executing a data transfer between an equi pnent ,sodrociy s access to a contactless interface, and an equi pnent, which is connected to
the contactless interface through wire, a device for executing an |IC function and a net hod of

[0012]

Further, when it is considered to send data from the
card reading/writing device side to the information
processing terminal side, the interposed IC card does not
have a mechanism for notifying that the data transmitted to
the information processing terminal is received by the
contactless interface through the wired interface.
Accordingly, since the information processing terminal can
not detect or confirm at once whether or not the IC card
receives the data sent to it, a problem arises alsoc in that
it is difficult to synchronize transmitted data on the card
reading/writing device side.

“[0013]

Patent Dccument 1: Japanese Unexamined Patent Application
Publication No. 2003-203212

Disclosure of the Invention

Problems to be Solved by the Invention

[0014]

An object of the present invention is to provide an
excellent data communication system capable of preferably

executing a data transfer between an equipment, which can

- raccess to a contactless interface, and an equipment, which

is connected to the contactless interface through wire, a
device for executing an IC function and a method of

controlling the device aw well as an information processing



controlling the device aw well as an information processing 9 S06P0746WO00 termnal. [0015] A further object of the present invention
is to provide an excellent data communication system capable of preferably executing a secure data transfer between a card

readi ng/witing device, which accesses to an IC card function unit through a contactless interface, and an information term nal, which
is connected to the IC card function unit through wire or incorporates an IC chip, a device for executing an IC function and a net hod

of controlling the device as well as an information processing termnal. [0016] A still further object of the present inventionis to

provi de an excellent data conmuni cati on system capabl e of

card reading/witing functd on -and an information term nal,

transmtting a |l arge anount of data at high speed between a device having a

which is connected to an IC card function unit through wire or incorporates

an 1C chip, a device for executing an |IC functdqap@ukigret hod of controlling the device as well as an information processing

termnal. Means for Solving the Problens [0017]

terminal.
[0015]

A further object of the present invention is to provide
an excellent data communication system capable of preferably
executing a secure data transfer between a card
reading/writing device, which accesses to an IC card
function unit through a contactless interface, and an
information terminal, which is connected to the IC card
function unit through wire or incorporates an IC chip, a
device for executing an IC function and a method of
controlling the device as well as an information processing

terminal.

[001e]

A still further object of the present invention is to
provide an excellent data communication system capable of
transmitting a large amount of data at high speed between a
device having a card reading/writing function and an
information terminal, which is connected to an IC card
function unit through wire or incorporates an IC chip, a
device for executing an IC function and a method of
controlling the device as well as an information processing
terminal,

Means for Solving the Problems
[0017]

A first aspect of the present invention, which was made




A first aspect of the present invention, which was made - 10 S06P0746W)00 in view of the above problens, is a data communi cati on system
for executing a data communi cation anong an | C card function execution unit having a nenory, a card reading/witing device capable of
communi cating with the IC card function execution unit through a contactless interface, and an information processing term nal capable
of comunicating with the IC card function execution unit through a wired interface by interposing the IC card function execution unit,
and the data communication system is characterized by including a first comuni cation neans for causing the card reading/witing device
to execute a data transfer operation to the nenory in the IC card function execution unit through the contactless interface or causing
the information processing ternminal to execute a data transfer operation to the nenory in the I1C card function execution unit through
the wired interface, a second conmuni cation megneFAswexecuting a data transfer between the card reading/witing device and the
informati on processing termnal on a conmmunication path conposed of the contactless interface and the wired interface through the IC
unit interposed therebetween and a comrunication control neans for executing a comruni cation operation using

in U, O TRESRE L LAB LT L1t ag0ed. her el ey
system for executing a data communication among an IC card
function execution unit having a memory, a card
reading/writing device capable of communicating with the IC
card function execution unit through a contactless interface,
and an information processing terminal capable of
communicating with the IC card function execution unit
through a wired interface by interposing the IC card
function execution unit, and the data communication system
is characterized by including a first communication means
for causing the card reading/writing device to execute a
data transfer operation to the memory in the IC card
“‘function execution unif'thrOUgh'the contactless interface or
causing the information processing terminal to execute a
data transfer operation to the memory in the IC card
function execution unit through the wired interface, a
second communication means for executing a data transfer
between the card reading/writing device and the information
processing terminal on a communication path composed of the
contactless interface and the wired interface through the IC
card function execution unit interposed therebetween and a
communication control means for executing a communication
-operation using any of the first or second communication
means.

[0018]




[0018] - 11 SO6P0746W00 However, the "systent, to which reference is made here, 1is conposed of a plurality of devices (or function
nmodul es for realizing specific functions), and it is not particularly a problem whether the respective devices and function nodul es are
di sposed in a single housing (this is also applied to the follow ng description). [0019] F The present invention relates to a

conmmuni cati on system anong three conmponents having an |1 C chip interposed between a device having a card reading/witing function and an
i nformati on processing termnal, which is connected to the [C chip having an IC card function. Note that although the 1C chip as a
contactless I C card function execution unit has a data transm ssion/:reception function and a data processing unit, an RF anal og/front

end and a logic circuit ¢poatecol control, RF nodul ati on/ denodul atio
conposed of one chip or may conposed at | east tywmrmepanaic chips in

Further, the IC chip includes a built-in type and an SIMcard type.

an ydfe-Rar ,d gh@cté.fglcemex,ecclg i‘nﬁ'lnicunni:Ltélfearsenace(;’e:i“nserxriiacde:t %renr]e,[ 0020]
is composed of a plurality of devices (or function modules
for realizing specific functions), and it is not
particularly a problem whether the respective devices and
function modules are disposed in a single housing (this is
also applied to the following description).
[0019]

The present invention relates to a communication system

among three components having an IC chip interposed between
a device having a card reading/writing function and an
information processing terminal, which is connected to the

IC chip having an IC card function. ©Note that although the

“IC chip 'as’ a contactless IC card function execution unit has’

a data transmission/ reception function and a data
processing unit, an RF analog/front end and a logic circuit
(protocol control, RF modulation/demodulation, command
processing, cipher processing, memory management) may be
composed of one chip or may composed at least two separate
chips in which the RF analog front end is separated from the
logic circuit. Further, the IC chip includes a built-in
type and an SIM card type. In the following description,
these IC chips may be simply called an "IC card function
execution unit" as a generic term.

[0020]

Since an IC card technology has a tamper resistance

n, command processing, cipher processing, nenory managenent) nmay be

whi ch the RF analog front end is separated fromthe logic circuit.
n the follow ng description, these IC chips my be sinply called




Since an I C card technol ogy has a tanper resistance - 12 S06P0746W00 because it is difficult to copy or alter the information in an
IC card, this kind of the comunication system anong three conponents can realize high-level security. [0021] However, since a
conventional contactless IC card conmunication protocol enploys such.a procedure that when a command is transmtted, it receives a
response, the conventional contactless |IC card conmunication protocol is not suitable to transfer a relatively |arge amount of data {
at high speed. Further, since the conventional contactless |IC card conmuni cation protocol does not have a nmechanismfor the IC card to
notify the information processing termnal of that there is received data to the information processing termnal, it cannot confirns
whet her or not the informatiign- processing term nal receives data, fromwhich a problemalso arises inthat it is difficult to

synchroni ze transmtted data on the card readiqugdmaiddmepglevi ce side! [0022] 1In contrast, in the comuni cation system according to the

present invention, The information processing termnal defines a data transfer state for permtting a contactless data comunication
peddUON: the A FALG { UNGtEQD, UBL! A PRS A g2l AeB0ha L E 8RS EM State for ot permtting the contactless

an IC card, this kind of the communication system among
three components can realize high-level security.
[0021]

However, since a conventional contactless IC card
communication protocol employs such a procedure that when a
command is transmitted, it receives a response, the
conventional contactless IC card communication protocol is
not suitable to transfer a relatively large amount of data
at high speed. Further, since the conventional contactless
IC card communication protocol does not have a mechanism for
the IC card to notify the information processing tefminal of
“that there is received data to the information processing
terminal, it cannot confirms whether or not the information
processing terminal receives data, from which a problem also
arises in that it is difficult to synchronize transmitted
data on the card reading/writing device side.

[0022]

In contrast, in the communication system according to é
the present invention, The information processing terminal
defines a data transfer state for permitting a contactless
data communication through the IC card function unit and a
data not transfer state for not permitting the contactless
data communication so that the IC card function unit manages

the communication state of the information processing




data conmuni cation so that the I C card function unit nmanages the comunication state of the information processing - 13 S06P0746W00
termnal. When data is sent fromthe card reading/witing device through the contactless interface, the IC card function execution unit
directly transmits the received data to the information processing terminal through the wired interface only in the data transfer
state. Further, when data is sent fromthe information processing termnal through the wired interface, the I1C card function execution
unit directly transmits the received data to the card reading/witing device through contactless interface only in the data transfer
state. [0023] As described above, since the IC card function execution unit, which is interposed between the card reading/witing

device and the information processing termnal, can transfer data to the term nal side depending on whether it is in the data transfer
state or in the data not transfer state w thowygdepangidt on a notification from the information processing termnal, synchronization

can be easily established, a transfer speed can be increased, and a |arge anmount of data can be transmtted. [0024] Further, the wred

i nt erface_has very low rate of _ occurrence_of error. as conpared with the contactl ess
terminal. qﬁhen égta fg sent from the card readfng?wrgting P

device through the contactless interface, the IC card
function execution unit directly transmits the received data
to the information processing terminal through the wired
interface only in the data transfer state. Further, when
data is sent from the information processing terminal
through the wired interface, the IC card function execution
unit directly transmits the received data to the card
reading/writing device through contactless interface only in
the data transfer state.

[0023]

As described above, since the IC card function
“execution unit, which is interposed between the card
reading/writing device and the information processing
terminal, can transfer data to the terminal side depending
on whether it is in the data transfer state or in the data
not transfer state without depending on a notification from
the information processing terminal, synchronization can be
easily established, a transfer speed can be increased, and a
large amount of data can be transmitted.

[0024]

Further, the wired interface has a very low rate of
occurrence of error as compared with the contactless
interface and thus has high reliability. Accordingly, when

data is transmitted on the contactless interface, although




"in "an ordinary communication mode" as a first communication’

interface and thus has high reliability. Accordingly, when data is transmtted on the contactless interface, although 14 S06P0746WO00
the 1C card function execution unit returns a response to a command, a data transfer processing speed can be nore increased by omtting
a procedure for returning the response to the conmand when data is transmtted on the wired interface. [0025] In the contmunication
system anong three conponents according to the present invention, the I1C card function wunit interposed between the card reading/witing
device and the information processing termnal has a data transfer function in "an Ad-hoc comuni cation nod" as a second conmunication
means in addition to a data transfer function in "an ordinary comunication node" as a first comunication neans for executing an
ordi nary access operation-tao4the nenory in the IC card function unit. In the Ad-hoc conmunication node, when data is sent fromthe card

readi ng/witing device through the contactless dggmrfasgoothe IC card function unit directly transnmts the received data to the
i nformation processing term nal through the wred interface. Further, when data is sent fromthe information processing termna

thérEé“%HE&r¥hH@€f%kié§é%£€§§h uthe | C card éunction unLé girectly transmts the received data to the card reading/witing device.

nit returns response
command, a data transfer processing speed can be more
increased by omitting a procedure for returning the response |
to the command when data is transmitted on the wired
interface.
[0025]

In the communication system among three components
according to the present invention, the IC card function
unit interposed between the card reading/writing device and
the information processing terminal has a data transfer
function in "an Ad-hoc communication mod" as a second

communication means in addition to a data transfer function

means for executing an ordinary access operation to the
memory in the IC card function unit. In the Ad-hoc
communication mode, when data is sent from the card

reading/writing device through the contactless interface,

the IC card function unit directly transmits the received
data to the information processing terminal through the
wired interface. Further, when data is sent from the
information processing terminal through the wired interface,

the IC.card function unit directly transmits the received

-data to the card reading/writing device.

[0026]

In the Ad-hoc communication mode, since the information




[0026] In the Ad-hoc communi cation node, since the information - 15 S06P0746W)00 processing termnal is in "a data transfer state, in

which it can receive the data received by the |IC card function wunit through the contactless interface as it is. That is, in the Ad-hoc
comuni cation node, since the IC card function wunit can directly transfer data w thout depending on the notification fromthe
informati on processing termnal, synchronization can be easily established, a transfer speed can be increased, and a | arge anount of

data can be transmtted. The data transfer fromthe card reading/witing device in this case is a data transfer to the information
processing term nal having a different comunication interface through the IC card function execution unit different fromwiting of
data to IC card, and furthetsa-data transfer to the card reading/witing device having a different conmunication interface. [0027]
Further, a second aspect of the present inventisQgpoyswodevi ce for executing an 1C card function which is characterized by including a
menory, a contactless interface capable of communicating with a card: reading/witing device, a wired interface connected to an

prAJHéQJHH'té}dina‘*¥%'E Jé”éﬁ%ﬁ“tréHé%éﬁ]g%até and ﬁhcqgtrol means for controlling an access operation to the nmenory and a conmuni cation

it can receive the data received by the IC card function
unit through the contactless interface as it is. That is,
in the Ad-hoc communication mode, since the IC card function
unit can directly transfer data without depending on the
notification from the information processing terminal,
synchronization can be easily established, a transfer speed
can be increased, and a large amount of data can be
transmitted. The data transfer from the card
reading/writing device in this case is a data transfer to
the information processing terminal having a different
communication interface through the IC card function
“execution unit different from writing of data to IC card,
and further a data transfer to the card reading/writing
device having a different communication interface.
[0027]

Further, a second aspect of the present invention is a
device for executing an IC card function which is

characterized by including a memory, a contactless interface

capable of communicating with a card reading/writing device,
a wired interface connected to an information processing
terminal through wire, and a control means for controlling
an access operation to the memory and a communication
operation through the contactless interface and the wired

interface, wherein the control means manages a communication




operation through the contactless interface and the wired interface,

S06P0O746W00 node set between the card reading/witing device and the

wherein the control nmeans manages a communi cation - 16
i nformati on processing termnal and controls the operation of a

conmuni cati on path between the card reading/witing device and the information processing termnal according to a present conmunication

node. [0028] Further, a third aspect of the present invention is an

information processing termnal which is characterized by

conprising an I C card function execution unit conprising an contactl?ss interface, a nmenory, and a wired interface, a wuser input/output
means and a program control neans for controlling a processing operation according to a comunication operation with the IC card

function execution unit thigugh the wired interface and a user interaction

t hrough the user input/output neans, wherein the program

control nmeans has a data transfer state for pergnddgmgmoodata transfer to the 1C card function execution unit through the wred
interface and a data not transfer state for not permtting a data transfer to the I1C card function execution wunit through the wred

mod S 368 dP3He I8 IR S50 AL RXESYTALG; Lhe, LE Gard functi on accor di ng

information processing terminal and controls the operation
of a communication path between the card reading/writing
device and the information processing terminal according to
a present communication mode,

[0028]

Further, a third aspect of the present invention is an
information processing terminal which is characterized by
comprising an IC card function execution unit comprising an
contactless interface, a memory, and a wired interface, a
user input/output means and a program control means for
controlling a processing operationhaccording to a
‘communication operation with the IC card function execution
unit through the wired interface and a user interaction
through the user input/output means, wherein the program
control means has a data transfer state for permitting a
data transfer to the IC card function execution unit through
the wired interface and a data not transfér state for not
permitting a data transfer to the IC card function execution

unit through the wired interface.

[0029]

The device for executing the IC card function according
-te the second aspect of the present invention can operate as
the IC card function execution unit in the data

communication system according to the first aspect of the

to the second aspect of the present invention can operate as



the IC card function execution unit in the data conmuni cati on systemaccording to the first aspect of the - 17 S06P0746W00 present
invention. In the device, the RF analog/front end and the logic circuit (protocol control, RF nodul ation/denodul ati on, conmand

processi ng, cipher processing, nmenory managenent) nay be conposed of one chip or may conposed at | east two separate chips in which the
RF analog front end is separated fromthe logic circuit. Further, the IC chip includes the built-in type and the SIM card type. [0030]
The 1 C card function execution unit can realize a simlar transfer control in a comrunication system conposed of a wreless network and

a wred network by providing a hub wth the sane function when the hub has a contactless IC card interface to a card reading/witing
device and a wired interfagg to an information processing termnal as well as has a wireless LAN function and a wired LAN function.
[0031] Further, the information processing terqggial7aseayeding to the third aspect of the present invention can operate as an

i nformati on processing term nal capable of communicating with the IC card function execution unit through the wired interface in the

prd@f COIMN L1 ! o2V EMAFLOl I 10 ' Rrt 08,1 D) 8EoA8PESL Of the present invention.
and the logic circuit (protocol control, RF
modulation/demodulation, command processing, cipher
processing, memory management) may be composed of one chip
or may composed at least two separate chips in which the RF
analog front end is separated from the logic circuit.
Further, the IC chip includes the built-in type and the SIM
card type.

[0030]

The IC card function execution unit can realize a
similar transfer control in a communication system composed
of a wireless network and a wired network by providing a hub
'with the same function when the hub has a contactless IC
card interface to a card reading/writing device and a wired
interface to an information processing terminal as well aé
has a wireless LAN function and a wired LAN function.

[00311}

Further, -the information processing terminal according
-to the third aspect of the present invention can operate as
an information processing terminal capable of communicating

with the IC card function execution unit through the wired

interface in the data communication system according to the
first aspect of the present invention.
Advantages of the Invention

[0032]




Advant ages of the Invention [0032] - 18 S06P0746W00 According to the present invention, there can be provided the excellent data

comruni cati on system capable of preferably executing a secure transfer between the card reading/witing device which accesses to the to

the IC card function unit through the contactless interface and the information termnal which is connected to the IC card function
unit through wire or incorporates the IC chip, a device for executing the IC card function and the nmethod of controlling the device as
well as the information processing termnal. [0033] Further, according to the present invention, there can be provided the excellent
data conmuni cati on system capable of transmtting a |arge anount of data at hi gh speed between the device having the card

readi ng/witing function andsthe information term nal which is connected to the IC card function unit through wire or incorporates the
IC chip, a device for executing the IC card fumdponuanshd he nethod of controlling the device as well as the information processing
termnal. [0034] Further objects, features and advantages of the present invention will becone apparent fromthe detail ed description

According to the present invention, there can be
provided the excellent data communication system capable of
preferably executing a secure transfer between the card
reading/writing device which accesses to the to the IC card
function unit through the contactless interface and the
information terminal which is connected to the IC card
function unit through wire or incorporates the IC chip, a
device for executing the IC card function and the method of
controlling the device as well as the information processing
terminal,
[0033]

Further, according to the present invention, there can
“be'provided the excellent data communication system capable
of transmitting a large amount of data at high speed between
the device having the card reading/writing function and the
information terminal which is connected to the IC card |
function unit through wire or incorporates the IC chip, a j
device for executing the IC card function and the method of

controlling the device as well as the information processing

terminal.
[0034]

Further objects, features and advantages of the present
invention will become apparent from the detailed description
based on the embodiment of present invention described later

and the attached drawings.




based on the enbodi nent of present invention described |ater and the attached drawi ngs. 19 SO6P0746W00 Brief Description of the
Drawings [0035] Fig. 1 is a view conceptually showi ng a construction of a wireless conmunication between a card reading/witing device
and an I C card function execution unit based on electromagnetic induction. Fig. 2 is a view show ng a system nodel ed as one transfornmer
whi ch is conposed of a card reading/witing device and an IC card. Fig. 3 is a view schematically show ng the arrangenent of a
contactless IC card communi cation system Fig. 4 is a view schematically showi ng the hardware arrangenent of an IC card function
execution unit according to an enbodi nent of the present invention. Fig. 5is a view showing the state transition of an IC card

i nt er posed between a card-readi-ng/ witing device and an information processing termnal in a communication system anong three

| conponents. Fig. 6 is a view schematically showigur@m @agf@ti on sequéence of the communi cati on system anong three conponents to access
to the IC card function execution unit in an ordinary conmunication node. Fig. 7 is a view schematically show ng an operation

Brief Description of the Drawings

[0035]

Fig. 1 is a view conceptually showing a construction of
a wireless communication between a card reading/writing
device and an IC card function execution unit based on
electromagnetic induction.

Fig. 2 is a view showing a system modeled as one
transformer which is composed of a card reading/writing
device and an IC card.

Fig. 3 is a view schematically showing the arrangement
of a contactless IC card communication system.

Fig. 4 is a view schematically showing the hardware

arrandement of ‘an IC card function execution unit according
to an embodiment of the present invention.

Fig. 5 is a view showing the state transition of an IC
card interposed between a card reading/writing device and an
information processing terminal in a communication system
among three components.

Fig. 6 1s a view schematically showing an operation

sequence of the communication system among three components
to access to the IC card function execution unit in an
ordinary communication mode.

Fig. 7 is a view schematically showing an operation
sequende of the communication system among three components

to access to the IC card function execution unit in an Ad-




sequence of the communi cation system anong three conponents to access to the IC card function execution unit in an Ad 20 S06P0746W00
hoc communi cation node. Fig. 8 is a view showi ng an operati on sequence in which the card reading/witing device requests an Ad-hoc
comuni cation to the IC card function execution unit. Fig. 9 is a view showi ng an operati on sequence when the information processing
term nal accepts an Ad-hoc comunication start node. Fig. 10 is a view schematically showi ng an operati on sequence of the conmuni cation
system anong three conponents in the Ad-hoc communication nobde. Fig. 11 is a view schematically showi ng an operation sequence of the
communi cation system of the three conponents in the Ad-hoc conmunication node. Fig. 12 is a view show ng an operation sequence of the
communi cati on system anong the-t hree conponents when the IC card function execution unit transits fromthe Ad-hoc communication node to
the ordi nary communi cation node. Fig. 13 is a Ymwoacdemiically show ng a functional arrangenent for controlling the state transition
shown in Fig. 5. Fig. 14 is a view showing an operation flow for starting an Ad-hoc communi cation by a control arrangenent shown in

hoéqébmﬂ&%ication mode.

Fig. 8 is a view showing an operation sequence in which

the card reading/writing device requests an Ad-hoc
communication to the IC card function execution unit.

Fig. 9 is a view showing an operation sequence when the
information processing terminal accepts an Ad-hoc
communication start mode.

Fig. 10 is a view schematically showing an operation
sequence of the communication system among three components
in the Ad-hoc communication mode.

Fig. 11 is a view schematically showing an operation
sequence of the communication system of the three components

“in"the Ad-hoc communication mode.”

Fig. 12 is a view showing an operation sequence of the
communication system among the three components when the IC
card function execution unit transits from the Ad-hoc
communication mode to the ordinary communication mode.

Fig. 13 is a view schematically showing a functional
arrangement for controlling the state transition shown in
Fig. 5.

Fig. 14 is a view showing an operation flow for
starting an Ad-hoc communication by a control arrangement
shown in Fig. 13.

Fig. 15 is a view showing an operation flow for

executing the Ad-hoc communication by the control




Fig. 15 is a view showi ng an operation flow for executing the Ad-hoc communication by the control - 21 S06P0746W000 arrangenent shown

in Fig. 13. Reference Nunerals [0036] | ... card reading/witing device 2 ... IC card function execution unit 3 ... controller 101 ..
antenna unit 102 ... analog unit 103 ... digital controller 104 ... menory 105 ... external interface 110 ... nobile termnal 111
programcontroller 112 ... display unit 113 ... user input unit Best Mdde for Carrying Qut the Invention [0037] An enbodi nment of the

present invention will be described belowin detail referring to the drawings. [0038] The present invention relates to a comuni cation
system anong three conponents having a contactless IC card function "interposed between a device having a card readi ng/witing
_21_
S06P0746WO00

arrangement shown in Fig. 13.
Reference Numerals
[0036]
1 .. card reading/writing device
2 .. IC card function execution unit
3 .. controller
101 .. antenna unit
102 .. analog unit
103 .. digital controller
104 ... memory
105 .. external interface
110 .. mobile terminal
=111 .. program controller
112 .. display unit
113 .. user input unit
Best Mode for Carrying Out the Invention
[0037]
An embodiment of the present invention will be

-described below in detail referring to the drawings.

{0038}

The present invention relates to a communication system
among three components having a contactless IC card function
interposed between a device having a card reading/writing
-function and an information processing terminal, which is

connected to an IC card function unit through a wired




function and an information processing termnal, which is connected to an IC card function unit through a wred - 22 S06P0746W000
interface or having an I1C chip built therein. [0039] The IC chip, on which the contactless IC card function is nounted, nmay conpose an
RF anal og front end and a logic <circuit (protocol control, RF nodulation/ denodul ati on, conmand processing, cipher processing, nenory
managenent) of one chip or may conpose themof at |east two chips in:which the RF analog front end is separated fromthe logic circuit.

In the follow ng description, these IC chips are sinply called an "IC card" as a generic term Further, the ICchip includes a built-in

type and an SIMcard type. In the followi ng description, the IC card and the IC chip are also called an "IC card function execution
unit" as a whole. [0040]-Sknce an IC card technol ogy has a tanper resistance because it is difficult to copy or alter the information
in an IC card, this kind of the conmunication sysienmamng three components can realize high-level security. First, the construction
of a contactless data communi cation making wuse of the IC card functi oén execution unit will be explained. [0041] A wireless

in é¥?§ﬁ@‘%¥iﬂgbf§§W§§nI€ Sﬁ{g égfﬁ%h@ﬂ@@é{%pg device and the I1C card function execution unit is realized
[0039] |

The IC chip, on which the contactless IC card function
is mounted, may compose an RF analog front end and a logic
circuit (protocol control, RF modulation/ demodulation,
command processing, cipher processing, memory management) of
one chip or may compose them of at least two chips in which
the RF analog front end is separated from the logic circuit.
In the following description, these IC chips are simply
called an "IC card" as a generic term. Further, the IC chip
includes a built-in type and an SIM card type. In the
following description, the IC card and the IC chip are also
“called an "IC card function execution unit™ as a whole.
[0040]

Since an IC card technology has a tamper resistance
because it is difficult to copy or alter the information in
an IC card, this kind of the communication system among

three components can realize high-level security. First,

the construction of a' contactless data communication making
use of the IC card function execution unit will be explained.
{0041]

A wireless communication between a card reading/writing
device and the IC card function execution unit is realized
based on, for example, the principle of electromagnetic

induction. Fig. 1 conceptually shows the construction of




based on, for exanple, the principle of electromgnetic

nducti on.

Fi g.

W rel ess communi cati on between the card reading/witing device and the |IC card function execution unit based on the

i nduction. The card reading/witing device includes an antenna LRW conposed of a | oop coil
vicinity of the antenna LRWby causing a current IRWto flow thereto. On the other hand, a loop coil L. is electrically formed in the
vicinity of the IC card function execution unit on the IC card
by the magnetic field generated by the | oop- antenna L, on the card reading/witing device side, is generated to the end of the | oop
coil L, onthe IC card fdngBien execution unit side and input to a termnal of the |C card function execution unit connected to the end
of the loop coil L.. [0042] Although the degresrof74cmmsldi ng of the antenna LRW on
coil L. on the IC card function execution unit side varies depending on the positional relation therebetween, it can be understood
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device and the IC card function execution unit based on the
electromagnetic induction. The card reading/writing device
includes an antenna Lpy composed of a loop ceil, and a

magnetic field is generated in the vicinity of the antenna

Lrg by causing a current Igy to flow thereto. On the other

hand, a loop coil L. is electrically formed in the vicinity
of the IC card function execution unit on the IC card
function execution unit side. An induction voltage, which
is generated by the magnetic field generated by the loop-
antenna L. on the card reading/writing device side, is

generated to the end of the loop coil L. on the IC card

“"funétion ‘exeécution unit sidé and irnput to a terminal ofthe

IC card function execution unit connected to the end of the
loop coil L..
[0042]

Although the degree of coupling of the antenna Lgy On
the card reading/writing device side and the loop coil L. on
the IC card function execution unit side varies depending on
the positional relation therebetween, it can be understood
that one transformer is formed as a system, and thus the
read/write operation of the IC card can be modeléd as shown
in Fig. 2.

[0043]

When the current Igy, which is caused to flow to the

read/ wite

function execution unit side. An induction voltage,

operation of the IC card can be nodel ed as shown

whi ch

1 conceptually shows the construction of - 23 S06P0746W00
el ectromagneti c
and a magnetic field is generated in the

the card reading/witing device side and the | oop

in Fig. 2.

I S generat ed



[0043] Whien the current |RW which is caused to flowto the - 24 S06PO746W00 antenna LRw, is nodul ated, on the card reading/ witing
devi ce, the voltage Vo induced to the loop coil L, on the IC chip is nodulated, and the card reading/ witing device can transmt data
to the IC card function execution unit nmaking use of the above nodulation. [0044] Further, the IC card function execution unit has a
function (Load Switching) for varying the | oad between the termnals of the loop coil L. according to the data to be returned to the
card reading/witing device. Wen the |load between the termnals of the loop coil Lc varies, the inpedance between the antenna
termnals varies on the card reading/witing device side, which appears as the variations of the current |IRw passing through the
antenna LRw and the voltage4VRw thereof. The card reading/witing device can receive the data returned fromthe IC card function
execution unit by denodul ating the vari ed conpeoerDs4cl0045] That is, when the I C card function execution unit varies the |oad between
the antennas thereof in response to the response signal to the query signal fromthe reading/witing device, the IC card function

antBXGEUL On LDi L 5 G, €XECHL & fe COITYNLE8LE RY /DY 2PPLY! NG an anpli tude
device, the voltage Vo induced to the loop coil L. on the IC
chip is modulated, and the card reading/ writing device can
transmit data to the IC card function execution unit making
use of the above modulation.
[0044]

Further, the IC card function execution unit has a
function (Load Switching) for varying the load between the
terminals of the loop coil L. according to the data to be
returned to the card reading/writing device. When the load
between the terminals of the loop coil L. varies, the
impedance between the antenna terminals varies én the card
‘reading/writing device side, which appears as the variations 777
of the current Igy passing through the antenna Lg; and the
voltage Vgy thereof. The card reading/writing device can
receive the data returned from the IC card function
execution unit by demodulating the varied components.

[0045]

That is, -when the IC card function execution unit
varies the load between the antennas thereof in response to
the response signal to the query signal from the
reading/writing device, the IC card function execution unit
can execute a communication by applying an amplitude
modulation to the signal appearing to a receiving circuit on

the card reading/writing device.



nodul ation to the signal appearing to a receiving circuit on

the card reading/witing device. - 25 S06P0746WO00 [0046] As shown in

Fig. 3, the contactless card systemitself 1is conposed of the card reading/witing device 1, the IC card function execution unit 2, and
a controller 3, and data is transmtted and received between the card reading/witing device 1 and the IC card 2 naking used of an
el ectromagneti ¢ wave. That is, the card reading/witing device 1 transmts F a predeterm ned command to the IC card function execution

unit 2, and the IC card function execution unit 2 executes

processi ng corresponding to the received command. Then, the |1C card function

execution unit 2 transmts response data corresponding to the result of processing to the card reading/witing device 1. [0047] The
card reading/witing deviee2% s connected to the controller 3 through a predetermned interface (which is based on, for exanple,

RS- 485A standard and the like). The controll e a contro
execute predeterm ned processing to the IC card function execution

[0046]

As shown in Fig. 3, the confactless card system itself
is éomposed of the card reading/writing device 1, the IC
card function execution unit 2, and a controller 3, and data
is transmitted and received between the card reading/writing
device 1 and the IC card 2 making used of an electromagnetic
wave. That is, the card reading/writing device 1 transmits
a predetermined command to the IC card function execution
unit 2, and the IC card function execution unit 2 executes
processing corresponding to the received command. Then, the
IC card function execution unit 2 transmits response data
corresponding to the result of processing to the card
"reading/writing device 1.

[0047]

The card reading/writing device 1 is connected to the
controller 3 through a predetermined interface (which is
based on, for example, RS-485A standard and the like). The
controller 3 supplies a control signal to the card
reading/writing device 1 to thereby cause it to execute
predetermined processing to the IC card function execution
unit 2.

[0048]

In the communication system among three components

according to the present invention, the IC card function

execution unit is provided with a wired interface to be

init 2. [0048]

signal to the card reading/witing device 1 to thereby cause it to

In the communi cati on system anong three conponents



“101, a digital controller 103, & memory 104, and an external

according to the present invention, the IC card function execution unit is provided with a wred interface to be 26 S06P0746W00
connected to an external equipnent, in addition to the wireless and contactless interface and can be used by being built in or connected
through wire to nobile termnals such as a nobile termnal, PDA (Personal Digital Assistance), CE (Consumer El ectronics) equipnment, and
the like (or to informati on processing termnals such as a personal conputer and the like). [0049] Fig. 4 schematically shows the

har dwar e arrangenent of this type of the IC card function execution unit. As shown in the drawing, the IC card function execution unit
is conposed of an analog unit 102 connected to an antenna unit 101, a digital controller 103, a nenory 104, and an external interface
105 and built is a nobile-tesm-nal 110. The IC card function execution unit nay be conposed of one chip seniconductor integrated
circuit or two chip sem conductor integrated &jganttsdwborhi ch an RF analog front end is separated froma logic circuit unit. [0050]
The antenna unit 101 executes a contactless data transm ssion/reception between it and the not shown card reading/witing device. The

coﬁﬂg%ééhL%%ta&ng€ 55 %§q£{§§§§§j”9§ ggdi@fogngéoghe
wireless and contactless interface and can be used by being
built in or connected through wire to mobile terminals such
as a mobile terminal, PDA (Personal Digital Assistance), CE
(Consumer Electronics) equipment, and the like (or to
information processing terminals such as a personal computer
and the like).
[0049]

- Fig. 4 schematically shows the hardware arrangement of
this type of the IC card function execution unit. As shown
in the drawing, the IC card function execution unit is

composed of an analog unit 102 connected to an antenna unit

interface 105 and built is a mobile terminal 110. The IC
card function execution unit may be composed of one chip
semiconductor integrated circuit or two chip semiconductor
integrated circuit in which an RF analog front end is
separated from a logic circuit unit.

[0050]

The antenna unit 101 executes a contactless data
transmission/reception between it and the not shown card
reading/writing device.

The analog unit 102 executes processings of the analog
signal transmitted from and received by the antenna unit 101

such as detection, modulation/ demodulation, clock




signal transmtted fromand received by the antenna unit 101 such as detection, nodul ation/ denodul ation, clock - 27 S06P0746W00
extraction, and the like. They constitute the contactless interface between the I1C card function execution unit and the card
reading/witing device. [0051] The digital controller 103 integrally controls the processing of transm ssion/reception data and the

ot her operations executed in the IC card function execution unit. The digital controller 103 is locally connected to the nenory 104
whi ch can be addressed. The nenory 104 is conposed of a non-volatile nenory device such as an EEPROM (Electrically Erasable
Progranmabl e Read Only Menory) and the |like and can be used to store the user data of electronic noney, an electronic ticket, and the
like, to wite a program-cade-executed by the digital controller 103 and to store job data bei ng executed. [0052] |In the enbodi nent,
the IC card function execution unit has an or digesy7 £oimami cati on node for controlling the ordinary access operation fromthe card
reading/witing device to the menory 104 in the IC card function execution wunit and an Ad-hoc conmuni cati on node interposed between the

' at r f of e card readjng/witing deyice having a different interface protocol and the nobile
ex 58{:{0 P %‘1& '@1[1]3 _ﬂﬁe. 'E' ey COI’lSElQLl{:e he congaCEXess

interface between the IC card function execution unit and
the card reading/writing device.
[0051]

The digital controller 103 integrally controls the
processing of transmission/reception data and the other
.operations executed in the IC card function execution unit.
The digital controller 103 is locally connected to the
memory 104 which can be addressed. The memory 104 is
composed of a non-volatile memory device such as an EEPROM
(Electrically Erasable Programmable Read Only Memory) and
the like and can be used to store the user data of
'éléétfbnic”mOnéy{ an -electronic ticket, and the like, to
write a program code executed by the digital controller 103,
and to store job data being executed.

[0052]

In the embodiment, the IC card function execution unit
has an ordinary communication mode for contrelling the
ordinary access operation from the card reading/writing

device to the memory 104 in the IC card function execution

unit and an Ad-hoc communication mode interposed between the
direct data transfers of the card reading/writing device
having a different interface protocol and the mobile
terminal. Although the digital controller 103 also controcls

the state transition between these mode according to an




termnal. Although the digital controller 103 also controls the state transition between these node according to an -28 S06P0746W)00
external event as well as controls a communication operation in the respective conmmunication nodes, which will be described later in
detail. [0053] The external interface 105 is a function nodule for the digital controller 103 to be connected to a device such as the

nmobile termnal 110 and the |ike by an interface protocol different
readi ng/witing device (not shown). The data witten to the nenory 1
external interface 105. [0054] Wen a communication is executed to t
readi ng/witing device is-tpansntted to the nobile termnal 110 thr
an appropriate conversion rule, or after it is gwsmverdwshd o anot her
nobile term nal 110 through the external interface 105 is transmtte

exPn2PPLORIL A8 FOTYELS! Q0nLULEs §F cBlhE1 bhe i 8nCOPYELESG 0 another

4 communication cpera
in the respective communication modes, which will be
described later in detail.

[0053]

The external interface 105 is a function module for the
digital controller 103 to be connected to a device such as
the mobile terminal 110 and the like by an interface
protocol different from the contactiess interface connected
to the card reading/writing device (not shown). The data
written to the memory 104 can be transmitted to the mobile
terminal 110 through the external interface 105.

[0054]

"When a communication is executed to the card
reading/writing device, the data received from the card
reading/writing device is transmitted to the mobile terminal
110 through the external interface 105 as it is, after it is
or after it is

‘converted by an appropriate conversion rule,

converted to another packet structure. On the contrary, the-
data received from the mobile terminal 110 through the
external interface 105 is transmitted to card
reading/writing device as it is, after it is converted by an
appropriate conversion rule, or after it is converted to
another packet structure.

fO055]

In the embodiment, it is assumed that the IC card

fromthe contactless interface connected to the card

04 can be transmtted to the nobile termnal 110 through the

he card reading/witing device, the data received fromthe card
ough the external interface 105 as it is, after it is converted by
packet structure. On the contrary, the data received fromthe

d to card reading/witing device as it is, after it is converted by
packet structure.




100577

[0055] In the enbodinent, it is assuned that the 1C card 29 S06P0746W)00 function execution unit is used by being built in the nobile

termnal 110 as a nobile termnal, and a wired interface such as UART (Universal Asynchronous Receiver Transmtter) is used as the

external interface 105. [0056] The IC card function execution unit can be driven by the energy obtained fromthe signal received from
the card reading/witing device through, for exanple, the antenna wunit 101. It is needless to say that the 1C card function execution

unit may be partly or wholly operated by the power supplied through the wired interface 105 on the nobile termnal 110 side. [0057]
Further, it is assuned that a hardware signal line (to be described later) is included in the wired interface 105 for the IC card

function execution unit te pnetify the nobile termnal 110 side that it receives an Ad-hoc comunication request conmand for requesting
to transfer data fromthe card reading/witingmgem teuddP58] The nobile term nal 110 corresponds to a nobile termnal, for exanple,

nobil e term nal, PDA, personal- conputer (PC), and the like. The nobile termnal 110 is

function execution unit is used by being built in the mobile
terminal 110 as a mobile terminal, and a wired interface
such as UART (Universal Asynchronous Receiver Transmitter)
is used as the external interface 105.

[0056]

The IC card function execution unit can be driven by
the energy obtained from the signal received from the card
reading/writing device through, for example, the antenna
unit 101. It is needless to say that the IC card function
execution unit may be partly or wholly operated by the power
supplied thrbugh the wired interface 105 on the mobile

terminal 110 side.

Further, it is assumed that a hardware signal line (to
be described later) is included in the wired interface 105
for the IC card function execution unit to notify the mobile
terminal 110 side that it receives an Ad-hoc communication
request command for requesting to transfer data from the
card reading/writing devicé.

{0058]

The mobile terminal 110 corresponds to a mobile
terminal, for example, a mobile terminal, PDA, personal-
computer (PC), and the like. The mobile terminal 110 is
composed of a program controller 111, a display unit 112,

and a user input unit 113.

a



conposed of a programcontroller 111, a display unit 112, and a user input unit 113. - 30 S06P0746WX00 [0059] The program controller

111 is conposed of, for exanple, a mcroprocessor, RAM and ROM (any of which is not shown in Fig. 4), and the m croprocessor executes
vari ous processing services using the RAM as a working region according to the programcode stored in the ROM The processing services
include a processing to the IC card function execution unit in addition to the intrinsic function of the nobile termnal 110 such as

the nobile termnal and the like. it is i  needless to say that the programcontroller 111 may include an external nenory device such as

a hard disc and the |like and other peripheral devices. [0060] In the enbodi nent, the programcontroller 111 defines a data transfer
state, in which the nobile Bermnal 110 permts a contactless data comunication through the IC card function execution unit and a
non-data transfer state in which the. nobile t®ygsalgildy does not permt the contactless data communication so that the |1 C card
function execution unit manages the comunication state of the nobile termnal 110. [0061]

[0059]

The program controller 111 is composed of, for example,
a microprocessor, RAM, and ROM (any of which is not shown in
Fig. 4}, and the microprocessor executes various processing
services using the RAM as a working region according to the
program code stored in the ROM. The processing services
include a processing to the IC card function execution unit
in addition to the intrinsic function of the mobile terminal
110 such as the mobile terminal and the like. It is
needless to say that the program controller 111 may include
an external memory device such as a hard disc and the like
and other peripheral devices,
(00607~

In the embodiment, the program controller 111 defines a
data transfer state, in which the mobile terminal 110
permits a contactless data communication through the IC card
~function execution unit and a non-data transfer state in

which the mobile terminal 110 does not permit the

contactless data communication so that thé IC card function

execution unit manages the communication state of the mobile
terminal 110.
[0061]

Note that in the arrangement example shown in Fig. 4,
although the antenna unit 101 for the contactless IC card

interface is mounted in the IC chip as the IC card function




Note that in the arrangenent exanple shown in Fig. 4, although the antenna unit 101 for the contactless IC card interface is nounted in

the 1C chip as the IC card function - 31 SO6PO746W00 execution unit, the antenna unit 101 is not limted thereto. There is al so
consi dered a nmounting node in which, for { exanple, the antenna unit:101 is externally attached to an I C chip nodule or the antenna unit
101 is disposed to the nobile terminal 101 side in which the IC chip nodule is built in. [0062] F Since the IC card technol ogy has a
t anmper resistance because it is difficult to copy or alter the information in an IC card, the conmunication system anong three

components { nmaking use of the contactless interface can realize high | evel security. However, since a conventional contactless |1C card

conmuni cati on protocol enpl @ys-such a procedure that when a command is transmtted, a response is received, the it is not suitable to
transfer a relatively large anount of data at dyatnspsetho Further, since the conventional contactless |IC card comuni cation protocol
does not have a nmechanismfor an IC card to notify the nobile termnal 110 of that data to the nobile termnal 110 is received, it

0 Lr e not, t nobi |l e termpal 110 ecei ves the data, fromwhich a problemalso arises in that
ex éﬁ!ﬂgn {,n% é énﬁg unit &1 IS not flmlged erego.

There is also considered a mounting mode in which, for
example, the antenna unit 101 is externally attached to an
IC chip module or the antenna unit 101 is dispoéed to the
mobile terminal 101 side in which the IC chip module is
built in.

[0062]

Since the IC card technology has a tamper resistance
because it is difficult to copy or alter the information in
an IC card, the communication system among three components
making use of the contactless interface can realize high-
level security. However, since a conventional contactless
IC card communication protocol employs such a procedure that
when a command is transmitted, a response is received, the
it is not suitable to transfer a relatively large amount of
data at high speed. Further, since the conventional
contactless IC card communication protocol does not have a
mechanism for an IC card to notify the mobile terminal 110
of that data to the mobile terminal 110 is received, it
cannot confirm whether or not the mobile terminal 110
receives the data, from which a problem also arises in that
it is difficult to synchronize transmitted data on the card
reading/writing device side.

[0063]

In contrast, in the communication system according to




it is difficult to synchronize transmtted data on the card
system according to - 32 S06P0746W00 the present invention,

readi ng/writing device side. [0063] In contrast, in the comunication
the programcontroller 111 defines data transfer state, in which the

nobile termnal 110 permts the contactless data comuni cation through the 1C card function execution unit and the non-data transfer

state in which the nobile term nal 110 does not permt the

contactl ess data conmuni cation so that the I C card function execution unit

manages the communication state of the mobile terminal 110. Wen data is sent fromthe card reading/witing device through the
contactless interface, the IC card function execution unit directly transmts the received data to the nobile term nal through the

wired interface only in thgxata transfer state. Further,

data is sent fromthe nobile termnal 110 through the wired interface,

the 1 C card function execution unit directly ts@onsoiisnthe received data to the card reading/witing device through contactless
interface only in the data transfer state. [0064] As described above, since the IC card function execution unit, which is interposed

tnDELMEE0NE NEnGLE: of C2EL DL YL LLLAY ARYLET1 800, L e 4IpRlLE term nal

data transfer state, in which the mobile terminal 110
permits the contactless data communication through the IC
card function execution unit and the non-data transfer state
| in which the mobile terminal 110 does not permit the
contactless data communication so that the IC card function
execution unit manages the communication state of the mobile
terminal 110. When data is sent from the card
reading/writing device through the contactless interface,
the IC card function execution unit directly transmits the
received data to the mobile terminal through the wired
interface only in the data transfer state. Further, when
“data is sent from the mobile terminal 110 through the wired
interface, the IC card function execution unit directly
transmits the received data to the card reading/writing
device through contactless interface only in the data
transfer state.

[C064]

As described above, since the IC card function
execution unit, which is interposed between the card
reading/writing device and the mobile terminal 110, can
transfer data to the terminal side depending on whether it
is in the data transfer state or in the data not transfer
state without depending on a notification from the mobile

terminal 110, synchronization can be easily established, a

110, can




transfer data to the term nal side depending on whether it
depending on a notification fromthe nobile termnal 110,

is inthe data transfer state or in the data not transfer state w thout
synchroni zati on can be easily established, a - 33 S06P0746W00 transfer

speed can be increased, and a | arge amount of data can be transmtted. [0065] Further, the wired interface has a very |low rate of
occurrence of error as conpared with the contactless interface and thus has high reliability. Accordingly, when data is transmtted on
the contactless interface, although the IC card function execution unit returns a response to a comuand, a data transfer processing
speed can be nore increased by omtting a procedure for returning the response to the command when data is transmtted on the wred
interface. [0066] A communidgati on operation in the communication system anong three conponents according to the present invention wl]l
be explained belowin detail. [0067] Fig. 5 ismsiaia@idg@nsition view of the IC card function execution unit interposed between the

card reading/witing device and the information processing

transfer speed can be increased, and a large amount of data
can be transmitted.
[0065]

Further, the wired interface has a very low rate of
occurrence of error as compared with the contactless
interface and thus has high reliability. Accordingly, when
data is transmitted on the contactless interface, although
the IC card function execution unit returns a response to a
command, a data transfer processing speed can be more
increased by omitting a procedure for returning the response
to the command when data is transmitted on the wired
interface,

{00667

A communication operation in the communication system
among three components according to the present invention
will be explained below in detail.

[0067]

Fig. 5 is a state transition view of the IC card
function execution unit interposed between the card
-'reading/writing device and the information processing
terminal in the communication system among three components.
As shown in the drawing, the IC card function execution unit
has "the ordinary communication mode" corresponding to the
data not transfer state and "the Ad-hoc communication mode"”

corresponding to the data transfer state. The state

t er m nal

i n the conmuni cati on system anong three conponents.



As shown in the drawing, the IC card function execution unit

transfer state and "the Ad-hoc communi cation node"
operation is controlled by the digital controller 103 in the IC card
In the ordinary comruni cati on node, the ordinary access operation is
schematical ly shows an operation sequence of the communication syste
execution unit in the ordinary conmmunication node. Wien the card rea
execution wunit or data to Ba read out fromthe IC card function exe
session by a predeterm ned authentification praeahygiddyeugh the co
connand (Transmt Data Command) and wites data to or reads out data

has data to be w en to the | C card functi execution u
e R o S i Sl o LT ot b sabaff SonrofheE

103 in the IC card function execution unit according to the
external event.
[0068]

In the ordinary communication mode, the ordinary access
operation is executed to the IC card function execution unit.
Fig. 6 schematically shows an operation sequence of the
communication system among three components for accessing
the IC card function.execution unit in the ordinary
communication mode. When the card reading/writing device
has data to be written to the IC card function execution
unit or data.to be read out from the IC card function
execution unit, after the card reading/writing device
establishes a session by a predetermined authentification
it

procedure through the contactless interface (not shown),

transmits a data transfer command (Transmit Data Command)
and writes data to or reads out data from the IC card
function execution unit. Further, when the mobile terminal
has data to be written to the IC card function execution

unit or data to be read out from the IC card function

has "the ordinary conmuni cati on node" corresponding to the
corresponding to the data transfer state.

dat a not
transition
[ 0068]

The state - 34 S06P0746W)00
function execution unit according to the external event.
executed to the I C card function execution unit. Fig. 6

m anong t hree conponents for accessing the IC card function
di ng/witing device has data to be witten to the 1C card function
cution unit, after the card reading/witing device establishes a
ntactless interface (not shown), it transmts a data transfer
fromthe I1C card function execution unit. Further, when the nobile
nit or data to be read out fromthe IC card function execution

execution unit, after the mobile terminal establishes

session by a predetermined authentification procedure
a data

through the wired interface it transmits

{not shown),
transfer command and writes data to or reads out data from

the IC card function execution unit.




session by a predeterm ned authentification procedure through the wired interface (not shown), it transmts a data transfer command and

wites data to or reads out data from the I1C card function execution unit. - 35 S06P0746W00 [0069] The communi cation procedure of the

comuni cation anmong three conponents through the IC card function execution unit in the ordinary comuni cation node is executed

according to, for exanple, the comrunication nmethod disclosed in Japanese Unexam ned Patent Application Publication No. 2003-203212

and al ready assigned to the applicant. [0070] That is, the nobile termnal issues an activate command, tenporarily shifts fromthe

W red conmuni cation node to the wreless communication node, wites data fromthe card reading/witing device to the I1C card function

execution wunit. Then, the mebil e term nal issues a not activate command, returns to the wired comunicati on node, and reads the data

witten to the 1C card function execution unit d@spdheg@inp transfer the data fromthe card reading/ witing device to the nobile term na

through the IC card function execution unit. Further, after the nobile termnal wites data to the IC card function execution unit, it
[Od@§pes an activate command, and tenporarily shifts to the wireless ¢ommunication node, and the card reading/witing device

The communication procedure of the communication among
three components through the IC card function execution unit
in the ordinary communication mode is executed according to,
for example, the communication method disclosed in Japanese
Unexamined Patent Application Publication No. 2003-203212
and already assigned to the applicant.

[0070]

That is, the mobile terminal issues an activate command,
temporarily shifts from the wired communication mode to the
wireless communication mode, writes data from the card
reading/writing device to the IC card function execution
“unit. "Then, théeé mobile terminal issues a not activate
command, returns to the wired communication mode, and reads
the data written to the IC card function execution unit to
thereby transfer the data from the card reading/writing
device to the mobile terminal through the IC card function
execution unit. Further, after the mobile terminal writes

data to the IC card function execution unit, it issues an

activate command, and temporarily shifts to the wireless
communication mode, and the card reading/writing device
reads data from the IC card function execution unit. Then,
the mobile terminal issues a not activate command this time,
and returns to the wired communication mode to thereby

transfer the data from the mobile terminal to the card




““terminal to the card reading/writing device through the 1ICc 7

reads data fromthe 1 C card function execution unit. Then, the nobile termnnal issues a not activate commuand this time, and returns to
the wired comunication node to thereby transfer the data fromthe mobile termnal to the card - 36 S06PO746W00 reading/witing .
device through the I C card function execution unit. [0071] Further, in the ordinary comunication node, the card reading/witing device
i ssues a second activate command, tenporarily shifts fromthe w reless comunication node to fi the wired conmunicati on node, and wite
data fromthe nobile F termnal to the I1C card function execution unit. Then, the card reading/witing device i ssues a second not
activate command this tine, returns to the wireless conmunication node, and reads the data witten to the IC card function execution
unit to thereby transnmt thesdata fromthe nobile termnal to the card reading/witing device through the IC card function execution

unit. Further, after the card reading/witing gigpeaemddes data to the 1 C card function execution unit, it issues a second activate
command, and tenporarily shifts to the wired communi cati on node, and the nobile termnal reads the data fromthe IC card function

xeéﬂ%ﬁﬁ?&fﬁkfﬂ&tdeJT@Q'tﬂP§u§ﬁr9héefgiQgégwkﬁﬁggigSViCe i ssues a secong not activate command this tine and returns

execution unit.
[0071]

Further, in the ordinary communication mode, the card
reading/writing device issues a second activate command,
temporarily shifts from the wireless communication mode to
- the wired communication mode, and write data from the mobile
terminal to the IC card function execution unit. Then, the
card reading/writing device issues a second not activate
command this time, returns to the wireless communication
mode, and reads the data written to the IC card function

execution unit to thereby transmit the data from the mobile

card function execution unit. Further, after the card

reading/writing device writes data to the IC card function
execution unit, it issues a second activate command, and
temporarily shifts to the wired communication mode, and the
mobile terminal reads the data from the IC card function
execution unit. Then, the card reading/writing device
issues a second not activate command this time and returns

to the wireless communication mode to thereby transfer the

data from the card reading/writing device to the mobile
terminal through the IC card function execution unit.
[0072]

As described above, in the ordinary communication mode,




to the wirel ess comunication node to thereby transfer the data fromthe card reading/witing device to the nobile term nal through the
| C card function execution unit. [0072] As described above, in the ordinary comruni cati on node, - 37 S06P0746W00 the IC card function

execution unit does not directly transmits the data received fromthe card reading/witing device through the contactless interface to
the nobile termnal through the wired interface and does not directly transfer the data received fromthe nobile termnal through the
wired interface to the card reading/witing device through the contactless interface. In other words, the data transm ssion executed

between the card reading/witing device and the nobile term nal through the I1C card function execution unit is not synchronized. In the

ordi nary conmmunication nedg7 the nobile ternminal is in "the data not transfer state" in which it does not receive the data received by
the IC card function execution unit through thesogantagtdess interface as it is. [0073] 1In contrast, in the Ad-hoc conmuni cati on node
"when data is transmtted fromthe card readlng/mwltlng device through the contactless interface, the IC card function execution unit

chdi fEeCtlYatF@RsM LS éggcﬁggghvgglgaagego Qedlregkke termnal through the wired interface. Further, when

transmits the date received from the card reading/writing
device through the contactless interface to the mobile
terminal through the wired interface and does not directly
transfer the data received from the mobile terminal through
the wired interface to the card reading/writing device
through the contactless interface. In other words, the data
transmission executed between the card reading/writing
device and the mobile terminal through the IC card function
execution unit is not synchronized. In the ordinary
communication mode, the mobile terminal is in "the data not
transfer state" in which it does not receive the data
“‘received by the IC card function execution unit through the =
contactless interface as it is.
{00731

In contrast, in the Ad-hoc communication mode, when
data is transmitted from the card reading/writing device
‘through the contactless interface, the IC card function

execution unit directly transmits the received data to the

mobile terminal through the wired interface. Further, when
data is transmitted from the mobile terminal through the
‘wired interface, the IC card function execution unit
directly transmits the received data to the card
reading/writing device through the contactless interface.

[0074]




data is transmtted fromthe nobile term nal through the wred interface, the I1C card function execution unit directly transmts the
received data to the card reading/witing device through the contactless interface. [0074] 38 S06P0746W00 In the Ad-hoc

conmuni cation node, the nobile termnal is in "the data transfer state" in which the nobile termnal can receive the data, which is
received by the I1C card function execution unit through the contactless interface, as it is. That is, in the Ad-hoc commruni cati on node,
since ‘the IC card function execution unit can directly executes a data transfer w thout depending on the notification fromthe nobile
term nal, synchronization can be easily established, a transfer speed can be increased, and the transfer of a |arge anmobunt of data can
be realized. [0075] Fig.-738chematically shows an operation sequence for executing a conmunication anong three conponents in the Ad
hoc communi cation node. [0076] Wen transfer deieeExi@icnothe card reading/witing device transmts a data transfer command after it
establ i shes a session by a predeterm ned authentification procedure through the contactless interface (not shown). [0077]

In the Ad-hoc communication mode, the mobile terminal
is in "the data transfer state" in which the mcbile terminal
can receive the data, which is received by the IC card
function execution unit through the contactless interface,
as it is. That is, in the Ad-hoc communication mode, since
the IC card function execution unit can directly executes a
‘data transfer without depending on the notification from the
mobile terminal, synchronizatioh can be easily established,
a transfer speed can be increased, and the transfer of a
large amount of data can be realized.

[0075]

Fig. 7 schematically shows an operation seguence for
“executing a communication among three components in the Ad-
hoc communication mode.

[0076]

- When transfer data exists, the card reading/writing
‘device transmits a data transfer command after it
establishes a session by a predetermined authentification
procedure through the contactless interface (not shown).
[0077]

After the IC card function execution unit subjects the
data transfer command from the card reading/writing device
to a predetermined protocol conversion, it transfers the
data transfer command to the mobile terminal through the

wired interface. The data transfer from the card




After the I C card function execution unit subjects the data transfer conmand fromthe card reading/witing device to a predeterm ned
prot ocol conversion, it transfers the data transfer conmand to the nobile termnal through the wred interface. The data transfer from
the card - 39 SO6P0746W00 reading/witing device in this case is a data transfer to the nobile termnal having a different

conmuni cation interface through the I1C card function execution unit different fromwiting of data to the nenory in the I1C card
function execution unit. (0078] Further, when the transfer data exists, the nobile termnal transmts a data transfer command after it
establi shes a session by a predeterm ned authentification procedure through the wired interface (not shown). [0079] After the IC card
function execution unit subpects the data transfer command fromthe nobile termnal to a predeterm ned protocol conversion, the IC card
function execution unit transfers the data transdmyr7cowgmnd to the card reading/witing device through the contactless interface. The
data transfer fromthe nobile termnal comunication interface in this case is a data transfer to the card reading/witing device

red W98, 1€ 4 TAELE0L 1 SOPRYDT gatlon i ntgrface Lhrough fhe 1C card function
the mcbile terminal having a different communication
interface through the IC card function execution unit
different from writing of data to the memory in the IC card
function execution unit.

[0078]

Further, when the transfer data exists, the mobile
terminal transmits a data transfer command after it
establishes a session by a predetermined authentification
procedure through the wired interface (not shown).

[0079]

After the IC card function execution unit subjects the
data transfer command from the mobile terminal to a
predetermined protocol conversion, the IC card function

execution unit transfers the data transfer command to the

card reading/writing device through the contactless
interface. The data transfer from the mobile terminal
communication interface in this case is a data transfer to
the card reading/writing device having the different
communication interface through the IC card function
execution unit different from writing of data to the memory
in the IC card function execution unit.
[0080]

Note that as shown in Fig. 7, the IC card function

execution unit receives data transfer command from the card




execution unit different fromwiting of data to the nenory in the IC card function execution unit. [0080] Note that as shown in Fig.
7, the IC card function execution unit receives data transfer command fromthe card - 40 S06P0746W000 readi ng/witing device through
the contactless interface and transfers the data transfer command to the nobile termnal through the wired interface and at the sane
time returns a data transfer response to the card reading/witing device. On the other hand, the IC card function execution unit
receives a data transfer command fromthe nobile termnal through the wired interface, and when the I C card function execution unit
desires to transfer it to the card reading/witing device through the contactless interface, the IC card function execution unit does
not returns a response. Fhi4® i-s for the purpose of executing transfer processing at higher speed by omtting a procedure for returning
a response because the wired interface has a vefyspd P¥W@d@ of occurrence of error during a data transfer and a high reliability as
conpared with the contactless interface. [0081] Wen the IC card function execution unit receives an Ad-hoc comuni cation request

refﬁgﬁgﬁariﬁiﬁaoasvfgéh@ﬁroSGH“%Hg)CQEQQEETgs%aﬁgté%%gkggégﬁit‘”9 device side in the ordinary comuni cation node, it tenporarily shifts to

transfers the data transfer command to the mobile terminal
through the wired interface and at the same time returns a
data transfer response to the card reading/writing device.
On the other hand, the IC card function execution unit
receives a data transfer command from the mobile terminal
through the wired interface, and when the IC card function
execution unit desires to transfer it to the card
reading/writing device through the contactless interface,
the IC card function execution unit does not returns a
response. This is for the purpose of executing transfer
processing at higher speed by omitting a procedure for
““returning a response because the wired interface has a very
low rate of occurrence of error during a data transfer and a
high reliability as compared with the contactless interface.
[0081]

When the IC card function execution unit receives an

Ad-hoc communication request command (Propose Ad-hoc

Command) from the card reading/writing device side in the
ordinary communication mode, it temporarily shifts to the
Ad-hoc communication mode (refer to Fig. 5).
[0082]

Fig. 8 shows an operation sequence for the card
reading/writing device to request an Ad-hoc communication to

the IC card function execution unit. When the card




Ad- hoc communi cation node (refer to Fig. 5). [0082] Fig. 8 shows an operation sequence for the card reading/witing device to request
an Ad-hoc communication to the IC card function execution unit. Wen the card - 41 S06P0746WD00 reading/witing device desires to
transfer data to the nobile terminal, it creates an arbitrary session nunber and transmits the Ad-hoc communication request conmmand to
the 1C card function execution unit. [0083] The wired interface for connecting the IC card function execution unit to the nobile
term nal includes the hardware signal line for notifying the nobile term nal side that the |1C card function execution unit receives the
Ad-hoc communi cation request conmand, which requests a data transfer, fromthe card reading/witing device (described above). The IC
card function execution uni#lir the ordinary comunication node shifts the signal line froma lowlevel to a high level in response to
that it receives the command to thereby promptsddmphidepternmnal to transit its state, and waits that an acceptance command is
returned. [0084] Wen the IC card function execution unit receives the acceptance fromthe nobile termnal within a predeterm ned
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mobile terminal, it creates an arbitrary session number and
transmits the Ad-hoc communication request command to the IC
card function execution unit.

[0083]

The wired interface for connecting the IC card function
execution unit to the mobile terminal includes the hardware
signal line for notifying the mobile terminal side that the
IC card function execution unit receives the Ad-hoc
communication request command, which requests a data
transfer, from the card reading/writing device (described
above}. The IC card function execution unit in the ordinary
communication mode shifts the signal line from a low level
to a high level in response to that it receives the command
to thereby prompt the mobile terminal to transit its state,
and waits that an acceptance command is returned.

[0084]

When the IC card function execution unit receives the
acceptance from the mobile terminal within a predetermined
period from the time at which it transfers an Ad-hoc

communication start command, it shifts to the Ad-hoc

‘communication mode. On the other hand, when the IC card

function execution unit cannot confirm the acceptance within
the predetermined period, it returns to the ordinary

communication mode (refer to Fig. 5).




comuni cation start command, it shifts to the Ad-hoc conmmunication node. On the other hand, when the IC card function execution unit
cannot confirmthe acceptance wiwthin the predetermned period, it returns to the ordinary conmmunication node (refer to Fig. 5). - 42

SO06P0746W00 [0085] Fig. 9 shows an operation sequence when the nobile term nal accepts an Ad-hoc conmunication start node. The nobile

term nal recognizes that an Ad-hoc comuni cation request occurs by detecting that a specific signal linein the wired interface to the

| C card function execution unit shifts froma lowlevel to a high-level. [0086] When the nobile termnal permts an Ad-hoc

communi cation, that is, a data transfer to the card reading/witing device through the IC card function execution unit, the nobile

termnal itself shifts fremithe data not transfer state to the data transfer state, and returns an Ad-hoc comruni cation start command

(Start Ad-hoc Command) to the 1 C card functi omsexegméisoanit. [0087] Wien the IC card function execution unit receives the Ad-hoc

comuni cation start command fromthe nobile termnal, it shifts to the Ad-hoc comunicati on node and returns an Ad-hoc comuni cation
[od@ft response fromthe wired interface

Fig. 9 shows an operation sequence when the mobile
terminal accepts an Ad-hoc communication start mode. The
mobile terminal recognizes that an Ad-hoc communication
request occurs by detecting that a specific signal line in
the wired interface to the IC card function execution unit
shifts from a low-level to a high-level.

[0086]

When the mobile terminal permits an Ad-hoc
communication, that is, a data transfer to the card
reading/writing device through the IC card function
execution unit, the mobileée terminal itself shifts from the
data not transfer state to the data transfer state, and
returns an Ad-hoc communication start command (Start Ad-hoc
Command) to the IC card function execution unit.

[0087]

When the IC card function execution unit receives the

Ad-hoc communication start command from the mobile terminal,

it shifts to the Ad-hoc communication mode and returns an

..Ad—hoc communication start response from the wired interface
.to the mobile terminal as well as returns an Ad-hoc
communication- request response from the contactless
interface to the card reading/writing device. Further, the
IC card function execution unit stores the session number

included in the Ad-hoc communication start command.




to the nobile terminal as well as returns an Ad-hoc comruni cation request response fromthe contactless interface to the card
readi ng/witing device. Further, the |1C card function execution unit stores the session nunber included in the Ad-hoc comuni cation

start command. - 43 S06P0746W00 [0088] Note that although not shown, The Ad-hoc comrunication in the comrunication system anong three
conmponents can be also started by issuing the Ad-hoc conmunication start comand fromthe nobile termi nal side through the wred
communi cation interface. [0089] In the Ad-hoc conmunication node, the nobile termnal 1is in "the data transfer state" in which it can

receive the data, which is received by the I1C card function execution unit through the contactless interface, as it is. The IC card
functi on execution unit keepgsg the Ad-hoc conmunication node as |long as a data transfer conmand continues fromthe nobile termnal or
the card reading/witing device (refer to Fig.g®polf@do After the IC card function execution unit subjects the data transfer comrand
fromthe card reading/witing device to the predeterm ned protocol conversion, the IC card function execution unit transfers the

{Ogggﬁand to the nobil e

Note that although not shown, The Ad-hoc communication
in the communication system among three components can be
also started by issuing the Ad-hoc communication start
command from the mobile terminal side through the wired
communication interface.

[0089]

In the Ad-hoc communication mode, the mobile terminal
is in "the data transfer state" in which it can receive the
data, which is received by the IC card function execution
unit through the contactless interface, as it is. The IC
card function execution unit keeps the Ad-hoc communication
“mode as 'long as a data transfer command continues from the
mobile terminal or the card reading/writing device (refer to
Fig. 5).

[0090]
After the IC card function execution unit subjects the

data transfer command from the card reading/writing device

to the predetermined protocol conversion, the IC card
function execution unit transfers the command to the mobile
terminal through the wired interface. The data transfer
from the card reading/writing device in this case is a data
transfer to the mobile terminal having the different
communication interface through the IC card function

execution unit different from writing of data to the IC card




through the wired interface. The data transfer
nobil e term nal having the different
tothe IC card - 44 S06P0746WO00 function execution unit.
transfer command fromthe nobile term na

conmand to the card
is a data transfer to the card reading/witing device having the
execution unit different £ram the ordinary
schematically show an operation
When the card reading/witing device receives the Ad-

fud SN 3.5, &,:088,2 L4 ansfer conmand through
[0091]

t er m nal

[ 0091]

hoc conmmuni cati

Further, after the IC card function execution unit
subjects the data transfer command from the mobile terminal
to the predetermined protocol conversion, the IC card
function execution unit transfers the command to the card
reading/writing device through the contactless interface.
The data transfer from the mobile terminal in thié case is a
data transfer to the card reading/writing device having the
different communication interface through the IC card
function execution unit different from the ordinary
contactless access to the IC card function execution unit.
“[009277 -

Figs. 10 and 11 schematically show an operation
sequence of the communication system among three components
in the Ad-hoc communication mode.

[0093]

When the card reading/writing device receives the Ad-
hoc communication request response from the IC card function
execution unit, it transmits a data transfer command through
the contactless interface.

In contrast, when the IC card

itself is in the Ad~hoc communication mode (that is, the
mobile terminal is in the transfer state) as well as the
session number attached to the data transfer command agrees

with the session number stored when the IC card shifts to

fromthe card reading/witing device in this case is a data
comruni cation interface through the 1C card function
Furt her,
to the predetermnm ned protoco

readi ng/witing device through the contactless interface.
di fferent communication interface through the IC card

contactl ess access to the. I C card functi on execution unit.
sequence of thgommadu®®asi on system anong three conponents

transfer to the
execution unit different fromwiting of data
after the IC card function execution unit subjects the data
conversion, the IC card function execution unit transfers the
The data transfer fromthe nobile termnal in this case
functi on

[0092] Figs. 10 and 11
in the Ad-hoc conmmuni cati on npde.
execution unit,

[ 0093]

on request response fromthe IC card function it




the contactless interface. In contrast, when the I1C card itself
the transfer state) as well as the
IC card shifts to - 45 S06P0746W00 the Ad-hoc comruni cati on node,
term nal through the wred interface. Then,
reading/witing device. [0094] Further, when the IC card function e
termnal through the wired interface, the I1C card function execution
nobile termnal is in the-tugnsfer state) as well as the
nunber stored when the 1 C card function executd@pitiducy fts to the

transfers the data transfer command to the card reading/witing devi

£ o) it,_does.not return response to the nobi
thof{%ig%ﬁpgag %rgﬁgﬁgéﬁﬁﬁ%%gésFﬁ g? ﬁ?@ﬂeﬁrgﬁﬁgﬁrs £Re
data transfer command to the mobile terminal through the

wired interface. Then, the IC card function execution unit
returns a data transfer response to the card reading/writing
device.
[0094]
Further, when the IC card function execution unit
receives the data transfer command from the mobile terminal
through the wired interface, the IC card function execution
unit itself is in the Ad-hoc communication mode ({that is,
the mobile terminal is in the transfer state) as well as the
session number attached to the data transfer command agrees
“with the session number stored when the IC card function
execution unit shifts to the Ad-hoc communication mode, the
IC card function execution unit transfers the data transfer
command to the card reading/writing device through the
contactless interface.

However, the IC card

in this case,
function execution unit does not return a. response to the

mobile terminal as a data transmission source. This is for

is in the Ad-hoc comuni cati on node (that
session nunber attached to the data transfer conmand agrees
the 1C card transfers the
the 1C card function execution unit

ecution unit
itself
session nunber attached to the data transfer conmand agrees
. Ad- hoc communi cati on node,
e through the

uni t

e term nal

the purpose of executing transfer processing at higher speed
by omitting a procedure for returning a response because the
wired interface has a very low rate of occurrence of error
during a data transfer and a high reliability as compared
with the contactless interface.

[0095]

is, the nobile termnal is in
with the session nunber stored when the
data transfer command to the nobile
returns a data transfer response to the card

receives the data transfer command fromthe nobile

is in the Ad-hoc conmmuni cation node (that is, the
W th the session
| C card function execution unit
in this case, the IC
t he purpose

t he
contactl ess interface.
as a data transm ssion source.

However ,
This is for



itti [ i [ during a data
by omtting a procedure for returning a response because the wred interface has a very low rate of occurrence of error
t¥ansfer agd aphigh reliability as conmpared w th the contactless interface. [0095] - 46 S06P0746W00 Further, when the IC card
function execution unit, which is in the Ad-hoc conmuni cati on node, receives an Ad- hoc commrunication finish command fromthe card

reading/witing device, it returns to the ordinary comunication node (refer to Fig. 5). [0096] Fig. 12 shows an operation sequence of

ni cation system anong three conponents when the |C card function execution unit transits fromthe Ad-hoc conmunication node
:gethgogrginary connﬁnication %Dde. [0092? When the card reading/witing device has no data to be transmtted to the nobile term na
no data to be received froméethe nobile termnal, it transmts the Ad-hoc comunication finish command to the IC card. [0098] When the
| C card function execution unit receives the Ashdwe; £omami cation finish command fromthe card reading/witing device through the
contactless interface, the IC card function execution unit transfers:it to the

Further, when the IC card function execution unit,
which is in the Ad-hoc¢ communication mode, receives an Ad-
hoc communication finish command from the card
reading/writing device, it returns to the ordinary
communication mode (refer to Fig. 5).

[00%96]

Fig. 12 shows an operation sequence of the
communication system amoﬁg three components when the IC card
function execution unit transits from the Ad-hoc
communication mode to the ordinary communication mode.

[0097]

When the card reading/writing device has no data to be
“transmitted to the mobile terminal or no data to be received
from the mobile terminal, it transmits the Ad-hoc
communication finish command to the IC card.

[0098]

When the IC card function execution unit receives the

Ad-hoc communication finish command from the card

reading/writing device through the contactless interface,

the 'IC card function execution unit transfers it to the
mobile terminal through the wired interface. The mobile
terminal transits from the data transfer state to the data
not transfer state. in response to the command. Further, the
IC card function execution unit itself transits to the

ordinary communication mode as well as returns an Ad-hoc




nmobil e term nal through the wired interface. The nobile termnal transits fromthe data transfer state to the data not transfer state
in response to the command. Further, the 1C card function execution unit itself transits to the ordinary conmunication node as well as
returns an Ad-hoc 47 S06P0746W)00 conmunication finish response to the card reading/witing device. [0099] Note that although not
shown, the I1C card function { execution unit can also finish the Ad-hoc comunication and return to the ordinary conmuni cati on node by
I ssuing the Ad- hoc communication finish command fromthe nobile termnal side through the wired communication interface. [0100] The
digital controller 103 in the I1C card function execution unit controls the state transition shown in Fig. 5 1in response to the externa
event such as the Ad-hoc -cammunication start/finish command and the |ike fromthe card reading/witing device. Fig. 13 schematically
shows a functional arrangenent for controllingddmstat@aransition in the digital controller 103. [0101] A wred conmunication
control function unit 103-1 controls a conmunication operation to the nobile terminal through the wired interface. Further, a wreless

communication finish response to the card reading/writing
device.
[0099]

Note that although not shown, the IC card function
execution unit can also finish the Ad-hoc communication and
return to the ordinary communication mode by issuing the Ad-
hoc communication finish command from the mobile terminal
side through the wired communication interface.

[0100]

The digital controller 103 in the IC card function

execution unit controls the state transition shown in Fig. 5

in response to the external event such as the Ad-hoc

card reading/writing device. Fig. 13 schematically shows a
functional arrangement for controlling the state transition
in the digital controller 103.

[0101]

A wired communication control function unit 103-1
controls a communication operation to the mobile terminal
through the wired interface. Further, a wireless
communication control function unit 103-2 controls a
communication operation to the card reading/writing device
through the wireless interface.

[0102]

An Ad-hoc communication management function unit 103-3



“reading/writing device, the Ad-hoc communication management

comuni cation control function unit 103-2 controls a conmunication operation to the card reading/witing device through the wreless
interface. [0102] An Ad-hoc conmmuni cati on managenent function unit 103-3 - 48 S06P0O746W00 controls the operation node of the IC card

function execution unit in response to the external event. Specifically, the IC card function execution unit transits fromthe ordinary
conmuni cati on node to the Ad-hoc comuni cation node in response to the Ad-hoc conmunication start conmmand fromthe card reading/witing
device or the nobile termnal, and finishes the Ad-hoc conmunication and returns to the ordinary comuni cati on node in response to the

Ad- hoc communi cation finish command fromthe card reading/witing device or the nobile termnal. Wen the Ad- hoc conmmruni cati on
managenent function unit 20383-receives the Ad-hoc communication start command fromthe card reading/witing device, the Ad-hoc
communi cati on managenent function unit 103-3 doardiaewantd fies the nobile termnal of it using a specific signal line in the wred
interface wthout through the wired comuni cation control function wunit 103-1. [0103] An Ad-hoc state managenent function unit 103-4
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execution unit in response to the external event.
Specifically, the IC card function execution unit transits
from the ordinary communication mode to the Ad-hoc
communication mode in response to the Ad-hoc communication
start command from the card reading/writing device or the

- mobile terminal, and finishes the Ad-hoc communication and
returns to the ordinary communication mode in response to
the Ad-hoc communication finish command from the card
reading/writing device or the mobile terminal. When the Ad-
hoc communication management function unit 103-3 receives

the Ad-hoc communication start command from the card

function unit 103-3 directly notifies the mobile terminal of
it using a specific signal line in the wired interface

without through the wired communication contrcl function

unit 103-1.
f0103]

An Ad-hoc state management function unit 103-4 keeps
.the present operation mode set by the Ad-hoc communication
management function unit 103-3 in a non-volatile state,
[0104]

A communication path control function unit 103-5
controls the access operation to the IC card function

execution unit through the contactless interface and the



managenent function unit 103-3 in a non-volatile state. [0104] A conmunication path control function unit 103-5 controls the access
operation to the IC card function execution unit through the contactless interface and the - 49 S06P0746W00 wred interface according

to the present operation node stored to the Ad-hoc state managenent function unit 103-4.

Further, conmunication path control function

unit 103-5 controls the operation of the communication path, which is conposed of the contactless interface and the wired interface,
between the card reading/witing device and the nobile termnal. [0105] The access in the ordinary comunication node is a data
witing or reading operation to the nenory 104 in the IC card function execution unit. In this case, the comunication path contro
function unit 103-5 contraol ggthe comunication operation so that the nenory access operation fromthe card reading/witing device
through the contactless interface or the nmenorap@arcessaoperation froman information processing device through the wired interface can

be executed exclusively. [0106] On the other hand, in an Ad-hoc conmunication operation

deyi ce an . .
wire fﬁter%gce according to the present operation mode

stored to the Ad-hoc state management function unit 103-4.
Further, communication path control functidn unit 103-5
controls the operation of the communication path, which is
composed of the contactless interface and the wired
interface, between the card reading/writing device and the
mobile terminal.

[0105]

The access in the ordinary communication mode is a data
writing or reading operation to the memory 104 in the IC
card function execution unit. In this case, the
communication path control function unit 103-5 controls the
‘communication operation so that the memory access operation
from the card reading/writing device through the contactless
interface or the memory access operation from an information
processing device through the wired interface can be
executed exclusively.

{0106]

On the other hand, in an Ad-hoc communication operation
mode, the access from the card reading/writing device andl
the mobile terminal to the IC card function execution unit
is not the access tc the memory 104 in the IC card function
execution unit and corresponds to the direct data transfer
therebetween through the IC card function execution unit.

In this case, the communication path control function unit

node, the access fromthe card reading/witing



the nobile termnal to the I1C card functi on execution unit

readi ng/witing device through the contactless interface,

data to the nobile term nal through the wired interface as well

is not the access to the nenory 104 in the IC card function execution unit
and corresponds to the direct data transfer therebetween through the IC card function execution unit. In this case, the conmunication
path control function unit - 50 S06P0746W00 103-5 controls a conmuni cation path such that when data is sent fromthe card

t he communi

cation path control function unit 103-5 directly transmts the

as when data is sent fromthe nobile termnal through the wred

interface, the communication path control function unit 103- 5 directly transmts the data to the card reading/witing device through
the contactless interface- B0167] Fig. 14 shows an operation flow for starting the Ad-hoc conmunication by a control arrangenment shown
in Fig. 13. [0108] Wien the w rel ess conmuni cagdarmnooal function unit 103-2 receives an Ad- hoc communi cation start request conmmand

(Propose Ad-hoc Command) fromthe nobile term nal through

t he cont act

10303 %Mot d 14 65 L6 HOE: SRNBYEIEN o T URGE | RNk 103;3 of it. [010

sent from the card reading/writing device through the
contactless interface, the communication path control
function unit 103-5 directly transmits the data to the
mobile terminal through the wired interface as well as when
data 1s sent from the mobile terminal through the wired
interface, the communication path control function unit 103-
5 directly transmits the data to the card reading/writing
device through the contactiess interface.

[0107]

Fig. 14 shows an operation flow for starting the Ad-hoc
communication by a control arrangement shown in Fig. 13.
“[0108]

When the wireless communication control function unit
103-2 receives an Ad-hoc communication start request command
({Propose Ad-hoc Command) from the mobile terminal through
the contactless interface, the wireless communication
control function unit 103-2 notifies the Ad-hoc management
function unit 103-3 of it.

[0109]

When the Ad-hoc management function unit 103-3 notifies
the request command of the mobile terminal using the
hardware signal line, the Ad-hoc management function unit
103-3 waits until it receives the Ad-hoc communication start

command.

| ess interface, the wirel ess communi cation control function unit
O]




When the Ad-hoc managenent function unit 103-3 notifies
Ad- hoc managenent function unit 103-3 waits until it

the nobile term nal accepts the Ad-hoc comrunicati on,
returns the Ad-hoc comunication start conmand through the wired int
103- 1 receives the Ad-hoc comunication start conmand, it notifies

response to the notified conmand, the Ad-hoc | nmanagenent function u
execution unit fromthe ordgmpary conmuni cati on node to the Ad-hoc co
state managenent { function unit 103-4. Furtheygsddm evonoc managene
Ad- hoc comuni cation start conmand received fromthe card readi ng/w

(0110]

t he request
recei ves the Ad

When the mobile terminal accepts the Ad-hoc
communication, it shifts from the data not transfer state to
the data transfer state as well as returns the Ad-hoc
communication start command through the wired interface.
{0111]

When the wired communication control function unit 103-
1 receives the Ad-hoc communication start command, it
notifies the Ad-hoc management function unit 103-3 of the

command. In response to the notified command, the Ad-hoc
management function unit 103-3 transits the operation mode
of the IC card function execution unit from the ordinary

- communication mode to the Ad-hoc communication mode and sets
the present operation mode to the Ad-hoc state management
function unit 103-4.

Further, the Ad-hoc management

function unit 103-3 stores the session number included in
the Ad-hoc communication start command received from the
card reading/writing device.
[0112]
Further, Fig. 15 shows an operation flow for executing
the Ad-~hoc communication by the control arrangement shown in
Fig. 13.
[0113]
When a data transfer command is sent from the card

reading/writing device through the wired interface, the

it shifts fromthe data not transfer state to

command of the nmobile term nal
-hoc conmmuni cati on start

using the hardware signal line, the
command. 51 SO06P0746W000 [0110] Wen
_ the data transfer state as well as
erface. [0111] Wen the wired comuni cation control function unit
t he Ad-hoc managenent function unit 103-3 of the conmand. In

nit 103-3 transits the operation node of the IC card function

muni cati on node and sets the present operation node to the Ad-hoc
nt function unit 103-3 stores the session nunber included in the
ting device. [0112]




Further, Fig. 15 shows an operation flow for executing the Ad-hoc comunication by the control arrangenent shown in Fig. 13. [0113]

Wen a data transfer command is sent fromthe card reading/witing device through the wired interface, the 1 - 52 S06P0746W00 w red

comuni cation control function unit 103-1 notifies the conmunication path control function unit 103-5 of the conmand. [0114] The

comuni cation path control function unit 103-5 nmakes a query to an Ad-hoc state managenent unit and confirnms the present operation node

of the IC card function execution unit. Wien the I C card function exéecution unit is in the Ad-hoc communi cati on node as well as the

session nunber attached to the data transfer command agrees with the session nunber stored at the tine the 1C card function execution

unit shifts to the Ad-hoc-cgpnuni cati on node, The conmunication path control function unit 103-5 passes the data transfer command to
the wireless conmunication control function uddgd®Bt@i@ngl transfers it to the card reading/witing device. [0115] Further, when a
data transfer command is sent fromthe

wired communication control function unit 103-1 notifies the
communication path control function unit 103-5 of the
command.

[0114]

The communication path control function unit 103-5
makes a query to an Ad-hoc state management unit and
confirms the present operation mode of the IC card function
execution unit. When the IC card function execution unit is
in the Ad-hoc communication mode as well as the session
number attached to the data transfer command agrees with the
session number stored at the time the IC card function
execution unit shifts to the Ad-hoc communication mode, The
- communication path control function unit 103-5 passes the

data transfer command to the wireless communication control

functicon unit 103-2 and transfers it to the card
reading/writing device.
f0115]

Further, when a data transfer command is sent from the
card reading/writing device through the contactless
interface, the wireless communication control function unit
103-2 notifies the communication path control function unit
103-5 ¢©f the command.

{0116]
The communication path control function unit 103-5

makes a guery to the Ad-hoc state management unit and



card reading/witing device through the contactless interface, the wreless comunication control function unit 103-2 notifies the
comruni cation path control function unit 103-5 of the command. [0116] The communi cation path control function unit 103-5 nakes. a
query to the Ad-hoc state managenent unit and - 53 SO06PO746W00 confirns the present operation node of the I C card function execution
unit. When the 1 C card function execution unit is in the Ad-hoc comuni cation node as well as the session nunber attached to the data
transfer command agrees with the session nunber stored at the time the I1C card function execution unit shifts to the Ad-hoc

communi cati on node, the comunication path control function unit 103-5 passes a data transfer response to the wirel ess comuni cation
control function unit 103-23and nmakes a response to the card reading/witing device. Then, the conmunication path control function
unit 103-5 passes a data transfer command to tdyespwTeslyg@muni cation: control function unit 103-1 and transfers it to the nobile
termnal. [0117] As described above, the comruni cation system according to the present invention is arranged such that the nobile

congrg%ga%hgeékgggn£hgpggé gga&gégro§tghe Eercgern1hhhggothe contactl| ess data conmuni cation through the I C card function

execution unit. When the IC card function execution unit is
in the Ad-hoc communication mode as well as the sessiocon
number attached to the data transfer command agrees with the
session number stored at the time the IC card function
execution unit shifts to the Ad-hoc communication mode, the
communication path control function unit 103-5 passes a data
transfer response to the wireless communication control
function unit 103-2 and makes a response to the card
reading/writing device.. Then, the communication path
control function unit 103-5 passes a data transfer command

to the wired communication control function unit 103-1 and

‘transfers it to the mobile terminal.
[0117]

As described above, the communication system according
to the present invention is arranged such that the mobile
terminal defines the data transfer state for permitting the
contactless data communication through the IC card function

execution unit and the data not transfer state for not

permitting the contactless data communication so that the IC
card function execution unit manages the communication state
of the mobile terminal. Then, when data is sent to the IC
card function execution unit from the card reading/writing
device through the contactless interface; the IC card

function execution unit directly transmits the received data




execution unit and the data not transfer state for not permtting the contactless data communication so that the 1C card function
execution unit manages the communication state of the nobile termnal. Then, when data is sent to the IC card function execution unit
fromthe card reading/witing device through the contactless interface, the IC card function execution unit directly transmts the
recei ved data - 54 S06P0746W00 to the nobile term nal through the wired interface only when the |IC card function execution is in the
data transfer state. Further, when data is sent to the I1C card function execution wunit fromthe nobile termnal through the wred
interface, the IC card function execution unit transfers the received data to the card reading/witing device through the contactless
interface only when it is-imsgthe data transfer state. [0118] As described above, since the IC card function execution unit, which is

i nt erposed between the card reading/witing deydg&siglydde nobile terminal, can transfer data to the terminal side depending on whether
it isinany of the data transfer state and the data not transfer state wthout depending on the notification fromthe nobile

totgﬁén&g%ilgygggﬁfgéfa%ﬁggugﬁntgg Sggé&yigggg géghgglyawhégansfer speed can be increased, and a |l arge anount of data can be transmtted.

the IC card function execution is in the data transfer state.
Further, when data is sent to the IC card function execution
unit from the mobile terminal through the wired interface,
the IC card function execution unit transfers the received
data to the card reading/writing device through the
contactless interface only when it is in the data transfer
state.

[0118]

As described above, since the IC card function
execution unit, which is interposed between the card
reading/writing device and the mobile terminal, can transfer

"data to the terminal side depending on whether it is in any
of the data transfer state and the data not transfer state
without depending on the notification from the mobile
terminal, synchronization can be easily established, a
transfer speed can be increased, and a large amount of data
can be transmitted.

Industrial Applicability
[0119]

In the description, the present invention has been

explained in detail referring to ﬁhe specific embodiment.

However, it is apparent that persons skilled in the art can

nodify or substitute.the embodiment within the scope which

does not depart from the gist of the present invention.



communicating with the IC card function execution unit

"can be applied to a communication system among three

Industrial Applicability [0119] In the description, the present invention has been explained in detail referring to the specific
enbodi nent. However, it is apparent that persons skilled in the art can nodify or substitute the enbodinent within the scope which

does not depart fromthe gist of the present invention. - 55 S06PO746W00 [0120] The description has mainly described the enbodi nent of

the communi cation system anong three conponents which is conposed of the |IC card function execution unit having the nenory, the card
readi ng/ witing device capable of communicating with the IC card function execution unit through the contactless interface, and the

i nformati on processing term nal capable of communicating with the IC card function execution unit through the wired interface, and to

whi ch the present inventionsgs-applied. However, the gist of the present invention is not necessarily linmted thereto. It is needless
to say that the present invention can be appl it e@yuni cati on System anong three conponents arranged using a conmuni cation

interface other than the contactless interface. [0121] For exanple,ithe I1C card function execution unit can realize a simlar transfer

rol in a communi cation system
[0 A y

The description has mainly described the embodiment of
the communication system among three components which is
composed of the IC card function execution unit having the

memory, the card reading/writing device capable of

through the contactless interface, and the information
processing terminal capable of communicating with the IC
card function execution unit through the wired interface,
and to which the present invention is applied. However, the
gist of the present invention is not necessarily limited

thereto. It is needless to say that the presént invention

components arranged using a communication interface other
than the contactless interface.
f0121]

For example, the IC card function execution unit can
realize a similar transfexr control in a communication system
composed of a wireless network and a wired network by
providing a hub with the same function when the hub has a
contactless IC card interface to a card reading/writing
device and a wired interface to an information processing
terminal as well as has a wireless LAN function and a wired
LAN function,

[0122]




conposed of a wireless network and a wired network by providing a hub with the sanme functi on when the hub has a contactless IC card
interface to a card reading/witing device and a wired interface to an information processing termnal as well as has a wireless LAN
function and a wired LAN function. [0122] - 56 S06P0746W00 In short, since the present invention is disclosed using the exanple, the
contents of the description should not be interpreted definitely. That is, the gist of the present invention should be judged in

consi deration of the appended clains. 57 S06PO746W00 CLAIMS 1. A data conmmunication system for executing a data comunication anong
an | C card function execution unit having a nenory, a card reading/witing device capable of comunicating with the IC card function
execution unit through a-cgptactless interface, and an information processing term nal capable of communicating with the IC card
function execution unit through a wired interfagedy 4dwicer posi ng the I C card function execution unit, the data conmunication system
conprising: first communi cation neans for causing the card

In short, since the present invention is disclosed
using the example, the contents of the description should
not be interpreted definitely. That is, the gist of the
present invention should be judged in consideration of the

appended claims.




reading/witing device to execute a data transfer operation to the nmenory in the IC card function execution unit through the
contactless interface or causing the information processing termnal to execute a data transfer operation to the nenory in the IC card
function execution unit through the wired interface; second conmuni cati on neans for executing a data transfer between the card
reading/witing device and the information processing term nal on a comruni cation path conposed of the contactless interface and the
wired interface through the I1C card function execution unit interposed therebetween; and comuni cation control nmeans for executing a
communi cation operation using any of the first or second 58 S06P0746W00 communi cation neans. 2. A data communi cation system accordi ng
to claiml1, characterized isn that the information processing termnal has a data transfer state for permtting a data transfer to the
I C card function execution unit through the W regkpdusfdare and a data not transfer state for not permtting a data transfer to the IC
card function execution unit through the wred interface, wherein the first conmuni cati on neans executes a data transfer operation in
the data not transfer Sta&iA?&% the second comuni cati on neans executes a data transfer

1. A data communication system for executing a data
communication among an IC card function execution unit
having a memory, a card reading/writing device capable of
communicating with the IC card function execution unit
through a contactless interface, and an information
processing terminal capable of communicating with the IC
card function execution unit through a wired interface by
interposing the IC card function execution unit, the data
communication system comprising:

first communication means for causing the card
reading/writing device to execute a data transfer operation
“to the memory in the IC card function execution unit through
the contactless interface or causing the information :
processing terminal to execute a data transfer operation to
the memory in the IC card function execution unit through
the wired interface:

second communication means for executing a data

transfer between the card reading/writing device and the

information processing terminal on a communication path
composed of the contactless interface and the wired
interface through the IC card function execution unit
interposed therebetween; and

communication contrecl means for executing a

communication operation using any of the first or second




operation in the data transfer state. 3. A data comunicati on system according to claim2, characterized in that the comrunication
control neans shifts the data transfer operation executed by the first communication neans to the data transfer operation executed {

the second communi cation neans in response to that the IC card function execution unit notifies the information processing termnal of a
signal through the wired interface and the information processing termnal shifts fromthe data not transfer state to the data transfer

state in response to the notification and returns a data transfer start command. 4. A data conmunication systemaccording to claim 3,
characterized in that the conmmunication control neans starts an operation for shifting the data transfer operation 59 S06P0746W00

executed by the first comrupgcation neans to the data transfer operatjon executed by the second comruni cation neans in response to that

the card reading/witing device issues a data dgansfgindegaquest conmmand for requesting to execute a data transfer to the information

processing termnal on the contactless interface. 5. A data conmunication system according to claim2, characterized in that the

communi.cation control neans shifts the data transfer operation executed by the second comunication nmeans to the data transfer
COBUPA G O e X ER%d by the first communication means in response to that the IC

2. A data communication system according to claim 1,
characterized in that the information processing terminal
has a data transfer state for permitting a data transfer to
the IC card function execution unit through the wired
interface and a data not transfer state for not permitting a
data transfer to the IC card function execution unit through
the wired interface, |

wherein the first communication means executes a data
transfer operation in the data not transfer state and the
second communication means executes a data transfer
operation in the data transfer state.

3. A data communication system according to claim 2,
characterized in that the communication control means shifts -
the data transfer operation executed by the first
communication means to the data transfer operation executed
by the second communication means in response to that the IC
card function execution unit notifies the information
processing terminal of a signal through the wired interface

.and the information processing terminal shifts from the data

not transfer state to the data transfer state in response to

the notification and returns a data transfer start command.
4. A data communication system according to claim 3,

characterized in that the communication control means starts

an operation for shifting the data transfer operation




card function execution unit transmts a data transfer finish conmand to the information processing termnal through the wred

interface and the information processing termnal shifts fromthe data transfer state to the data not transfer state in response to the
command. 6. A data conmunication systemaccording to claim5, characterized in that the communication control neans starts an operation
for shifting the data transfer operation executedby the second comruni cation neans to the data transfer operation executed by the first

conmuni cation neans in response to that the card reading/witing device issues a data transfer finish conmand for finishing a data
transfer to the information processing term nal on the contactl ess nterface. 60 S06P0746W00 7. A data conmunication system

according to claiml1, charggterized in that, when a data transfer is;executed by the second comruni cati on neans, the communi cation
control neans controls a first data transfer fQzdg7ansiddding the transfer data fromthe card reading/witing device through the
contactless interface to the information processing termnal throughithe wired interface of the IC card function execution unit or

second data transfer for transmtting the transfer data fromthe information processing termnal through the wired interface

controls
€29 r]Ete'ncg arde r%a’fﬁ%g‘?%wlmjn‘{;a%‘?}? BT obightRhedebht act | ess i nterface: of

transfer operation executed by the second communication
means 1in response to that the card reading/writing device
issues a data transfer request command for requesting to
execute a data transfer to the information processing
terminal on the contactless interface.

5. A data communication system according to claim 2,
characterized in that the communication control means shifts
the data transfer operation executed by the second
communication means to the data transfer operation executed
by the first communication means in response to that the IC
card function execution unit transmits a data transfer
finish command to the information processing terminal
through the wired interface and the information processing
terminal shifts from the data transfer state to the data not
transfer state in response to the command.

6. A data communication system according to c¢laim 5,
characterized in that the communication control meahs starts
an operation for shifting the data transfer operation
executed by the second communication méans to the data
transfer operation executed by the first communication means
in response to that the card reading/writing device issues a
data transfer finish command for finishing a data transfer
to the information processing terminal on the contactless

interface.




the IC card function execution unit. 8 A data communicati on system according to claim7, characterized in that: when the card

readi ng/witing device requests a data transfer to the information processing termnal, the card reading/witing device creates a
sessi on nunber and stores the session nunber to the IC card function execution unit; and the comunication control neans executes the
first or second data transfer when a session nunber attached to transfer data agrees with the session nunber stored to the 1C card

function execution unit at the tine the second conmunication neans executes a data transfer. 9. A data communicati on system according to

claiml1l, - 61 S06P0746WX00 characterized in that although the comunication control neans causes the |IC card function execution unit
to execute a response oper@ghian to a command received through the contactless interface, the conmunication control means does not
cause the I1C card function execution unit to exgmte &udesponse operation to a command received through the wired interface. 10. A
device for executing an IC card function conprising: a nmenory; a contactless interface capable of communicating with a

7. A data communication system according to claim 1,
characterized in that, when a data transfer is executed by
the seceond communication means, the communication control
means controls a first data transfer for transmitting the
transfer data from the card reading/writing device through
the contactless interface to the information processing
terminal through the wired interface of the IC card function
execution unit or controls a second data transfer for
transmitting the transfer data from the information
processing terminal through the wired interface to the card
reading/writing device through the contactless interface of
the IC card funciion execution unit.

8. A data communication system according to claim 7,
characterized in that:

when the card reading/writing device requests a data
transfer to the information processing terminal, the card
reading/writing device creates a session number and stores

the session number to the IC card function execution unit:

and

the communication control means executes the first or
second data transfer when a session number attached to
transfer data agrees with the session number stored to the
IC card function execution unit at the time the second
communication means executes a data transfer.

9. A data communication system according to claim 1,




card reading/witing device; a wired interface connected to an i nf or mat i on
controlling an access operation to the nmenory and a communi cation operation through the

processing termnal through wire; and control neans for
contactless interface and the wired interface,

wherein the control nmeans nanages a comuni cati on node set between the card reading/witing device and the infornmation processing
term nal and controls the operation of a comunication path between the card reading/witing device and the information processing
termnal according to a present comruni cation node. 11. A device for executing an IC card function according to claim 10, characterized

by conprising one chip 62 S06P0746WX00 sem conductor integrated circuit.

A device for executing an I C card function according to

claim10, characterized by gonprising two chip semconductor integrated circuit in which an RF analog/front end is separated froma

logic circuit. 13. A device for executing an | Geargh fdsrid on
first conmuni cation node or a second conmmuni cation node in response to the occurrence of

ché%%c:%ggfgegpfﬁaéﬂgg éf%ﬁgghh the communication control

means causes the IC card function execution unit to execute
a response operation to a command received through the
contactless interface, the communication control means does
not cause the IC card function execution unit to execute a
response operation to a command received through the wired
interface.

10. A device for executing an IC card functiocn
comprising:

a memory;

a contactless interface capable of communicating with a
card reading/writing device;

a wired interface connected to an information
processing terminal through wire; and

control means for controlling an access operation to
the memory and a communication operation through the
contactless interface and the wired interface,

wherein the control means manages a communication mode
set between the card reading/writing device and the
information processing terminal and controls the operation
of a communication path between the card reading/writing
device and the information processing terminal according to
a present communication mode.

11. A device for executing an IC card function

according to claim 10, characterized by comprising one chip

according to claim10 characterized in that: the control neans sets a

an external event; the control nmeans controls



menory fromthe card reading/witing device through the contactless

the menory fromthe informati on processing term na
is interposed in a data transfer

pat h conposed of the contactless
card function
a data transfer to the IC card function 63 S06P0746W000 execution u
not pernmtting a data transfger -to the IC card function execution uni!

the information processing termnal of a signagdpgpaghoddhe wred int

from the first comunicati on node to the second communi cati on node
the data not.t{ansf [ ,State tg the data transfer state in response t
semiconductor integrated c¢Ircult.
12. A device for executing an IC card function

according to claim 10, characterized by comprising two chip
semiconductor integrated circuit in which an RF analog/front
end is separated from a logic circuit.

13. A device for executing an IC card function
according to claim 10 characterized in that:

the control means sets a first communication mode or a
second communication mode in response to the occurrence of
an external event;

the control means controls an access operation to the
memory from the card reading/writing device through the
contactless interface in the first communication mode or an
access operation to the memory from the information
processing terminal through the wired interface in the first
communication mode; and
the control means is interposed in a data transfer

between the card reading/writing device and the information

processing terminal on a communication path composed of the

through the wired interface in the first
bet ween the card readi ng/witing device and the information
interface and the wired interface in the second
according to claim 13 characterized in that: the information processing term na
nit through the wired interface and a data not

0 the notification and returns a data

nterface in the first communi cati on node or an access operation to
communi cation node; and the control neans
processing term nal on a contmuni cati on

14. A device for executing an IC
state for permtting
transfer state for
through the wired interface, wherein the control means notifies
erface and causes the information processing termnal to shift

n response to that the information processing termnal shifts from
transfer start conmand.

conmmuni cati on node.
has a data transfer

contactless interface and the wired interface in the second
communication mode.

14, A device for executing an IC card function
according to claim 13 characterized in that:

the information processing terminal has a data transfer

state for permitting a data transfer toc the IC card function




15. A device for executing an IC card function
causi ng the card
the card reading/witing device receives a data transfer
term nal through the contactl ess
t he control
causes the information processing term na
node in response to that thesinformation processing tern na

response to the conmand. 17. A device for execuijdih ki@ card function
readi ng/witing device to shift fromthe second
device receives a

starts an operation for causing the card

nmode. in respanse to that the _ card reading/witin
execé¥1on unltpt rough the wired fhter ace gnxwa data not

transfer state for not permitting a data transfer to the IC
card function execution unit through the wired interface,

wherein the control means notifies the information
processing terminal of a signal through the wired interface
and causes the information processing terminal to shift from
the first communication mode to the second communication
mode in response to that the information processing terminal
shifts from the data not transfer state to the data transfer
state in response to the notification and returns a data
transfer start command.

15. A device for executing an IC card function
‘according to claim 14 characterized in that the control
means starts an operation for causing the card
reading/writing device to shift from the first communication
mode to the second communication mode in response to that
the card reading/writing device receives a data transfer
request command for requesting a data transfer to the
information processing terminal through the contactless
interface.

16. A device for executing an IC card function
according to claim 15 characterized in that the control
means transmits a data transfer finish command to the
information processing terminal through the wired interface

and causes the information processing terminal to shift from

according to claim14 characterized in that the contro
readi ng/witing device to shift fromthe first conmunication
request conmand for requesting a data transfer to the
interface. 16. A device for executing an |IC card function
means transmts a data transfer finish conmand to the
to shift from- 64 S06P0746W00

means starts an operation for
node to the second communi cati on node in response to that
i nformati on processing
according to claim15 characterized in that
i nformati on processing termnal through the wired interface and

: t he second communi cation node to the first communication
shifts fromthe data transfer state to the data not transfer state in
according to claim 16 characterized in that the control neans
conmuni cation node to the first communication
data transfer finish command for finishing a data transfer




“contactless interface.

to the informati on processing termnal through the contactless interface. 18. A device for executing an IC card function according to

claim 13 characterized in that the control neans controls a first data transfer for transmtting the transfer data fromthe card
readi ng/witing device through the contactless interface to the information processing termnal through the wired interface of the

device for executing the I1C card function or controls a second data transfer for transmtting the transfer data fromthe information
processing term nal through the wired interface to the card reading/witing device through the contactless interface of the device for

executing the I1C card function in the second communication node. - 65 S06P0746W00 19. A device for executing an IC card function
according to claim 18 charaeueri zed in that: the card reading/ witing device creates a session nunber when the card reading/witing

device requests a data transfer to the informijamrgagessi ng termnal; and the control means stores the session nunber when the card

readi ng/witing device shifts to the second conmunication node, and when a session nunber attached to transfer data agrees with the

sessi on. nunber stored to the device, for executin
the Second communf%atlon moée to the E&rst communicgtlon

mode in response to that the information processing terminal
shifts from the data transfer state to the data not fransfer
state 1n response to the command.

17. A device for executing an IC card function
according to claim 16 characterized in that the control
means starts an operation for causing the card
reading/writing device to shift from the second
communication mode to the first communication mode in
response to that the card reading/writing device receives a
data transfer finish command for finishing a data transfer

to the information processing terminal through the

18. A device for executing an IC card function
according to claim 13 characterized in that the control
means controls a first data transfer for transmitting the
transfer daté from the card reading/writing device through
the contactless interface to the information processing
terminal through the wired interface of the device for
executing the IC card function or controls a second data
transfer for transmitting the transfer data from the
information processing terminal through the wired interface
to the card reading/writing device through the contactless
interface of the device for executing the IC card function

in the second communication mode.

the IC card function, the control neans executes the first or second data transfer.



20. A nethod of controlling a device for executing an |1C card function for controlling an access operation to a nenory in the device
for executing the I1C card function having the nenory, a contactless interface capable of comunicating with a card reading/witing

device, and a wred interface connected to an information processing termnal through wire and controlling a conmunication operation
t hrough the contactless interface and the wired interface, the nethod conprising: a conmuni cation node nmanagenent step for nmanagi ng a
conmuni cati on node set between the card reading/witing device and the information processing ternminal; and a comuni cati on operation
control step for controlling the operation of a comunication path between the card - 66 S06P0746W000 reading/witing device and the
i nformati on processing tecngpal- according to a present comunication node 21. A nmethod of controlling a device for executing an |1C card
function according to claim 20, characterized igygegi@temodof i rst comuni cation node or a second conmunication node is set at the
communi cati on node managenent step in response to the occurrence of an external event; an access operation to the nenory fromthe card

reﬁg[ngﬁwﬁgggg% %%%I%ieE%E%% ha%p%cggggg§§é£§§%£&gerface or an access operation to the nenory fromthe infornmation

according to claim 18 characterized in that:

the card reading/writing device creates a session
number when the card reading/writing device requests a data
transfer to the information processing terminal; and

the control means stores the session number when the
card reading/writing device shifts to the second
communication mode, and when a session number attached to
transfer data agrees with the session number stored to the
device for executing the IC card function, the control means
executes the first or second data transfer.

20. A method of controlling a device for executing an
'IC card function for controlling an access operation to a
memory in the device for executing the IC card function
having the memory, a contactless interface capable of
communicating with a card reading/writing device, and a

wired interface connected to an information processing

terminal through wire and controlling a communication

operation through the contactless interface and the wired

interface, the method comprising:

a communication mode management step for managing a
communication mode set between the card reading/writing
device and the information processing terminal; and

a communication operation control step for controlling

the operation of a communication path between the card




processi ng term nal
node; and a data transfer
comuni cation path conposed of the contactiess interface and
controlling a device for executing an |1C card function according to
termnal has a data transfer state for permtting a data transfer to
and a data not transfer state for not permtting a data transfer to
the wired interface; and-the information processing termnal is noti
mode managenent step, and the information P, meessidi@oeer m nal is
comuni cation node in response to that the information processing te

state, in . response to th : : .
rea 1ng/wr1t1né) evice ang the information processing

through the wired interface is
bet ween the card reading/witing device

terminal according to a present communication mode

21. A methed of controlling a device for executing an
IC card function according to claim 20, characterized in
that:

a first communication mode or a second communication
mode is set at the communication mode management step in
response to the occurrence of an external event:

an access operation to the memory from the card
reading/writing device through the contactless interface or
an access operation to the memory from the information
processing terminal through the wired interface is
“controlled at the communication operation control step in
the first communication mode; and

a data transfer between the card reading/writing device
and the information processing terminal is controlled on a
communication path composed of the contactless interface and
the wired interface in the second.communication mode.

22. A method of controlling a device for executing an
IC card function according to claim 21, characterized in
that:

-the information processing terminal has a data transfer
state for permitting a data transfer to the IC card function

execution unit through the wired interface and a data not

transfer state for not permitting a data transfer to the IC

controlled at the conmmuni cati on operation contro
and the information processing term na
the wired interface in the second communi cati on node.
claim 21,
the I C card function
the ICit -
fied of a

caused to shift fromthe first communi cati on node to the

r m nal

step in the first conmunication
is controlled on a
22. A nethod of
characterized in that: the information processing
execution unit through the wired interface
67 SO06P0746W000 card function execution unit through
signal through the wired interface at the comruni cation
second

shifts fromthe data not transfer state to the data transfer



notification and returns a data transfer start conmand. 23. A nethod of controlling a device for executing an |C card function according
to claim 22, characterized in that an operation is started to cause the card reading/witing device to shift fromthe first
communi cation node to the second conmunication node in response to that the card reading/witing device receives a data transfer

request command for requesting to execute a data transfer to
step. 24. A nethod of controlling a device for executing an

the information processing termnal at the communi cation node nmanagenent
I C card function according to claim 21, characterized in that a data

transfer finish command is transmtted to the information processing termnal through the wired interface at the conmmunication node
managenent step and the infggromtion processing termnal is caused to shift fromthe 68 S06P0746W000 second conmuni cation node to the
first comunication node in response to that tdwspdfadwmid on processing termnal shifts fromthe data transfer state to the data not
transfer state in response to the command. 25. A nethod of controlling a device for executing an |1C card function according to claim

oo B TR SR T P PR RE B o aont e,
and

‘the information processing terminal is notified of a
signal through the wired interface at the communication mode
management step, and the information processing terminal is
caused to shift from the first communication mode to the
rsecond communication mode in response to that the
information processing terminal shifts from the data not
transfer state to the data transfer state in response to the
notification and returns a data transfer start command.

23. A method of controlling a device for executing an
IC card function according to claim 22, characterized in
"that an operation is started to cause the card
‘reading/writing device to shift from the first communication
mode to the second communicaticn mode in response to that
the card reading/writing device receives a data transfer
request command for requesting to execute a data transfer to
the information processing terminal at the communication
mode management step.

24. A method of controlling a device for executing an
IC card function according to claim 21, characterized in
that a data transfer finish command is transmitted to the
information processing terminal through the wired interface
at the communication mode management step and the

information processing terminal is caused to shift from the

ion.is startegato cause the card

reading/witing device to shift fromthe second conmunication



response to that the card reading/witing device receives a data transfer finish conmand for finishing a data transfer to the

i nformati on processing term nal through the contactless interface at the conmuni cati on node nmanagenent step. 26. A nethod of
controlling a device for executing an |C card function according to claim?2l, characterized in that, controlled at the comuni cation
operation control step is a first data transfer for transmtting the transfer data fromthe card reading/witing device through the
contactless interface to the information processing termnal through the wred interface of the device for executing the IC card
function or a second data transfer for transmtting the transfer data fromthe information processing termnal through the wired
interface to the card readigg/witing device through the contactless interface of the device for - 69 S06P0746W)00 executing the IC
card function in the second conmuni cation nodegygdy7 Aswmidod of controlling a device for executing an |C card function according to

claim 26, characterized in that: the card reading/witing device creates a session nunber when the card reading/witing device requests

a qgta transfer to the Lnfogna%ion processlng termnal; and the session nunber is stored at the conmunication node
second communication mode to the first communication mode in

response to that the information processing terminal shifts
from the data transfer state to the data not transfer state
in response to the command.

25. A method of controlling a device for executing an
IC card function according to claim 24, characterized in
that, an operation is started to cause the card
reading/writing device to shift from the second
communication mode to the first communication mode in
response to that the card reading/writing device receives a
data transfer finish command for finishing a data transfer
to the information processing terminal through the.
- contactless interface at the communication mode management
step.

26. A method of controlling a device for executing an
IC card function according to claim 21, characterized in
that, controlled at the communication operation contrcl step
is a first data transfer for transmitting the transfer data

from the card reading/writing device through the contactless

interface to the information processing terminal through the
wired interface of the device for executing the IC card

-function or a second data transfer for transmitting the

transfer data from the information processing terminal
through the wired interface to the card reading/writing

device through the contactless interface of the device for




managenent step when the card reading/witing device shifts to the second conmuni cati on node; and when a session nunber attached to
transfer data agrees wth the session nunber stored to the device for executing the IC card function, the first or second data transfer
is executed at the conmuni cation operation control step. 28. An information processing termnal, characterized by conprising: an IC
card function execution unit conprising an contactless interface, a nenory, and a wired interface; user input/output nmeans; and program
control nmeans for controlling a communication operation with the I1C card function execution unit through the wired interface and a
processi ng operation according to a user interaction through the user input/output neans, wherein the programcontrol neans has a data
transfer - 70 S06P0746WQ0g9state for permtting a data transfer to the 1C card function execution unit through the wired interface and

~a data not transfer state for not permtting ﬁd%gdygéwgqﬁeﬂ to the |C card function execution unit through the wired interface. 29. An
i nformation processing term nal according to claim28, characterized in that: the programcontrol nmeans shifts fromthe data not

transfer, st to the data transfer state in response to a signal notified fromthe IC card functi on executi on unit
execé%lng theaig caré Eﬁnctf%n f% the second commugication g

mode.

27. A method of controlling a device for executing an
IC card function according to claim 26, characterized in
that:

the card reading/writing device creates a session
number when the card reading/writing device requests a data
transfer to the information processing terminal; and

the session number is stored at the communication mode
" management step when the card reading/writing device shifts
to the second communication mode; and

when a session number attached to transfer data agrees
- with the session number stored to the device for executing
the IC card function, the first or second data transfer is
executed at the communication operation control step.

28. An information processing terminal, characterized
by comprising:

an IC card function execution unit comprising an
contactless interface, a memory, and a wired interface;

user input/output means; and |

program control means for controlling a communication
operation with the IC card function execution unit through
the wired interface and a proéessing operation according to
a user interaction through the user input/output means,

- wherein the program control means has a data transfer




through the wired interface as well as returns a data transfer start

shifts to the data not
finish command fromthe I C card functi on execution unit
i nformati on processing term nal according to claim28, characterized
the 1C card function execution unit through the wired interface int
control neans desires to further transfer to an external device thro
unit, through the wired intenpface.
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state for permitting a data transfer to the IC card function
execution unit through the wired interface and a data not
transfer state for not permitting a data transfer to the IC
card function execution unit through the wired interface.

29. An information processing terminal according to
claim 28, characterized in that:

the program control means shifts from the data not
transfer state to the data transfer state in response to a
signal notified from the IC card function execution unit
through the wired interface as well as returns a data
transfer start command through the wired interface; and

"the program control means shifts to the data not
“transfer state in the data transfer state in response to
that the program control means receives a data transfer
finish command from the IC card function execution unit
through the wired interface from the IC card function
execution unit.

30. An information processing terminal according to
claim 28, characterized in that the program control means
receives the transfer data from the IC card function
execution unit through the wired interface in the data
transfer state or transmits the data, which the program
control means desires to further transfer to an external

device through the contactless interface of the IC card

function execution unit, through the wired interface.

transfer state in the data transfer state in response to
through the wired interface fromthe IC card function
in that the programcontro

and the program control neans
means receives a data transfer
execution unit. 30. An
nmeans receives the transfer data from
transfer state or transmts the data, which the program
functi on execution

command through the wired interface;
that the programcontro

he dat a
ugh the contactless interface of the I C card




