éh A Virtual Client to Gateway @mﬁhﬁﬁfidﬁ%p&
dver Multiple Physical Connections - - BACKGROUND
OF THE | NVENTI ON Field of the Invention The present invention
relates to a-conmputer system and deals nore particularly with a method,
apparatus, and conputer programfor operating the conputer system such that
a virtual connection between a client and gateway can be supported by
mul ti pl e physical connections in a mander that is transparent to the user.
The physical connection may change in response to a nunber of factors. A
graphi cal user interface is defined which enables the user to nonitor

connection information.y; Lok {;‘J%ﬁ, s
Connecting a conputer %}ﬂt@f‘?gﬁﬂmﬁlﬁgk‘*a ete\;e\%l?ﬁsggéyrenote host is
commonpl ace today. Many connection techni ques can be used, such as: using

the workstation's nodem poer ddipdtiple PlaysieabConarcticais a tel ephone |ine;
using a Local Area Network (LAN) card such as Token Ring or Ethernet;

using a suitable device to establish a wireless connection; etc. The

wor kst ati on may be any type of conputer processor, including |aptop,
handhel d or nobile conputefs, vehicle-nounted devices, desktop conputers,
mai nframe conputers, etc., having :

BACKGROUND OF THE INVENTION

Field of the Inven?ion

The present invention relates to a computer system, and deals more particularly with a
method, apparatus, and compﬁter program for operating the computer system such that a virtual
connection between a client and gateway can be supported by multiple physical connections in a
manner that is transparent to the user. The physical connection may change in response to a
number of factors. A graphical user interface is defined which enabIes’the user to monitor

connection information.

Description of the Related Art

Connecting a computer workstation through a network to a remote host is commonplace
today. Many connection techniques can be used, such as: using the workstation’s modem to
establish a connection over a telephone line; using a Local Area Network (LAN) card such as
Token Ring or Ethernet; using a suitable device to establish a wireless connection; etc. The
workstation may be any type of computer promsor, including laptop, handheld or mobile

computers, vehicle-mounted devices, desktop computers, mainframe computers, etc., having
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2. priocessing and communication capabilities. The rempte host, sinilarly,
can be one of any nunber of different types of conputer which have
processi ng and comuni cation capabilities. These techniques are well known
in the art, and the hardware devices and software which enable their use
are readily available. Hereinafter, use of the terns "workstation" or
"host" refers to any of these types of conputing devices. - When
t he workstation connects to a renotel y-I%cat ed host, it is necessary to
establish connections across one or nore networks, which nmay be LANs or
Wde Area Networks (WANs). As used herein, the device that originates the
connect i oproggssinglaad esfuspnication sapabilitibse The Fimate host, amlarln/h@nd@@me alyat
receives this request will be referred to as the "gateway". A gateway
conput er mirmbetof ideffergpatypemyf copuatern winiel havy priongskiegramt exhmnication ppabdities.i s
used as a point of entrance into a network, providing the ability for
messages Theskltashnigeésmeewell keowal in detartpand thetardyedredevices sndsoftwacy whikh enable
end-to-end comuni cation. A network nay be accessible through one or nore
gateway fhefrhisé @ reddily @vailable.eHedeinefidr, vsk bf thberas Medikstatiohe oi Cleost lvafays t6hnent s
may connect to a network through a given gateway. Currently,

t he conneg{ﬂ,g&tp@gs\we@}nﬁ,tﬁ ideRtesand the gateway to which it connects is
made wusing a specific predeterm ned physical connection. The connection
may use a wired nedium or it may use a wireless nedium (Note that a

W rel ess connecti on will be referred to herein as using a physi cal"

connecti on, yhlr QHEHR v Rda ﬁﬁ%@ﬁﬁ&tkmm&eﬁﬁgcaﬁﬁlﬁl&grmng sHlyGE QYRR et c.

for ease of ence 1 n | st1ngul shin nnecti on from

the highe &S ?ctxons agrgés o%e or %8%%&%&%&'6‘1?&1 P BOPARYGE Wuﬁe Areg Rfetv%ﬁ-ﬁmgNs?

wired confac

As used herein, the device that originates the connection will be referred to as the “client”, and
the device that receives this request will be referred to as the “gateway”. A gateway computer
(that is, gateway functionality implemented in a computer) is used as a point of entrance into a
network, providing the ability for messages to flow between tﬂe client and the gateway as a
logical end-to-end communication. A network may be accessible through one or more gateway
machines. Often, the clien.t will be a mobile device. Many clients mhy connect to a network

through a given gateway.

Currently, the connection between a client and the gateway to which it connects is made
using a specific predetermined physical connection. The connectioﬂ may use a wired medium, or
it may use a wireless medium. (Note that a wireless connection will be referred to herein as
using a “physical” connection, although that connection may use radio waves, microwaves, etc.,
for ease of reference in distinguishing this “underlying” connection from the higher-level logical

connection that runs over it.) For example, a wired connection may be made over a public



3 swi tched tel ephone network (PSTN), etc. A wireless connection nmay be
frade using a nunber of alternative technol ogi es, such as cellular

t el ephone, packet radio network (which may in turn be a public network, or
a private network), satellite, mcrowave, etc. The physical connection may
be made during the process of establishing a TCP/IP (Transm ssion Contr ol
Protocol /I nternet Protocol) connection. This TCP/IP connection
(hereinafter, the "logical connection"B then enables applications running
on the client and gateway nmachi nes to exchange nessages in a neani ngful
way. However, this logical TCP/IP connectionis Iimted to use of one

under | yi ngwjthediteleghooe mawetrk (PSTNYretct e wikaless domnectibn trag bt opile ading @nwreledri on.

| f .the physical connection is disrupted (for exanple, the connection drops
or ‘degr adesalbsynive teehivlegial suck ds cellolheeRplong, patkee raBididnborki{phehrewdyad hon Wi | |
end the | ogical connection. To continue conmmunicating, the client and
gatevay myeh plBigl netwdi®, SAPIREE hevoRS, isabllites MR OWavR] €€ CTEe sHyeMal cotildctiosdn be
very time-consumng, as it may involve a nunber of processes from detecting

an avai | ably®eRhiie deang B Fiodess bP&taBlishtlplaCICTRIF (TRansitidSion Cagudr i or medi um has
failed) to performng conplicated appﬁlcatlon-spe0|f|c requi rement.s such

as aut henpl&aldl AiteABP BB dodhdcAbh. Ofhis BEMMBnRakoR thePdh AR (RS Gogibdl
addition, disruptions in conmunications nmay I ncrease the ikelThood of

| 0ss of d@lehelRAP) ieh Ebbled GpstRRtionS AhifE oXiR HRR2AE bRGway Wbkbhires tJeNTRIhddser S
ik R <t

are interacting Wt e application, s I Sruptl ons can cause a (dreat

deal of ff#ﬁ{@rggste &%ﬁ%ﬁ}ﬁgﬁi%ﬁyﬁm&m this Iogical TCP%‘?’%WE%E&%QHS%%%HB& dtone

" Short - Ho ternationa usi ness I nes rporation
("I BM") are,known.whi gh provi or cont i.Qui.n he | 0gic nection when
the  phys B BEU RSN BuRieBionsEheleaRtsy B8 1O SEone i e BRRTRL s

require T %grfr;[egt%nl ig gg?un Iied(H"or Ecs‘fxample, the connection drops or degrades beyond a predefined
p

tolerance), the TCP/IP implementation will end the logical connection. To continue
éommunicating, the client and gateway must begin the connection establishment process anew.
This can be very time-consuming, as it may involve a number of processes from detecting an
available physical medium (as an alternative, when the prior medmm has failed) to performing
complicated applicat_iqﬁ-speciﬁc requirements such as authentic.:aﬁon and negotiation of
communication parameters. In addition, disruptions in communications may increase the
likelihood of loss of data upon which the application was operating. And, if human users are
interacting with the application, such disruptions can cause a great deal of frustration and

annoyance.

Some techniques such as “Short-Hold Mode” from the International Business Machines
: Corporation (“IBM”) are known which provide for continuing the logical connection when the

physical connection has been disrupted, but the known techniques require reestablishment of a



4  physical connection using the identical type of connectivity. This
Festriction may conpletely prevent reestablishing the connection - for
exanpl e, when a physical device such as the nodem has failed - even when a
nunber of other nmedia nay be avail able that could connect the client and
gateway. Further, this restriction does not enable the possibility of
changing to a different nedia that nayabe preferabl e under changed
circunst ances. Suppose, for exanple, that a thunderstormis causing

i ntol erabl e noise on the tel ephone |ines which were being used. Wile a
cornnecti on can be reestablished over the phone lines, it may be preferable
to change phisiea sennegicnasingyhs identsical tyRs@f eonnertiyitas This restristion pay: Remplesli o or
other wired connections that may perform better in these circunstances.
Accor di nglpyevent neestadlishing the conmectiont éagiendmopie vhen aphysicahdévirgisuel asithe moddm
connection can be nmamintained in the presence of disruption or failure of
t he under Ihys fagleg hgsndien petmberiof otbenmesiia hgnbe avhilable thattenildisennegsthe el e t he
subsequent physical connection to use a different physical nmedium while
still ret andigagwiheFsthat, ehismsiricdmhaoef not érmblaphe possbiligrofichéreotg toe dfferemner
that is transparent to the user. The proposed techni que defines a.virtual
connect i ORndded thexahayt beeprefetabldtunded Bithngal civo@istansld. CSupbsse/fot exh@pde)tlewns upon
continuous connectivity in the underlying physical connection, and can
resume opehideRfdraVEtubing gdlerhblendiby/ch thedeleplithe Bifiés WhiclW¥redeingukéb [ Whikesgl on
a different nedia type. Additionally, the techni que of the present

i nventi on cgRRBESScah bR rddINBlishad ovelTe phdReliRed R nfa) DB PRAerEdIE B dHBNLND bl
physi cal connection was not disrupted. This change in medium my be based

on a nunbek,ply ek Heia sﬁwsﬂ AR ckét Yad®f oroRleY Wied eannk&mmaﬁﬁ,hfpemed

whi ch can be nonitored. A graphical user interface ("GU I's detl ned

wher eby t I%%tt@f%seuét%ﬁmstances.

Accordingly, a need exists for a technique by which a logical netwcﬁk connection can be
maintained in the presence of disruption or failure of the underlying physical network!_
connection. This technique must enable the subsequent physical connection to use a different
physical medium, while sﬁll retaining the state and data of the application intact in a ;nanner that
is transparent to the user. The proposed technique defines a virtual connection between the client

! and gateway, which is not dependent upon continuous connectivity in the underlying physical

| -connection, and can resume operation ,evén though the physical connection may be established on
a differént media type. Additionally, the technique of the present invention enables the physical
medium to be changed even though the physical connection was not disrupted. This change in
medium may be based on a number of factors, such as quality of service or transmission speed,
which can be monitored. A graphical user interfaoe (“GUI”) is defined whereby the human user

may observe a depiction of the available physical connections, their respective status



may observe a depiction of the available physical connections, their
r‘espective status information, and further information
regardi ng the specific physical connection currently in use, etc. Further,
this GU will permit the human user toinitiate a change in the physical
connection being used, without disruption in the |ogical connection.
SUWWARY OF THE | NVENTI ON An obj ect of the present inventionis to
provi de a techni que whereby a | ogical network connection can be maintai ned
transparently in the presence of disruption or failure of the wunderlying
physi cal network connecti on. Anot her obj ect of the present

i nvent i on infermasiops apdifeitheninfamhnompsgarding thelsyedifivephysiba eourention quigsticial use,
connection can use a different physical nmedium while still retaining the
st at e and ettatRarthef thish@Uhwilll peamait thehuinarh aset to initiate a changeAn fhe physival clijnectionof

the present invention is to provide a techni que whereby the physical

medi um undeink ysed) witheutldidgiptiah inahdldgichlicofnedByrbe changed even though the

physi cal connection was not disrupted. Additionally, it is an
object of the present invention to provide a techni que whereby this change
in medium may be based on a nunber of factors, such as quality of service

or transm ssion speed. SUMMARY OF THE INVENTION.
An object of the present invention is to provide a technique whereby a logical network

connection can be maintained transparently in the presence of disruption or failure of the

underlying physical network connection.

Another object of the present invention is to provide a technique whereby the subsequent
physical connection can use a different physical medium, while still retaining the state and data

of the application intact.

A further object of the present invention is to provide a technique whereby the physical
medium underlying the logical connection may be changed even though the physical connection

was not disrupted.
Additionally, it is an object of the present invention to provide a technique whereby this
change in medium may be based on a number of factors, such as quality of service or

transmission speed.

A further object of the present invention is to provide a graphical user interface whereby



A further object of the present invention is to provide a graphical user
I'nterface whereby

6 t he human user may observe a depiction of the avail abl e physi cal
connections and their status, information regarding the physical
connection currently in use, etc., and may initiate changes to the

physi cal connection (wthout disruptingsthe | ogi cal connection).

O her objects and advantages of the present invention will be set forth in
part in the description and in the drawi ngs which follow and, in part,

wi |-l be obvious fromthe description or may be |earned by practice of the
i nvent i onthe human user may Obseaehidepiction o€ the avalgblempd y<ids] eminsctioanghdi theingtatos,dance
wi t.h the purpose of the invention as broadly described herein, the present
i nvent i oninférmatice regardmg fttiesmydeal cqphetion betkntle dhwse (i€, dndiayhEitiste ehangegoa
virtual connection between a client and a gateway across multiple physical
connect i ofhe phijsical 66HHREHoN @itV AiEOfITR e 16giPA Rbmetdiod)avi ng a connection to a
network. This conprises: establishing a first connection using a first of
at | east one avail able connection nedia and a first of at |east one
avai |l abl e connection devices; establishing a second connection using a

second of the eRAGHEHORNI IBHRhRAgR BEHE pR8PifetiontWif b6 TG ih PRt diembCces,
wherein at | east oné of the séecond nedi um and the second connecti on device

s di ffer&é}kﬁ,ﬁtf&m Bemb hfa§§ngg§ﬁécygallaaqna,bﬁﬁa&, iwlriﬁ be 6B T dnPiRe d Wgtson @nd

mai ntai ning a logical connecCtion between the client and the gate

wherein tgg L?ﬂ:ia&@hbgpéggc%tggﬁgidv?w%ﬂpported by the first connection and the

second connecti on. 'S further conprises: sending a session
key fromthe client to the gateway using the

To achieve the foregoing objects, and in accordance with the purpose of the invention as
broadly described herein, the present invention provides a software-implemented technique for
maintaining a virtual connection between a client and a gateway across multiple physical
connections in a computing environment capable of having a connection to a network. This
comprises: &etablishingﬁ first connection using a first of at least one available connection media
and a first of at least one av;ilable connection devic;s; establishing a second connection using a
second of the connection media and a second of the connection devices, wherein at least one of
the second medium and the second connection device is different from the first medium and the
first connection dévice; and maintaining a logical connection between the client and the gateway,
wherein the logical connection is supported by the first connection and the second connection. .
Preferably, this further comprises: sending a session key from the client to the gateway using the
second connection, wherein the session key identifies the logical connection and was created
when using the first connection; and receiving the session key in the gateway, and detecting the

receipt as a request to continue the logical connection. A graphical user interface is preferably



second connection, wherei'n the session key identifies the |ogical
.'Connectlon and was created when using the first connection; and receiving
the session key in the gateway, and detecting the receipt as a request to
continue the |ogical connection. A graphical user interface is preferably

7 avai l abl e, which depicts: a graphical representation of the client and
t he gateway, the avail able  connection nedla and the avail abl e connecti on
devi ces; a status of each of the media’and the devices; and an indication
of which of the media and the devices is currently in use. The second
connection may be established in response to a disruption or failure of.the
first connsitibie)Wwhich depias pograghidabregRidetibn 6f thé clienbaid the gatenae diciaosilableoi ce
than the first connection, or in response to a request by a user, where
thi's requeshndction Mbdih,ah@the RYailble torind§tish dEviedd) 4 figugsdabth 6Bthe megieand fieer f ace.
The present invention will now be described with reference to the follow ng

draw ngs, deficesiind-ah ihdikdioh 8f PRIENISANOMERL AR HEBARs tshﬁnﬁﬁr@n%@ﬁent
t hr oughout . BRI EF DESCRI PTI ON OF THE DRAW NGS

Figure 1 ithe3eddh@eknnditRg rnﬁlSPbQEst?ohgw;egﬁonw{olﬁ%s%ﬂtﬁﬂ of B fey PR irsd N Whi ch
the present invention nay be practiced, Figure 2 is a diagram of

a net wor ked, cannbtih ?&E&Béf {orcf%{l tofla et béithelt %goﬂ&‘ééfﬁ% thel R CBhALRodTBY in0E

practi ced; igure 3 depicts, at a I'evel , an existing

(physi cal r@ﬁﬂgnéqu H@l.lést g&% M, thgr%%?&hﬁegpls initiated by user input from the graphical

user interface.

The present invention will now be described with reference to the- following drawings, in

which like reference numbers denote the same element throughout.

; . BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram of a computer workstation environment in which the present

invention may be practiced;

Figure 2 is a diagram of a networked computing environment in which the present

invention may be practiced;

Figure 3 depicts, at a high level, an existing (physical and logical) network connection

between a client and a gateway;

Figure 4 illustrates the availability of alternative physical network connections by which



between a client and a gateway; Figure 4 illustrates the
avai l abi'lity of alternative physical network connections by which

the gateway nay be reached fromthis client; Figure 5 depicts
the capability of dynam cally changing the physical connection to the
gateway, using a different underlying network which may involve use of

di fferent physical nedia;" Figure 6 illustrates a flow chart

whi ch sets forth the logic with which afgreferred enbodi ment of the
present invention in a client nmachine maintains a virtual connection across
changes in the underlying physical connection; Figure 7

i |1 ustr at és: gatelag\wmayhberéachddifom tstckedtort h the | ogic with which a preferred
enbodi ment of the present invention in a gateway nachi ne maintains a
virtual connection across a subsequent physical connection; and

Fi gures 8A - 8E depict an exanple of the GU that may be used wth the
present i nvenfigaf s &pak thé\@pitiity Ub@mahialpeRhyiag tHephpiys codlecttsntd @Rt i on in
use (as wel |l as alternative physical connections that may be avail abl e),
and ini'ti ghewsy)AERE S diftneherlying network which may involve use of different physical

media;

Figure 6 illustrates a flow chart which sets forth the logic with which a preferred
embodiment of the present invention in a client machine maintains a virtual connection across °

changes in the underlying physical connection;

Figure 7 illustrates a flow chart which sets forth the logic with which a preferred
embodiment of the present invention in a gateway machine maintains a virtual connection across

a subsequent physical connection; and

Figures 8A - 8E depict an example of the GUI that may be used with the present
invention, enabling the user to observe the physical connection in use (as well as altermative

physical connections that may be available), and initiate changes thereto.

DESCRIPTION OF THE PREFERRED EMBODIMENT
Figure 1 illustrates a representative workstation hardware environment in which the
present invention may be practiced. The environment of Fig. 1 comprises a representative single

user computer workstation 10, such as a personal computer, including related peripheral devices.



DESCRI PTI ON OF THE PREFERRED EMBQODI MENT Figure 1 illustrates a
tTepresentative workstation hardware environnment in which the present
invention may be practiced. The environment of Fig. 1 conprises a
representative single wuser conputer workstation 10, such as a personal
conmputer, including related peripheral devices. .

9 The workstation 10 includes a m crgprocessor 12 and a bus 14 enpl oyed
to connect and enable conmunication b&@tween the m croprocessor 12 and the
conmponents of the workstation 10 in accordance with known techni ques. The
wor kstation 10 typically includes a user interface adapter 16, which
connect s Thaeorkistatiopl ® dehsgles a thitropraredstel 2bma a bds 1Heropleyadrto pomect antl endbde e

devi ces, such as a keyboard 18, nouse 20, and/or other interface devices
22, whi cbBoramunieaticybetwdsa @lie thidfoprocessar 1dand the compaten@sf thetvarkdtatariibi ve
screen, digitized entry pad, etc. The bus 14 also connects a display

devi ce 24ccosditibe @ih RibvkdectBidues MHe oM tkib® 10 typRallhiichiies Diepinesace 12 via a
di spl.ay adapter 26. The bus 14 al so connects the mi croprocessor 12 to

Menory 284 160WBich 8drect$ the & 8pratksivn I £ Bia @idd buk 14 k61 o nbé théiaky €,
di skette drive, tape drive, etc. The workstation 10 may -

comuni CatRcedl fich aSPRIYBAAAR! RARe S61ARDEH ot iIRBRIURZIRE Nwhielh BalbesRYPUL er s
or networks of conputérs. Alternatively, the workstation 10 may confruni cate

using a W 14B4; J en iR Rl 19k 9 cket
data) c a‘éédé.’r%fﬁg&e\go%%é tgg‘iqlﬁdg %tml‘%g ?r%‘?/] Hgé;scg%g’oc at eo? %}\ﬂ) %\dﬂ se %c g‘ﬂ%? lﬁgefti acl:lg@rrp uters

. el g e 0 DA ) BBy oS
wel | as 416 GRRLQRYA e BT Bldcal e TAEANRESS G 15 Bleb R 55 ariGng QW 11

storage 30 which cah include a hard drive, diskette drive, tape drive, etc.

The workstation 10 may communicate via a communications channel or modem 32 with
other computers or networks of computers. Alternatively, the workstation 10 may communicate
using a wireless interface at 32, such as a CDPD (cellular digital packet data) card. The
workstation 10 may be associafed with such other compﬁters in a LAN or a WAN, the

‘workstation 10 can Be a client in a client/server arrangement with another computer, etc. All of
these configurations, as well as the éppropriate comniunications hardware and software, are

known in the art.

Figure 2 illustrates a data processing network 40 in which the present invention may be
practiced. The data processing network 40 may include a plurality of ipdividual networks, such
as wireless network 42 and network 44, _each'of which may include a plurality of individual

workstations 10.



Figure 2 illustrates a data processing network 40 in which the present _
i‘nvention may be practiced. The data processing network 40 may include a
plurality of individual networks, such as wireless network 42 and network
44, each of which may include a plurality of individual workstations 10.
10 Still referring to Figure 2, the networks 42 and 44 may al so

i ncl ude nmi nframe conputers or servers, such as a gateway conputer 46 or
application server 47 (which may accesd® data repository 48). A gateway
conputer 46 serves as a point of entry into each network 44. The gat eway
46 ‘may be preferably coupled to another network 42 by neans of a .

communi cat i ongsStilf eferringag Fignree?, ghemetieorks 48 andig4 miay alse inclide sreinfipmesgpIpEErst o
one or nore workstations 10 using a communications |ink 48. The gateway
conput er ofBenvers, $veh agpaseveytcenhpurer 46 az eppjicationEpver $f (vdhech m&Byapcesyw data
Architecture/ 370, an Enterprise Systens Architecture/ 390 conputer avail able
from | Bhposgibry. 48Depezattivay conputdnds agpdsias apoiomof eatryrinde eavh@etvmmpdd.eThe such as
an Application Systeni 400 (al so known as an AS/400) may be enpl oyed.

" Ent er pr i greewRy toaay be pfeferhbly ecipledad anbiher hawarki42agenaank ofd cdnidiiniédtiohelifik | se
Systens Architecture/ 390", "Application Systeni 400", and "AS/ 400" are -
regi st er er}. trhegaEak a6 afay hiBd/be directly coupled toldi of lopsmmyrkeanignst1Onsihg amay al so
be coupled 49 to a storage device (such as data repository 48). Further,

the gat evayhrbidiyndIkais! Gat bitevdy dompint:ofdithay Kedtpledtinted vBiSing bn BRleBrise
wor kstations 10. Those skilled inthe art will appreciate that
the gat SV Mtefrld Wﬂi?e@tuée%ﬂ?% l@tﬁerbr?s%a.ityﬁgméiArchitecture/BQO computer available from
IBM, etc. Depending on the application, a midrange computer, such as an Application
System/400 (also known as an AS/400) may be employed. “Enterprise Systems -
Architecture/370” is a trademark of IBM; “Enterprise Systems Architecture/390”, “Application

System/4007, and “AS/400” are registered trademarks of IBM.

The gateway computer 46 may also be coupled 49 to a storage device (such as data
repository 48). Further, the gateway 46 may be directly or indirectly coupled to one or more '

workstations 10.

Those skilled in the art will appreciﬁte that the gateway computer 46 may be located a
great geographic distance from the network 42, and similarly, the workstations 10 may be located
a substantial distance from the netw?rks 42 and 44. For example, the network 42 may be located
in California, while the gateway 46 may be located in Texas, and one or more of the workstations
10 may be located in New York. The workstations 10 may connect to the wireless network 42

'using the TCP/IP protocol over a number of alternative conneétion media, such as cellular phone,



great“geographic di stance fromthe network 42, and simlarly, the
wor-kst ati ons 10 may be | ocated a substantial distance fromthe networks 42
and 44. For exanple, the network 42 may be located in California, while
the gateway 46 may be | ocated in Texas, and one or nore of the workstations
10 may be located in New York. The workstations 10 may connect to the
wirel ess network 42 using the TCP/IP protocol over a nunber of alternative
connection nmedia, such as cellular phoré, radi o frequency
networks, satellite networks, etc. The wirel ess network 42 preferably
connects to the gateway 46 using a network connection 50a such as TCP or
UDP over rdd®y fridquebcy fetwenks, sRellitonetwasi)etc PEI¢\yvireess netiloek 4dpreferably omsed® nay
al ternatively connect directly to the gateway 46 using dial connections
50b or 56@cthelgarivheds udile ankivelleannetibnoddsudiRascdiCP ordiDD bkerdB, XAY, Fremanect to
one or nore other networks (not shown), in an anal ogous manner to that
depi ct ed Relay, DN, PRTN, etc. The workst&tidris W0 bRy plt@fdtvely cognecOdiecii tacthe gartbwsl es
the present invention is typically accessed by the m croprocessor 12 of
t he wor kgt aking Gial ormBdiog 8 ®\6)504. ORdrihei tHe B dsS itk age neBdHadBRlay of sone
type, such as a CD-ROM drive or hard drive. The software progranm ng code
may be @phRdi t8E@nobr B6% ofer AetWkk @onsmfwnE RO arARGb@s. th@hetkd hatldbfictad gat a
processi ng system such as a diskette, hard drive, or CD-ROM The code may
be di strigfybed on such nedia, or may be distributed to users fromthe
menory or storage of one computer system over a network of sone type to
ot her conputer systens for use by users of such other systens.
Al ternatively, the programm ng code may be enbodied in the nmenory 28, and
accessed by t ] 2] . 1.0q: c Rl .and
Eg%\g%/r? 'fqgo%gagxfn@g g{édeg}gtg %ﬁﬁnﬂ%&ﬁ% H@ 3géé§;}t }]n”ventﬂ}ﬂs bpEORY dueSsed

net hods for e

by the microprocessor 12 of the workstation 10 and gateway 46 from long-term storage media 30
of some type, such as a CD-ROM drive or hard drive. The software programming code may be
embodied on any of a variety of known media for use with a data processiﬁg system, such as a
diske_tte, hard drive, or CD-ROM. The code may be distributed on sugh media, or rﬁay be
distributed to users from the metﬁory or storage of one computer system over a network of some
type to other computer systemé for use by users of such other systems. Alternatively, the.
programming code may be embodied in the memory 28, and accessed by the microprocessor 12

' using the bus 14. The techniques and methods for embodying software programming code in
memory, on physical media, and/or distributing software code via networks are well known and

will not be further discussed herei_n.'

The graphical user interface defined for the present invention may be displayed on any of
the various display devices 24. The user interacts with thlS displayed data using any type of

interface device such as a keyboard 18, mouse 20, and/or other interface devices 22 (such as a



menory, on physical nmedia, and/or distributing software code via networks
are well. known and will not be further discussed herein. The
graphi cal user interface defined for the present invention rmay be di spl ayed
on any of the various display devices 24. The user interacts with this

di spl ayed data using any type of interface device such as a keyboard 18,
mouse 20, and/or other interface devices 22 (such as a

12 touch sensitive screen, digitizedié@ntry pad, etc.). The
preferred enbodi nent of the present invention will now be discussed with
reference o Figures 3 throygh 8. In the preferred enbodi nent,
the presdPHeniSAsd FFSﬁ“?Q@#WﬁF%HEHFQdeE a conputer software program The
i mpl enentation of the logic for the client (see Fig. 6) may be separate
fromthe inplenentation of the logic for the gateway (see Flg 7), or the

logic for both may be inplenmented together. . 3 depicts a
client 300 coﬁﬁ@éteé‘areésmaoga@éwme@mentmﬁ@ndvleaﬂwéemsswsmﬂh refegenqeny ough
a network "A" 310. This figure illustrates the prior art technique used by

exi sti ng teFigares 3 thieughyhit eway sof tware, whereby a single physical (wired or
wi rel ess) and | ogical network connection 305, 315 through a specific
network 310 between -the client and the gateway is used for the duration of
the | ogi cal connection. As previously described, the physical connection
305, In the preferred embodiment, the present invention is implemented as a computer

software program. The implementation of the logic for the client (see Fig. 6) may be separate
from the implementation of the logic for the gateway (see Fig. 7), or the logic for both may be

implemented together.

Fig. 3 depicts a client 300 connected to a gateway 320, using a connection 305, 315

. through a network “A” 310. This ﬁgufe illustrates the prior art technique u‘sed by existing client
and gateway software, whereby a single physical (wired or wireless) and logical network
.connection 305, 315 througﬁ a specific network 310 between the client and the gateway is used
for the duration of the logical connection. As previously described, the physical connection 305,
315 through a network 310 may be reestablished in the prior_ art after a disruption, while still
continuing the logical connection, although the same physiéal medium must be used. The
present invention allows the physical connection 305, 315 and/or the network 310 to change, as

will be described in further detail below.

Fig. 3 also depicts the virtual connection 330 defined by the present invention, and an

abstract representation 340 of the data stream format that enables the client and gateway to



315 t'hrough a network 310 nmay be reestablished in the prior art after a

di sruption, while still continuing the |ogical connection, although the
sanme physical nedium nust be used. The present invention allows the

physi cal connection 305,315 and/or the network 310 to change, as wll be
described in further detail bel ow Fig. 3 also depicts the
virtual connection 330 defined by the qresent I nvention, and an abstract
representation 340 of the data stream f'drmat that enables the client and
gateway to 13
continue a | ogical connection across multiple physical connections. The
virtual comtived 4 logicd4Onnestioreavesss fanliiple fhgsicdl icenmect®09 The vitheal germeoiton 3390,

W thout regard to the type of network 310 or nediumused for connections
305, 315. exitrdls fratnathestlieat3n03d theigatewayrp(, siitbow reghfiao dppypecdnetwork 3paci fi c
data 348, which is encapsulated by a TCP/I P header 346 according to

t echni quemedihinoBed faf eornaBaions 305, BIte Theldata Stacam Zdti@cansprised ofithe applicatipat| at ed
in a Link control protocol ("LCP") packet 344, which is encapsul ated

W thin a grtiidkta3a8, e eitapalicdiby J4LP/Pl Headed S46covdink & RoMfiques ®Glidhi ques.
The present invention uses existing information in the LCP packet 344,
defini Ng arB RR6WEIBAS 4r€ STHiOdatd R FrtHeNérRbp¥Blated!in & Qi RdBIre PASISEL (‘AICPONpke@ NEW
physi cal connection with an existing |ogical connection, as further

descri bedsel/yend dndagstiafll $ithth 4 ferddrR SnforhaBiBlpatket 382,108 usRE WRII-k@bn the LCP
I nformati on 344 and network information 342 go together - that is, the LCP

i nformati i ' A I : | i | and
its net m@gﬁﬁuﬁe%?ﬂrlg%%é %‘Z%HUKPASU ie%?tééée]ﬁ?ﬁg%% [ %‘1&1{&9 Iﬁgt? \)/%?%g%:%ﬁﬁ%%??%ns are

est abl i Shﬁe@v %Qﬂag cstfgletthgtr iﬁ%@&tionk@%ﬁ%ﬂl@a&@ﬁa VS hbw | L{?ﬁ?cggg%\ﬁlgftgn{vﬂganmt i on

342 varies according speci fIc networ connec

| or TRt | gl 158 24 S0 S5 IRALA) 0GRS FIETh bfa PGSt  on
prior art, the LCP information 344 and network inforrnatidn 342 go togefh‘er - that is, the L.CP
information 344 is ﬁghtly coupled to the underlying physical network and its network
information 342. As different physical network connections are established using the .present
| invention, however, the network information 342 varies according to .the specific network

connection while the information in LCP 344 enables méintaining the logical TCP/IP connection,

as represented by the TCP/IP header 346.

Figure 4 illustrates the availability of alternative physical network connections 412, 414
through networks “B” and “é”, respectively, by whigh the gafeway 420 may be reached from this
client 400 if the physical connection 410 through network “A” is unavailab!é. These alternative
connections 412, 414 may also be used if connection 410 is less desirable in view of factors such
as line speed, bandwidth, cost of service, etc. In the prior art, the physical connection 410, 412,

or 414 to be used must be selected in advance by client 400. The present invention removes this



Figure 4 illustrates the availability of alternative physical network
"connections 412, 414 through networks "B" and "C', respectively, by which
t he gateway 420 may be reached fromthis client 400 if the physical
connection 410 through network "A" is -unavail able. These alternative
connections 412, 414 may also be used if connection 410 is |ess desirable
in view of factors such as |ine speed, bandwi dth, cost of service, etc. In
the prior art the physical connection Zio, 412, or 414 to be used nust be
sel ected in advance by client 400. The present invention renoves this

14 - restriction, enabling use of any of the avail able connections while

t r anspar efesirigtiom enabling et enyeof the gvailable coppgriiprs While transparently maintaiging ghes
depicts the capability of dynam cally changing the physical connection 510
t hrough nértuglrdenneatiot.r om t he client 500 to the gateway 520, using a :
different underlying network "B" 512 which may invol ve use of different
physi cal nedi a. For exanple, connection 510 may be a wi red connection

t hrough a PSTN network, using dial-up telephone nedium while connection
512 may be a dFifireSalapicts gpeaprbility ofdynenivalicthangingthe physicabéamsectiondh@ct i on.
According to the virtual connection technique of the present invention,

t hi s dynatiitcugh hatagek ‘freYyfron thereliele 500 aripgaterdyl 520, winghclifferelit andgplyirgn t o t he

| ogi cal TCP/I P connection between client 500 and gateway 520.

Figure 6 hdtwbadtBatses which ny islodietuse\b differsitiphysi@l mbdik.NBor ed@hple)dohnhiectibh ch a
preferred enbodinent of the present invention in a client nmachine

Mai Nt ai NS5 Mhy bePhiréddRRStbOthrodgh @PSTN network, using dial-up telephone medium,
while connection 512 may be a &ifferent type of wired connection or a wireless connection.
According to the virtual connection technique of the present invention, this dynamic change may
be made transparently, witflout disruption to the légical TCP/IP connection between client 500

and gateway 520.

Figure 6 illustrates a flow chart which sets forth the.logic with which a preferred
embodiment of the present invention in a client machine maintains a virtual connection across
.changes in the undeflying physical connection. The process of Fig. 6 depicts the logic that will
be invoked when (1) the client initially begins the connection establishment process for a new
TCP/IP connection, or (2) the application on the client machine has sent a ;‘CP/IP packet to the .

client, for sending to the gateway.

The process begins at Block 600, where a test is made by the client software to determine
if the client side of the TCP/IP comecﬁon is still active. The client will be considered “active™

when a session had previously been established with the gateway, and the client implementation



changes in the underlying physical connection. The process of Fig. 6
depicts' the logic that will be invoked when (1) the client initially
begi ns the connection establishnent process for a new TCP/IP connection
or (2) the application on the client nachine has sent a TCP/IP packet to

the client, for sending to the gateway. The process begins at
Bl ock 600, where a test is nade by the client software to determine if the
client side of the TCP/IP connection i$still active. The client will be

consi dered "active" when a session had previously been established with

t he gateway, and the client inplenentation

15 bel belicess thisisessadsstitinvalis (4. ithe clieat/ Hasindithegsent rive reckivedis disesinaai t her sent
nor. recei ved a di sconnect request). Wen this test has a positive

I eSpons ereqiidstic RVIch(hia $ds6hdsfa pokidvelespnie, Biock 610 hske ifhedieatts stilfbhnedtednt Wi | |
be considered "connected” when it still has the ability to conmunicate with

the gatenedlientRill x@EEIaed Yda8RcRE" WHEME stiES AR B8ity toscoRfhugeattswith thehi s
i ncludes being "in range" of the cellular service; if a dialed telephone

connect i ek sy. FR) Bhntisi€ Wheh Blifuldr REhMISS iD6diRNPuRB] (Ris i IGIRE beifg 4h fngt0pe ON
the phonée line. Wien this test also has -a positive response, both the

physi cal i,2Reih Q@) if%‘?ﬁhrlk%%lieﬂlbﬁf ?cgln%e(i,tfah ?&ﬁeingﬁf%ecﬁ'tﬁﬁ IrcRrdls wentd £ t%sgef hat

the client process operates nornma according to the TCP/I P protoco

R e
nect . ' idi 2t ' TCP/ | P
active. . Rillcal SpRRbRNBE AL RR 20 | G el ecPhiocert Bk @O Gl

connectli o scgénnec 'S SI Sessi on

bet ween t he client at V. i e novel . techni gues of. .t pr esent
rvent 1 ofeoring Gitke RO e, M b Ar ok VG bt SEL N i@l 15 ¢ ne
| ogi cal connecHron o be, mai nt ai ned : .

process of Fig. 6

en ends.

Block 630 is reached when the. cliént is still active, but is no longer connected. In the
prior art, the logical TCP/IP connection would a156 disconnect m this situation, ending this )
session between the client and gateway. Uéing the novel techniques of the present invention, a
subsequent physical connection will ‘be made, enabling the logical connection to be maintained
intact. Further, the lpgical connection is maintained in a manner that is transparent to the user.

Block 630 indicates that the client software will now make a determination of the
technique to be used for this subsequent physical connection. A number of factors may be
coqsidei'ed m this seiection process. In one aspect of the prt_aferre& exﬁbodiment, a user profile
may store one or more user preferences, which may be in descending order of preference. When
stored in descending 6rder, a “default” or “most pfeferable” technique is thé first entry in the

profile. When a user profile is available, each entry from this profile will be attempted in



intact. Further, the logical connection is maintained in a manner that is
transparent to the user. Bl ock 630 indicates that the client
software will now nmake a determ nation of the technique to be used for

t hi s subsequent physical connection. A nunber of factors may be considered
in this selection process. In one aspect of the preferred enbodi nent, a
user profile my store one or nore user preferences, which may be in
descendi ng order of preference. Wien %%ored in descending order, a
"default” or "nost preferable” technique is the first entry in the

rofile. Wien a user profile is available, each entry fromthis profile
\F,)M- Il be SEIUEAER gat?li antegml%ue is located wh?ch enables a successful physical connectlhon. Aps shown

16 - sequence, until a technique is |ocated which enables a successful
physi cal &&rk&BPdhe paterred grpodiment sang fox avpdbilityof theteshaigpe ot thispetitnent
scans for availability of the technique at this point. A | oopin

/ A . S P g
nechani srieoRiRE Mechapismarayhedmpleperied pfiergby @ terkigneds selected|fern B8 Prafdenat he
profile, a scan is perforned to determne if this technique is avail abl e,
and t hi s spanog performeg éadetermineif thisiechnigyeis vailables and s proecss sepeatsinetil alhi s
scanni ng process may conprise, for exanple, checking for the presence of
a nodem amsilabletethmijuk ist fpumf. Fhickicarininggmesessimay donlpaph dmexagopinabedkarg fostheo be
att enpt ed,; checking to see if the client machine is in the coverage range
of a w r gresscetof @ nuidemand aedilability of a dial heaif a telgphoge ehinhéation iy to be atermpted)i es
based on the tinme of day, or the geographic |ocation of the client
machi ne; chédkinghb iséd ifi teicliedt Ynachii©is irdithe S6vera@e Gnige 6f 4 wiréleds tethnighasich aor not
used, the techniques which are to be attenpted may be coded directly into

the cli erkinila®han@difRichOl@chnelogi¥B¥asbEon tha 6MESSHAY, 6r the BEBgPaphiRNbdaBibh 8f then

file. Techniques for inplenenting these alternatives are well known in

the art. client machine; etc. Alternatively, when a user profile is not available or not used; the techniques
which are to be attempted may be coded directly into the client implementation, or may be

accessible from a cohﬁguration.ﬁle. Techniques for implementing these alternatives are well

known in the art.

Block 640 sends the .Conﬁguration. Request message that is 'require.d to establish the
subsequent physical connection l;sing the medium selected at Block 630. As stated previously,
this may be a different medium than that previously used for this éession, and may include |
changing from a wired connection to a wiréless connection or vice versa. The session key (an
identifier of the active PPP (Pc_)int-to-Point Protocol) session, which was established accdrding,
to the PPP protocol when the logical connection was originally established) will be transmitted to
the gatéWay in the network information portion 342 of this Conﬁguraﬁon Request message
(using data stream format 340). This enables a gateway implementing the novel technique of the

present invention to recognize that a request to resume communicating over a virtual connection



Bl ock 640 sends t he Configuration Request nessage that is required to
establish the subsequent physical connection using the nmedium selected at
Bl ock 630. As stated previously, this may be a different nmediumthan that
previously used for this session, and ray include changing froma wred
connection to a wireless connection or vice versa. The session key (an
identifier of the active PPP (Point-to-Point Protocol) session, -which was
est abl i shed according to the PPP protdcol when the |ogical connecti on was
originally established) will be transmtted to the gateway in the network
information portion 342 of this Configuration Request nessage éu5|ng dat a
st r eam f Gfieadisaption ofithe underxing 8@’3&3’98&%3@%&%/ singatisHptdi e pwse%%@& i&- P &¥Ani que
of -the present invention to recognize that a request to resume

conmuni ¢ aqng}g(lbw@rbea)byiqug tpane eberdmenyiskili in the art that an acknowledgement message will

17 after disruption of the underlying physical session is being

at t enpt edee rFwened frsreths gelfway i responsh torthis Sledtigure Request, andoié thisackoemledgemene  of
ordinary skill in the art that an acknow edgenent nessage will be returned
from t he igavstiey therrppli@pondaa which mvekeGdhrefprongsscofRag) Gevit! beaend by fthet dhiest at
acknow edgenent is positive, the application data which invoked the
process ahatRinge. Thisvides teokniquen whith atelk@owh inghé¢ argtand tidratnot forme partbf the psaent

t echni ques which are known in the art, and does not formpart of the
present inmegiohion. ) Bl ock 650 is reached when the client is no
| onger active. At Block 650, an identical determ nation process to that of
Bl ock 630 is perfornmed, selecting the technique to be used to establish a
subsequent physical connection to the gateway. Control then continues to

Bl ock 660, whgip& @m&%&i&%}h@ﬁbe%ﬁ&t iO8H 16Rger GARRE Ak BRIEK\W5H,|anligentiell UP-
This process uses techniques which are known in the art, and conpri ses

per for m ngaRYnaabh Bx%@&s G BidR 630 ﬁ pEﬁ&Heﬂ,esq}ecé@ th@i@%ﬂuaié to be used to

establish a subsequent physical connection to the gaieway. Control then continues to Block 660,
where_: a new physical and logical connection will be_ set up. This process uses techniques which
are known in the art, a_hd comprises performing any autheqﬁcati_pn that is required, followed by

- any negotiation (which may include negotiating the use of encryption and compression
techniques), as well as excl;énging the IP address to be used for ‘communicating. Once these
processes have completed successfully, the connection is set up and communication over a new

session.can begin. The process of Fig. 6 then ends.

In a further aspect of the preferred embodiment, the process of P;ig. 6 may be invol'ced on
a user-configurable basis, even in the absence of disruption to the physical connection. This may
be done in order to determine whether a “better” physical connection is ﬁvailable. ‘What
constitutes a better connection is also user-configurable, but. may include searching for a higher

bandwidth if more capacity is needed, or a lower bandwidth if excess capacity currently exists,



any negotiation (which may include negotiating the use of encryption and
tonpression techniques), as well as exchanging the IP address to be used
for conmuni cating. Once these processes have conpl eted successfully, the
connection is set up and conmuni cati on -over a new session can begin. The
process of Fig. 6 then ends. In a further- aspect of the
preferred enbodi nent, the process of ELg. 6 may be invoked on a
user-configurabl e basis, even in the Agsence of disruption to the physical
connection. This may be done in order to determ ne whether a "better”
physi cal n | Of: .| =1e] . Lt e tion is
%o User Ponr Al mih Rl R Snedty BioakAPRMbIAR AP b EORLRE | 0, |

| f _nore Cg)&%gpll% Xsirilgsa i gl%eral Fom sjygt\é\r% for xt])s%p &\M‘igt q‘h"& Ero%)fec 1%§)$ in(&%%(aqgt)(he

currently exi'sts, .

etc. Atiner-driven ans be ed to periodically invoke thi,s
Comar! soforaet SRR oy [ of Fime b o LoneRGienodel o1 o
user profile.,.Th rofile indicate that the conparispn should be
o clrshiingdhe Fasabiiy ofiohesanans frernty AlsmyBrar: ReSBerT B ™4y R udi ng

the possibility of sone alternative tinme units. Alfernatively, specific
criteria Wi sBeh asf3ergding @franunissiondrgshigld yakup.3ssinesieom ang ﬂﬁ“‘é‘é’ﬁ‘ﬂ@f PERPS) ve,
passing fromone tine-of-day period where tel ephone transm ssion rates are
hi gh i nt owherstelenhopeiransenisgion rates aig igh nfocanpthgiperiod pdereyipfeare {Qyres, eiepWden i s
i npl enented, the conparison process will be perforned between Bl ocks 610
and 620, thisraspeat isdmptegiented, the epnpagsam preesssavip &g perferaed betsersBlockinel 0 and

~ conparison process will search for a better physical connection: if none
i s found, 62(havhex thsttéshin Bloein@idttianm pesitive response.nThecommerisapdocgsswilldgagh far be
transmtted will be sent normally at Bl ock 620. OQtherw se, when a better
connect i ombéteer phyimabconaentipn ok naielid fotuidy the existinigr cmméchips wiltltbirtairinalse,@aodpay | son
process to the process of Block 640 to send a Configure Request for this
bet t er neditaita be transmitted will be sent normally at Block 620. Otherwise, when a better connection is

18

found, control will transfer from this additional comparison process to the process of Block 640

to send a Configure Request for this better medium.

In yet another aspe& of the preferred embodiment, the user I:nay directly initiate a change
to the underlying physical connectic;n, causing the process of Fig. 6 to be invoked. Figs. 8A - 8E
(discussed in more detail below) illuétrate an example GUI that may be used v;'ith the present
invention. This GUI enables the human user to observe a depiction of the physical connection
and altemaﬁvés, then' respe_éti% status information, and further information regarding th;a
specific physical connection curfently fn use. Further, this GUI will permit the humaﬁ user to .
initiate the type of change that invokes the Fig. 6 processing. . Alternative methods of allowing
the ﬁser to cause a change in the physical conngction may be used, without deviating from the

inventive concepts of the present invention. Such alternative methods include, but are not



| n yet* anot her aspect of the preferred enbodi nent, the user may directly
initiate a change to the underlying physical connection, causing the
process of Fig. 6 to be invoked. Figs. 8A - 8E (discussed in nore detai
below) illustrate an exanple GJ that nay be used with the present
invention. This GUJ enables the human user to observe a depiction of the
physi cal connection and alternatives, their respective status information,
and further information regarding the 19pecific physical connection
currently in use. Further, this GJU wll permt the human user to initiate
the type of change that invokes the Fig. 6 processing. Alternative nethods
of al | owlingteditdy@rardding pap-apdtrllaowh aieges (which reaypiohsiecahtegtagendtivée on nmay be
used, w thout deviating fromthe inventive concepts of the present

i nvent i ofnfoShatfonpvite sdledtdbkefufi®ionO@hinpe kotthections|idefifiifg 864 or more function keys

19 limted to, providing pop-up or pull-down nenus (which nmay include
cont ext - §Kde srkaly Ibé Pressdaitd EimAEE SinhecibAd) €8 STS hspottavHidMabbdRS Usér RORROfT a
connections, defining one or nore function keys that may be pressed to

change copReléd MRDhykéat conhBitdn amh 86 imMbth&RedsRR AR FovRo BBl 6, MK for a
change to the physical connection nay be inplenmented using the flow of Fig.

6, wher e afitioRd Wst is@ked Betbech BIARS 610 £ 6DE 1 NRERBLAGKRIR] theaAlRE £%kstedNi S

st
test asks whether the user requested a change. Wen the response is

negative,, cﬁ?ﬂ%e; glr/]hegﬂﬂé n;egﬂéﬁr?néet is| @Sgag% IE%I}@@{;?PM\%Q td BRcK 650 ORfién the resB?xaégtié V?1

control w ster conpari son process to
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Figure 7 illustrates a flow chart which sets forth the logic with which a preferred

embodiment of -the present invention in a gateway machine maintains a virtual connection across
"a subsequent physical connection. The preferred emb(')diment of the present invention comp.rises
sen&ing control data from th_g client to the gateway when the client changes to a different

- subsequent physical connection (see Block 640, above). Acoordingly, the logic of Fig. 7 is |
invoked whenever control data is received at the gateway. As stated previously, the present
invention uses existing data, but changes the semantics of the control data so that this data is
prc?oessed in a novel manner (as described with reference to. Figs. 6 and 7), enabling the virtual
connection to be support‘ed by multiple physical connections - all in a manner that is traﬁsparent
to the user. Other data is processed using techniques which are well known in the art, and which

do not form part of the present invention.

The process begins at Block 700, which checks to see whether the incoming message is a



a subsequent physical connection. The preferred enbodi nent of the present
i'nvention conprises sending control data fromthe client to the gateway
when the client changes to a different subsequent physical connection (see
Bl ock 640, above). Accordingly, the logic of Fig. 7 is invoked whenever
control data is received at the gateway. As stated previously, the present

i nvention uses existing data, but changes the semantics of the control data
so that this data is processed in a n Qel manner (as described with
reference to Figs. 6 and 7), enabling the virtual connection to be
supported by nultiple physical connections - all in a manner that is

t r anspar efrPifiguse Requests g not, thagdhis daip is nptpeginspide dspresentigvansernBlaskd 14ni ch
are well known in the art, and which do not formpart of the present

i nvent i onindicates that the gatgwayproecasepersisginpanally agsiopting tpdle PRRpEdiowharkthet o see
whet her the incom ng nmessage is a ) ] ] ) )

20-  Conf #rplicetiorggquarements.fwinelx may inedpder discardipgthe ineorpipg dgfar Theereeess of Fige?
present invention: Block 710 "indicates that the gateway process operates
nornal | y thesenddi ng to the PPP protocol and the application requirenents,
whi ch may include discarding the incomng data. The process of Fig. 7 then
ends. Bl ock 720 is reached when the incom ng nessage is a

Confi gure Request, and checks to see if the client sending the incom ng
message i s conBiodieTHYis rachdd\wheh theilOmiiginRestige isMCohfighteR equilstant @Bedks to
negati ve response, Block 730 sets up a new physical and |ogical connection.
This  prosRssth ekt §&am@iMﬁ&miﬁ%]ﬁbssﬁgees donsiited factiRe Tthe gAOWhyC ONRED BRS
perform ng any. authentication that is required, foll owed by any

negoti at | Qs Ha¥h neghtivBkspdnsd, BIRK NEORLY wdtd e ph@cdi§fd Rfical connection. This

process uses techniques which are known in the art, and comprises performing any aqthentication

 that is required, followed by any-negotiation (which may include negotiating the use of
encryption and compressidn techni_ques), as well as exchanging the IP address to be used for

- communicating; The session key used by thé present in&ention to identify the client to the
gateway, which enables maintaining the virtual connection over a subsequent physical
connection, is made known fo b6ﬂ1 fhg client and gateway as part of the process of Block 730.
Once these processes have completed successfully, the connection is set up and communication

over a new session can begin. The process of Fig. 7 then ends.

Bl_ock 740 checks the session key contained in the network information portion of the
| Configure Request message, to determine if this is the same key that was used for this client
previously. When this test has a negative response, the client is using a different session than the
one being “remembered” by the gateway. For example, the client may have logged out of the

prior session, unknown to the gateway, and is now creating a new session. Block 750 indicates



encryption and conpression techniques), as well as exchanging the IP _
address 'to be used for comunicating. The session key used by the present
invention to identify the client to the gateway, which enabl es naintaining
the virtual connection over a subsequent physical connection, is made
known to both the client and gateway as part of the process of Block 730.
Once these processes have conpl et ed sucgessfully, the connection is set up
and comruni cation over a new session can begin. The process of Fig. 7 then
ends. Bl ock 740 checks the session key contained in the network
information portion of the Configure Request nessage, to determne if this
is the sdhas theegatevaats infasmativedorfthe clieht raust thexsfore beyessl.i Gonttof trapyfers te Rloskt est
has a negative response, the client is using a different session than the
one bei ng30tesat mhened totmectidndo gwtcbomty. For exanpl e, the client may have

| ogged out of the prior session, unknown to the gateway, and is now
creating a new session. Block 750 indicates

21 that the gateway's information for the client nmust therefore be reset.
Control transfsmBlodka6B| Dekognizdd sdssioblady hdgpbern Fdived rBieck 7adnaskowhétherahisent .

At Bl ock 760, a recognized session key has been received. Block 760 asks
whet her trbquest i§ @GNEHE sirfie dSVitOhits G8En the PHisieotntinicalién WRE this dlidnhef §y,1 or
communi catton with this client. If so, then comunication continues

nor mal | y,théScosdMicalin Brisikes hélnallyt RSRMSE BIRETT02 Clhdrivise SRhen S@¥fefedt | S

bei ng used, Block 780 remaps the prior |ogical connection to this
subsequenfeyidel Hefhg uséd) BISR RO i’f’inﬁ'i)s the Pg&tlﬁﬁcatl B&n@&ioﬂ@@ﬂﬁﬂub?équ@rﬁ%cep ur ned

into a nodem is sSent by the client e gateway as part of the

comect S Bk G ORGSR b ARTIA i SR} B et
that ses Séa%@lay %é‘ﬁi}t gﬁhé dotnection establishment process. This identifier is used to identify the
particular client session (and the information the gateway stores about that session, such as its
current protocol state) which is using the modem (and similarly for other connection devices).
When the client changes to a differ;ant medium, a different identifier will be transmitted. The
_remappi_ng process of Block 780 associates ﬁﬁs new identifier with the client information
mai;ltéined by ti]e gateway, énabling the session to_conﬁnue transparently even though the
me'di.um has changed. Further, tﬁis remapping procegs may include changing to use of a different

network protocol if the current physical connection is not of the same type used previously. The

. process of Fig. 7 then ends.

Figs 8A - 8E illustrate a GUI 800 that may be used .wi'th the present invention, as
previously stated. Fig. 8A depicts an example scenario where a client workstation 805 is
connected to a gateway 810. As shown in these figures, Network A 820, Network B 830, and

Network C 840 could be used to connect client 805 and gateway 810. This capability is shown in



Qurreht protocol state) which is using the nodem (and simlarly for other
connection devices). Wen the client changes to a different nmedium a
different identifier will be transmtted. The renapping process of Bl ock
780 associates this newidentifier with the client information naintained
by the gateway, enabling the session to continue transparently even though
the nedium has changed. Further, this renmappi ng process may i nclude
changing to use of a different network p2otocol if the current physical
connection is not of the sane type used previously. The process of Fig. 7
t hén ends. igs 8A - 8E illustrate a GJI. 800 that_ may be used
with the ;sbf‘e%‘hby rh?\péeﬁﬁrrcs of myltiplejptstfacsdayiges §¢ h{vduch maygbe apanfiupd adie an
exanpl e scenario where a client workstation 805 is connected to a gateway
810. As slimmsreivan: Fdd@hichguayds a crlbtlanphene agd 8! (Ndioheray be agdRPD sard) forgenwor k

C 840 coul d be used to connect client 805 and gateway 810. This capability
i s- shown iwprkstation 805, and the links 822, 832, 842 from this workstation 805 to the respective 22

the GUI by the presence of multiple interface devices 821 (which nay be an
i nfrared madvaks 8202830 840 The, ne@&iks(thdni cohnentrty theegatewar B | Uitising 1pike 823,,83and 841
(which may be a CDPD card) for the workstation 805, and the Iinks 822,
832, 842 fandB43,hespectivelys Tatsediguid®bisd shotviaepluralitp efdavices 8 Fledttaciiek so B2(ateBAY,
840. The networks then connect to the gateway 810 using |inks 823, 833,
and 843, regpectively. These figures also show a plurality of devices 850
attached to the gateway 810. While Figs. 8A - 8E are rendered
i n shades of black and white, other known techniques (such as use of
color, 3D affects, highlighting, shading, etc.) may be used in an act ual

While Figs. 8A - 8E are rendered in shades of black and white, other known techniques
(such as use of color, 3D affects, highlighting, shading, etc.) may be used in an actual
impleméntation to differentiate connections based on their status. Preferably, existing GUI
techniques (such as point-and-click selection capability with a mouse or other pointing device,
drag-and-drop, etc.) will be fully integrated within the GUI 800, and the interface 800 will
facilitate use without regard to the user’s national language. Techniques for determining the
ipformation to be displayed for a particular workstatioh, and creating the graphical depiction

thereof, are well known in the art

Fig. 8A depicts Network A 820 and linké 822, 823 as being currently used, as represented
by the dark outline of link 822 (as contrasted to alternative links 832 and 842) and the darker line
823 (as cpntrastéd to 833 and 843). This tells. the user the current physical connection and path,
i.e. the workstation 805 is using device 821 to connect using link 822 to Network A, which then
uses link 823 to connect to gateway 810. Further, the user is reminded tHat altemnative links 832,

833 through Network B, using device 831, and 842, 843 through Network C, using device 841,



[ rrpl erentation to di ffer entiate connections based on their status.
Preferably, existing GU techniques (such as point-and-click selection
capability with a nouse or other pointing device, drag-and-drop, etc.)
will be fully integrated within the GUJ- 800, and the interface 800 wl |
facilitate use without regard to the user's national .|l anguage. Techni ques
for determining the information to be dlspl ayed for a particular

wor kstation, and creating the graphi caP3depiction thereof, are well known
in the art. Fig. 8A depicts Network A 820 and i nks 822, 823 as
bei'ng currently used, as represented by the dark outline of link 822 (as
cont r ast ede evsilable.dwiihe prosentd ofitke @Bpspandinggraphicaheymbiels. dNptedhat nsaef dages ( as
contrasted to 833 and 843). This tells the user the current physi cal
connect i dineaiincthesgifigyres is, for purbaseswfiiltestratianemlys (Bhéryisusliindjcatiers imaz bg2sed o
connect using link 822 to Network A, which then wuses Ilink 823 to connect
t 0- gat eweeguBantlylrt her, the user is rem nded that alternative |inks 832,
833 through Network B, using device 831, and 842,843 through Network C,

usi ng device 841, '
23 are -avail abl e, by the presence of the correspondi ng graphical -synbol s.
(Note that useigfgBdrRpictithe dapiaBtyifor th@eeroflstlgdia@drtion of B gRiphiRAISRSPIAT,
illustration only. O her visual indicators may be used equivalently.)

Fig. 8B dqpiifg s infteme@dalinibw ¥60 QMbeldibBlale 'The irfidwelsl contRias inf&talibn t he
graphi cal display, causing an information w ndow 860 to be displayed. The

wi ndow 86Q5A B iiRSseleled ltgiﬁt TR scl&ﬁifoh'c Bility! fAay RS mPRIRALE dsihg EBbm-t[Qﬁcﬁ
&

sel ection capability may be inplenmented usi'ng 'a point-and- <¢lick

\t,\,.eﬁggl,\,qgg%‘cmmq@g WhYeSfiow!' 888 ifitafes tal VL udel SeiddRGink %85, €6, Svihd W 860 hay O

automatically pop up in response to the user moving the pointing device over the corresponding
object from the éraphical display, etc. While Fig. 8l3 illustrates connection information being
displayed for a selected link, any comporlent (including nodes, physical connections, the virtual
connection of the present invention, etc.) depicted in the GUI may be similarly selected for

display of appropriate oontextual information.

Fig. 8C reprecents to the liser that, while the physical oonneetion through Network A is
currently being used, the physical connection through Network B 830 is no longer available as an
alternative. The cellular phone 831 may be out of range, for example, making it unusable as an
interface device. 'I‘he unavailability of the connection through Network B may be represented by
placing an “X” 870 through the lmk 832, or other similar indication that conveys lhis status.

Network C remains shown as an available alternative.

Fig. 8D shows how the user’s request to change to an alternative available physical



aut onetically pop up in response to the user noving the pointing device
over the corresponding object fromthe graphical display, etc. Wile Fig.
8B illustrates connection information being displayed for a selected link,
any conponent (including nodes, physical connections, the virtual
connection of the present invention, etc.) depicted i.n the GJU my be
simlarly selected for display of appropriate contextual information.

Fig. 8C represents to the user that, wh24e the physical connection through
Network A is currently being used, the physical connection through Network
B 830 is no longer available as an alternative. The cellular phone 831 may
be out of canaegiien affests bz displar, Biraingepyisxisting selastien tgehnigye, thenser may eeledvi ce.
The unavailability of the connection through Network B may be represented
by pl aci bk 842, indicagythattheoigiies totphangeikthg 3gtwotk connértipn Hirerigh aetwordie4l on

t hat conveys this status. Network C remains shown as an avail able

al t er nat i {@ptionally, the user nfgycpe ré@pesidtidosotfom thischange befererieig aesallytmadehfonge t o an
alternative avail abl e physi cal

24 c onneainpbebyadrésenting 4 fop-upi veipdawy thaByminds hon taythephysicalngnsetiead tvilbbe

techni que, the user may select [|ink 842, indicating that he wi shes.-to
change t ocHahgedDgid3king BinniTde twighes toltbatirgb. SehtenisknsitivB4fformdtiohtriagmal | y, the
user may be requested to confirmthis change before it is actually made,
for exanpoeidbytoRh&aRNid vidl, Sud AP sugBesting A¥héTaabquestBd EHiBgdebing Adlisablee

physi cal connection will be changed, and asking himif he w shes to:

conti nue. yfden&gting TERtidnsY %ﬁé?fnﬁkﬂgftﬁié)&aﬁ?é( tHeQJarkWuBifle §5bv QiloliRdiHS Bl as
wel I, such as suggesting whet her a requestied change seens advi sabl e’ under

exi sting %9,51{1&41 i&fiGioh oflihie842 Rilstedd of 11HicB25)) 3MPhe ad&: 1518 BK3BURL W hal fisNOW
surroundinhg the -
link is now being used instead of link 823. Connections through Network A 820 and Network B
830 remain as available alternatives.

Fig. 8E shoﬁv,s a techniéue that may be used to indicate to the user that the status of a
connectiqn is unknown, and that it therefore may or may not be available for use. A question
mark 880 is placed on the link 842 to convey this information to the user. Alternatively, other
equivalexllt techniques may l.)e used. (Note also that the connection through Network B 830 is
nbw shown as being in use, with connections through Networks A 820 and C 840 being shown as

;‘ available.)
. While the preferred embodiment of the present invention has been described, additional
vai'iatiohs and modifications 1n that embodirpent may occur to those skilled in the art once they
leam of the bésic inventive concepts. Therefore, it is intended that the appended claims shall be

construed to include both the preferred embodiment and all such variations and modifications as

fall within the spirit and scope of the invention.



graphi*cal depiction of link 842 (instead of |ink 822), and the darker |ine
at 843 shows that this link is now being used instead of |ink 823. 7
Connections through Network A 820 and Network B 830 remain as avail abl e

al ternati ves. . Fig. 8E shows a 't echni que that m)‘mﬂnm“mﬂmuﬂ
indicate to the user that the status of a connection is

it therefore may or may not be available for use. A questi'on® k"88d i's
pl aced on the link 842 to convey this information to the user.

Al ternatively, other equivalent technigges nay be used. (Note al so that

t he connection through Network B 830 is now shown as being in use, with
connect i oW ddmpugh Net works A 820 and C 840 being shown as avail able.)
Wil e the preferred enbodi nent of the present invention has been descri bed,
additional variations and nodifications in that enbodi ment nmay occur to
those skilled in the art once they |earn of the basic inventive concepts.
Therefore, it is intended that the appended clains shall be construed to

i ncl ude both the preferred enbodi nent and all such variations and

nodi fi cat l.ons aa cofnphiingrdniiadrindnheapstpe 6f Haviagd cemepsonab amasvarky\eenipuen.

25 W claim 1. In a conputing environnment capable of having a
connect i oftadadlecodetestible bycHEMPutE systepdd 8dill enviedefitefod abir®aibyiga virdraput er
systemin said environnment, for maintaining a virtual connection between a

client angniediphB¥mées EiRnbard datelaf ad?b¥ Sutidfie HIBARAChAREonsC SoRPhisAZIJ:
at | east one avail abl e connection nedi um . at least one available

connect i on devii§&st one available connection medium;

at least one available connection device;

a subprocess for establishing a first connection using a first of said connection media and
a first of said connection devices;

a subprocess for establishing a second connection using a second of said qonnection
media and! a second of said connection devices, wherein at Ieast one of said second medium and
said second connection device is different from. said first medium and said first connection
' | device; aﬁd
[ : a subprocess for maintaining a logical connection between said client and said gateway,

b wherein said logical connection is supported by said first connection and said second connection.



a subprocess for establishing a first connection using a first of said
corinection media and a first of said connection devices;

subprocess for establishing a second connection using a ¢ gggggg_QL_saLd__
connection nedia and a second of said connection devices ast
one of said second nedium and said second connection H ﬂu iﬂ“ Ili \‘E
fromsaid first mediumand said first connection deV|

subprocess for maintaining a | ogical connection between "sai d cllent and
said gateway, wherein said |ogical comeection is supported by said first
connection and said second connecti on.

26 2. Conmput er readable code for maintaining a virtual connection
bet-ween a client and a gateway across nultiple physical connections
accor di ng2t o CLamphter regdadlespde pmaintaining ovaed congiectiophetivesn aickigntand agi cal
connection further conprises: a subprocess in said client for
sendi ng agsieway amoseaylanie phyisigalgarnagians asortinglaidaizels ahgreingsgisirwbprogess for
wherein said session key identifies said | ogical connection and was created
when usi mpingzinidghilegical compdion ifuther comprises: a subprocess in said
gateway for receiving said session key, and detecting said receipt .as a
request to cont suhpeocsssiinlsdidgientfor sanding @ séssinn key to3aid gate@ayrpumgesaid sadabl e
code for maintaining a virtual connection between a client and a gateway
acr oss mnmukbharektonp Whereinahidcession &ty idasifies said Idigical domneclion andbyasfersatdderhen
conprising a subprocess for displaying a graphical user interface which
depi cts: asigp apdtissttonheqionsaat at i on of

a subprocess in said gateway for receiving said session key, and detecting said receipt as a

request to continue said logical connection.

3. Computer readable code for maintaining a virtual connection between a client and a
gateway across multiple physical connections according to Claim 1, further comprising a
subprocess for displaying a graphical user interface which depicts: a graphical representation of
said client and said gatewasr, said available connection media, and said available connection
devices; a status of each of said media and said devices; and an indication of which of said media

and said devices is currently in use.

4. Computer readable code for maintaining a virtual connection between a client and a
gateway across mﬁltiple physical connections according to Claim 2, wherein said second

connection is established in response to a disruption or failure of said first connection.



said tlient and said gateway, said avail able connection nedia, and said
avai | abl e connection devices; a status of each of said nedia and said

devi ces; and an indication of which of said nedia and-satd-devices is —
currently in use. 4, Conmput er readabl e code for ual
connection between a client and a gateway across mul tmlmﬁmummlm
connections according to Claim2, wherejn said second conrecii on |8
established in response to a disruptionor failure of said first

connecti on. 27

5. Conput er readabl e code for maintaining a virtual connection between a
client and a Gempwayreadeblssodnior mpiplaningaMittesd Fonneetinadetwnss agberrmi ag t o
Claim 2, wherein said second connection is established in response to

det ect i ongstway ieess orulirnphosicaleannehiing eccoiiing te £lamil, pereinceitrrseenidon. 6.
Comput er readabl e code for maintaining a virtual connection between a

cl4 ent andommectiyaitiewmsblianxios sespanké fopletectipnpa better comeetmnichoise two eridifing t o
Claim 3, wherein said second connection is established in response to a
request byomectser, said request being initiated.by a subprocess responsive
to user input fromsaid graphical user interface. 7. A system for

mai ntai ning a virtual connection between a client and a gateway across
mul ti pl e physical connections in a conputing environnent capable of having

a connect on t GomputsLiedMblecodomeiNBineiEy iRl csiinBion between a clis@angaf or
establishing a first connection using a first of at least one available
connect | OBateway across multiple physical connections according to Claim 3, wherein said second

connection is established in response to a request by a user, said request being initiated by a

subprocess responsive to user input from said graphical user interface.

7. A system for maintaining a virtual connection between a client and a gateway across
mulﬁple physical connections in a computing environment capable of having a connection to a
network, said system comprising:

means for establishing a first connection using a first of at least one available connection
media and a first of at least one available connection device;

means for establishing a second connéction using a _secogd of said connection media and
a second of said connection devices, wherein at least one of said second medium and sa-id second
-éomecﬁon device is different from said ﬁrst. medium and said first oonnecti-on device; and

means for maintaining a logical connection between said client and said gateway, wherein

said logical connection is supported by said first connection and said second connection.



medi‘a and a first of at |east one avail abl e connecti on devi ce;

means for establ i shing a second connection using a second of said
connection nedia and a second of said connection devi ﬂm‘llﬂ"m ast
one of said second nedi um and said second connection !"""Iﬂg lm
fromsaid first mediumand said first connection device;” L $ nmeans
for maintaining a |ogical connection be en said client and sai d gat eway,

wherein said |ogical connection is supported by said first connection and
sai d second connecti on.

28 The‘ ¥§%ﬁn for. |nta nlqg vVir conpecti on between a
client ané3 a gatemh otrgﬁaén RS YT BT &opReon ﬁﬁwe A LY AR SAUSKBI AW t o
Claim?7, mhe{ |nhsa| neans for Hﬁlnnﬁlnlng a | ogi cal connection further
conpr i ses: M PIe PySICAT GRaRiopy Acgeifige [ (a7, Moereleiis mena fsdintaiingsy to sai d
gat eway ui g%sald second connection, wherein said session key identifies
saird | ogi (XA GOMEEHIPIHIIBE, QORABASeS r eat ed when  using said first connection:
and means in said 9atemay for receiving said session key, and

det ecti ng sai d™Meaesdp stid ghen for sendigasession kesttatshifd gateway usingspidcescombnnect i on.
9. The systemfor nmmintaining a virtual connection between a client and

a gat eway cariesisen, whengin saidl sessipmkey ilantifico sairblogicalvenreectior atidrpstecea@daiien7,
further conprising neans for displaying a graphical user interface which
depi ct's: asigg saiéhficshFonnegtiopsadt at i on of said client and said gateway, sai d
avai | abl e connection nmedi a, and said avail abl e connection devices; a status
of each of sai theansie slalégaﬁdaysfar aicahdig saﬁi%essmﬁdceﬁrand dekiectitigi seid r@cfelp‘tlﬁk gh of
said nedia and said devices is currently in use. _

request to continue said logical connection.

9. The system for maintaining a virtual connection between a client and a gateway across
multiple physicél connections according to Claim 7, further comprising means for displaying a’
grephical user interface which depicts: a graphical repr_esen_tation of said client and said gateway,
. said available connection media, and said available connection devices; a status of each of eaid
media and said. devices; ané an ipdication of which of said media and said devices is currently in

use.

10.  The system for maintaining a virtual connection between aclient and a gateway across
multiple physmal connections accordmg to Claim 8, wherein said second connection is

established i in response to a disruption or failure of said ﬁrst connection. -



10 “*The systemfor maintaining a virtual connection between a client and
a gateway across mul tiple physical connections according to Caim-8—
wherein said second connection is established in response t tion
or failure of said first connection. “ “mm m\

29 11. The system for maintaining a virtual conne i ent
and a gateway across nmultiple physi cal jgonnections accor |ng to CaimS8,
wherein sai d second connection is estaBPished in response to detection of
a better connection choice than said first connection. 12. The system
for maintaining a virtual connection between a client and a gateway across
mul tiple physi The systsmfet miipfriniag ¢ virtdi! nopnegioTbetimerioa clivhbarsi agataad asesdnd
connection is established in response to a request by a user, said request
bei ng i ni multipbeiphygicalansectiesyroosiling tot@aim; shereinmatd srsq:amdmsmiedtigr mphi cal user
interface. 13. A nmethod of maintaining a virtual connection between a
client anestablighddinagspanseas eteativh bf {letterzhiyretiial choa tima tsaid fisst iconrgci@nput | ng
envi ronnment capabl e of having a connection to a. network, said nethod
conprising the steps of: establishing a first connection using a
first of at |east one avail able connection nedia and a first of at. |east
one avail apl e TROQBRH PAMARWIGRS a virtual conne@ivh BBtwieti HgEndarsieLondv SRR I ONn
using a second of said connection nedia and a second of said connection

devi ces, éﬁé Phydical @ARdctiONScOdrdin R toCIHR0N WHeRthidFednd coledtiGEgoNd
connecti on evice is different fromsaid first nediumand said first

connect i opyff¢h&Ein ré’sBGnse toa requesf@)} DR, §HxJ‘qul?esi %gclﬂitlaﬁ:g BY %gah%s%h\()@%"

said client and sai d gateway, wherein sai
user input from said graphical user interface.

13. A method of maintaining a virtual conﬁection between a client and a gateway across
multiple physical connections in a oomputing environment capable of having a.connection to a
netwo.rk, said method comprising the steps of:

establishing a first connection using a first of at least one available connection media and
a first of at le;clst one availa;t)lé connection device; |

establishing a second connection using a se;cond of said connection media and a second of
said connection devices, wherein at least one of said second medium and said second connection
device is different from said first medium and said first connection device; and

maintaining a logi'cai connection i)et\}veen said client and said gateway, wherein said

logical connection is supported by said first connection and said second connection.



| ogical connection is supported by said first connec secon

'iz-nnec'frlhgnmt hod for maintaining a virtual connecti on w ‘“‘“\‘M

a gateway across mul ti pl e physi cal connections accor t o CMai
wherein said maintaining a |ogical connection step further conprlses
sending a session key fromsaid client to said gateway using said second
connection, wherein said session key Blentifies said | ogi cal connection

and was created when using said first connection; and recei vi ng
sai d session k in sai.d gatewa d, detectin ald receipt as a request
to conti ﬁge s Ftbﬁ)‘?toélr‘%brﬁﬂﬂlé’éﬁ Bﬂ’al connezion be ar?BFrH(?Bé F EFICHRY ATSni ng a

virtual con tion between a client a d eway Qacr oss. tlple physi cal
Connect | RS BRHE OB EP R A5 rSnE IS HoT SO 2R A s ags IPBRIGi op! ay ng
a graphical user interface which depicts: a graphlcal representation of
sai d cli efRnseRPnStEPJUher SMRKISeS'sai d avai | abl e connection nedi a, and said
avai | abl e connection devices; a status of each of said nedja and said
devi ces; and astnfingpsessionkenfromsridiclion tsaidgateway ysingeridsecondropneddion; s
currently in use. 16. The nmethod for nmaintaining a virtual cennection
bet ween awbtrewysaidsastion kysidentifiesssaiddegical ennphedtiph andomsssireatad whensingisaiddirst’
according to Caim 14, wherein said second connection is established in
response t@maxdmsmubtion or failure of said first connection

receiving said session key in said gateway, and detecting said receipt as a request to

continue said logical connection.

15. The method for maintaining a virtual wmeétion between a client and a gateway across
multiple physical connections according to Claim 13, further compﬁsing a step for displaying a
graphical user interface which depicts: a graphical represeniation of said client a!nd said gateway,
said available ct;nnection xﬁedia, and said available connection devices; a status of eac}; of said
media and said devices; an& an in&ication of which of said meﬂia and said devicézs is curfently in

use.

16.  The method for maintaining a virtual connection between a client and a gateway across
multiple physical connections according to Claim 14, wherein said second connection is

established in response to a disruption or failure of said first connection. -



31 17, The method for maintaining a virtual connection between a client
dnd a gateway across nultiple physi cal connections according to Caim1l4,
wherein said second connection is establish in response to detection of

a better connection choice than said first connectl ﬁl " "u[nﬂl t hod
for maintaining a virtual connection between a clle Cross
mul ti pl e physical connections according to Caim 15, "wheérern sai'd second
connection is established in response 3% a request by a user, said request
being initiated by a step responsive to wuser input fromsaid graphical

usér interface. o ) ) .
17. The method for maintaining a virtual connection between a client and a gateway across

multiple physical connections according to Claim 14, wherein said second connection is

- - established in response to detection of a better connection choice than said first connection.

18. The method for maintaining a virtual connection between a client and a gateway across
multiple physical connections according to Claim 15, wherein said second connection is.
established in response to a request by a user, said request being initiated by a step responsive to

user input from said graphical user interface.



