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| NVENTI ON The present invention relates to a security server for use in a
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t el 'econmuni cations network and a nethod of perform ng a security check on
a nessage inconmng to a telecomunications network. BACKGROUND OF THE
INVENTION It is known to provide a wiré&l ess tel ecommuni cations network
across which two users of nobile equi pment can comruni cate, or a nobile
user can co i ' 'med | ocation user by transfer of a signal
fromthe % | and |ine. One known type of wreless
comuni cations network is the 3rd Generation Partnership Projects (3GPP)
system which is currently being brought into use around the world. This
net wor k i EIEKHd@WT E@Etlh'é/gbhﬂ@é\# sal Mobile Tel ecomunications System (UMS)
and one advantage that it has over previous wireless network standards is
that it allows far faster rates of data transfer using a packet-sw tched
(core) neTherdreddrbiiidntion relatédi toiaosedudityeerver for usadi artelecemmanications
circuit-switched (care) network (CS- . _The PS-CN.can connect. tq the

it or net  BRGTRe RS BHOCEIRINGLERTENEHE (BSOS BRSO A0
Network (Rthbg af geiorhiid 98 akesurley Ibhabk S6r VhC afediabillifcotlifPNlo 4N
practice, the CS-CN functionality is achieved via a subsystemcalled the IP
Ml ti medi telsemspsingations/sBiwaiki he PS-CN. The | M5 can connect to an | P based
network such as the Internet to provide services such as Voice over |IP. The

signalling protocol used between user equi pnent (UE) such as nobile
t el ephone BAGKIGROUN VO RTHBIMNVENTIONNponent s of the I M5 is the Session

It is known to provide a wireless telecommunications network across which two
users of mobile equipment can communicate, or a mobile user can communicate
with a fixed location user by transfer of a signal from the wireless network to a
land line. One known type of wireless communications network is the 3
Generation Partnership Projects (3GPP) system which is currently being brought
into use around the world. This network is known as the Universal Mobile
Telecommunications System (UMTS) and one advantage that it has over
previous wireless network standards is that it allows far faster rates of data
transfer using a packet-switched (core) network (PS-CN) in addition to voice
transfer over a circuit-switched (core) network (CS-CN). The PS-CN can connect
to the Internet and the CS-CN can connect to the Public Switched Telephony
Network (PSTN) and the Integrated Digital Services Network (ISDN).

In practice, the CS-CN functionality is achieved via a subsystem called the' IP
Multimedia Subsystem (IMS) in the PS-CN. The IMS can connect to an |IP based
network such as the Internet to provide services such as Voice over IP. The
signalling protocol used between user equipment (UE) such as mobile
telephones and the IMS and between components of the IMS is the Session
Initiation Protocol (SIP). This protocol has user registration (e.g. location and

communication capability), addressing and routing capabilities.



Initiation Protocol (SIP). This protocol has user registration (e.g.

| ocati on and comruni cation capability), addressing and routing

capabi | i twe=004@558004/ 075587 PCT/ | B2004/ 000551 2 One i wp@nBznos/o@ss1 of
conponents within an I M5 network is the Call Session Control Functions
(CSCF). These performa server service in that they process signals and
control a wireless user's session, as w#ell as perform ng an address

transl ation function and handling of subscriber profiles. If a user is in
the hone network, the network is accessed via the Serving-CSCF (S-CSCF),
and this server provides session control and other services for the user.
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A further type of CSCF is an Interrogation CSCF (I-CSCF). The I-CSCF is the
first point of contact within a home network for an access by a visiting user. It is
arranged to communicate with the Home Subscriber Server (HSS), which holds
subscriber account information and subscriber location information. The I-CSCF
is set up to perform load balancing within the S-CSCFs using information
provided by the HSS. Since it provides a single point of entry into the network for
users from other networks, it is often used as a means to prevent operators of

other networks from knowing the specific structure of the IMS network.

A problem that arises with the type of network described above is that messages
arriving at the I-CSCF from outside the IMS netWork are not necessarily from a
reliable source. Since the I-CSCF works in conjunction with the HSS it is a
simple matter to determine whether an incoming message is from a user
identified as having details held in the HSS or who is a subscriber to another
network with which the IMS network has roaming agreements. [f the message is
not from such a user then ‘access to the network can be restricted, for example

by not providing any services which need to be paid for by the user unless



sinple matter to determ ne whether an incom ng nessage is froma user
identified as having details held in the HSS or who is a subscriber to
anot her wetamwdsssrt h which the | M5 network has roam ngpregnBzowniesst | f t he
nmessage is not fromsuch a user then 'access to the network can be
restricted, for exanple by not providing any services which need to be
paid for by the user unless WO 2004/ 078587 PCT/ | B2004/ 000551 3 paynent is
taken up front. However, a specific problemarises with nmessages that
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user. This identification is checked by the I-CSCF in conjunction with the
HSS as expl ained above. Many user identifications are publicly-known, so
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provi de astiBs&RIMObsEquenty nré Wvakitiotisehi er tdans access to the network
and furthermore gains access to the account of the subscriber whose
identification is being adopted. Such an unauthorised user could thus use the
subscriber's account and run up a significant bill without the subscriber being

aware of this, perhaps until the subscriber’s next monthly bill is received.

In a similar manner an unauthorised user could use an identity of a subscriber to
another network who would be permitted to use the network in view of a roaming

agreement between the two networks.

It would be desirable to provide a telecommunications network in which the
likelihood of unauthorised access using publicly-known subscriber identifications

is minimised.
SUMMARY OF THE INVENTION
According to a first aspect of the present invention, there is provided a security

server for use in a telecommunications network, arranged to : receive a

message; determine whether the message is from a known source -or an



| i kel i hood of unauthorised access using publicly-known subscri ber
identifications is mnimsed. SUMWARY OF THE | NVENTI ON According to a
first aspwotoefo7s38@ present invention, there is provi de®Ca/IBEOWPIKSYl Server
for use in a tel econmunications network, arranged to : receive a nessage;
determ ne whether the nmessage is froma known source or an WO 2004/ 075587
PCT/ | B2004/ 000551 4 unknown source and, depending on the result of the
determ nation, nodify the nessage; and forward the nessage within the
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network el enent; deternine whether the nessage has been nodified and,
depending on the result of the determination, performone or nore security
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present invention, there IS provide a t el ecomuni cati ons networ kK
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security server .is . a . [ e; TN er the
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present i ROERET GRE AriReTE ﬁ%”ﬂ&?ﬁhe&%%l"hreﬁ@?% theMessASr ni ng a security
check on a nmessage in a tel ecommunications network, conprising the steps
of : receiving a nessage; determ ning whether the nessage is froma known
sour ce or Asnorginghdanas thiidc @saaet, ofidpengdiesgnbrinvaidionedhere d¢ propided a

determ natl,on,  AOALNLRE hEGTESERHErisiAddal QLURHY' RdnkPeanESTagRmikn! N
processing element, wherein the security server is arranged to : receive a
message; determine whether the message is from a known source or an
unknown source and, depending on the result of the determination, modify the

message; and forward the message to the network processing element.

According to a fourth aspect of the present invention, there is provided a method
of performing a security check on a message in a telecommunications network,
comprising the steps of : receiving a message; determining whether the message
is from a known source or an unknown source and, depending on the result of
the determination, modifying the message; and forwarding the message within

the telecommunications network.

According to a fifth aspect of the present invention, there is provided a security
server for use in a telecommunications network, arranged to : receive a
message; determine whether the message is from a known source or an
unknown source; and forward the message within the communications network in

a manner dependent on the result of the determination.

According to a sixth aspect of the present invention, there is provided a

telecommunications network comprising a security server and a network



t he tel ecommuni cati ons network. According to a fifth aspect of the present
invention, there is provided a security server for use in a

t el econmmwDcat4/0s87net work, arranged to : receive a nMePEAIB004@M0851M Ne
whet her the nessage is froma known source or an unknown source; and
forward the nessage within the communications network in a nanner
dependent on the result of the determ-hation. According to a sixth aspect
of the present invention, there is provided a telecomunications network
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According to an eighth aspect of the invention, there is provided a security server
for use in a telecommunications network, arranged to : receive a message; and
determine whether the message is from a known source or an unknown source
and, depending on the result of the determination, determine a subsequent

action to be taken in respect of the message.

Accbrding to an ninth aspect of the present invention, there is provided a method
of performing a security check on a message in a telecommunications network,
comprising the steps of : receiving a message; and determining whether the
message is from a known source or an unknown source and, depending on the
result of the determination, determining a subsequent action to be taken in

respect of the message.
BRIEF DESCRIPTION OF THE DRAWINGS

An embodiment of the invention will now be described, by way of example only,

with reference to the accompanying drawings in which :



of performng a security check on a nessage in a tel econmuni cations
network, conprising the steps of : receiving a nessage; and determ ni ng
whet her twe 200mas#ge is froma known source or an unknowReT4BN0E@00&5I,
depending on the result of the determ nation, determ ning a subsequent
action to be taken in respect of the pessage. BRI EF DESCRI PTI ON OF THE
DRAW NGS An enbodi nent of the. inventidvn will now be described, by way of
exanpl e only, vvith reference to the accorrpanyi ng drawi ngs in which : WO

networ k onMIECd SLEN BRIl B BTk MHRERCERE Y8 ot ldE o

show rovxth@hfgtWQrM,n accordance vmth a first enbodi nent of the 1nvention;
Figures 3a and 3b show flow charts in accordance with a second enbodi nent
of the inventi on; Figures 4a and 4b show fl ow charts in accordance with a

third enbp Qf'\d ReshdwWHER chaRs nf'a%tfr@aﬁcéhﬁlﬁﬁa fildP efBoUIndnt ofleai ns
i ncl udi ng a an Zb interfaces. DESCR ON OF THE PREFERRED EMBODI MENTS
Bef or e demwentimg enbodi nents of the i nventl on, an explanation will firstly

be given regarding the Za and Zb interfaces that can exi st between
networks and w thin networks respectively. This explanation is taken from
the 3GPP Figurés33a hAd \&b. shdiv (18R Qhatid)in Becdwlaned wihex sécarat émbodiReintate 6.
This specification covers Technical Specification Goup Services and

Syst em Asfecineenti®a; Security; Network Donain Security and | P network |ayer
security. Figure 5

Figures 4a and 4b show flow charts in accordance with a third embodiment of the

“invention.
Figure 5 shows two security domains including Za and Zb interfaces.
DESCRIPTION OF THE PREFERRED EMBODIMENTS

Before describing embodiments of the invention, an explanation will firstly be
given regarding the Za and Zb interfaces that can exist between networks and
within networks respectively. This explanation is taken from the 3GPP TS
33.210 V6.0.0 (2002-12) Technical Specification, Release 6. This specification
covers Technical Specification Group Services and System Aspects; 3G
Security; Network Domain Security and IP network layer security. Figure 5
shows two security domains and the Za and Zb interfaces between entities of

these domains.
The interfaces are defined for protection of native IP based protocols:

Za-interface (SEG-SEG)
The Za-interface covers all NDS/IP (Network Domain Security/Internet Protocol)

traffic between security domains. The SEGs (Security' Gateways) use IKE

(Internet Key Exchange) to negotiate, establish and maintain a secure ESP



shows two security domains and the Za and Zb interfaces between entities of
t hese donmains. The interfaces are defined for protection of native |IP based
pr ot ocol swO 28@i47638¢r f ace (SEG SEG The Za-interface covecs/Bdo4/hNoSil P
(Network Domai n Security/Internet Protocol) traffic between security

domai ns. The SEGs (Security Gateways) use IKE (Internet Key Exchange) to
negoti ate, establish and maintain a seture ESP WO 2004/ 075587

PCT/ 1 B2004/ 000551 7 (Encapsul ating Security Payl oad) tunnel between them
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control plane traffic that needs security protection.

All security domains compliant with this specification shall operate the Za-

interface.

Zb-interface (NE-SEG / NE-NE)
The Zb-interface is located between SEGs and NEs and between NEs within the

same security domain. The Zb-interface is optional for implementation. If

implemented, it shall implement ESP+IKE.

On the Zb-interface, ESP shall always be used with authentication/integrity
protection. The use of encryption is optional. The ESP Security Association shall

be used for all control plane traffic that needs security protection.

Whether the Security Association is established when needed or a priori is for the
security domain operator to decide. The Security Association is subsequently

used for exchange of NDS/IP traffic between the NEs.

The security policy established over the Za-interface is subject to roaming
agreements. This differs from the security policy enforced over the Zb-interface,

which is unilaterally decided by the security domain operator.



Whet her the Security Association is established when needed or a priori is
for the security donain operator to decide. The Security Association is
subsequerwbyoouress7f or exchange of NDS/IP traffic betwe@oTHAZONENSSIThe
security policy established over the Za-interface is subject to roam ng
agreenments. This differs fromthe security policy enforced over the
Zb-interface, which is unilaterally deci ded by the security domain
operator. WD 2004/ 075587 PCT/1B2004/ 000551 8 Referring firstly to figure
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provided, is a security interface which exists between each pair of

connect edh@@iNareHasefit hin the I Ms network 1. The Zb interface is only
present within the I M5 network because it is only applied to entities
wthin the sanme security domain i.e. the IMS network 1. The purpose of the
Zb i nt er f Indeetiveenteachrad el cosrntions yis sbewnespiagesteslding dottad oxpl. i@ 4t he | VS
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because network providers may not want to use the Zb interface within their

network.

The Zb interface, when provided, is a security interface which exists between
each pair of connected entities within the IMS network 1. The Zb interface is only
present within the IMS network because it is only applied to entities within the
same security domain i.e. the IMS network 1. The purpose of the Zb interface is
to provide security for messages being sent within the IMS network. Since the
IMS network 1 is within a UMTS network the security protocol is provided by an
Encapsulating Security Payload (ESP) protocol. This provides a check for the
data integrity of messages travelling over it and a data origin authenticity check.
The Zb interface also makes use of security keys using the Internet Key

Exchange (IKE) protocol.

As a result of the presence of the Zb interface, any entity within the IMS network
1 that receives a message from another entity within the IMS network 1 knows
whether that message has come over the Zb interface (and hence is security

cleared) or not.



Encapsul ati ng Security Payl oad (ESP) protocol. This provides a check for
the data integrity of nessages travelling over it and a data origin
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the Internet Key Exchange (IKE) protocol. As a result of the presence of
the Zb interface, any entity within t | M5 network 1 that receives a
nessage from another entity within the” I M5 network 1 knows whet her that
nmessage has conme over the Zb interface (and hence is security cleared) or
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the receiving network knows that nessages received in this way have been

security s¢aditechegik¢dare from authorised and authenticated users. A
roam ng user having a nobile tel ephone

A second network 16 is also shown in figure 1 and is shown to have its own SEG
18. The network 16 is a network with which the IMS network 1 has a roaming
agreement. Consequently, any traffic between the network 16 and the IMS
network 1 is sent over the Za interface so that the receiving network knows that
messages received in this way have been security cleared and are from
authorised and authenticated users. A roaming user having a mobile telephone
20 and who is a subscriber to the IMS network 1 is shown as being in a suitable

location for accessing the network 16.

A second mobile telephone 22 is also shown in figure 1. This mobile 22 is
attempting to access the IMS network 1 directly i.e. not through another network

such as the network 16.

It should be appreciated that the relative sizes of the networks and their relative
locations and those of the mobile telephones are only shown as example
representations in figure 1. In practice, the IMS network 1 would have Za
interface connections with a number of networks, but just one network (16) is
shown for convenience. Furthermore, the invention could apply to other types of

network than a UMTS network.



20 and who is a subscriber to the M5 network 1 is shown as being in a
suitable location for accessing the network 16. A second nobile tel ephone
22 is al swozhomvatsism figure 1. This nobile 22 is attenpPChgBo4/e@seiss t he
I M5 network 1 directly i.e. not through another network such as the
network 16. It should be appreciated gBat the relative sizes of the
networks and their relative |ocations”and those of the nobile tel ephones
are only shown as exanple representations in figure 1. In practice, the
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t he i nvenyjitoa @fOtHed reaping Boreznient. t ijhes mufbilentelephrdoet BANwWH (@ArSshea wor k.

WO 2004/ 075587 PCT/ I 82004/0 551 0 In operation_the u v nobi |

t el ephonehantsiavgh o, fe-aetwor g ir‘i%mﬁy}'?t Vtﬁ?tqjga&ov?r 3’6‘53’@“ '%nég}a'ggt? eerrlante
The nobi | g,4 @liEBEYIEVIdEd With! a CBARGSfona in frRNARINAET kﬁoWh&n rtied wrir kBdforevhen it
roams into the area covered by the network and wil| Brow ded with a
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messages e ubat of tthe mpBimdelaphanel 20nHign wishes: f1sgr BisgBeMPNBeIOiKest s.

guzg < 2r t”g%é_sr%ﬂ:eescg RS 3e4Fets BRALEH: OASThE X Melkh& 88 mesge8SPthat

the IMS network 1 knows that they are genuine requests.

Such a message contains a header identifying the sender, called a P-Asserted-
Identity header. The format of this header if the sender is a user with a publicly-

known user identification is :
<sip:user1_publici@home1.net>

If the mobile telephone 22 sends a request directly to the IMS network 1, the I-
CSCF 2 knows that the request has not come over the Za interface and that
consequently no security check has been carried out on the request. The P-
Asserted-ldentity header of such a system can not be trusted as genuine
because a false user may have adopted another user’s public identity. In prior
art systems, such a message would nevertheless be passed directly to the S-
CSCF 6 for processing and the S-CSCF would not know that the message was
potentially a problem. In a prior art system with a Zb interface, such a message
would be passed over the Zb interface, so, again the S-CSCF would proceed to
process it. Consequently, if the user of the mobile telephone 22 is in fact simply
using the identity of a subscriber to the IMS network 1, that user wouid have

been allowed access to the subscriber’s account.



I dentity header. The format of this header if the sender is a user wth a
publicly- known user identification is : <sip:userl _publicl@onel.net> |f
t he nobi Iwot2edsphisne 22 sends a request directly to thePCYEBmot/MmSKkt 1, the
|- CSCF 2 knows that the request has not come over the Za interface and
that consequently no security check has been carried out on the request.
The P- Asserted-ldentity header of su&ﬂ a system can not be trusted as
genui ne because a fal se user may have adopted another user's public
identity. In prior art systens, such a nessage woul d neverthel ess be
passed directly to the S- CSCF 6 for processing and the S-CSCF woul d not
know t hat THeollowingaarbuedimentobEtheiiavéntion desotibe selutionstopthisoproblem.sy st em
with a Zb interface, such a nessage would be passed over the Zb interface,
so, again the S-CSCF would proceed to process it. Consequently, if the

user of tRanaeRitl EnbSdifRINGBE t2inventih, ftR6 Zbsintgitace igiot¢h Ube withtmthig y of a
subscriber to the I M5 network 1, that user woul d have been all owed access

to the sulbt®mebsorks1ase dhist cammorOorl/UsPE58Y PMSANS2 00 Se0wiysalearng the

foll owi ng_enbodi ments of the invention describe solutions to this problem
In the filse® odi ment of the invention, the Zb interface is not in use
within the IM network 1 so this can not be used as a neans of security

{1 gur es ZEnee! SHCAIPRTHG ePIS SIS b T 5l5PE BAOCRE thd"artr  T4i e |
process (@Qyy fo Rylite®5SAqRe istark BF Me/BrbcaEs (3)ea SIEFhéEssafbiis retsivabat coul d

ei t her haveﬁl%een received over the Za interface or direct Ii tror[i_n out si de
t he net wothie.I-CSCEt dhisgmessage cowdseither bruechermeaseledayer He £a d¥eriack

al ternati SF éireic?lytfnﬁn %atside the network. In step 32, the I-CSCF 2 determines which

of these two alternatives is the case.

If the answer is no (i.e. message not received via Za interface), the I-CSCF 2
proceeds to step 34 at which a modification is made to the P-Asserted-ldentity
header of the message. In this embodiment a parameter is added to the header
to indicate that the message has not been through security clearance. The

example header shown above is therefore modified to have the following format :
<sip:user1_public1@home1.net>;screening=no

The I-CSCF then proceeds to step 36 in which the message, with the modified
header is forwarded to the S-CSCF 6.

If the answer to step 32 is yes, the message has come over the Za interface, and
the I-CSCF proceeds directly to step 36 and forwards the message to the S-

CSCF 6 without making any modifications to the message.

At step 38 the message arrives at the S-CSCF bearing an indication of its
authenticity. In other words, if the message arrives with a normal P-Asserted-
Identity header, the S-CSCF 6 knows that it has been through a security check.



If the answer is no (i.e. nessage not received via Za interface), the

| -CSCF 2 proceeds to step 34 at which a nodification is made to the

P- Asser t ewol2demt7s38y header of the nessage. In this enbedirmBo4/eoossir anet er
is added to the header to indicate that the nmessage has not been through
security clearance. The exanple head shown above is therefore nodified
to have the followng format : <sip: Eéerl_publ i cl @onel.net>; screeni ng=no
The | -CSCF then proceeds to step 36 in which the nmessage, with the nodified

header i ar S : f 1 e , the
message ﬁgghec Qﬁee%rﬂ%/ %gﬁ%\? I n gr'ffbgct,Astgnﬁe@tl ae {t)_/ (&%%ﬁi—éig?]oezée%gcgﬁect |y
to step JGowtthabit has dst béen treesglya seoutityech8ck.CSCF 6 wi t hout maki ng any

nodi fications to the message. At step 38 the nessage arrives at the S CSCF
bearing an indication of its authenticity. In other words, if the nessage

arrives WidsghdaRfudht fuctssebf B SICBOFE ist arelreprgentddnia figurSeh. ETHe8ws t hat
It has been through a security check. WO 2004/075587 PCIT/I1B2004/ 000551 12

If the meSSEHeS reads/be MEsIAAE iMoetEPi4dd In-sieR detibdeleamings: Yheldgrn&F Not he

S- CSCF 6nﬁépﬂ-\g%ts%ﬂga—ld%nti?&ﬁ@e%@%gﬁﬂ% H%%Qé’%‘ir%hﬁ)%%ué iptaYarlef%?kadd-Eﬁeb%_he <

subseque S0 l are represented in tigure 2a.
CSCF 6 r eydd-CHEFnEs Hape ansvardp ndéQthd 8-GBEp &ipraceedetiestimdésd invdieier or

not the P-Asserted-ldentit der of the ) ' es r te
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44 in whighin &vh%hnit?gé_ g _§ed§l§rﬂ?%ﬁé@l@b stidh hdaudiseation any esithdritieaferCSCF 6
proceeds to step 46 in which it perfornms security checks such as

aut hor i satheshs sonl theithesaadeat ilfoeseneltgcks ohavh dhafelligagiesspge B dERM decks
Show et oo ST5ARDek !B a6 SRR LBroobdie B RaAar
the message turns out not to be from a genuine subscriber, the S-CSCF can
decide not to process the message as normal but instead to only partially
process it, for example by not allowing use of services which must be paid for.
The S-CSCF could decide not to process the message at all. Hence
unauthorised access to the account of the subscriber having the P-Asserted-

Identity carried in the message is avoided.

In a second embodiment of the invention, the Zb interface is again not in use
within the IMS network 1 so this can again not be used as a means of security

clearing a message.

The second embodiment is represented by the steps in figures 3a and 3b.
Turning firstly to figure 3a, at the start of the process (50) a SIP message is
received at the I-CSCF. This message could either have been received over the
Za interface or directly from outside the network. In step 52, the I-CSCF 2

determines which of these two alternatives is the case.

If the answer is no (i.e. message not received via Za interface), the I-CSCF 2
proceeds to step 54 at which it checks to see whether a P-Asserted-Identity

header is present and if so, a modification is made to the P-Asserted-ldentity



the nmessage turns out not to be froma genuine subscriber, the S CSCF can
decide not to process the message as nornal but instead to only partially
process iwWQ 20ovo7838anpl e by not all ow ng use of servi cesPafiiBOWIESSbe paid
for. The S-CSCF could decide not to process the nessage at all. Hence
unauthorised access to the account of the subscriber having the P-Asserted-
Identity carried in the nessage is avbi ded. In a second enbodi nent of the

i nvention, the Zb interface is again not in use wthin the M5 network 1

o o ofRRAORl e RlesRBad' M (AR, BRI ing FEMEMN MY ReaderesSage.

The seco F'epresentie e Steps In figurées 3a and
Turni ng kémstéd td indicalgtieatIbe raessddye lsasanot béen ﬂuopglméag@rltyawgaranw P

nmessage is received at the |-CS e ul.d either have b
recei ved l’fd&l@lﬂldth?eposéé"ﬂﬂm%\@e'”ﬁ a&?ﬂéﬁﬁh ﬁ ‘%‘h'&?ﬁ '%ge t he netwgr k.eelnn
step 52, the |-CSCF 2 determ nes whi ch of these two alternatives is the

case. If the answer is no (i.e. nmessage not received via Za interface), the
| - CSCF 2 Therlec8Efsthen psocaecsaoéﬁtemﬁﬁdn which: thecmessape; Mdthgvd the ?16% der

P- Asserted: | den present and if so, a nodification is nmade to
the P- Asé%F‘F\é’é‘“f%ﬁ%tW?? 6\%@0@4/ 075587 PCT/ | B2004/ 000551 13 header of the
negsag? LR Eh{ﬁ enbodlnenL the P-Asserted-ldentity header is renoved to
i ndi cate a e nessage has not been through securi | .
voul dbe ptheATmEns Saineh & Ve the Misesaoe of et it o BRE the, o
- t
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Is forwa f the answer to step 52 is yes, the nessage
has cone thMI@ammmdffm§9n$ teetheimess@gepr oceeds directly to step 56g
and forwards the nessage to the S-CSCF 6

At step 58 the message arrives at the S-CSCF bearing an indication of its
authenticity. In other words, if the message arrives with a normal P-Asserted-
Identity header, the S-CSCF 6 knows that it has been through a security check.
If the message arrives without a P-Asserted-ldentity header, the S-CSCF 6

knows that it does not have a reliable originator.

The subsequent functions of the S-CSCF 6 are represented in figure 3a. The S-
CSCF 6 reads the message in step 60. In step 62 it determines whether or not
the P-Asserted-ldentity header of the message has been removed by the I-CSCF
9 If the answer is no, the S-CSCF 6 proceeds to step 64 in which the message
is processed. If the answer is yes, the S-CSCF 6 proceeds to step 66 in which it
performs security checks such as authorisation and authentication checks on the
message. |f these checks show that the message is from a genuine subscriber,
the message can subsequently be processed. If the message turns out not to be
from a genuine subscriber, the S-CSCF can decide not to process the message
as normal but instead to only partially process it, for example by not ailowing use .
of services which must be paid for. The S-CSCF could decide not to process the
message at all. Hence unauthorised access to the account of the subscriber

having the P-Asserted-Identity carried in the message is avoided.



wi t hout meking any nodifications to the message. At step 58 the nessage
arrives at the S-CSCF bearing an indication of its authenticity. In other
wor ds, i fwoleoamsssage arrives with a nornmal P-Asserted- PCagR2i0s/gooistader ,
the S-CSCF 6 knows that it has been through a security check. [If the
nmessage arrives without a P-Asserted- Hj]entity header, the S-CSCF 6 knows
that it does not have a reliable origihator. The subsequent functions of
the S-CSCF 6 are represented in figure 3a. The S- CSCF 6 reads the nessage

N oter 8 i rfiBo@ﬁwelntt of BIeIriTb tich, WHE ZtPintdifaded inluse within the IMS

P- Assert eader o e nmessage has been renoved by the |-CSCF
2. 1f theetsket and cap betdwd%ﬂﬁemtﬁptpsescdamunty cleangned i n which t he
nmessage is processed. If the answer is yes, the S-CSCF 6 proceeds to step
66 in which it perfornms security checks such as authorisation and

aut hent i ed @it dAREEMRIA Ishl%gréﬂ%‘métgby thd stepedr fighreskéa ahdwiit h‘émrnidga
nmessage is froma genui ne subscri ber t he nessage can suhse anysé
i ber,
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only part EN] Yy  process | or exanple not allow ng use of services
whi ch nusdr diectiqifibnd oltsidEhtheTeDBOFK. chiu$tdpd7éc ithiz I-6&CHR g dateeines wiich message

at all. Hence t d t [
he P s QTGRS 110G A1) 3Eiee; e, frone HECUIIEn € ¥5B TR REo o7 eser
PCT/ | B20Q44R085R whidit tHemasdayd id femipdédrentheas-a$eF Bovention, the Zb. -

interface 1s 1n use wthin the IMS network 1 and can be used for the
pur poses of security clearance. The third enbodi ment is represented by the

steps in 0 that t of
the pr ocegéﬁ%?&%‘”éﬁgggnégsggggl 98;[:fglécg/edéd/\ﬁa Z% I%Fﬁc%ﬁ the H%gl@rrg?sg;e °
coul d ei treceddy to biepn74 etehichdtheweessage Bdorwardetidoghe S- CSCF 6. The

message is forwarded directly i.e. not over the Zb interface.

If the answer to step 72 is yes, the message has come over the Za interface, the
I-CSCF proceeds to step 76 and forwards the message to the S-CSCF 6 over the
Zb interface. The Zb interface may carry out further internal security checks on
the message, even though it has already been checked by the network 16 from

where the message was sent.

At step 78 the message arrives at the S-CSCF in a manner which indicates its
authenticity. In other words, if the message arrives over the Zb interface, the S-
CSCF 6 knows that it has been through a security check. If the message arrives
directly i.e. not over the Zb interface, the S-CSCF 6 knows that it has not been

through a security check.

The subsequent functions of the S-CSCF 6 are represented in figure 4a. The S-
CSCF 6 reads the message in step 80. In step 82 it determines whether or not
the message has been sent over the Zb interface by the I-CSCF 2. If the answer
is yes, the S-CSCF 6 proceeds to step 84 in which the message is processed. If
the answer is no, the S-CSCF 6 proceeds to step 86 in which it performs security



or directly fromoutside the network. In step 72, the I-CSCF 2 deternm nes
which of these two alternatives is the case. The answer to step 72

det er m newot2oet/078%8nner i n whi ch the nessage i s forwarde@dCraB2ioe¢o®saSCF 6.
If the answer is no (i.e. nessage not received via Za interface), the

| -CSCF 2 proceeds to step 74 at whi cr the nessage is forwarded to the
S-CSCF 6. The nmessage is forwarded d 5rectly I.e. not over the Zb
interface. If the ansvver to step 72 is yes, the rressage has come over the
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nmessage has been sent over th. face b |- CSCF 2. I f the answer
is yes, theving thedr/espredaian '%f%arg‘?g EK‘E mﬁsﬁ%/ﬂec'ﬁ PRI essage is processed.

If the answer is no, the S-CSCF 6 proceeds to step 86 in which it perforns
security WO 2004/ 075587 PCT/1B2004/ 000551 15 checks such as authorisation
and aut heFiscitdaorbe: hedurstasd thateth%@gg@teon proth%e%eéleéﬂéak@l%'ﬁdweﬁﬁ t he
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IMS network 1 using a publlcly-known identification of a genuine subscriber to
the IMS network. The embodiments of the invention would work equally well if
the user of the mobile phone 20 was a subscriber to the network 16 and was
genuinely allowed to use the IMS network 1 by virtue of a roaming agreement. In
other words, the invention provides a way of distinguishing between genuine and

non-genuine users who are using publicly-available identifications.

The invention is not limited to the particular network components described
above, nor to the SIP protocol. The mobile telephone 22 may not in reality be
attempting to access the IMS network 1 directly but may do so via other
telecommunications entities. Other embodiments falling within the scope of the
invention can be envisaged, for example, it is not necessary to modify the header
of a non-secured SIP message, but a different part of the message could be
modified. A non-secured message could be tagged in some other way than by
addition of a parameter. Although possibly less convenient, it would be possible
to modify messages that have come over the Za interface rather than those that

have not.

The invention could also be applied to messages having headers other than P-

Asserted-Identity headers that could have been adopted by a false user.



genui ne subscriber, the S-CSCF can decide not to process the nessage as
normal but instead to only partially process it, for exanple by not

al | ow ng weeoel07538¢r vi ces whi ch nust be paid for. The SPCHTB20@0dodsideci de
not to process the nessage at all. Hence unauthorised access to the
account of the subscriber having the P-Asserted-ldentity carried in the
nmessage is avoided. Thus it can be understood that the invention provides
several solutions useable alone or in conbination to the problem of false
users at ti 0 e i

identifi ﬁ?@%ﬁﬁ%f]{saog %uﬁgeeﬁt@ﬁb%%dﬁ%ﬁ&ﬁﬁ ék?%éﬂ;éﬂﬁgé]@d% hbﬁ'l?ﬁgbgpn‘ggdl ment s
of the i m¥esithoypeihdader kbr deletibh yr peitial déletiohof ayer abeadére nobi | e phone
20 was a subscriber to the network 16 and was genuinely allowed to use the
I M5 network | by virtue of a roam ng agreenent. In other words, the

i nvention provides a way of distinguishing between genuine and non-genuine
users who are using publicly-available identifications. The invention is
not limted to the particular network conponents descri bed above, nor to
the SIP protocol. The nobile tel ephone 22 may not in reality be attenpting
to access the I M5 network 1 directly but may do so via other

t el ecommuni cations entities. Other enbodinents falling wthin the scope of
the invention can be envisaged, for exanple, it is not necessary to nodify
t he header of a non-secured SIP nessage, but a different part of the
nmessage could be nodified. A non-secured nessage could be tagged in sone
other way than by addition of a paraneter. Al though possibly |ess
convenient, it would be possible to nodify nessages that have cone over
the Za interface rather than those that have not. The invention could also
be applied to nessages havi ng headers other than P- Asserted-ldentity
headers that coul d have been adopted by a fal se user. WD 2004/ 075587

PCT/ | B2004/ 000551




16 Enbodi nents of the invention could therefore incorporate nodification of
such a different type of header, or deletion or partial deletion of such a
header. W002004076883587 PCT/ |1 B2004/ 000551 17 CLAI MS 1. PATABZIO4/DG0gSISer ver
for use in a tel econmunications network, arranged to : receive a nessage;
determ ne whether the nessage is fronl? known source or an unknown source
and, depending on the result of the determ nation, nodify the nessage; and
forward the nessage within the tel ecomruni cati ons network. 2. A security
server a%ggéﬁkﬁg to claim1, arranged to receive a nessage from outside
the telec cations network. 3. A security server according to claim1,
arranged to nodify the nessage by adding a paraneter to the nessage that

i ndi cates that the mess?fge has FeZE froma kno an_unk qévn sour ce.
A securitl ASEERHYSERGRdPhYSE 5' 2 feleeamymupjcatians,ne é)rléeag[ﬂr]g(e@ erver is
arranged to rge&iy¥e ,ﬁe age that includes an identity header and is

further arranged to add thé parameter to the identity header of the
message. 5. Ad@éemmlhewlﬁherem%ﬁﬁﬁéﬂm@ fremca e, sqiiee & dn W@(r}?é@!;age is

a SIP nmessa I th¥thsd t he
ot 1y SRR b RRG C pE et of B RpleRditdtgh, Y s g Sene:
accordi nggad claim 1, arranged to recel ve a rressage that includes an

identity header and hs further . t 0 nod t he message by
forward the message wi ecommunlca ons networ

2. A security server according to claim 1, arranged to receive a message from

outside the telecommunications network.

3. A security server according to claim 1, arranged to modify the message by
adding a parameter to the message that indicates that the message has come

from a known or an unknown source.

4. A security server according to claim 3, wherein the security server is arranged
to receive a message that includes an identity header and is further arranged to

add the parameter to the identity header of the message.

5. A security server according to claim 4, wherein the message is a SIP

message.

. A security server according to claim 4, wherein the identity header is a P-
Asserted-ldentity.

7. A security server according to claim 1, arranged to receive a message that
includes an identity header and is further arranged to modify the message by

removing at least part of the identity header.



removing at |east part of the identity header. WD 2004/ 075587

PCT/ | B2004/ 000551 18 8. A security server according to claim?7, arranged
to det ectwolretdnsrsssvhe i dentity header is of a particul CTipp®4/000451i f so to
remove at |east part of the header. 9. A security server according to claim
7, wherein the nmessage is a SIP rress?@e. 10. A security server according
to claim8, arranged to detect whether®the identity header is of a

P- Asserted-ldentity type. 11. A security server according to claim1,

wherein the,s ot ryver i [ ' de@tifessage
is from 'kﬁ&%ﬁ%@uéré@zeero%&%d'ﬁ%F\i%lg\;\ﬂﬂgggﬁ%@%éﬁvggﬁteg?%ﬁ%%@et helgpor not
t he messagdepi dieepartieslar e and iisa tcmroove atdeast parPof thedwadei.ty server

according to claim11l, wherein the secure neans is a Za interface. 13. A

security server according to claim1 that is an interrogating call session

control fdinChi Qiy iyt sefvdiCh¥EdrlinBr RF 8RN, @hen@int theOimdésagenisaa SIP
t el ecommuni cat1 ons network, arranged to : receive a nessage from anot her

net wor k ehessage; det erm ne whet her the nessage has been nodified and,
depending on the result of the determ nation, performone or nore security
checks in respect of the nessage. 15. A network processing el enent

accor di ngd.0 &|sicorifydsemver angorting tdedl@iniBnearrangethter datect vehetherytiteeader of

a message has been nodi fi by .d ctin whet her the identity header of
t he nmessagentitydeadesis i aﬁ%@@éﬁg&%ﬁg}t@f&pe. '

11. A security server according to claim 1, wherein the security server is
arranged to determine whether the message is from a known source or an
unknown source by determining whether or not the message has been received

via a secure means.

12. A security server according to claim 11, wherein the secure means is a Za

interface.

13. A security server according to claim 1 that is an interrogating call session

control function.

14. A network processing element for use in a telecommunications network,
arranged to:

receive a message from another network element;

determine whether the message has been modified and, depending on the
result of the determination, perform one or more security checks in respect of the

message.

15. A network processing element according to claim 14, arranged to determine
whether an identity header of a message has been modified by detecting

whether the identity header of the message includes an added parameter.



WO 2004/ 075587 PCT/ | B2004/ 000551 19 16. A network processing el ement
according to claim15, wherein the nessage is a SIP nessage. 17. A network
pr ocessi yoebemgnis7accordi ng to claim 15, wherein the i aemtiB2op4/o6vésider is a
P- Asserted-ldentity. 18. A network processing elenment according to claim
14, arranged to determ ne whether a g&ssage has been nodified by

determ ning whether all or part an identity header of the nessage has been
renoved. 19. A network processing el enent according to claim 18, wherein

the msssal%g, Al FetforR &oﬁ%@@g%ierﬁgnt %é:@?diﬁ‘@%c%ﬁrﬁcﬁ?ﬁ%ﬁé}eﬂ PERAEsgRROr di ng

to claim erern ntit ader“is a P-Asserted-ldentity. 21. A
net wor k pg acPanegsagleenent according to claim 14 that is a serving call
session control function. 22. A tel econmuni cations network conprising a
security server and a network processing elenent, wherein the security

server i sjAar papgRebrik @récé&ﬁ%é@mmamg tte cheimi 18, whetdirethd fdentibssage i s
froma known source or an unknown source and, depending on the result of
t he det erhdadgr isohP-Aesdrteg-ldeetitfessage; and forward the nessage to the
networ k processing element. 23. A tel econmuni cations network according to
claim 22, wherein the security server is arranged to receive a nessage
from out s{gleAtiwtword prooessing elementsaccoeting tk claind 140 euraoged &y determine
PCT/ | B2004/ 000551 e -

whether a message has been modified by determining whether all or part an

identity header of the message has been removed.

19. A network processing element according to claim 18, wherein the message

is a SIP message.

20. A network processing element according to claim 18, wherein the identity

header is a P-Asserted-ldentity.

21. A network processing element according to claim 14 that is a serving call

session control function.

29 A telecommunications network comprising a security server and a network
proces'sing element, wherein the security server is arranged to :

receive a message,

determine whether the message is from a known source or an unknown
source and, depending on the result of the determination, modify the message;
and

forward the message to the network processing element.

23. A telecommunications network according to claim 22, wherein the security
server is arranged to receive a message from outside the telecommunications

network.



20 24. A tel ecommuni cations network according to claim22, wherein the
network processing elenent is arranged to : receive a nessage forwarded by
t he securwOyoe79387; and det erm ne whet her the nessage Rras/1bzoworossi fi ed
and, depending on the result of the determ nation, performone or nore
security checks in respect of the rreziage. 25. A nethod of performng a
security check on a nessage in a tel &omunications network, conprising
the steps of : receiving a nmessage; detern ning whether the nmessage is from

3 novn SOu e locintiRKARNI nSBIIR ScRBRing!RPERAID. Undh tRSMioR! L he

det erm nation, nessage; and forwardi ng the nmessage within
t he tel ecpimoussicgtleomntieamenged R6. A security server for use in a

t el econmuni cati ons net wor k rran to ' a_pessage; determ ne
whet her the rre"§§%'é’@a\@eﬁﬁgﬁ%Wﬂ@%ﬁd@oﬁ?égcgﬁﬁgﬁ@eﬁkﬁ@m source; and
forward the negsagsinwividbthel the rieseagai atbeamsmodified aind| deperdimpeon the
dependent on the result of the determ nation. 27, A securité s&roégq
BESiUES he

accor di ngresultef fiedeterminatigngerrfarg pre 81 1NOTS SREWHY Fheek i re

tel ecom*ru[q]i ggééé)ns network. 28. A security server according to claim 26,
arranged 3, iIf7it is determned that the nessage is froman unknown
source, forward the nessage w thout security. 29. A security server

o P om a2knowd SBEEE, FoPaaptmihe eeegh” FERCELTS  Pibagd M ESSaGe
telecommunications network, comprising the steps of :
receiving a message;
determining whether the message is from a known source or an unknown
source and, depending on the result of the determination, modifying the
message; and
forwarding the message within the telecommunications network.

26. A security server for use in a telecommunications network, arranged to :

receive a message;
determine whether the message is from a known source or an unknown

source; and
forward the message within the communications network in a manner

dependent on the result of the determination.

27. A security server according to claim 26, arranged to receive a message from

outside the telecommunications network.

28. A security server according to claim 26, arranged to, if it is determined that

the message is from an unknown source, forward the message without security.

29. A security server according to claim 26, arranged ’to, if it is determined that

the message is from a known source, forward the message with security.



WO 2004/ 075587 PCT/ 1 B2004/ 000551 21 30. A security server according to
claim 28, wherein the security is a Zb interface. 31. A security server
accor di ngwoaoelerss726, wherein the nessage is a SIP nme®€agnp2004/8@551A
security server according to claim26 that is an interrogating call session
control function. 33. A telecommunicatipns network conprising a security
server and a network processing elenent, wherein the security server is
arranged to : receive a nessage; deterni ne whether the nmessage is froma

known soumsoe @ saButityksem@r Reurdigy tenslah®ragrwhérem s seerityois hezpet wor k
processing el enent in a manner dependent on the result of the

det er ni natfM8face34. A tel ecommuni cati ons network according to claim 33,
wherein the security server is arranged to receive a nmessage from outside
t he tel ecommuni cati ons network. 35. A tel econmunications network according
to clai m33.f A searity mgovérsacaprding tonclainm 16, selagrein thes ystssagarnis adiPei n t he
security server is arranged : if it is determned that a nessage is froma
known sou&&S@8% forward the nmessage via the internal security system and
if it is determned that a nessage is from an unknown source, to not

forward the nessage via the internal security system 36. A )
t el ecommuie o iSERETTYIaRBPKaGREPa it Flaim €6 Hahismn iptesragating rallisessiopal
security s¥at&Mfuhstich UMIS specified security system

33. A telecommunications network comprising a security server and a network
processing element, wherein the security server is arranged to :

receive a message;

determine whether the message is from a known source or an unknown
source; and

forward the message to the network processing element in a manner

dependent on the result of the determination.

34. A telecommunications network according to claim 33, wherein the security
server is arranged to receive a message from outside the telecommunications

network.

35. A telecommunications network according to claim 33 further comprising an
internal security system and wherein the security server is arranged :

if it is determined that a message is from a known source, to forward the
message via the internal security system; and

if it is determined that a message is from an unknown source, to not

forward the message via the internal security system.

36. A telecommunications network according to claim 35, wherein the internal

security system is a UMTS specified security system.



WO 2004/ 075587 PCT/ | B2004/ 000551 22 37. A tel ecommuni cations network
according to claim35 wherein the internal security systemis a Zb

i nt er f acew03804/04538¢1 ecomruni cati ons network accordi ng t ®Cgliazaow/8®55mher ei n
the nessage is a SIP nessage. 39. A tel econmuni cations network according
to claim33, wherein the security seryer is arranged to determ ne whether
a nessage is froma known source or an unknown source by determ ning

whet her or not the nessage has been received via a secure neans. 40. A

t el ecomuniycah iteRSoRPHUMELGHECREIRIONE abBoriiy B 8Rim VBB dlefeih hﬁeSﬁ“Felr'ﬁﬁ means
is a UMIS standard security neans. 41. A tel ecommunications network

accor di ng seeHriy aysienis aBbindeaethe secure neans is a Za interface. 42. A
t el econmuni cati ons network according to claim 33, wherein the security
server is an interrogating call session control function. 43. A method of
per form n§8a As Elecorhmuaivatibne metwork seageling) taaclaine [38¢ erherain dbé incessaget wor K,
conpri si n% EﬁDStei%S of : receiving a nessage; determ ning whether the
message i &£ 7 A8%n source or an unknown source; and forwarding the
nessage within the comunications network in a manner dependent on the
result of the determ nation. 44. A security server for use in a

t el ecommuiPc & itelesomeiumieationsrieiwgedaseprdingrieclaine 33, wheigdhe spauitp

2004/ 075584, B Eﬁ%ﬁ’&éé 09 ¥Rermine whether a message is from a known source or

an unknown source by determining whether or not the message has been

received via a secure means.

40. A telecommunications network according to claim 39, wherein the secure

means is a UMTS standard security means.

41. A telecommunications network according to claim 39, wherein the secure

means is a Za interface.

42. A telecommunications network according to claim 33, wherein the security

server is an interrogating call session control function.

43. A method of performing a security check on a message in a
telecommunications network, comprising the steps of :

receiving a message;

determining whether the message is from a known source or an unknown
source; and

forwarding the message within the communications network in a manner

dependent on the result of the determination.

44. A security server for use in a telecommunications network, arranged to :

receive a message; and



23 determ ne whether the nmessage is froma known source or an unknown
source and, depending on the result of the determ nation, determ ne a
subsequerwoaoed/wsssyo be taken in respect of the messagePC48B20b4/n@5s0d of
performng a security check on a nessage in a telecommunications network,
conprising the steps of : receiving a jessage; and determ ni ng whether the
nmessage is froma known source or an unknown source and, depending on the
result of the determ nation, determning a subsequent action to be taken

in respect of tetermissapether the message is from a known source or an unknown
source and, depending on the result of the determination, determine a

subsequent action to be taken in respect of the message.

45. A method of performing a security check on a message in a
telecommunications network, comprising the steps of :

receiving a message; and

determining whether the message is from a known source or an unknown
source and, depending on the result of the determination, determining a

subsequent action to be taken in respect of the message.



