..., e3e dRN&6\ Tt N$1 DEC 2003 METHOD AND SYSTEM FOR AUTOVATED TECHNI CAL

"~ SUPPORT FOR COVPUTERS TECHNI CAL FI ELD This patent application r I1ab§§ m
general to the field of conputing devices, and nore particularly to a

met hod and system for automating support for conputers. 1 o BACKGROUND
Personal conputer systens have becone increasingly comon in businesses and
househol ds. Al though the term "personal conputer” inplies a generic device,
"personal conputers" generally have a wide diversity of hard mmmmumwwwmm
sof tware conmponents. For instance, different personal conpute

processors and 15 buses of different speeds, hard drive and RAM nemost es of
different sizes, and peripheral devices interfaced wth different types of
interface cards, such as _audi o _devices. Further, a Iar%e array of

manuf act urers produce compbiBORAMIOSESTEM EORAVTOMATER en per sonal
conputer, even conponent s Tha¥hig i N erating
characteristics nmay have imortar@ﬂgmgﬁ;ﬁgggﬁggﬂ%@%ach conponent's 2
0 manufaeturer specification. Wth respect to software, generally all

personal conputers have a common need for an operating systemthat

coor di nat es%ﬁﬂé@é&t—@f har dwar e conponents. However, each indivi dual
personal conputer s ey MR, k { y For

i nstance, Mcr osoﬂméra ogﬁﬁptpgl raﬁ%lé\}qereevol eggﬁfr?l(t}hﬁfgagﬁfg@%g@% gé%essk

Qper at i ng Syatdempie' 08 ulartyoto\W melbad and ststams foriaptimeding gupwortitnnsompatersi ndows
95, Wndows 98, Wndows CE and Wndows NT. In addition to these M crosoft
operating systens, other types of operating systens are avail able, such as
di fferenty vegalcWGSROUNII X, including Linux. In addition to this w de

diversity of operating systens, personal conputers 3 O may operate a | arge
number of di f f er eRersenaeempntes systanas kavg Herorainceasingly oyaen Bopusiiesses

application may, i nt.enact ,q i f te r 1.4 di I ng
R R e ]
conponents, pPsrSRARLorBHIENT gErferdlBvhavg adiillt divenditysdhbmiavage amysofpyearat e in

substantially different manners, ConPut er Psers can experience diffjculties
in system opetEPTSALS G1or Mrstance «<Hifesat parspnel eAMRHERIAYJEYE RRERA TR %Aul t s,

sof twar g d nCB{;@%@%’k Bffféréﬂé%éeed@, BAYe andPR ARE nfeASSES o f el R UiZLD AR ODI eMmB
for the Conputer user. en the w de range of hardware and software
avai | abl e (wpértgherahaleiiess mterfaced withelifferentr typeseof afitefacechand so Agabf asvead®

conbi nati ons .t hat % user ¢gan exger%encet), it is.difficult to determne if
the conput er dﬁ‘égesa g, @nqrge array of manufacturers produce computer components so

that in a given personal computer, even components having substantially similar

operating characteristics may have important differences based on each component's
20  manufacturer specification.

With respect to software, generally all personal computers have a common
need for an operating system that coordinates the operation of hardware components.
However, each individual personal computer may have one of many possible
operating systems. For instance, Microsoft products have evolved from its original

25  Disk Operating System (“DOS”) to Windows systems, including Windows 3.1,
Windows 95, Windows 98, Windows CE and Windows NT. In addition to these
Microsoft operating systems, other types of operating systems are available, such as
different versions of Unix, including Linux. |

In addition to this wide diversity of operating systems, personal computers

30  may operate a large number of different types of software applications. A given

software application may interact in different manners with different operating
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This situation is further conplicated by the fact that personal conputers
do not 10 have good nechanisns to automatically determne if the

har dwar e/ sof tware systemis having a problem Wile certain ope[ﬂa‘l iDEG 2008
systens contain code that help sense sone types of problens with specific
pi eces of hardware, such nechanisns may be insufficiently uniformfor
determining if the operating systemhas a p2oblem |ndeed, a conmon synptom
of an operating systemproblemis a failure to boot, in which case 15 the
05 cannot  begsgauid ehiRNeded W18 RibstARAIRAAmAK KR S% XBHpohs, pBrsoRAr at i ng
system problemis a hang, in which case the operating system becones

unr esponsi veceomputhes Hawipgchiferenirrdlimarsmay operatevn debstantinldy ¢iffstens oeainbise
causes. It shoul d_ he noted ghéate);[ h}.g Jeydoﬁ'cogiegrfbl em can tboen f%aused by

pi eces of softwar CHRER UREY &M EEN PINST AT e i ?ygpnb?pct?‘né op@?’aatn?’ng
system suchr@soNLadkodf Gl eige Mar@Wird EultsQsof BT indothph SR ah®indanky

bet ween pi eces of software that have been | oaded. A systemthat was

operati orfal Athpr stusps anread lorrekjems fydhecompuer Ul nP1vgn dhe Widssprgaate

i nconpatibiliti ' [ 1 a6 f W¥els hani sm for the
user to invo %Ildg%gei ?[y;str??gar% ?\%ﬁ ﬁ%lkgysv}é{raﬁﬁﬂggﬁgs %u%@?;égéﬁgegf@%‘;&system has a
probl em or atrdwaasioftviee usebinpsesehatasusar ganaabertianct@riedifScdutor ent |y no

uni form nechanismto_ get the s stem{)o 2 5 attenpt to provide assistance to
the user. Al fiﬁ@U@Wetlﬂg‘Féo’é‘PBt%gﬁaoﬂg ¥Phes of help available to the user,
they rely on one qf,d0fudPLsifitercBRplicHEY b BR faSUkdt RS oRal TBHIRANES A6t 2
keyboard, and a sufficient |evel of user know edge t0 be able to navigate
to one af0a Wnavé geod roéchianisons tatitomaticaliyaleterminet if heshasd ware/apiwane systgimobal

i nformation ?‘gm ce s%clh ﬁg\/ltlhe [ nter nef.. 31 DEIE.ZOO(?t l%%RY Ther ef ore,
a need has aPfF¥af ARPOIEM WG FOUHE CBF A BASYLTNS BT FY enﬁa reserYifg
per sonal CO”I?%Be@bfﬁbb%‘le@ﬁB WitR BpRE: piB&dks off BardGReS Sidl BedHahBHE A, bini f or m
fail-safe mechani smregardl ess of the functional state of the operating
system and 5 ingubfisiensbf uniform, fondriermiping af thappeiing exstemhes aprgblopyr fndesd, of
operating systems A further | f ()5 t

det ect s when aacﬁng’b(glrs trrilpr%gmsofsgﬁ g)gﬁrﬁgfg%gsﬁngéro{% (1) %sgat ﬂg%ﬁg?ﬁ%@g% &

t ake appiopr itad ©Seantid bk icantad bih aiselp. AAhoththermmee dyraepiost ¢f dnaypesatinly a
systemthat includes a nonitoring systemthat comrunicates with the,
operating systEgmayeblomdsahians i WAKY ceprthe OReI@RPpS BY SIS PEPSHAPBPYTIVG t h a

w de variety tgﬁheqleng)ﬁ{arg Bhd BRGEMr AGyiBY ST of ﬁbsfsﬁﬂé DRkedqeEhoRxd B Rotk@! 2

standard mechani sm't can be involved to attenpt to resolve operating
syst em f ai | urtkattthis bypetofpneblepenabe napsed by erectroipotimadi whichhavetbdeanr t her need
exi sts for suych st andar.d nechanismthat wll attenpt to. resolve operating
syst em hang dBﬁ@?etdi YHEP Of g‘fr(’dﬁeﬁ’é@g 8¥St9me§“r9ﬁnras #h gplﬁkcg{%?ﬂ YL el 9B heen

request edgby jhhSnpR®itd BEFREN BRRES S soRWARY thhSitive dash Io8G&T. dA epste@ithmbiaisher
the user has made nmultiple requests for assistance. In accordance with the

present di sclapstationalanasesthp finghanisy et womd lgtep point deitorseéivasinsempatitilitigs.
elimnates or reduges, di.sadv ) . . j k reviously
devel oped net hods %ﬁo hesry%s[ugﬁ%%%g%?cioé%%f%rﬁnge%g%n&%ﬁffgfﬁxgﬁ etxn\:h&%ggpr obl ens.

A noni t ori ng SKyistages. dthe abes has algliestion of tHe systemripyagroldym) @mtdeedt thedssr i n
identifying and resolving the problens. The current | evel of functionality
of the conputREFceiyRSEHPPIEmy Ry iiCHBENUYRRUpER RRechanisis &t hesYSiFRVPded for

the conpyter attempt to provide assistance to the user. Although there are various types of help
available to the user, they rely on one or more working input devices, such as a mouse
and/or a keyboard, and a sufficient level of user knowledge to be able to navigate to
one of a variety of information sources on the system and on a global information

source such as the internet.



systemin accordance with the functionality of the conputer sysé%nb
According to one aspect of the invention, a state nmachine nonitér's EC 2003
operating 2 5 systemfunctionality to detect conputer systemfailures. A
wat chdog tiner is initiated substantially sinmultaneously with initiation of
conput er system boot and cleared at a predeterm ned point of the conputer
syst em boot sequence. A conputer system boo? failure is determned to exi st
if the watchdog tiner remains uncleared after a predeterm ned tine period.
For instancesumMMARat chdog tinmer is cleared with an 3 0 operating system
service routine before expiration of the predeterm ned time period, thus

i ndi cating that tHeerolpss atrendhayariseniorasmptbod aed sisteoutsts idandifigeg ende routine
poi nt of the t se C it hi i Ay i.0d. ilure to
ol ear the  51me B il Rt MR AE B Rl e B obR

i ndi cat es f afalltvaé: mEcHahBnbREhrdso6L8s finvtoudhstdthef the operatifiiSyveen pad Nt at
which the service routine is called. In one enbodinment, a user initiates
operating syhensoliyrae ord san by inwlenentad on agdde vty of ersEating ypleMsat e a
problemw th the R%Rﬂér?’r{eeé&itsﬁrfhr J&%&ﬁﬁ%ﬁ&kx{r@erﬂha& H&Fés el afi SpLiAtih N
initiates support functions, such as the irnitiation of a Servi o8

appl i cati on, syatenahasafajledfrioat er hasrheng The cavupheo appropnett canstist haiortsest i ng  of

t he conput er syst by the _nonitoring syste Th ervice button injtiates
a vat chdog timer AsUBRTAEH CREHOTBITEGYSHE BHAGEES A POBIRESIRPTA0! ¢ he
operating sysdfmunidhies Widtthy 31%'&%}%@ dyRteafigldvievdry, hietHanistcapdtiOer @ing he

wat chdog tinmer associated with monitoring the boot, the service button
i nitiatd® anst wih awaide eioefy ©Ff ddferert aperating systeras. as a hang detection timer.

If the service butt IS press durin 0 ter tem boot,. the han
detection 1 mer 1 & RnperacBl ERER Tt et RIS BAR bETH Bk aur PP
system boot gR@UINE Bperbiidsydendfaiiafe t8 basLindpR¥tiEde Sydied hafg tetdMismt | on, and
is cleared upon initiation of the service application, An operating system
hang-up error is f5furtherndetiesigtsifpr such arptandarienechenism thatieidl atempt s
uncl eared af rm . i tile0R. r.di; .Qne
embod mont - evaSPERES SR i AR Bk s e B8 A R
conput er1 sy sbedn requastesieiythe asarddeng boe ¢ ethereze mmdechodts afpwistlseithd ce node

operating systemto enabl e anal ysis of .the conputer systemeven if the 2 0
conput er systEkhas ﬁ?rﬁ’r“%%%é%’a’?ﬁt% Tay4!Chas failed. Initiation of a

ser vi ce mode boot 1k SBrBhAL kit I BERABRc AR 2 mlfid WA 611R0 id e Pldel

cleared at a predeterm ned point of the service node operating system boot
sequence. A tmopubsemtisg elemnateslonraiuces dstdyamagesdnd prabiérgs asspcistied witht chdog
timer remains uncIFa ed1 af&er a YE/)re et%rm'tned tétmagperio . Ift t he service
mode boot waBrSVIUSHATEYLoB5d Mefiody PRT S SHawy lop FsRUYRE (P WEISYIEM i ce but t on
and ensyng bhaHidmé eh etdri@Ring k@i Ae®els\PréteriD dheth AR ehpiek SFdtéANE ialRE
nonitors the service node operating system boot sequence to detect any

hang- up of t reidsatifyingandogeolvipstha prablemss flhmeurentyestel ahbnpéenatifbeltheent , a
AL . : $ _ . .
Corvice but ¢ SHRRS Sy B RRActerlind A (Efhibd) Bo Sl Rl SacViot BEABOIE 2

of pressing theradh utcweddnué tath, thes Binciitwaliay bf the codaptiter sys&engener al pur pose
input register in the controller ch'é{%@set t.0 generate a first interyupt

signal in respons Aqegrdinglofne 4spgrh o5 g fuventier A 5tatg Mapling martorsAPSFAting: and
determ nyn1g WH&LAGndtdRality to detect computer system failures. A watchdog timer is initiated

substantially simultaneously with initiation of computer system boot and cleared at a
predetermined point of the computer system boot sequence. A computer system boot
failure is determined to exist if the watchdog timer remains uncleared after a
predetermined time period. For instance, the watchdog timer is cleared with an

30  operating system service routine before expiration of the predetermined time period,
thus indicating that the operating system has booted through the service routine point

of the boot sequence within the predetermined time period. Failure to clear the



31 DEC Z003 conputer systemis booting, and if the systemis boot ian,g EBeﬂ]
initiating a service application routine in a first manner, or if thg 03
system'is not booting then initiating a service application routine in a
second manner. A conputer systemis also provided having a processor with
at least one tiner, 5 a controller chip set, a systemBICS, and an
operating systemfor communicating with conpgonents of the conputer system
through the BIOS. A service button is coupled with a general purpose input
regi ster in waehdbg fineetvithahe seevice ngutink éndiemesadnref af theyeoe paddesgtheoughr st
interrupt. The system further includes an interrupt handler that is coupl ed
to the input H}eéﬁﬁoéﬁﬂue?‘iﬁpqnét@ém Fﬁ"é"%‘CFF%“Equrﬁ&?u%pt and processing Pt

in a 10 manner depepHeshbOlmehehRSE: ihitites OBBIALRS sHYeHh E{Bnitérihg'bﬁp%ﬂh'g A9

state or a non booting state. A conput er system having a system Bl OS5 and an
oper ati ng systreiveibuttah swindicate aprdblemhwitkithe computerspsiemr Tdhe gressingrifithales a

service hutton co ed.t.0 a general purpose input .r.eqgister in a controller
chi b set ¥ or e PhySE e HERR Hadioebans: o7 BE bR E s el st T it e r o
signal . An i gpsiidatiph, dandpsoptiste e, T16 b@IPoR! flctioe i1y R Iedting of itHest _
interrupt signal and initiates a second interrupt signal to the operating

system t o i ncempuier aysian by de mppitorig sysiem. f Therservdemiplitoarnisigtes eyatehdegt in a
booting state. |f th ] LS i i : e hit.r ins set,
and code con?lg}eﬁ3%?%\%%%&@%%@?%@5%ﬁgg@}s(%%gh%ﬂ@%%sﬂﬁcﬁ&%%gw St the bit
| at er duri ng Alfeendbi@elyl ditdn aéditien eetha i tiztink dfithé inatcbdog times aysutiaRdayifl i cati on
if the bit has been set. The present invention provides many i nportant

t echni ca}0 adataEas thadpot the srrvigs butteir iiatey angihes Hakrgdog Hnjep thagacts aya

support for qg%%ﬁﬁ%ﬁ&e&f&mrﬁ&s IP?%%Ehg\ﬁregﬁté%t@?ﬁﬁ’ﬁHl&ﬁﬁg SYRbEBsysidapi tori ng

a conputer systemboot sequence for ware of operating systemfailure
enabl es aut ofabi, the lohgpietotiemticket Bdhitistedand psdeteoninefl goin® obtheewolpuiterg t he

bl ems. Further, detecti ting.system.failure all | ysi
Bna correct | GHIGN tORESEORAR B 45 SREH PrRb BRI g aai o 3 e Sefficr
node operati r&gof@ ¥§tiSB8n &E:Hé bevick ggﬁsuéaaaﬁ. haehBiaeal spARLRSEp kfiof R

automatic confirmation that a pr emexists"wth a conputer” system

| ndi cat i b® t hdentified ifthahang detectiopdimeenremeing uocldaed efter: pregetomined bangy/i des,
as a mnimum fo figmation to technical support staff with reduced
dependence ofSFREOVEMSal description of the conputer system user..Probl em

confirmation Iim tgcdobBngt @R entodpasntCddtéivh of Adbmipaeh ikad rsulppind st af f
@1 . DEC 2903 6 need to check over the course of a tel ephone call. Further,

i f the noni t aebang of hercompaitsasysien telaserviceanqsico theeriteanodeeants ¥RPR support
staff can Tl MobideRodt gk s Blefflo¥EnIR8RAV A of LSLIARE Lllor B0Ln |e264 ance,

failure to detecCt a pr no I'ng syst ates that the
har dwar e2and copiuedr ispgerds ptriemary aperathopsyastenm hasafafied oinititiomafinserviendoddie
systemis Ca%%glt glsg fsta{"tg Ia.tvxlla%g}{dg g titan:?. %ﬁé watcc%dgé) Rlnle? ?stc e%?éd at a predetermined
point of the service mode operating system boot sequence. A computer system failure
is determined to exist if the watchdog timer remains uncleared after a predetermined
time period. If the service mode boot was initiated by a previous user press of the
25  service button and ensuing fault detection, then a service mode hang detection timer
monitors the service mode operaiting system boot sequence to detect any hang-up of
the service mode operating system.
In yet another embodiment, a method for automated support is provided in a
computer system having a service button and a controller chip set. The method
30 includes the steps of pressing the service button, setting a first bit in a general purpose
input register in the controller chip set to generate a first interrupt signal in response

to the pressing step, receiving the first interrupt and determining whether the




Anot her inportant technical advantage is the identification of the prppll g
associated with the conputer system For instance, nonitoring of the
conput er system boot allows identification of problens as associated with
hardware or with the operating system or alternatively may indicate proper
har dware and operating system|O functionality that indicates user or
application related difficulties. If operatbfng systemsoftware is the

probl em use of a service node operating system supports full analysis to
further ident] : Ml 2=Vl

oper at 1 ng- sy e ra A Y R e B oL A g e PR e
supports conmmplieatieyettne mpefiat memeanwt iAtheaysternpenattiooting fhehheitiabngat er
system for aut o.matipg anal ysi.s 15 and (gorrecti on of the problemw th the

mai n oper at i §VIS§ RRHFAIOMUHEE I 4356PRAmA A vant age is a robust user

interface that i SASéoﬁgJueer%p&_erﬂmé:a@@béo@ﬁe@%amg WSRoceERr Withsdt 3eConeiMee!
with a question or problem sinply pushes a singl'e service button. Pressing

t he servisce botritmilegelnpselt esysem BIOSr andon afierasinglsystemtfor ¢dremuhicatingwitho

alert the nmonitorin stemthat servijce i§ r sted by .the user..The 2 0
direct int er?%@orﬁflgt SERREE SB?IF’P&’NO%E ?}‘?Eg@tﬁe p‘&S%rtv 1%%&81&&00}18}9%“ lity
and sinpl i ci iith agentlPptp6de ifiputhglbtet & thd€hip SEMbLE Setling theRegiqiesfonot have to
rely on the operation of conputer conponents, such as a keyboard or nouse.

Addi t i onal | ygengrajingra firgtingrews Thresystem/fusBenigelvdes a ingertpp handlerghaidek

assi st ance. §ev) [ I; ' n it ates a
servi ce appl ?@'g’tl I onqgaens Péé\ffsékg%ég 5r§ﬁ€61\§gg \({/lrlI ecﬁéﬁggig%?{u?g%?doﬁ%ésgﬁgé% e run at
t he appriapr i aiaéndridependeapar dhether thé cohputet isteseisvn adobtiig aateios amoassed, and
regardl ess of whether it is pressed nultiple tines. Once the service button
is pressed, ’P?f@l%‘?ﬁﬁt er system may perform an indepth anal ysis of

potential probl em?fcloﬁﬁ{gpﬁigcilrs ?c@mtﬂéeinggaesr HBIGY S HRPatind! sy8Em i@)ﬁlsHtSihgg the

servi ce node oper at emto r onput er conponents. urt her,

syst em and nptdvidedpivhedem the esmputer spstent inohid8s @ sexsiee buttemsiupied topl gomeral ed
with a variety of different.operating . syst ... ~1d.D-,~,.2003 7 BRI EF
DESCRI PTI ON POMEMBHATENGS Th %’”88?&%8‘#?5{&?&%}%? ki g r?%lszf?‘h@ pr esent

i nventi ofs angeagMmantagastetpl §6fal "RY iRerrastaniRE idhe kstah BIOS rbeeitdiehe
foll owi ng description taken in conjunction with the acconpanyi ng draw ngs,

in which |ikérstéfterepicignaliatsktingiatasdi seeand inferaiptsigea tQ e PpersHng aheeaita:

FI GURE 1 depicts a bl ock di.agra f o) n
operati ng Syg{%%eﬁgﬁ{vgcoerapgll% 1eonrrq}ac icﬁrgfﬁﬂ@?%&n %y%gg%gg&g;gf t%\% |tg§r am of
operating sygsbRpuiePRiih@bobgngstatente Bib ebnadifiedet, and ebd@tonmaineal wihintht 0 FI GURE
3 depicts a flow di agram of oge_ratl n(% System npnj tOI‘Ikl;lg during and dalfter a
servi ce node Operating Fystagrehesks Hisistatas of the biflaerhirmgths beotingssqyegre #rd a

service appl iirﬁé&fé?ﬁxefsgwi&vﬁpggfﬁfoﬂsiﬂh@%i asBedfleyi ce button; and FI GQURE 5

depicts a bl oc I agr am of tware and hardware el enents used to 15
initiate a servi c&happdsest@nvanion provides many important technical advantages. One

important technical advantage is integrated support for detecting problems associated
with computer systems. Monitoring a computer system boot sequence for hardware
or operating system failure enables automation of problem detection and support for
25  resolving the problems. Further, detection of an operating system failure allows
analysis and correction of the computer system problem through use of the service
mode operating system.
Another important technical advantage is the automatic confirmation that a
problem exists with a computer system. Indication that the monitoring system has
30 detected a problem provides, as a minimum, confirmation to technical support staff
with reduced dependence on the verbal description of the computer system user.

Problem confirmation limits the number of basic items that technical support staff



31 DEC 2003 DETAI LED DESCRI PTI ON Preferred enbodi nents of the pr e,%[eptn 3
invention are illustrated in the Figures, |like nuneral being used%t’o Fgf@p
to likel and corresponding parts of the various drawings. 5 A healthy
operating system nonitors hardware and software operations on a conputer
system At tinmes, the operating systemdetects difficulties or problens

w th the conputer system and provides noticeé of the difficulties or
problems to the conputer systemuser . Help systens generally associated
Wi th the opepadd 3GhsdesRMIEADURR! IT altBlepRsiRl 4R, FufthCifithd nﬁsm&rggheﬁvs
either automatically or through user 10 interaction, such as b ski ng
quest i ons. Hdveswert detehiemprobleny flesnatechngead yeppem stafs edrf lila shanpnodrlodm or t here
are software_inconpatibilities, .it is.difficult for, the o at i stemto
addr ess 1 hos BT BereerPUEiahion, PR i5e: BiliiegS SyertameribP bt o down
or hangs up wdniteHhg Byth dhdigatésthhttBE hivdWasardf opeR®inB sPRbRRal O bbted apaP Ut er
systemuser. 15 To rnprove conputer system probl'em detection,

i denti fi cat i oAma#Hdnarasslapd ithensystgmis shpabls eiginBipting thesssrdes appdigativnt h t he
conput er systenis Bl 0Nj ratin t fungtionality. he

nmoni t ori ng systemAE‘e"%é?@B%%%?3?@%%@@?%%?%%&5 dg%{ lﬁéaéfén%ég%é\lpgpplgﬁé types
of oper at i ng assyysiaesd Wil trelRgpuidregstamp Fobimtnt s niefi®eihg df tHeayvatpusdr action
is automatically taken to recover a failed conputer systemusing a 2 0

uni f or m meché&ritemmbophallavaiddentifipation afproblemsasaatocksig Wik paidivareer Wik the
conput er sys : Pt gla%{ .0k '

si ngl e push tgﬁ E?gtxé%;is?%lé? dblgdtli'tte g%}ah@% S |yr%8818€tgg§%p}%§??gga%u%}tﬁodrﬁé }S%@fg&%ém:n

i nterruptot ofirlvtionalinyuhaindiyaeeumer bi gppliestidnoel atadt diffiuiteal [foperativgi systetrhe

hi ghest avail apl e l.evel of, user si st.ance .as determ ned by conputer system
heal th and sEarware s fis polgm, Heesdta EHCOMedn BPaatRg PFHLFHROTS HOl ST o

button may be, ALERS &EnlYy shdusflyzuid BobleR. GBIk SIce SIY BeGhih DpbRLRLST
booting, in service nodé or in ' nornal node. Wien the service button is
pressed, thesPitas isboperabls; thentheseydpematie pperptiegsystapusupperts semputen t he
controller chip set and generates an.interrupt. State-sgnsitive interrupt
handl or code ¥eBesar gt AR et dion o3be Eimoure Sy B AR D BAFE5: he
oper at i ngs sy $h&Bbrréctdnds bBRNAEN thdamloperitiaf sgagm@Ut er system as
represented by certain bits. Further, the interrupt handl er code

ensures that only ‘apphepmpartentadvandagei is arelushuses diedacedbatds simple thber of
times the seryvice i Y : . = ystem
and met hod f ¢! PC%BﬁéﬁgéfﬁgdS(gzbﬁgﬁ@g@ﬁgeyg%u éerﬁ Py ?ﬁgeem@fl °f P 1}:i)(J)t')\l/v‘BE§ nﬁjggg}llg.ggd in
nmore det gi I, afsﬁiél@s\@dicb%uﬁoxdeﬁﬁhdiﬁ@tlﬁ%&ﬁﬂideﬂiﬂt@ﬁ g@ﬁerhﬁ&e?ﬁ&ﬂélediptidﬁremﬂl}" gftot he
service button can i nvoke such a nonitori system Referring now tqQ Fl GURE
1, a block di%?@ﬁﬁ%‘éaga&%fia%w%ﬁy%%E‘%ﬁﬁ%@% 1%%?&?‘?&5“%‘??’ %ﬁé‘ﬁ%&iﬁ&
system 12,1 ntgy Eﬁﬁ%f \%Bgthfe%eld){@&t{aﬁ@@%%Egs&énﬁéﬁemhaﬁugaﬁdcsim Rty

out put system (3 BI a) 16. Hardware conponents 14 1 nclude conventi onal
personal conpstlrusys tnput teethd wervize butipo desstiot batoaslysonghe operstvon ofrodem

audi o card, video card, and stqrage, devices, incl F‘ﬂi reﬁ% athard drive, floppy
drives, ROV &RFPRINICOBROPHS SHFY FotkP i Ior Tpsh PHFECRET0R BFF Ry B
BICS 16 10 dith&&drdica bRASk aSRFUBAE® sekinfdsiHnds. TheRWBRSs %nwﬁfé!hf rés8ily df'thST")
and calling of the operating system Wthin hardware 14 resides one or nore

timers 18 andemdce buiton ingiates meeri¢enpplicationcmawgs thakieserviieapplicatinpovil

conputer 2§y5tb%%13i%t 1 aBBMS%E‘ia{éQirLQ r@ga?cﬂgélse({m}%'ﬁQhe DRURE buttbh is pressed, and
regardless of whether it is pressed multiple times. Once the service button is pressed,
the computer system may perform an indepth analysis of potential problems, even
when the operating system has failed, by using the service mode operating system to
run computer components. Further, the system and method of the present invention

30 can be easily implemented with a variety of different operating systems.



nonitor state machine 20 nonitors the boot process by conparing séqkﬁ .
transitions 15 through the boot sequence agai nst expected results rt4ﬁ3
state machi ne 20, for instance, communicates with tinmer 18 to conpare the
expected tine for a predetermned transition froma first point of the boot
sequence to a second poi nt against el apsed tine for the sequence. If tinmer
18 expires uncleared, then a problem has beén detected based upon the
timer's expiration. If BIOS 16 successfully boots 2 0 conputer system 10 to
bring operat BREES PHSERIR2IOEN A TEE HRK/WIAGE!r vi ce routine of operating
system 12 clears tinmer 18 t0 prevent an rndication of a problem I[f nonitor
state machi ne 20 denerctcomplate virlessiandingoftberpresent ixswtiemnd)ad@n@esm rray
direct a nunpe f different,.res onse For., i nst nce 16 ma up
e vi ce- modelBisar BEY g YRR IR PURE B st B5E hstt ket PRt g go”
operating 2 @uﬁyﬁé S APYnyih©fratviedsaMoehick Bk@referdhdd hingbry Biisaniief
operating system 12, such as the ndows' Safe node for Wndows 98. The
service ﬁbdeﬁ@béﬁaﬁmhgh§wgten1nay i nclude a nodem driver so that the
conputer systemc ta | to

upl oad user synptgggﬁﬂ§y§fé%$g%ﬁ ?Eﬁg'éwiﬁféﬁ%néﬁéfﬁg %@%%@1%%9%é5 wel |

as to run aubgsratickysteal mehisorseaitd mwaclingnd di agnosi s. BI CS 16 3 o al so nay
illum nate service llgﬁt 24 to égﬂﬁcate etection of a proble with a
i

different configufHEVBR Zofepigtyhil RATRRO QECPHRE PYFEHR FW“B‘fm% g aifhr e
specific proQﬁ&QﬁmxﬁhPRﬁH&B&ﬁ user may then provide the illumnated |ight
information t ~ ~ ~E~ ~~~~ 10 technical support to help analyze and

sol ve t hieo pr obI errFI@URErhé&puqteh flpowt dagramcdlopstappg systemamooisvang denyisg and

i nformation fﬁOﬂ]the analggls server. Conputer system 10 includes a service
button 26 avaitPtAicEIEHMOde Reothut er user to press. Service button 26
provides a robust pUSERE N8&d188 BolBhgr@RaTiBBaBor /e schAcoappMchiigt € the
probl em detection and i1 dentification process. As is described further

bel ow, serV|ﬁékbvnzpﬁﬂ@&%géﬁéﬁﬁ@ébmaﬁhﬁn@errupt into the computer system

machi ne 20 det oct £ REet i : bREE Bt i PR ohE R e BREIRL AT

appl i cati®n afitisenisteic dppEcApal em behavi or to detect conputer system
problenms. 10 In addition to nonitoring the boot sequence through the
calling of operating system 12, nonitor state machine 20 may nonitor the
functioning of operating system 12 with a hang detection tiner 19. If the
service button has been pressed during boot, ,hang detection tinmer 19 is
initiated during the boot sequence, for instance, by a user --login, and

cl eared by an application run after conpletion of the calling up and
booting 15 of operating system 12 or service node operating system?22. |f

t he application does not clear hang detection tinmer 19 within a
predeterm ned period of time, nonitoring state machi ne 20 determ nes that
an operating system hang-up has occurred. BIOS 16 then recogni zes an
operating system problem and attenpts a service node boot or indicates a
probabl e hardware failure through service lights 24. 2 0 Referring now to
FIGURE 2, a flow diagram depicts steps for support autonation for operating
system nonitoring of a normal boot node. At step 50, a normal conputer boot
is initiated. For instance, the user of conmputer system 10 may apply power
or may have instructed the operating systemto reboot the system At step
52 a hang detection watchdog timer is initiated. The booting of the
operating 2 5 systemand the activity of the tinmer proceed in parall el
within the system The watchdog tinmer counts down. If it reaches zero
before steps 5 8 and 60 are conpleted (i.e., when a service routine runs

| ate in the boot process and clears the tiner), then step 54 is achieved,
and the systemis rebooted into service node in step 56. Typically, the
boot sequence tests hardware and initiates operating system3 0 boot within
a predictable tinme period. Upon conpletion of the hardware testing, such as
the POST test, and initiation of the operating system boot, an instruction
is sent froman operating system service routine to clear the watchdog
timer at step 58. If the




31 DEC ?tl0a 11 watchdog tinmer is cleared at step 60, a nornal b%olt DE?
indicated. |If the watchdog tinmer is not cleared and counts down to Z 0?003
the process proceeds to step 56 for rebooting into service node with the
servi ce node operating system In one enbodi nent, additional normal boots
may be automatically repeated before proceeding to the service node boot
sequence. In summary, if the watchdog tiner8renmains uncleared after a
predeterm ned period of time then it is known that the conmputer systemdid
not boot thropgArthp PRsORPioNe boot sequence at which the service
routine clears the watchdog tinmer. Thus, the problemw th the conputer
system may be i dePtltefEfrreéd:rmhmdancrm o&tha pd&sgmte&vdmasedrmﬂomratéthnhb@thamuence

that was or .10 was t te i ndi cat.es that noperatln
system serV|11 I%%?r&gben?% ffo & erto?)‘%gaﬂ‘?t:?féﬁp ipg pafs ofithe YaHiQUSr part of

the conput erdla@@digsprocess. At step 60, the watchdog timer is cleared with
the operating system service routine before expiration of the watchdog
timer prédeterm nédeaithropssatingcdystem m@@@rﬁbardwareeaaﬂdheﬂwatehmaratﬂoas iba

conput er har g of ested and run nitiation

pr ggefl ned p0| u?er Q?Lﬁ%l o‘%t\é@% ¥ rt‘be PSEHBESHEGP dggﬁ‘ﬁghégéu@ﬁ%ﬁq IEFOB]% ‘?ﬁﬂielty be
oper at i onal théhcmphd&r Systteh efidpd@ide® Rotice JTRBCdifRdulSdseR peeblénsi&tthei S provi ded
an opportunity to login. At step 64, a determnation is made of whether the
servi ce but t%m%erv%@te@r@gb Jdelasystemys generadly assrsiatedt withshe qreaasing iy sty

di scussi on i service
button was 2‘%’%1%\@ etsogrgs @Tﬁﬂﬂﬁ%eo? rgonblq?tlg I&(’t;fgelr F@g%;a?kélwm tﬁr%uéh Sef)r oceeds to
step 70 1foor lnmretqtlant smh(al’s bpasking qummmﬁ dilowyet,onhedie apdrating dykteat itsiep 64
it is det erlr)glned t ssi ng the service. button occurred during boot,

then at step @@ Prad §’é’r tgeéﬁpﬁo § Brompatiphitissait dndiffigylifor deoperaing hang
detection tigRfen & ddatdsh o886 pfdBlent® HrEQlehil tﬂ&ﬁﬁ%e g-up.
Hang det ectlsgﬁeZ 5 nonitori ng usees ] (gjg ?etg%?gér% tl %fgag%yglﬁg @?Htl mer
to test whetdrdranghep Wpiépattprﬂgldsggsfuémrmnp(t ef ths pirdbders ¢éo thecomppier sysa¢érnon
| aunch V\nthllp a predeterm ned period of tinme. The hang detection timer is
initiated at™st ep 72 and then cleared by an application running on the
conput er ssyst em afg ﬁﬁpfbb@c@rﬁ?ﬁt’eﬁ@kteﬁﬂgﬁﬁmﬂt &4t8ioa, me&%aﬁbﬂhﬂ@%se&%hon of
its loading and startup sequence at s 68. Thus, at step 6
det er ni nat i GhPBiteriREESYStenWABOsiated ik tb@mmp@tmi Wﬁtenwﬂl%mnmlsm@ctaupg
sequence i s n ni ng.on t onpt.er system
ﬁf@feﬁ?ﬁ cl!1t§na¥1 Tﬁeﬂ%ogl&% rftgh ggfet% Hetattd 1él§ 3¥£{?18G0§>5Bga11ﬁs

cl ears the hang det timer an FOCEsS Proc for

i nitiation ofndswapipos types oBoperddng PO h]aagat]ppl Oaed & pivdlent fs debertddang
detection tiner {gfmal ns, uncl eared for a predeterm ned period of tine, then
at step 74 JHECE ATHRRLS aRomatfallyLakento r???é(e"s%@teééo@ﬁb‘lq DRtIBHSIRES f ai | ed

to cleangt i Ngfifol$ mddWattisHPiat t@l@és%(zéht& pr@ﬁtl@Hﬁr 'f%gotstﬂé&ﬁﬁbtﬁéé hung; at
amninm it is incapable of startin e service Icatron normally. At
step 74, 5 Lﬁb’@?@ndeftn@dtittm,ﬁlfermmiorlag |S}memfcam beirvakeyl biet siogleqush bfrer, t he
systemis reboote n ( or _service de (step 76),
dependent upoh & g‘é# %ﬂﬁsgmﬁlﬁ’ﬁﬁé?wbclc b&hﬁﬁ@%&@ﬁ&“%?@%t’?‘) RBfdot i nto
normal node dysteBDchip bet fbf aomEREallR iRk thE BighBS\vaRatl el AL e t he
computer is in normal operation, such as at step 70 of FIGURE 2, or at

anytime ot he%sswt@aﬁe ﬁﬁ)‘%ﬁtef&m@t%@’ %mﬁtréwstemﬁmlﬂl ard $thts. s%sswlélrhetﬂﬂ@@re@ds to
step 78,50 vhee a i cation
is initi ta5t e §fe 56@9 the g‘ﬁgy@tforpcr{l ]{g%egrgb g“}sﬁii %Iﬁlé ea 08{1“%8{ ép 72. |If
t he service saqsmlm rsaniPﬁ)S’R; beatirs:, Ttﬂ‘l&r'hbérﬁfodabr Bil ePm@Bmotid1 eWheh eheCsRpté er
system proceeds t.0 noéeg? rati o at step 70. If the tiner expires at
step 74, thenoR BpES ﬂﬁ% ﬁ@l *h%eqeéal BBIROSE BRUEIREIStRE Best em
attenpts 10 (RRQMEr EHlp 8aTARlg eﬁr&gt%s Q.tﬂntéh%? g@te-éleisftﬁ% I1r{t @up;ﬁ@ﬁﬁ&lfe{]@tm&n
nunber of normal reboot fai I ures have occurred Ft oi nt

BIOS takes appropriate action, and may communicate to the operatmg system,

30 depending upon the state of computer system as represented by certain CMOS bits.
Further, the interrupt handler code ensures that only appropriate action is taken

regardless of the number of times the service button is successively pressed. A



systemreboots to service node at step 76. This allows a determ iD%E %l‘]
operating systemfunctionality without a need for a conplete reb . 3
Further, if the timer expires at step 74, trouble shooting is possible with
t he service node even though the normal operating systemis not functional.
2 0 Referring now to FIGURE 3, service node is initiated at step 80 with a
servi ce node boot sequence. At step 82, a s@rvice node watchdog tinmer is
initiated. As above, this watchdog timer counts down toward zero in
paral l el Wi t bysidi@ ah@adtH 18f mbhAfordgtotHuSerG35Em RBLY VAR Wc%eg&%e tilhng
system If the watchdog tiner reaches Zero {step 84) efore a1t 1s ¢l'eared
late in the Beredeteilfolewedbby a getodeddestptamsoBBe aradn@Gh whickbihe bamicehe
servi ce node iled and.this is indicated by setting the LEDs to
8\9@&{ ca;x{glﬁ}fglé slu% g gbonggslpg i}lsﬁe

i ndi cat e hardware ure H-dwar e probl emis probabl e since

nei ther the main Reerahsd AGw Y BIGURBA, a bRk @4o¢HnE AepRES: &%ﬁg@ériss}&e&yﬁi em
were able to bring the conputer to an operational state. At stép 88, a

servi ce rbdeldyeg & PRYaLRE TS blinteréaced withhazdware pemdedenteelt Braughai nt i n

the | ater pagf m Vi routjne ns at step 88,
t hen at stgp%sé@{ te}p(?%gﬁggféﬂggﬁs r%fg ﬁ}?rr%‘ﬁaerf’goﬁ ﬁaxile g%g{]‘tnﬁ °t he serv!oce

node oper at | nonveytdeinpersbnal compied Systedn hatdelateodbahponbits St@PasI2proEERUL er

system boot is .conpleted with the service node operating system_ At step
94, a deter rrf‘WQF’ingguqe‘% cHdaudsd CﬁﬁﬁeatQ‘i‘éFor%Fedeé’é“re\?’i lggluémgtagwr%érqug fepped

during the ngnp@l ROMENGRAM! Uil P HSWAS i 0 sed
during 5 bootlli s stored across nr elboo?&g%}t rr(}):)rt'u ?ﬁ%%lﬁ(g}?{a%pgétég}@gﬁgn t he
servi ce Hppl izeats dhodtsselaamaeinduding aposys be selhrag"BOSEL) drmdreatlaptofpheoceeds
with initiation of the opgrating.systemhang detection tiper at step 104.
Again, the c%%??%sydge%p%%ﬁ@ﬂ‘gﬁrﬁ lgéf’%‘ TSN oF MALE tl%&%%a‘l‘ﬁmpé\aﬁ} el
with the | oadbi@nfswhl SWatdhbPtifferd he service node recovery application at
step 96. If this succeeds, It will run code to clear the hang | 0 detection
timer at step 98. BMPStlRiboopsiomputer esterarl fiongomsdup dpe catvientosa) staanei. SA known
to be at lea ' : ! tart the service node appli.cation. At
step 100, se?&?@é&nsg%eﬁ%g%b mgggﬁ?%‘é@?%%s %8?té)rf)?ﬁsf i ﬁtcglﬁlpmﬂﬁtg%t%ﬁﬁ)‘ggn%sef ul

for analyzi nthrewdh thabeotsegikneatgaildl exgaraautailtss Wad180r kSitcoRedahd 2F fh
service node. and is avail able for troubleshooting. 15 At step 106, if the

wat chdog ti iSRG cOR B RtssIVishetimer |8 t compaps thesxpgstgddime &origei ng cl ear ed
by the servi j I : I rating
syst em has bg@g@@ﬁ%ﬁ\/ﬁ@{tﬂgﬁﬂgor} %gglpi%ﬁsgﬁcgﬁt %@%F%& Sgﬁ’[(f\ﬁg%g)r %T%)eggm?ﬁ(gmger Vi ce
appl i cati on agaiitelaphel time Setth¢ sememmer IDiimeAL8 Elpiks paélvired ahhrengrodiers he
servi ce node, oper at.i st em has, been detected, and the process ends with

i ndi cation of®%3 eﬁp&g{%ﬁ eg%ﬁﬁﬁdmpéhezm@etpﬁ'%%ﬁ?rbnlfﬁlgﬁtlé yeeseiully &80t t h t he

conput erz Gy st@fip@er §lstth 108 brifg SPePRing Qgstein!1 20 IR Iieh G& RHLS RtiNESE Pr essed
while the conmputer is in service node operation, then the system proceeds

to steps 1040Rgiatingssyisienph? eleprs|times 18 ds prevhet andndicateomaftieproplemat i ng syst em
for a hang-up. A l i i Ls..niti,ated .at step 96 and { ang
detection t i mor i & PUbER sPREREAhG B abt Retofbi el st Byt b oSS

clears the tiéenayalirest epufiBer dfldéffertmieeponsus! For EaheNHIOSCER gy t4ll §8RVi CE
mode operation at step 100 to allow initiation of service node recovery
appl i cat i onsSTH4E MAdCARCLRHLS yELem §yith sseviecpraincel 2% y Eleservigs mede onerating

yst om Hang. o gy, Kk ELhCTe FURpIER et 3P oftiind IRNT T2 SRR AR,
failure at s¥pd$ w8 Sakhnedafor Mimdawsi88.eThe savicemadt operating system may
include a modem driver so that the computer system can contact an analysis server
through the Internet to upload user symptoms, system configuration and state
information, as well as to run automated analysis software and diagnosis. BIOS 16
30  also may illuminate service lights 24 to indicate detection of a problem, with a
different configuration of lights indicating the identity of one or more specific

problems. A computer user may then provide the illuminated light information to



3 0 service node operating systemfunctionality w thout a need forfg& pec wy;
conpl ete reboot. The follow ng case exanples will further clarify the
operatijon of the nonitoring system If the nonitoring systemfinds no
hardware or operating system 31 DEC ~ 14 faults, then the conmputer user
may seek a resolution of the problemor question through |ocal help on the
conputer systemor by connecting with help @ver the Internet using the
conput er system Local and renpte Internet-based help will resolve the
majority of ter. probl ] t hey, exanpl e
is a non-fat t;é?ﬂﬁgarlgﬁggogp '@ah%%?r%ﬁyzgégﬁgglg@ghec%o@%. o’gltearuﬁli‘%i}g%eeca e(rEl card
failure. Thesuppbithngdyi dlaid wgstemnisfoonhiibn ficknake enalysid seperf ai | ure has occurred
with the operati n8 system and the user may contact technical sup?ort to
have new har dwar eCemiptter syyiem ) gaedudss aferyi¢ehiuion QA aiaatie Fofia) COPRPIISR;USer
limt the opt I; f | N : [ , onput er
systemw | | %djq g%éc})\é?d ééﬁp%tﬁogu%%r;ﬁﬁiggée%d}%sﬂg% ﬁglgﬁgcﬁ?@ggﬁ%caaé%ﬁqg NEC).
However, s ai initizte tHe groblsmhietedvian endvidehtificatioh prdvesc afpistdescribedtferther abil ity
to interact over the Internef to obtain heIP, In part, modemfajlure may be
addr essed byP@avesarrige PHECES §eneEAtFRAT NtoEiyP Wﬁ%{f“&r?é’E‘,PUFGF SYHRR APt (re i s

associ at ed w4, %ﬁ%ﬁg ni‘nft?a’f@ A GAHRL iaﬁ@icﬁfioﬁ.sﬁo@it&l sthtB HhdcH el 20NRetectd |G Bssth

service node no onfiguration y support an Internet-based 15 problem
sol ution. | nofithetstricedaiton endinunehesithie seneice applishtiondemonicoratherystegst em i s
not operatio i s otherw se unstable, a nodem connection

|, .will t b
may be estabﬂa’sak&’\émt%d?tﬁngttcﬁgl%gl ?\%%‘é’nr% “BYerati ng system The Internet

connectiqn t hr oughy AdBtiSEtMVh68tdTRGahEbdSRWEqEbnt € tHrowohsthe Balina by speatirig t he
operating systemto 2 0 automati cal l@é support operating system probl em

resol ution asybtapd?anpnidorsjaie srrchiag 20 meyimenitordie funstieniegof epertinedysient i ng
systemor relgvant parts. of. the opgrati 2 I e
Internet to h Bfl cae}ri) ed%lteacglf)rtlgmgﬁggaﬁitthnggesri%gtgﬁq&mstlﬁgnhge?ona L?}é%[})roégl em

resol ution fphdgddtectiondizhere otibminatedlernng thb®oot fequerre; foritystanas,lbytaawseni cal
support and identify the problem based on the displ afyed l.i.ght )

confi gur at i otpgin a5d sleagddyananplission rip e8ersompletion ofifhe eallifg e And hegting nay
have a fatal i b; Rtlort 6
service frgodegf Bﬁég?ﬁ%ts{a%hggg{ %éa ggﬁrr%g% gp ergﬂ;&%%)%n&rrﬁagﬁbgqrslg?ﬁpdfp& I ncor rsect |y
or may have aof déalhahgrieheation firmed 19 withinra mredeenminérbpdymaraf tinkea mtbnitoting or

| faul t. .l h i.nst , ) | t har t i 1t h
Do Cormir el sefmashing 27 S myng bave deare et e erp e etriisdy HPS 1Y,
l'ight confi g‘tﬁéﬁr‘e&{?}ﬁze@ﬁﬁfogéﬁﬁhg syststh pHbldn? Bed ARm Bt 8 sty Rl haiel ok 6yv. The
i

user may then use s information to contact technical support and obtain
repl acenent atichies @probalie hpr@appBdunsthrosigh senvicgtlightsdfove, conputer system

10 includes a seryjce butto i\abke f.or press.
Service DUtton 26%3?@?‘5983’%%9%#’& o ﬁ%agrﬁg%ggtlrgrtﬁ%% %ﬁ?&%‘%‘%‘m chip set
to, for instapenatioRifhl GeatihgSetitntRompR gt tal mofimaMubt tide s akepri@chi ne 20

detects pressing of the service button and | aunches {he service aP Iia)(,:ati on
m

normal computer boot is initiated. For instance, the user o% computer system
apply power or may have instructed the operating system to reboot the system. At
step 52 a hang detection watchdog timer is initiated. The booting of the operating

25  system and the activity of the timer proceed in parallel within the system. The
watchdog timer counts down. Ifit reaches zero before steps 58 and 60 are completed
(i.e., when a service routine runs late in the boot process and clears the timer), then
step 54 is achieved, and the system is rebooted into service mode in step 56.

Typically, the boot sequence tests hardware and initiates operating system
30  boot within a predictable time period. Upon completion of the hardware testing, such

as the POST test, and initiation of the operating system boot, an instruction is sent

from an operating system service routine to clear the watchdog timer at step 58. If the




5 at an appropriate tinme, or nonitors the system behavior to detect31 DEC 20
conput er system probl ens. When the service button is pressed, hang
detectijon tinmer 19 is initiated, and is later cleared by an application run
after conpletion of the calling up and booting of operating system 12 or
servi ce node operating system22. If the application does not clear hang
detection tinmer 19 within a predeterm ned pkriod of 10 tinme, nonitoring
state machine 20 determ nes that an operating system hang-up has occurred.
BIOS 16 1 hen teagntizeeisileARPRALLE, BYSHRITHROORIAIMAR [fthd halcRlod

pr edet er m ned rebodt protoco thalp may i nclude rebooting in service node as
i s descri bedtimer thatoacleasdeand colitite dgwn v6 zerothe prtesy wotetds tastep ah derr d

mechani sm t hr ough whi ch a. user caH7t 5 invalve assiagi'ltﬁlgncet éi ng now to

. _Ref
FI GURES 4 antfPgotng [ig seryjes mode sath 1he seryise anole GPealing £y gipmy GI\’['tﬁgrgss service
button 26 at ghe@nfthl adieloallibdinaPhdoiome boattomatedlly 1epedtyd bdfown, the flow

chart depicted in FIGURE 4 involves two execution spaces, one within the

Bl OS and % hepwichedingiat thi senvine roprierboot sreuegest dasenedyiibiespighdog timgener al |

na =t " ! : .
Cterrupt. ot n AR B A RS B Wbkt Ghablhe
comuni cat i 0Borhp@et §yteen® BRY et ibbet thithigh thdsuikt dfahd beotBeqents ataghiohiid shed by

runni ng code that sets values in the BIOS,_ such as clearjing a han%I
det ection ti AeviceTotineeclenss the watchdegtmer ndhips. dhe W@bif% HHCRMARME] Os
communi cat es W o ' ; LAl § sheMHaesR984ds
(if not hung)s},%t%[g V\,iﬂllalfe @gﬂtﬁinérdggfaﬁﬁéﬁ?gg{égib%%? %gﬁél\?vé,b%ggéqdes ur?i que 2 5
advant ages. Alashotgdmpleedsystemis of necessity operating-system dependant

since sone portions resjde within the gperating syste i.t is also capable
of | ever agi ISlg t he Slﬁ?fblgg 1”31‘94&%@@888?%8%‘3@%@ gg?'{cﬁir?%edﬁ B E 41| ow Itohe
same mechani ?F@deﬁ &'ﬂ? it ﬁ-ﬁhﬁ%tt%i"ﬁﬁ%fth%bﬁlbﬁﬂe?b@&%frééd:sﬂgﬁﬁb’t@ﬁ goypeci fic

i mpl ement ati ons. Fur %er, t he system enabl es user "assi stance to be invoked
regardl ess ofwatdhelof tinwdriioelatred mathghe bparhtgngsySteopsareice nepting before expiratioawn i n
FIGURE S, the_service button 26 is .wiyed direct t Q.n8 Lf Le. J.nput
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422, ot herwi sémet The hang dejestonibnerds indiriehat erRs/4 Bdd el&ilf?.e 1%% @Bne

embodi nent, a, backaround. + Y& afhIRRRbE Sthplefs hauncher
associ at ed wi?’HP%t%ﬁ 01%)lper a{‘lg?"?]‘éhggg‘?@%ér% ?L f:ts rlua as palrt of the nornal
boot process, preleekaintd pospnifis leuditgamdhitartupl sequdnee sestep 68 Bhus, ehstep 68 s
set, the service application |aunches the service lication, |f it step
408, the 3OV RAAGIBINAHYY BIRTIRRY YIRS P@?}g%tm Péﬁﬁg?‘l‘ﬁ%&%a‘fquﬁ%ﬁ’ M
handl er initi a 1{}%‘3 hdabFIsdatiBh rirdni®Y orfthe ThBPutkt Gystdiicteahtpthe hagt ect i on
timer 2 5 couﬁﬁé’% e ’gtameb?i rrelr zgs V\ﬂgjl d be glgt I gy.st.ep 41 0 above or a
di fferent ti mietectiometinied and the puwicessiprodesds forstep 70:foz dnitiatiernelAPPORhi | | be

di fferent depending on whether the service button was pressed during boot
or otherwise. If pressed during boot it will be set to a higher val ue,
representing the I onger anmount of tine required to allow the systemto
conpl ete the boot cycle and | aunch the service application. If not pressed
3 0 during boot, the timer will be set to a | ower value, representing the
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t he service application. 31 DEC ~0~ 17 If the systemis not boo?) nSec LA
SM handl er code in the BIOS subsequently comrunicates with the operati ng
system:by causing an interrupt at step 418 to notify the operating system
that the service button has been pressed. In one enbodinment, this interrupt
is a systemcontrol interrupt (SCl) that is serviced in operating systemb5
execution space. To initiate the SCI, the S handler sets an output bit
504 in an output register in the GPIO As shown in FIGURE 5, this bit is
used as an i HHcafihsa IS HaAR BB tithdHrEHAMP Lnt1BREE fo‘}%gprea\éaéﬁhnédﬂ turn
initiates the SCI 508. At step 420, the SCI 1s processed by an 1 nterrupt
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provi des a ngssage to the ating.syste initji.ate a |0 service
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t hat subsequent pressing of the service button w causé anot her 1nterrupt
and i niti at enewealiopénatjomst depsdt i lféek tahenexpirgs & swipukt, thehanpstating aysdemet hod

of the present invention .prqvide uni qu in.which.to jnvolve user

assi st ance iﬁarég'ﬂ%}sf%ﬁ%P al _tféea§yg?‘%§te%ﬁﬁ%¥éﬁém%rto Pﬂm\}ﬁ’]li cf#eRﬁteSt?,po in the
Bl OS5 exerdit i aftilsd@eeif@bRmufiteabesoriMal febbbEfaltires Bhvedcantsd, aband poigehy er sa
enabl es invocation of a service request that is operating system

i ndependent , SR Brhopisde seryieomrdectt sieg 78y Jinismllomata determinationo! eperetieg
oG " SR SR Py AR SO Spd i OREL RE o

itself. Furt e m"an ove enables a user to
i nvol ve assi skpginset stepad grabde diootihg isgicatibleofitl the sepyéreahodegevey shieigh(the e.

during booting or otherw se, or en the operating systemis hung). 3 ~
DEC 2003 18 ?ﬁ’én%oé?ﬁ‘ia@ﬂg?}ffé%ﬁ‘?%ﬁ%‘ﬁnand resol uti on systenms described

herein npy be prowedgfnaso® theiGOREDs, QEARE ntQIMONERLe@ht HAL3E MR UL vice
system For instance, |éss sophisticated users nay order their conputer

system wi t h siadglbeobsequensepddisteprd@bia service suidetwatehdogitiones asintinted. évper i enced

d t t ith 5 st d. confi gur.ations. ..
A ternat ) vl ooteomput ernagt RaR Sl e By A8 ep nER SR 1R Bigio o
system such as(i@iHi SRE, REGECMAISbpetatifg spstém MR WREHEId thtlers¥adtRBero

nmoni toring that does not include the ability to automatically call up a
servi ce node (BprRBbxheieredyiscleased late in the service mode boot process (steps 88 and 90),

25  then the service mode boot has failed and this is indicated by setting the LEDs to
indicate hardware failure (step 86). A hardware problem is probable since neither the
main operating system nor the service mode operating system were able to bring the
computer to an operational state.

At step 88, a service mode operating system routine is run at a predefined
30  point in the later part of the boot process. If the service routine runs at step 88, then at

step 90 the routine clears the timer to indicate that the service mode operating system



Al t hough the present invention has been described in detail, it srg)ylntcbm
| 0 understood that various changes, substitutions and alterations can be
made hereto wi thout departing fromthe spirit and scope of the invention as
defined by the appended cl ai ns. ~' 17EC Za03 19 CLAIMS: 1. A nethod for
nonitoring a conputer system boot , the nethod conprising: 5 initiating a
conmput er system boot, including initiatingld BIOS and a first operating
system initiating a tiner; clearing the tiner if a predeterm ned point of

the conput eris $ysdtiefald oQtsteperpy EOELuRE ek byt dddngslele® WHhthe SertitR indle
conputer systemfailure exists if the timer remains uncleared after a

pr edet er mi neRPe3LiNE syelemod, and initiating a service node operating system

bei ng operabl e to,j j f . er t fajlure. 2. The method of
Gaim 1 wher i n ArE 2h o B RRORY eR PV Edhohe SE%ice SupRnFeTBrere ¢ mer
with a firstdopgrtht howgha yisddedr s€fite@odeMabt. MEhe state SNButh®t freste@tuGh@i m 1
wherein said initiating ste% further conprises initiating the tiner

subst ant Pal | §Pohis Fiotef 8Cogs tepaet atigmpts thaldatoHiyes,then the sepvecerappheationfis O ai m 1
wherei n sai L Al ' ' R AVA nor e
Comput o oy ot el B e g LR R PR PRt A el ™)
conput er sy stystenblbalg deegtion tieer 5t stdhE)4reA guin thé cdintingddwantod thed mngai d

pr edet er m ne i nt. of the boot 5 sequence conprises initiation of the
first oper atﬁ?etli%?@ﬁ}@t‘%%"ﬁ%? n Pﬂ@%ﬂﬂﬁ%ﬁﬁﬁ OaQWtaQHE&rGBIOéFHeC"GF?B?q oAy a
hardwar e f auletovedy agplRatibh Bioderd6. G Mifkdbcbhs! i?bf?ﬁl?tﬂi&)d@rtggﬁﬁr‘gﬂx%gﬁg poi nt
of the boot sequence conprises an application called upon substantT al
conpl et il®n odetedtiondipearat stag 98. At this peint, iwaservitdmodooparstenrg syetreimikpoenl em
conpri sing an od of

comPr 1 1. AR RFIAM AR AR b i oA R LTSS 2

mode. service support applications are initiated such as those useful for analyzing software
problems. The computer system is operating in service mode and is available for
troubleshooting.

15 At step 106, if the watchdog timer counts down to zero (i.e., expires) prior to
being cleared by the service application, then at step 108 the service mode operating
system has been shown to be incapable of loading and starting the service application
within the preset time period. At this point, a hang of the service mode operating
system has been detected, and the process ends with indication of a probable hardware

20  problem on lights associated with the computer system at step 108.

At step 102, if the service button was pressed while the computer is in service
mode operation, then the system proceeds to steps 104 and 96 in parallel to test the
service mode operating system for a hang-up. A service application is initiated at step
96 and the hang detection timer is initiated at step 104 If the service application

25  clears the timer at step 98, then the computer system proceeds to service mode
operation at step 100 to allow initiation of service mode recovery applications that
allow analysis of the computer system failure and corrective action. If the timer
expires at step 106, then an operating system hang-up is detected and the system
indicates a probable hardware failure at step 108. This allows a determination of

30  service mode operating system functionality without a need for a complete reboot.

The following case examples will further clarify the operation of the

monitoring system. If the monitoring system finds no hardware or operating system



8. The method of Caim1 wherein the service node operating syster8®DEC 203
conprises a nodemdriver. 9. A nethod for testing for failure of a conputer
system' conprising: initiating a conputer systemboot with a BICS and a
first operating system 10 initiating a tiner; clearing the tinmer with an
application run by the first operating system determ ning a conputer
system failure has occurred if the tinmer rédains uncleared after a
predetermned tine period; and initiating a re-boot using a service node

operating syfuRithdn the L5mpOEPIee aykedieimdsalutitn 6f he phsdi&hH: B8etiohhe service
node operating s bei ng operable to identify thé conputer system

stem
failure. 1o.thw}f/1r’f@<ta|118@ip@m thy eempWenstysiesl or hyheonpentingtveith kylp veen thai | ur e

clenr eq by et fiinline Al BRC TR A AL RN RS ARl W feselfrg
system 11. fheengi@ithed cohp@eapwbRBmd@ggedionfie service node operating system

conpri ses Wndows Safe de, 2 5 12. The nmethod of Aaim9 further
conprisi Bg: i nitiaPPHEr &R%fé S8 SKARRlE is & permfatd dardvere &dlowel sug¢hnasra GDEh an
application - t > i et Lon_of the
e boot it RN LakF aRAE LR R TR SLABh R LA R g%
servi ce nodefadperlas ongirsgdsyigmbtapkatieg sfstérheantlitheuser angicoatasnetiedaced af t er
a predeterm ned ti eriod. 31 DEC 2003 21 13. conmput er  system
conpri si ng: %IPBP%égg%‘%rngVrﬂb’arﬁtse’iﬁegé’fne&%estqfr?ﬁp';féél régaredpiliggppithg t he
conput er  sysl@itith@optidns bvARBIfok BBtaty, Fpor i I i Ht em
operations; and 5 aﬁ mglni Yori ng statae I?réa}gégﬂl) ne&algéé{g%%é%%&g\?m&?ﬁgﬁg&gl and
in conmidi catnesdie withaut hveogdern oe sstovork irterfave watdaf NHG")s Hatveeveg Chilure obthing

an oper at i ng apSE PRI bR Rl bl TR v ARG o e
agai nst a prigdet Bf pert) ecbdeiBilpRmBdbe 4ddeesSdPRSQferind e FBIREMESHM TS the
timer; 10 the nonitoring state machi ne being operable to initiate a service
mode oper at i 1§85 taRpdanh @ik iastocitrdevishBrodemrgniguridon beiSRdislper abl e to
:/md:p; Lyt Lgﬁgg@c‘gﬁﬁﬁghﬁiéﬁc? glr??%é ?rgo?@nf c%'nkigﬁx%tio&ﬁiay-gn&osryg& fRQL.Fgym 13
15  problem solution.
In another case example, if the normal mode operating system is not
operational, will not boot or is otherwise unstable, a modem connection may be
established with the service mode operating system. The Internet connection through
the service mode allows direct system analysis of the operating system to
20  automatically support operating system problem resolution and operating system
restoration. For instance, a new operating system or relevant parts of the operating
system may be loaded over the Internet to replace the faulty operating system. If the
automatic problem resolution fails to resolve the problem, then the user may call
technical sﬁpport and identify the problem based on the displayed light configuration.
25 As one additional case example, the computer system may have a fatal flaw
that prevents operation in both the normal and the service modes. For instance, the
computer system may be set up incorrectly or may have a fatal hardware fault, such as
a motherboard, hard drive or power supply fault. In such instances, an explanatory
chart provided with the computer system will provide the problem associated with
30 display light configurations, and simple instructions for the user to follow. The user
may then use this information to contact technical support and obtain replacement

hardware.



15 conprises calling an application upon substantial conpletion o? 12 2003
conputer system boot. 15. The system of C aim 13 wherein the noni orP!f:‘u%
state machine initiates timng with the timer upon user login to the
conmputer system 20 16. The systemof C aim 13 wherein the operating system
function conprises calling a service routine during conputer system boot.
17. The systemof C aim 16 wherein the nonilSoring state nachine initiates 2
5 timng with the timer upon the application of power to the conputer
system 18. The systemaaly éﬁo%,reoil@utéfrsyﬁ&ﬁm%mﬁ 313 & Mitof J6! R N
comruni cation with the BIGS, the servite lights tor 1ndicating

i denti fi cat i fomachmprebusargo gese cadice huttdre2 € genpratey ansytmept inBOthe9. The

el R
Servicing a geemud 20 d&yés ngsﬁﬁg’fo ihSisBeice! Yiittbh @hd REinéhek kNEYeirvidEhftichAigh an
operating systemfailure by determ ning whether the operating system
clears t e tétrgrappfophiale thng os doniters the sy stanrbehparior deldetegt@oimputen sygiemat i ng
systemfailure,js. d b N . I e- i ng. t conput.er .system w.t.h service
node operati %rgbis‘%‘s?t ﬁqﬁéntnﬁg%gfg}csﬁ’ggg%opég%ﬁé;?‘ﬁlg ﬁgte%t%]tt erb%émgﬁtga’abl eto

i dentify theargpienatd d¢arsd/ b emhfplichtisrerunk@te?domplbon®t thedaltibhg Ghahan 20
wherein said detecting step further conprises calling a service application

with the opePeatingf opereting syskan $2 py seeicapiode operping ostea 2Aaglftthe tiner. 22.
The nethod o L ' i et f [ ' 15
determ i ng. HPAiGE &b HPAELT B2 1A il SR & b SRR RS

appl i catlioon fimke) motitoridgestate hfaehihe @8 dedetthines thaearposdsirgr systeachdnigre pari od.

23 Th h ; : wh ) : ; B
p?es-sri ﬁg rrgt sggw?rg@cég{)?dﬁ?hqnggégng@g %&‘%@%ﬁ‘;’t&‘gﬁyk&?‘hﬁ"%%&% %ﬁﬁk}%@?ig >
r.A&, . A3. A3p1/édé&nﬁﬁecﬁ%b&oﬁ%o{ecéﬁhéﬁﬁaﬁml\dde lr@eﬁti@ in service mode as is

described in detail above.

The service button provides a standard mechanism through which a user can
15  invoke assistance. Referring now to FIGURES 4 and 5, a user who seeks to invoke
assistance will press service button 26 at step 400. Note that although not specifically
shown, the flow chart depicted in FIGURE 4 involves two execution spaces, one
within the BIOS and the other within the operating system execution space. In
general, communication to the operating system is handled by generating an interrupt,
20  such as a system control interrupt (SCI), while communication from the operating
system back to the BIOS is accomplished by running code that sets values in the
BIOS, such as clearing a hang detection timer. The means by which the monitoring
system in the BIOS communicates with the operating system and the operating system
responds (if not hung), as will be more fully described below, provides unique
25  advantages. Although the system is of necessity operating-system dependant since
some portions reside within the operating system, it is also capable of leveraging the
underlying personal computer architecture to allow the same mechanism in the BIOS
to support multiple operating-system specific implementations. Further, the system
enables user assistance to be invoked regardless of the functional state of the
30  operating system.
As shown in FIGURE 5, the service button 26 is wired directly to a specific
input register 500 in the general purpose input/output register (GPIO) of the controller
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20  application launcher associated with the operating system, which is run as part of the
normal boot process, checks the service button bit. If the service button bit is set, the
service application launches the service application.
If, at step 408, the SMI handler determines that the system is not booting, the
SMI handler initiates a hang detection timer at step 416. This hang detection timer
25  could be the same timer as would be set in step 410 above or a different timer. The
value to which the timer is set, however, will be different depending on whether the
service button was pressed during boot or otherwise. If pressed during boot it will be
set to a higher value, representing the longer amount of time required to allow the
system to complete the boot cycle and launch the service application. If not pressed
30  during boot, the timer will be set to a lower value, representing the shorter amount of
time required to allow the system to process the interrupt (described below) and start

the service application.
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Regardless of whether the service button was pressed during boot or
otherwise, if the service application starts correctly, as determined at step 426, the
15  service button bit and hang detection timer are cleared at step 428. In one
embodiment, the service application notifies the service application launcher and
instructs it to clear the service button bit and the hang detection timer. If the service
application has not started correctly (the timer has reached zero before being cleared),
it may indicate an operating system hang-up or, at minimum, that it is incapable of
20  properly starting the service application. Thus, at step 430, the system begins to
follow a predetermined reboot protocol possibly including rebooting in service mode,
as is described in detail above. Finally, once the SMI has been fully serviced the SMI
handler reenables SMI generation at step 432 so that subsequent pressing of the
service button will cause another interrupt and initiate servicing as described above.
25 Thus, the system and method of the present invention provide a unique way in
which to invoke user assistance in a uniform fail-safe way. The manner in which the
code in the BIOS execution space communicates with the operating system and vice
versa enables invocation of a service request that is operating system independent,
and provides a monitoring system that is outside of the operating system so as to be
30  able to monitor the operating system itself. Further, the system and method described
above enables a user to invoke assistance regardless of the state of the operating

system (i.e. during booting or otherwise, or when the operating system is hung).
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H sequence occurs; and

10 determining that a computer system failure exists if the timer remains
uncleared after a predetermined time period, and initiating a service mode operating

system being operable to identify the computer system failure.

2. The method of Claim 1, wherein said clearing step further comprises

15  clearing the timer with a first operating system service routine.

3. The method of Claim 1 wherein said initiating step further comprises

initiating the timer substantially with the initiating of the boot.

20 4. The method of Claim 1 wherein said determining step further
comprises identifying one or more computer system problems associated with the

predetermined point of the computer system boot sequence.

5. The method of Claim 4 wherein said predetermined point of the boot
25  sequence comprises initiation of the first operating system boot, the computer system

problem comprising a hardware fault.

6. The method of Claim 4 wherein said predetermined point of the boot
sequence comprises an application called upon substantial completion of the operating

30  system boot, the computer system problem comprising an operating system fault.
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8. The method of Claim 1 wherein the service mode operating system

5  comprises a modem driver.

9. A method for testing for failure of a computer system, comprising:
initiating a computer system boot with a BIOS and a first operating
system;
10 initiating a timer;
clearing the timer with an application run by the first operating system;
determining a computer system failure has occurred if the timer
remains uncleared after a predetermined time period; and
initiating a re-boot using a service mode operating system if a
15  computer system failure is determined, the service mode operating system being

operable to identify the computer system failure.

10.  The method of Claim 9 wherein the computer system failure comprises
a failure of the first operating system and wherein the timer is cleared by a service

20  application associated with the first operating system.

11.  The method of Claim 9 wherein the service mode operating system

comprises Windows Safe mode.

25 12.  The method of Claim 9 further comprising:
initiating a second timer;
clearing the second timer with an application run by the computer
system upon substantial completion of the re-boot with the service mode operating
system; and
30 determining a service mode operating system failure if the timer

remains uncleared after a predetermined time period.
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a processor having at least one timer;
a BIOS for booting the computer system;
a first operating system for supporting computer system operations; and
5 a monitoring state machine associated with the BIOS and in communication
with the processor, the monitoring state machine being operable to detect operating
system failure by comparing elapsed time for an operating system function associated
with the first operating system against a predetermined time period, the elapsed time
measured with the timer;
10 the monitoring state machine being operable to initiate a service mode

operating system, the service mode operating system being operable to identify the

detected operating system failure.

14.  The system of Claim 13 wherein the operating system function
15  comprises calling an application upon substantial completion of a computer system

boot.

15.  The system of Claim 13 wherein the monitoring state machine
initiates timing with the timer upon user login to the computer system.
20
16.  The system of Claim 13 wherein the operating system function

comprises calling a service routine during computer system boot.

17. The system of Claim 16 wherein the monitoring state machine initiates

25  timing with the timer upon the application of power to the computer system.

18.  The system of Claim 13 further comprising service lights in
communication with the BIOS, the service lights for indicating identification of
problems detected on the computer system.

30
19.  The system of Claim 13 further comprising a service button for

interrupting the processor and initiating the timer.
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10 21. The method of Claim 20 wherein said detecting step further comprises
calling a service application with the operating system, the service application

clearing the timer.

22.  The method of Claim 20 wherein said detecting step further comprises
15  determining that an operating system failure exists when the service application fails

to clear the time within the predetermined time period.

23.  The method of Claim 20 wherein said detecting step is initiated by

pressing a service button.



