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Description of the Related Art:
[0002]

When a computer is connected to a network such as the Internet and
used, it is necessary toprevent the input of invalid data from the outside,
as well as prevent the flow of data or the leaking of data from the inside
due to invalid operation of the computer. |In order to prevent the input
of invalid data, placing a firewall between internal networks such as an
in-office LAN and blocking invalid data, or using anti-virus software in
an internal network or individual computer terminal to prevent viruses is
widely performed. In firewalls or anti-virus software, it is common for
rules for determining invalid data from keywords, the IP address of the
sender, or the like to be set in advance, and then determine whether or
not data is invalid data by referencing those rules.

[0003]
On the other hand, as a method for preventing the flow of data due

to invalid operation. technology has been disclosed (refer to patent
document 1) in which rules for data being sent to the network such as the



right of access, sender, type of docunment sent, or the
like are referenced, and when a possibility of
invalidity is detected, transm ssion is interrupted.
Pat ent docunent 1: Japanese Patent Application

Lai d-open No.2002- 232451 [00Gp4] The aforementioned
firewall, anti-virus software and invention discl osed
in patent docunent 1 are each nmethods for preventing
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data are mainly based on stored rules such as keywords, |P addresses, MAC
addresses, and the like, however, depending on the method used, there are
limits on the contents of rules that can be stored. In order to perform
determination accurately, it is preferable that the number of rules be
increased as much as possible. however. when there are too many rules, a
problem exists in that the processing required for determination becomes
heavy. Therefore, it is effective to simplify rules from a variety of
aspects as much as possible and store them, and to employ a system so that
those rules are referenced efficiently.

[0006]
Furthermore, level-based invalidity determination has problems in



when an invalid operation that is not in accordance to
the stored rules is being executed. Therefore, it is
effective to be able to accurately determ ne whether
or not there is a possibility of invalidity by
under st andi ng the operating $atterns of new users.
SUMVARY OF THE | NVENTI ON [0007] Taking into

consi deration the problens nentioned above, the object
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[0808let ermined in the invalid-data-determination step

tr““ﬁ t:?slr‘éﬁéh u%?uihe invention for solving the aforementioned
problems is an invalidity-monitoring program for monitoring invalid data,
which causes a computer to execute an invalid operation, and causes the
computer to execute: a step of acauiring input/output data that is input
or output over a network that is connected to the computer. or over an
externally connected bus that connects the computer with an external
device; a step of identifying ID information from the input/output data
for identifying a user; a step of acauiring at least part of the attribute
data corresponding to the I1D information from a user-information-storage
unit that stores attribute information for all users having authorization
to use the computer; a step of referencing a determination-rule-storage
unit that stores rules for determining whether the input/output data is

invalid data, and determining whether the input/output data is invalid



data is invalid data; and where the

determ nation-rul e-storage unit stores determ nation
rules that correspond to user attributes; and in the
step of determ ning whether the input/output data is
invalid data, references thé deternination rules that
correspond to attribute information acquired in the
step of acquiring attribute information to detern1ne
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In this first aspect of the invention, the computer can be used as
aclient, or can be used as a server over the network, as long as the computer
is connected to a network and provided with an externally connected bus.
This network includes al | networks that are capable of sending or receiving
data such as an LAN, dial-up network or the like. The external device
includes all peripheral devices that can be connected to a computer via
an externally connected bus such as a printer, drive or the like. Invalid
data is data related to invalid operation of the computer, such as an
instruction to send a file to the outside that is prohibited to be sent,
operation by an unauthorized user, etc. A user’'s age, sex, department,
position, or the like can be used as user attribute information.

[0011]



aut hori zation to use the conputer; and a step of

st oppi ng operation by the input/output data when it
is determined in the step of determ ning

aut hori zation that there is M authorization to use
the conmputer; and where the step of determ ning

aut horization is executed before the step of
determ ni ng whether the input/output data is invalid
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[0013]
Furthermore. this first aspect of the invention can also cause the

computer to execute a step of referencing a profile-storage unit that stores
log data related to the input/output data as profiles for each user. and
comparing the input/output data that was acauired in the data-acquisition
step with the normal operation trend of the user to determine whether
operation is unusual; and stops the operation executed by the input/output
data in the step of stopping operation executed by the input/output data
also when it is determined in the step of determining whether operation



the characteristics of the operation of each user is
created, and by referencing the profile in question
and determ ni ng whether or not the user is performng
unusual operation, it is pos% ble to determ ne when
there is a possibi | ity that a third party is posing
as an authorized user, which could not be determ ned
by rules, and to det er mi ne operation, which even
though it is in the range of being authorized, could
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[0015] Moreover, this first aspect of the invention
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[0016]
Furthermore, this first aspect of the invention can also stop the

process of executinga driver in the step of stopping the operation executed
by the input/output data when the input/output data is acquired from an
externally connected bus in the step of acaquiring input/output data.

[0017]
In this first aspect of the invention, when it is determined that the

process being executed by the computer is an invalid operation, processing
is performed so that the execution of that operation is aquickly stopped.
When the process being executed is sending or receiving data over a network
it is possible to prevent leakage of information due to transmission of
data to the outside by performing a process of interrupting the session
being executed. When the process being executed is for operating an



for monitoring i nv al i d data, which causes a
conmputer to execute an invalid operation, and causes
the conmputer to execute: a step of acquiring

i nput/output data that is |nput or output over a
network that is connected to the conputer, or over an
external |y connected bus that connects the conputer
with an external device; a step of identifying ID
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determined in the step of determining whether the input/output data is
invalid that the input/output data is invalid data; and where the
determination-rule-storage unit stores determination rules that
correspond to user attributes; and in the step of determining whether the
input/output data is invalid data, references the determination rules that
correspond to attribute information acquired in the step of acauiring
attribute information and determines whether said input/output data is

invalid data.

[0019]
Instead of stopping the process being executed by that data when it

is determined that the input/output data is invalid data in the first aspect



as an invalidity-nmonitoring nethod that executes the
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means that the input/output data is invalid data; and where the
determination-rule-storage means stores determination rules that



The first aspect of the invention can al so conprise a
use-aut hori zati on-determ nati on means that references
the wuser-information-storage neans and determnm nes
whet her the user corresponding to the ID information
has authorization to use the conputer; and where the
st oppage neans al so stops operation executed by the

i nput/out put data when it is determ ned by the
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inval id-data-determination means is not executed.

[0023]
Also. the first aspect of the invention can comprise: a

prof i le-storage means that stores log data related to the input/output data
as profiles for each user; and an unusual-operation-determination means
that references the profile-storage means and compares input/output data
that was acquired by the data-acquisition means with the normal operation
trend of the user to determine whether operation is unusual; and where the
stoppage means also stops the operation executed by the input/output data
when it is determined by the unusual-operation-determination means that

operation is unusual.

[0024]



acquired input/output data froman externally
connected bus. [0026] The second aspect of the

i nvention could al so be constructed as an
invalidity-nmonitoring systemfor nonitoring invalid
data, which causes a conputter to execute an invalid
operation, and conprising: a data-acquisition neans
that acquires input/output data that is input or
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corresponding to the ID information from the user-information-storage
means; a determination-rule-storage means for storing rules for
determining whether the input/output data is invalid data; an
invalid-data-determination means that references the
determination-rule-storage means, and determining whether the
input/output data is invalid data; and a notification means that notifies
the terminal being operated by the user or administrator that the operation
being executed by the input/output data is an invalid operation when it
is determined by the invalid-data-determination means that the
input/output data is invalid data; and where the
determination-rule-storage means stores determination rules that




conputer to execute an invalid operation, it is
possible to not only nonitor data that is input or
out put over a network, but also nonitor data that is
i nput or out put betmeen the conputer and an externa
device, making it possiblellto prevent the |eakage of
information due to invalid output of data by an
unaut hori zed person or b y a person posing as an
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that is used for nonitoring a network. FIG 2 is a
drawi ng showi ng an exanple of the
foogsl i dity-nonitoring systemof the present i nvention
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is in the range of being authorized, could be an invalid operation that

is not normally executed.

BRIEF EXPLANATION OF THE DRAWINGS
FIG 1 is a drawing showing an example of the invalidity-monitoring

system of the present invention that is used for monitoring a network.
FIG. 2 is a drawing showing an example of the invalidity-monitoring
system of the present invention that is used for monitoring the connection




FIG 6 is a drawing show ng an exanple of the
user-data-storage unit of the invalidity-nonitoring
system of the present invention. FIG 7 is a draw ng
showi ng an exanple of the inval idity-rule-storage
unit of the invalidity-nonifbring systemof the
present invention. FIG 8 is a flowhart show ng the
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The invalidity-nonitoring systemof this invention is
f [ i [ ki nds of dat
oERERTH ToE o PRERESRED OB DRSS L'so “Capaie of
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to _external devices incluyding output a ratus such
as d hprnrﬁfeerrredrﬂmbpment&ﬁ tharavestion wall | hedapyained in detail
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bet ween an internal network, such as an in-off ice

[0030]
FIG 1 and FIG. 2 are drawings showing examples of using the

invalidity-monitoring system of this invention to monitor a network and
to monitor the connection with external devices. FIG 3 is a drawing
showing the installation position of the invalidity-monitoring system of
the invention. FIG. 4 and FIG 5 are block diagrams showing a first and
second configuration of the invalidity-monitoring system of the invention.
FIG. 6 is a drawing showing an example of the user-data-storage unit of
the invalidity-monitoring system of the invention. FIG 7 is a drawing
showing an example of the invalidity-rule-storage unit of the
invalidity-monitoring system of the invention. FIG 8 is a flowchart
showing the flow of the invalidity-monitoring program of the invention.



LAN, and the Internet, and can nonitor a network, or
can be located in a mail server, and can nonitor
sending and receiving of e-nmail that is exchanged
over a network. Also, it can be used for nonitoring
segnents in an internal network, or can also be used
for nonitoring connections 2 tween individual user
term nals and network, or conhections between

i ndi vi dual user term nals and external devices. [00321
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upecaasatstorage unit 12 and an invalidity-rule-storage unit 13. The
invalidity-monitoring server 10 can be such that it is located in the
gateway between an internal network and the Internet, and monitors the
leakage of invalid data from the entire internal network, or can be such
that it is located in an internal network, and monitors the leakage of

invalid data in segments of the internal network.

[0033]
The invalidity-monitoring server 10 acquires all of the input/output

data that flows along the network and acaquires information from the
user—-data-storage unit 12 related to the attributes of the user who is
performing input/output of data. In addition to general rules for



bl ock the session for which input/output is being
performed. [0034] FIG 2 is an exanple show ng the
case when the systemis used for nonitoring an
externally connected bus, ere the
invalidity-nonitoring systemof the invention is
constructed so that it conprises: an
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214, and used. In the processing apparatus, it is also possible to use
another memory medium, such as a flash memory that is capable of storing

a program, instead of the HDD 214 that stores the program.



invalidity-rule-storage unit 13, and together with
executing processing for determ ning whether or not
the instruction data corresponds to genera
determ nation rules that anpg-stored in the
invalidity-rule-storage unit 13, the
invalidity-nonitoring program 11 executes processing
for determ ning whether the instruction data
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[0036]

The method by the invalidity-monitoring server 10 shown in FIG 1,
and the invalidity-monitoring program 11 shown in FIG. 2 for determining
invalidity will be explained in further detail using FIG. 4 and FIG 5.
FIG 4 shows a determination method in which rules according to user
attributes are added to general rules for determining invalidity, and FIG
5 shows a system in which not only is determination performed on a rule
basis, but inwhich operating patterns are determined fromprofiles of each
user, and invalidity is determined when there is unusual operation.

[0037]



executes conputation processing wth RAM 212
functioning as a work area. [0038] The
data-acquisition unit 14 acquires data that is flow ng
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[0039]

The invalid-operation-determination unit 15 acauires user attribute
information from the user-data-storage unit 12 that corresponds to the user
ID data that was acquired by the data-acquisition unit 14. FIG 6 is an
example of user attribute information that is stored in the
user-data-storage unit 12, where records for each user store a user ID,
and attribute information such as department, work type, and the like.

[0040]
Next, the invalid-operation—determination unit 15 references the

invalidity-rule-storage unit 13 and determines whether or not the data
acquired by the data-acquisition unit 14 corresponds to a rule determining
that it is invalid data. General rules for determining invalidity
regardless of user attributes, and attribute rules that determine



that are set up in rule units, and in this exanple,
only full-tinme enployees are given authorization to

send e-mai|l. For exanple, when a nurse intern tries
to send a-ma i | in the exanple shown in FIG 6, it is
determ ned that the integyq is not authorized to send
e-mail, and the a-ma i | sending process is stopped.

[0042] When the invalid-operation-determ nation unit
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for the execution-processing data that is sent to an
externally connected bus. [0043] 1In the
E@X@Iid-operation-deternination unit 15, when there is
ata corresponding to the user I D when acquiring
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the interrupt process quickly. [0044] 1In the

invalidity determnation shown in FIG 5, the
-acquisition unit 14 acquires data for invalidity

determ nation, the
When the invalid-operation-determination unit 15 determines that the

operation related to the acquired data is an invalid operation in this way,
the interruption-processing-execution unit 16 executes a process for
stopping the process executed by that operation. In other words, a
blocking process is executed for the data that is input or output over the
network for the session for which input/output was performed, or processing
such as stopping a print out or stopping writing to an external disc is
executed for the execution-processing data that is sent to an externally

connected bus.

[0043]
In the invalid-operation-determination unit 15, when there is no data

corresponding to the user ID when acquiring user attribute information from
the user—-data-storage unit 12, or when the user ID is invalid due to the



i nval i d-operation-determ nation unit 15 determ nes
whether there is invalid operation on a rule basis,
an unusual -operation-determ nation unit 18 determnm nes
whet her there is invalid operation from operation
patterns for each of the uggr and not on a rule
basis, and the interruption-processing-execution unit
16 stops the process in question. As in the case
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[0045]
Also in FIG. 5 the processing of having the data-acquisition unit

14  acaquire  target data for  determination, having  the
invalid-operation—-determination unit 15 determine on a rule basis whether
there is invalid operation, and having the
interruption—-processing-execution unit 16 stop the process in question,
is the same as the processing shown in FIG 4. This configuration is
characterized in that a profile-creation unit 19 creates profiles for each
user, and the unusual-operation-determination unit 18 determines whether




16 interrupts the process. For exanple, when a user
perforns an operation at certain tines of the day
when the user does not usually operate, or when the
user executes a certain type of operation nunerous
times that the user doesy /ot normal |y execute, it is
determ ned that there is a possibility that the user
executes an invalid operation, or that athird party
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[0047]
The operation patterns that are registered in the user profiles 17

can be created from data that is used in the determination by the
unusual-operation-determination unit 18, and user attribute information
from the user-data-storage unit 12. It is also possible to use a log of
data acquired by the data-acquisitionunit 14. The profiles can be updated
by an online process that is executed each time new data is acquired, or
can be updated by periodic batch processing.

[0048]
There is a "knowledge engine’ in the unusual-operation—determination

unit 18 for comparing operation with user profiles 17 and determining



user executing that operation or to the conputer or
network adm nistrator. [0050] The basic flow of the
invalidity-nonitoring programof the invention will be
expl ai ned using the flowhart showmn in FIG 8. First,
the program acquires input/butput data that is
flowi ng on the network or externally connected bus,
and the I D of the operator that executed the operation
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processing to stop the operation related to that
i nput /out put data (S08). Wien the data does not
[mpnnespond the program determ nes that the operation
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comhBEtsd bus, and the 1D of the operator that executed the operation
related to that input/output data (S01). For the acauired ID, the program
references the user database that stores user attribute information (502),
and when that 1D does not exist in the user database (S03), determines that
operation is by an unauthorized party, and executes processing to stop the

operation related to that input/output data (S08).

[06051]
When the ID exists in the user database (S03), the program acquires

attribute information related to that ID from the user database (S04).
Next, the program references the rule database (S05), and determines
whether the acauired attributes correspond to the rules set for the
attributes (S06). When the attributes correspond, the program determines



a step of acquiring input/output data that is input or
out put over a network that is connected to said
computer, or over an externally connected bus that
connects said conputer with an external device; a step
of identifying IDinformatign fromsaid input/output
data for identifying a user; a step of acquiring at

| east part of the attribute data corresponding to
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a step of acquiring at least part of the attribute data corresponding
to said ID information from a user-information-storage unit that stores
attribute information for all users having authorization to use said
computer;

a step of referencing a determination-rule-storage unit that stores
rules for determining whether said input/output data is invalid data, and
determining whether said input/output data is invalid data; and

a step of stopping execution by said input/output data when it is
determined in said invalid-data—determination step that said input/output
data is invalid data; wherein

said determination-rule-storage unit stores determination rules that
correspond to user attributes; and

in said step of determining whether said input/output data is invalid



when it is determned in said step of determ ning

aut hori zation that there is no authorization to use
said conmputer, said program causes said conputer
tonot execute at | east one of the follow ng; said step
of acquiring attribute infgrmation or said step of
determ ni ng whet her said |nput/output data is invalid
data | The invalidity-nonitoring programof claim1
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3. The invalidity-monitoring program of claim 1 that causes said
computer to execute:

a step of referencing a profile-storage unit that stores log data
related to said input/output data as profiles for each user, and comparing
input/output data that was acauired in said data-acauisition step with the
normal operation trend of said user to determine whether operation is
unusual; and

stopping the operation executed by said input/output data in said step
of stopping operation executed by said input/output data also when it is
determined in said step of determining whether operation is unusual that
operation is unusual.



a step of identifying IDinformation from said

i nput/output data for identifying a user; a step of
acquiring at least part of the attribute data
corresponding to said IDinformation froma
user-information-storage upisgt that stores attribute
information for all users having authorization to use

said conputer; a step of referencing a

det ey mpat l.e- I ' r lLes, f

dot TP sV LT AP Fra Bl desallcht, Bh2ER, of thEss fehs 1 to
Hahat, execdtesieneocdssi ofgivfeetineringai sksisngriih gat dytemef 8topping

' Lid data; d tifyi he t i nal
U PP 3 Lo, BRIt By Sa A SRl olShid Mo LF whes sad Aatnbiikdoutout
danerigtacani e Momexawb el i R a sdk fep @Pwédmwﬁwinmygutm data.
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i nput/output data is invalid data. 7. An
invalidity-nonitoring nethod for nonitoring invalid
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to said 1D information from a user-information-storage unit that stores
attribute information for all users having authorization to use said
computer;

a step of referencing a determination-rule-storage unit that stores
rules for determining whether said input/output data is invalid data, and
determining whether said input/output data is invalid data; and

a step of notifying the terminal being operated by said user or
administrator that the operation being executed by said input/output data
is an invalid operation when it is determined in said step of determining
whether said input/output data is invalid that said input/output data is
invalid data; wherein

said determination-rule-storage unit stores determination rules that



to use said conputer; a step whereby said conputer
references a determ nation-rule-storage unit that
stores rules for determ ning whether said input/output
data is invalid data, and determ nes whether said
I nput/output data is inval ki data; and a step whereby
sai d conputer stops execution by said input/output
data when it is determined in said
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a step whereby said computer references a determination-rule-storage
unit that stores rules for determining whether said input/output data is
invalid data, and determines whether said input/output data is invalid
data; and

a step whereby said computer stops execution by said input/output data
when it is determined in said invalid-data-determination step that said
input/output data is invalid data: wherein

said determination-rule-storage unit stores determination rules that
correspond to user attributes;. and

in said step of determining whether said input/output data is invalid
data, references said determination rules that correspond to attribute
information acauired in said step of acquiring attribute infarmation to
determine whether said input/output data is invalid



said user or admnistrator that the operation being
executed by said input/output data is an invalid

operation when it is determined in said step of
determ ni ng whether said input/output data is invalid

that said input/output dafg is invalid data; wherein

said determ nation-rul e-storage unit stores

determination rules that correspond to user
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said determination-rule-storage unit stores determination rules that
correspond to user attributes; and

in said step of determining whether said input/output data is invalid
data, references said determination rules that correspond to attribute
information acquired in said step of acauiring attribute information to

determine whether said input/output data is invalid.

9. An invalidity-monitoring system for monitoring invalid data, which
causes a computer to execute an invalid operation, and comprising:

a data-acquisitionmeans for acquiring input/output data that is input
or output over a network that is connected to said computer, or over an



said determ nation-rul e-storage neans stores
determ nation rules that correspond to user
attributes; and said invalid-data-determ nation nmeans
references said determ natio rul es that correspond

to attribute information acquired by said
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whet her said input/output data is invalid. 10. The
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that correspond to user attributes; and

said invalid-data-determination means references said determination
rules that correspond to attribute information acquired by said
attribute-information-acquisition means to determine whether said
input/output data is invalid.

10. The invalidity-monitoring system of claim 9 further comprising:
a use-authorization-determination means for referencing said
user-information-storage means and determining whether the user
corresponding to said ID information has authorization to use said

computer; and wherein
said stoppage means also stops operation executed by said input/output

data when it is determined by said use-authorization—-determination means
that there is no authorization to use said computer;



12. The invalidity-nonitoring systemof any one of the
claims 9 to 11 wherein said stoppage neans executes a
process of interrupting a session when said

dat a- acqui si ti on nmeans acquired said i nput/output data
froma network. 13. The |n%%lld|ty nonitoring system
of any one of the clains 9 to 11 wherein said

st oppage means stops the process of executing a driver
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12. The invalidity-monitoring system of any one of the claims 9 to

11 wherein
said stoppage means executes a process of interrupting a session when

said data-acquisition means acquired said input/output data froma network.

13. The invalidity-monitoring system of any one of the claims 9 to

11 wherein
said stoppage means stops the process of executing a driver when said

data-acquisition means acquired said input/output data from an externally
connected bus.

14. An invalidity-monitoring system for monitoring invalid data,
which causes a computer to execute an invalid operation, and comprising:
a data-acquisition means for acquiring input/output data that is input



I nput/output data is an invalid operation when it is
determ ned by said invalid-data-determ nation neans
that said input/output data is invalid data; wherein
said determ nation-rul e-storage neans stores
determination rules that chfrespond to user

attri butes; and said invalid-data-determnation nmeans
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aektdrnal by icohoeatetl i ws abqui sorneots raddScdmpueet arithngn external
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an ID-information-identification means for identifying ID
information from said input/output data for identifying a user; .

a user-information-storage means for storing attribute information
for all users having authorization to use said computer; ' '

an attribute-information acquisition means for acquiring at least
part of the-attribute data corresponding to said ID information from said
user-information-storage means;

a determination-rule-storage means for storing rules for determining
whether said input/output data is invalid data; _

an invalid-data-determination means for referencing said
determination—rule-storaée means, and determining whether said

input/output data is invalid data; and
anotification means for notifying the terminal being operated by said

user or administrator that the .operation being executed by said

input/output data is an invalid operation when it is determined by said
invalid-data—determination means that said input/output data is |nva||d

data; wherein
said determination-rule-storage means stores determination rules

that correspond to user attributes; and

~ said invalid-data-determination means references said determination
rules that correspond to attribute information acquired by said
attribute-information-acquisition means to determine whether said

input/output data is invalid.



