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CONTENT BASED MESSAGE REDI RECTOR FOR SCALABILITY Cross- Referen¢g Jithe 2005
Rel ated Applications s This application is a continuation-in-part of U
application serial nunber 09/566,800 entitled " SCALABLE NETWORK APPARATUS
FOR CONTENT BASED SW TCHI NG OR VALI DATI ON ACCELERATION, " which is a
continuat i BAME4rt of U S. application serial numbePCUYYH4538041 entitl ed
"A NETWORK APPARATUS FOR SW TCHI NG BASED ON CONTENT OF 10 APPLI CATI ON
DATA" and U.S. application serial nunmber 091562, 104 entitled "A NETWORK
APPARATUS FOR VALI DATI sEXpiuiybTwork apbhrATUSWITHN are incorporated herein
by reference. Field ToNTERYSALED MESSASE REDIRECRIRE®E t 0 conputers and
conputer networks and in is parggachBRiTyt 0 a techni que for cascadi ng

net wor k Background While increasingly nore successful in their roles as
store and forward data systens, conputer networks such as the Internet are
experi enci r@osy-amdcws ReRte@VApblicSordst ansact i on- based, m ssion critical

busi ness applications, Wb site 20 owners, and business servers are
overwhel sred by Ehiphpplicaten lsraafohurma@irﬁmﬁobnof USLapphiiatiedeiRisiubsr Mar kup
Language v. 1.0 was adopted by the Wrld Wde Wb Consortium (WBC) on
February 1009/568860 entibikd PBQMIABLE NET/VORK ABPARATUS/FORXCONTENGat a exchange. XM
is a markup | anguage, |ike Hypertext Markup Language (HTM.). Most markup

| anguages, BASED PWIVCHING ORIVAIMDATAONIAGEELERATION,” which is a

continuation-in-part of U.S. application serial number 09/549,041 entitled “A

NETWORK APPARATUS FOR SWITCHING BASED ON CONTENT OF
10 APPLICATION DATA" and U.S. application serial number 09/562,104 entitled “A
NETWORK APPARATUS FOR VALIDATING DOCUMENTS, ” all of which are
incorporated hérein by reference. -
Field
The invention generally relates to computers and computer networks and in
15 particular to & technigue for cascading network
Backaround
While increasingly more successful in thelr roles as store and forward data
systems, computer networks such as the infernet are experiencing fremendous
growth as transaction-based, mission critical business applications, Web site
20 owners, and business servers are overwhelmed by explosive traffic growth.
XML, or eXtensible Markup Language v. 1.0 was adopted by the Worid
Wide Web Consortium (W3C) on February 10, 1998. XML provides a structured
- syntax for data exchange. XML is a markup language, like Hypertext Markup
Language (HTML). Most markup languages, like HTML, are fixed markup

25 languages. Thatis, the fixed markup languages, such as HTML, include a set of
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25 | anguages. That is, the fixed markup | anguages, such as HTM,, include a
set of i 14 June 2005 WO 02/052814 PCT/US01/44638 fixed tags f4r)af2oow
a docunment. On the other hand, XM. does not define a fixed set of tags,

but rather, only defines a syntax or structured format through which users
can define their own set of XML tags. There presently are a nunber of XM
based | angWQ§E¥?8thi ch define their own set of tags usPEHUIHMSIM. syntax. s
XM. has the further advantage because the actual data is separated fromthe

present at i oficeditagsifer ofiing,a doburbeit 08 fe oMek RardTMul WhisGla: GpbLnes these two
items. As a result, XML has the potential to becone a standard by which

most  conpubed set of tags crusrative oalp délineghispiax MMstrlict@ESE ARG rQighcONMuNi cat e
data. As a result, there is a need to provide network apparatus that are

scal abl e  1whichhuseccamusiitet theimmnsebofXiMiStaye THERWdschy drélh Aimedr traffic. 1t
is also desirable to allow such network apparatus to process or nmanipul ate
i nf or mat i onef¥iLebaged ianquagest whidhatefied their swreéet attagé\singBid Xl Bessd | ption of the
Drawi ngs The foregoi ng and a better understandi ng of the present invention
will 1s be’é‘ﬂh@asa‘g%&'fgﬁtadﬂmﬁtbﬁ@awgthle@mmgiawm sepamtedfencthé pt i on of

exenpl ary enbo%i_rrents and the cl-ains when read in connection with the
acconpanyi rRyesegiaEN ofdee data. in gontrast with HTWhwhicl orehines diese vasiters. of t hi s

i nvention. Wile QQ@I forg}goi ng, and following witten and illustrated

di scl osur e A5FGEWS AW, has e patentayiodeanms @ standarbil Wishr80sf t he i nvention, it

oS BSOS SR sl oS e
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10 to accommodate such explosive growih in Internet traffic. 1t is also desirable to
allow such network apparatus to process or manipulate information in a variety of
formats, such as XML.
Brief Description of the Drawings
The foregoing and a better understanding of the present invention will
15 become apparent from the following detailed description of exemplary
embodiments and the ¢laims when read in copnection with the accompanying
drawings, all forming a part of the disclosure of this invention. While the foregoing
and following written and illustrated disclosure focuses on disclosing example
embodiments of the invention, it should be clearly understood that the same is by
20 ~way of illustration and exampie only and is not limited thereto. The spirit and
scope of the present invention s limited only by the terms of the appended claims.
The following represents brief descriptions of the drawings, wherein:
Fig. 1 is a block diagram of a network system according to an example

embodiment,



Fig. 1 is a block diagramof a network system according to an exanple
enbodi nent. 2 14 June 2005 WD 02/052814 PCT/USO /44638 Fig. 2 14 suhéd005
chart illustrating an operation of content based nessage director
according to an exanple enbodinent. Fig. 3 is a block diagramillustrating
a network systemincluding a validation accelerator according to an

exanpl e en‘ffﬁﬂ?’?ﬁ%’ﬂf. 5 Fig. 4is a diagramillustrati n§CHHS®%44#pl e nessage
according to an exanple enbodinment. Fig. 5 is a block diagramillustrating

anot her exanpl eFigp,@rsaatfiomg:ha@muétfamrﬁfefaﬁén&caﬁ}_@ﬁt%agedhﬁégébe_rressage director
according to an exanple enbodinment. 10 Fig. 6 is a bl ock diagram

i |l 'ustrati ngjreatot acxosiingrtornmaxample epibodidear di ng to an exanpl e enmbodi nent .

Fig. 7 is a block diagramillustrating a transform ng switch according to
anot her exanpl eFignbisci hieshidiagfangliusBating ametwotdcdys@iveigsaing d Jaliditiorat i ng a system
according to an exanple 1is enbodinent. Fig. 9 is a block diagram

i |1 ustrati naccelaraton déqoeding toanexatapld eswdmenbr ding to an exanpl e enbodi nent .
Fig. 10 is a diagramillustrating operation of an XM. device to process a
transact fon or higskiagaiadmm iludatnganexample message@ortidiggtoani on of the XML
device. 20 Fig. 11 is a diagramillustrating operation of an XML device to
process a tPamBeEMbeAimePt nessage that matches the configuration of the XM

devi ce. N . . ,
Flg. 5 is a block diagram illustrating another example operating

environment for a content based message director according to an example
embodiment.
10 Fig. 6 is a block diagram iflustrating a transforming switch according to an
example embodiment.
Fig. 7 is a block diagram fllustrafing a transforming switch according to
another example embodiment.
Fig. 8 is a block diagram illustrating a system according to an example
15 embodiment.
Fig. 9 is a block diagram illustrating cascading of two devices according fo
an example embodiment.
Fig. 10 is a diagram illustrating operation of an XML device to process a
transaction or message that does not match the configuration of the XML device.
20 - Fig. 11 is a diagram illustrating operation of an XML device to process a
transaction or message that matches the configuration of the XML device.
Fig. 12 is a diagram illustrating a cascading of multiple devices according to
an example embodiment.
Fig. 13 is a diagram illustrating a cascading of muifiple validators according

25  to an example embodiment.



Fig. 12 is a diagramillustrating a cascading of nmultiple devices according

to an exanple enmbodinent. Fig. 13 is a diagramillustrating a ¢asHageEDES
mul tiple validators according 25 to an exanple enbodi nent. 3 14 June 2005
WD 02/ 052814 PCTI US01144638 Fig. 14 is a diagramillustrating a cascadi ng
of multiple transformers according to an exanple enbodinent. Fig. 15 is a
di agram i IVQ8¥531tng a cascading of nultiple content BEEEWI44H t ches
according to an exanple enbodinment. 5 Detailed Description 1. Content Based

Switching Referr F@914iQaUE§raHiﬁléfr&ﬁmgiar&a%gﬁagtﬁ\}\%- léll;'r’emé{o%érsi ndi cate |ike

elenents, Fig. | is a block diagramo rk- system according to an

exanpl e emboatcominy io arskampie\embbdimbihig. 1, a variety of clients nay be
coupl ed or connected to a data 10 center 135 via a network, such as the

I nternet 130. ThEgclSieatisgramalluseatmgRlcascalify of it dateft SREyer 110 that
I ncl udes an application program 112, a conputer 120 e?suc as a personal

conput er or Swiphas@kcardiag tommexanmid edeodimemeb browser 122 and a wirel ess
devi ce 132, such as a personal digital assistant (PDA) or a wireless (or
cel l ul ar)3 t dleiailed Bescrigione| ess devi ce 132 maybe coupled to the Internet 130
or tois a data center 135 via comunications |inks 134 and 136,
respect i vel - ContenéPasehSwisghingl 36 each may i ncl ude one or nore of a wirel ess
l'ink, such as a cellular Iink or other link, or a wireline |ink. Each of
the clients, indtiITingfe derfigyesinphick thepumerals ind@itealike stbmentseFig.32 can send
and receive nessa eg. over the Internet 130 and nmay use a variety of

1 Efaag iagran pfaanrg,e[g%qu gystem according to an example embodiment.

different proétd

As shown in Fig. 1, a variety of clients may be coupled or connected to a data

10 center 135 via a network, such as the Infernet 130. The clients, for example, may
include a server 110 that includes an application program 112, a computer 120
(such as a personal computer or laptop) that may include a web browser 122 and
a wireless device 132, such as a personal digital assistant {(PDA) or a wireless (or
cellular) telephone. Wireless device 132 may be coupled to the Internet 130 or to

15 adata center 135 via communications links 134 and 138, respecfively. Links 134
and 136 each may include one or more of a wireless link, stich as a cellular link or
other link, or a wireline link. Each of the clients, including server 110, computer
120 and device 132 can send and receive messages over the Internet 130 and
may use a variety of different protocols or transports.

720 The data center 135 is provided for sending, receiving and processing a
wide variety of messageé, requests, business transactions, purchase orders,
stock quotes or stock trades, and other information. The data center 135
includes several processing nodes, such as servers, including server 150, server

160 and server 170 for handling the various orders, business transactions and

25 other requests. The different servers in data center 135 may be allocated to
4 ‘



20 The data center 135 is provided for sending, receiving and processing a
w de variety of nessages, requests, business transactions, purcmqqﬁnﬂéggnjs
stock quotes or stock trades, and other information. The data center 1

i ncl udes several processing nodes, such as servers, including server 150,
server 160 and server 170 for handling the various orders, business
transact i oNQ9HMEIP5 ot her requests. The different serREHESOH6at a center
135 may be allocated to 4 14 June 2005 WD 02/052814 PCT/ US01/ 44638

provi de di f fppdveRidifefiny s&ieiSes, & &V&ﬁer&itf l.evel . rvi ces. According
to an exanpl e enbodi nent, fhéavcl [ entslégﬁﬁ%ﬁe@ \ét é&gngt M35 exchange

busi ness t reamapie bmBOii ' | r ' endi ng and
gl i é\'ft,%é@?eht@'an@[he‘a}éﬁg:%mgg‘[ﬁ e%ah?é&%@%e?s 9

recei ving XML nessages, which may inclu a prov M XML or in a XM

based | angudgesactordnfonmtismgesheh Mffattn®) s8R UG rdRifg R St ruct ured synt ax
for data interchange. The various servers, such as sgrvers 150, 160 and

170, are counsseages ovhich maydfdiide datepRgried FAMYban 8 XMMphsdd idBRagel F af fi C
manager 140 may performa variety of functions relating to E%ehe managemnent

of traffis, of Messageskpsedambniaabtberdype stuetured¥yARR fo? dath Midiiehgsl t he | oad of
i ncom ng nessages or requests across the to avail able servers according to
some policy, sudheanoupeenders,shihgs seamst 150u180eind 970, aRBOME oS, Or ot her

| oad bal anC{ ng technique., Referring to the clients again in Fig. 1,

appl i cation rﬁﬁ%@?%ﬁgﬁil@ vired/svidigh 465. buaffinmesager tirmaay perfore vadigryam f or

managi ng i nventqry, orders or other business transactions. For exanple,
appl i cat i on‘%ﬁ"??@?'érf?'ﬂ@ i manegameant efdiaffig, inchetingdoas batenciomifaral | y det ect t hat
i nventory has d%cg ased bel ow a threshold value and then automatically
generate and 8@l éarmﬂgélpfa[g@ ingerning fregsagiep pl reeuests acrosstbe at  data center

135 to r shi pnment of additignal supplies or inventory. Thus,
54 uﬁﬁdﬁab% sevdhd according fo some pofi)cy, such ag Pound-robin, least number o¥

connections, or other load balancing technique.

Referring to the clients again in Fig. 1, application program 112 may be a
business prograim or a program for managing inventory, orders or other business
transactions. For example, application program 112 may automatically and

15 electronically detect that inventory has decreased below a threshold value and
then automatically generate and send a purchase order to a supplier's server at
data center 135 to request a shipment of additional supplies or inventory. Thus,
server 110 may initiate, for example, a business-to-business (B2B} transacfion by
sending an electronic order to the supplier's remote server located at data center

20 135.

As a another example, web browser 122 may request web pages, business
information or other information from a remote server, for example, located af data
center 135, Web browser 122, may also send or post purchase orders, business
fransactions or other business information to a remote server, which may be

25 located at data center 135. Wireless device 132 may receive information or data
5




server 110 may initiate, for exanple, a business-to-business (B2B)
transaction by sending an electronic order to the supplier's r¢4Qlhso00s
| ocated at data center 20 135. As a another exanple, web browser 122 nmay
request web pages, business information or other information froma renote
server, for exanple, located at data center 135. Wb browser 122, may al so
send or po¥@'Purdhase orders, business transactions BRIEROH&E38buUsi ness
information to a renote server, which may be 25 |ocated at data center 135.

Wrel ess dewvj hve. [nformation or data, s 14 June 2005 WO
02/ 052814 P\CIEI'LI}'I %gé%%‘ 5%%986@%?‘&6%3&?%%8%6 Wﬁs‘@&o‘?a@%?@fmbﬂ%qt%ss transacti ons,
web pages, : he |ike fromone or nore renote
servers, suc ﬂggcgﬁr@ﬁe mﬁgg@@t@g%gﬁgﬁggﬂo%gwgﬁ’ Sheias SRS di ng to an

enbodi ment,’ |§daRdeedaifendct @35 conput er 120 and wirel ess 5 device 132 each
may communi cate or interchange data with one or nore renote servers, such

as servers 150, AGédi %a%?%boﬁ%eﬁ?ﬂﬁis@ﬂ?lgﬁgh %ﬁg{egg%,@:\&r%g?; a, Wwhich nay

be application data that is encoded or 0 the XML

st andar d sor dedicot3dicach rsy @Uﬁﬁn@ﬁcaf@ﬁr%t@@ﬂané@@ﬁgw{t URURSe refGfeOr ding to an
exanpl e enbodi ment, the traffic nmanager 140 includes a 1o content based

nessage di r eevers, sidbad serars £50] 160 and Wb, & seRMIHE FeckRing XA/ 26 ed  server
based upon the content of application data, such as business transaction

i nf or mat i onWhighimeh beregplitatiop datw ifcheid easod¥i/br oiattie@accorimpteRb@L Traffic
manager 140 and/ or nessage director 145 may be software, hardware or a
conbi nat i onsigpdargyeftancordingliorony cemere XL imsedfantr@dgen) or as part of a network
processor. It should 15 be noted that director 145 nay operate by itself,
or as part of aAreFdigtoasexammNe embodiment, the fraffic manager 140 includes a
10 content based message director 145 to direct or switch messages to a selected
server based upon the content of application data, such as business fransaction
information, which may be provided as XML data as an example. Traffic manager
140 and/or message director 145 may be software, hardware or a combination of
bot.h, and may even be provided on or as part of a network processor. [t should
15 be noted that director 145 may operate by itself, or as part of a larger network
apparatus, such as part of a traffic mahager 140.
According to an example embodiment, because of the advantages of XML,
application data can advantageously exchanged betwesen the servers of data
benter 135 and one or more clients or computing nodes by sending and receiving
20 messages that include application data that is encoded or formatted according to
the XML standard. Therefore, according to an embodiment, director 145 may be
a XML director because it directs or switches the incoming message to a
particular server based upon the XML data in the message. The XML data

preferably complies with the format or syntax required by the XML standard. A

25 document that uses tag formats, such as start tags and end tags, and other syntax
6




apparatus, such as part of a traffic manager 140. According to an exanple
enbodi nent, because of the advantages of XM., application dat ag_qa\m e 2005
advant ageousl y exchanged between the servers of data center 13 n(P one or
nore clients or conputing nodes by sending and receiving 20 nessages that

i nclude application data that is encoded or formatted according to the XM
standard. WR&8YEEAte, according to an enbodi nent, direPEHBSIVAE38AY be a XM
director because it directs or switches the incom ng nessage to a

par L1 cul a - <prsRp BaRh LAed I AUk BFARRERSE o e O 022

preferably conplies with the format or syntax requife e XM standard.

A 25 docunmefémicBatpmugsembmg formats, such as start tags and end tags, and
ot her syntax 6 14 June 2005 WO 02/052814 PCT/ US01/ 44638 or markup data

that conplies wtHardfdre, iﬁme)@h@@@aén%ddﬁ]ew@&h b&‘s@d%sﬁ%e%iré&@&] | - fornmed"
C

XML docunent. Therefore, in an exenplary enbodi nent, ntent based nessage

di rector 1485 iss XMXWtectir.r i@SieREr, it ERMRMRY undbrbtosd@El diteiSr H@%@?StOOd that
director 145 can 5 direct or switch nessages having basically any type of

structured siyent axgwiich olessdigesghaving basivlg any typedtistiibtdragrag Sncldiihg@dvant ageous
aspect of the enbodi ment of the traffic nmanager 140 and director 145 shown

in Fig. | i@nyiipe ofirmaskuprlafgliage. manager 140 and the director 145 are |ocated
in front of the one or nore application servers or processing nodes. 1o By
| ocating the trdNfadvanieoeaseaspact of the embodireert of thd #4Ffic marageomouingr, server or
conputing systemin front of theb‘grocessi ng nodes or servers (as shown in

Fig. 1), f8recixdfpsownints| dethetihairafic marageetalank tie3lrestoci45he servers, the
LT o TRBATSRRY I ot Hh e o ord Spioaton semves or resosaig s, © 01 T €ctor 145
can be off pp Servers or processing nodes.
10 By locating the traffic manager 140 and director 145 in a computer, server or
computing system in front of the processing nodes or servers (as shown in Fig. 1),
for example, coupled between the network 130 and the servers, the traffic
management functionality and the functionality of the director 145 can be off-
loaded from an application server to a separate and/or dedicated network
15 apparatus or network system. This can advantageously relieve the processing
nodes or application servers from this additional processing overhead.
Alternatively, the director 145 may include a built-in switch with a plurality of
output ports {physical ports), with a server coupled to each physical output port.
In such case, a group of servers may have the same IP address or Media Access
S0 Control (MAC) address, or could have different addresses. The director 145 then
would simply output or switch or forward the packet, including the message
containing the XML. business transaction information, via one of the physical
output ports to a particular server. Regardless whether the director 145 includes a

built-in switch or uses switch 165 to switch the messages to the servers, the

25 director 145 switches or directs the messages to various servers. Switch 165 and
7




| oaded from an application server to a separate and/or dedi cated network 1s
apparatus or network system This can advantageously relieve th¢4pjlm(‘§%0§1
nodes or application servers fromthis additional processing overhead.
Alternatively, the director 145 may include a built-in switch with a
plurality of output ports (physical ports), with a server coupled to each
physi cal oWPAuES28brt. | n such case, a group of serveP€I/iWy44aive t he sane

| P address or Media Access 20 Control (MAC) address, or could have

"
di fferent adii®s988s mla}-{?:llga gs;kn?]cgﬁl%ei?‘ﬁacﬁégaéeg%Bo%‘%ﬁ%rﬁqfﬁrﬁg(w iﬂg}ét put or switch or

forward t he packet, e nessage XM. busi ness

transact i on phdkbOEiRAlds Y bouét ne: Lgal  output ports to a
parti cul ar gerverl.j Rggar(l'jil ggg& efﬁg%hﬂ?ﬁ@'ﬁ%ﬁﬁ%%a or 145 includes a built-in

switch or uses sV, bl fAdPcHaR iIBMiRGar GRrdiBS SAYRRN RsbdelGyer S, the 2s

director 145 switches or directs the nessages to various servers. Switch
165 and 7 diflecin aecordtifto alExARAOEASIMIRETAIURRL L fot GGirdithe@sor 145 may al so
switch the packet based upon other information in the packet, such as a
source addr exsivesra teshyaaThicnesasl meshe sehibverarySrafspolt@rpreldasife),i | | ustrating
an operation of content based nessage director according to an exanple
enbodi nent . sueh ab(TepkmB4ion Cohtes! Hiotoeclt(TTP) AR Toarish Proted] @TPRSssage. The
nessage may be sent over any transport or protocol (s), such as

Tr ansni ssi oRimpisrailolrarRfesPoaiedo! (SMIP), Wisldse Afipliaativh @rotbob(Vwargwhichk TP) ,  Si npl e
Mai | Transfer Protocol (SMIP), Wreless Application Protocol (WAP, which
may be usedMepbaised insandasd esoeie inforroation with mirslessevicess) ipartekevi ces) ,
Hypertext Transfer Protocol (HTTP), etc. The general teachings and the
oper ati on of st Rrefosah (FETF).@ite. dihe oersral éraplkirgsaanc thexmperainyofte t i cul ar

transport or J)r_ot ocol , but rather are transport-independent.
10 invention are not dependent upon any particular transport or protocol, but rather
are transport-independent.

A HTTP Post is an example of a message. The format for an HTTP Post

message (or HTTP request) may be presented as:

15 request-line {the URL); identifies a program for processing the message
headers (0 or mors)
<plank line>

body (the application data or the XML data; only for a POST)

20 Here's an example:

POST www;acme.com/purchasing/order.cgi HTTP/1.1
Content-Type: text/xm!
Content-Length: 1230
25 User-Agent: Cern-Line Mode/2.15
Date: 3/27/00

<XMl>




A HTTP Post is an exanple of a nessage. The format for an HTTP Post
message (or HTTP request) may be presented as: 15 request-line qjh AE9060
identifies a programfor processing the nessage headers (0 or nore) <blan
| i ne> body (the application data or the XML data; only for a POST) 20
Here's an exanpl e: POST wwy; acne. conl pur chasi ng/ order.cgi HTTP19.1

Cont ent - TyN@I2¢5884¢ / xnl Cont ent - Lengt h: 1230 25 User - ABENUSOG#4688- Li ne
Mode/ 2. 15 Date: 3/27/00 <XM.> 8 14 June 2005 WO 02/052814 PCT/ USOL/ 44638

<Fronri ntel.com </ FL @R irifel G798, ore. com </ To> <PurchaseBook>
<| SBN>02013798233</ | SBN>>m?e¥ <@ur}é aseAnount > 98</ Pur chaseAnount >

</ Pur chaseBook> </ Xig3bopkstararemekempl e, the URL (or request line) is

provided in a requespbykcharesbsk> 10 identify a programor application to
process the message. Several header lines (Content-type, Content-I|ength,

date, etc.) make up an REXFEPI23FHESBN>

5 <PurchaseAmount> 98</PurchaseAmount>
</PurchaseBoolc
<fXML>

In this example, the URL (or request line) is provided in a request line to
10 identify a program or application to process the message. Several header lines
(Content-type, Content-length, date, etc.) make up an HTTP header. The
application data is provided after the HTTP header, and in this example is
provided as XML data. A start tag <XML>, and </XML>, an end tag, identify the
start and end, respectively, of the application data (or XML data). This XML
is  application data is also refemred to as a XML document. The XML document
includes markup characters (or tags) which describe data, and data characters.
As an example, a “To" element of the above XML document is written as:
<To>bookstore.com</To> Where<To> is a start Tag and </To> is an end tag,
which are markup characters because they describe the XML data characters
20 (bookstore.com). The business transaction information describes the business
transaction (To, From, items purchased, purchase amount, quantity, etc.), and is
not included in the URL, the HTTP header, or any other header, such as an IP
header, TCP header, of the envelope used for sending the message. These are
merely examples of the types of business transaction information in a message
25 upon which the director 145 can analyze and make routing or switching decisions

for the message.



application data is provided after the HITP header, and in this exanple is
provi ded as XML data. A start tag <XM.>, and </ XM.>, an end tag iﬁﬁféi

the start and end, respectively, of the application data (or X?\/?_ a a)z.c005
This XM. 15 application data is also referred to as a XM. docunent. The XM
docunent includes markup characters (or tags) which describe data, and
dat a char ¥P&¥H2814 As an exanple, a "To" el enent of thECEEESVESHM. docunent
is witten as: <To>bookstore.conx/ To> Were<To> is a start Tag and </ To>

' d , i ch . i be th

dat & char act or s SOERAMA S WRIELE I8 Bl BERBRor AR ST 1T, vt on
d | bes t ' t 1] o d, h
amount - quanth by o oe (re SAHRREH A Re) R ot RRorBi FRFREC, 1 T omer

or any ot hexyieRefhent d Ii(%ﬁor?déit]d 5 welM RARS, 1F0T%ér@?e?ﬂi1%rdirec@cfr khe envel ope

used for sending the nessage. These are nere xanpl es of the types of

busi ness tr aRgakdck mbid RdRldadh poftiod of S ML LiceEmeR RReiHecd- t he director
145 can anal yze and nake routing or switching decisions for the nessage. 9

14 June 200%allet\RePtrAbd e cncHaintSEMkedlAbmEntén the RIK spskiicaibn 6 9. 2, the
director 145 (Fig. 1) parses all or part of the application data (the XM

data in thi staedeadpP3ingoehetdiyrefsneioknd possss uf @tdgbddingtthecharddtersdgcunment  or
application data is well forned. For exanple, the director 145 may check
t o make sur ¥Mhtdatadibetimahe pptheiXdih dotunidntas@ithedmanupefety.,det)ort he so 5 cal |l ed
wel | -formedness constraints or requirenents in the XM. specification or
st andard. Pelrasaotey dgta{egabdaksiorsfcems t o t he process of categorizing the
characters or XM data that nmake up the XM. docunent as either markup
(e.g., <To>) or Atblady2ftoéFigdathe applicgtion datrox 3hbrdatas ipatyding markup
10 characters and/or character data, is then compared to one or more configuration
patterns or queries, which may be stored in the director 145, to determine if there
is a match. According to an embodiment, the configuration patterns may be
dynamically changed or updated by a user or by a program or application. For
example, a program may detect the failure of one or more servers and/or detect
15 the response time of servers, and then update the configuration pattern to account
for these changes in the network, for example, to redirect certain messages from
busy servers o servers which are less busy, or from servers which have failed to
the available servers.
At block 225, if there is 2 match between the content of the application data
20  of a message, which may include the business transaction informatfion which may
be provided as XML data, and a configuration pattern or query, then the director
145 directs or switches the message to the corresponding server or processing
node in the data center, for example, wherein the message is directed to the

specific server as indicated by the configuration pattern. If there are multiple

25 matches, the director 145 can just direct the message based on the first match, or
10




At block 220 of Fig. 2, the application data or XM. data, including markup
lo characters and/or character data, is then conpared to one or41AQfigthe 2005
configuration patterns or queries, which may be stored in the director
145, to determine if there is a match. According to an enbodi nent, the
configuration patterns may be dynam cally changed or updated by a user or
by a progr¥®P¥¥28ppl i cati on. For exanple, a program PERUHEHEHt the failure
of one or nore servers and/or detect 1s the response tinme of servers, and

th date th fi ti t t t f h h inth
netvor k. 1 ora BSAANSnd BORY bl heled Bptenie Ptk pnond PARBRT sy corver s to

Server S U S Ve B RS Al R SR L0, e
the appl T catd R fidbia Mgy TRAAAErattbSTEY 4G aBRaRUS] noss

transaction i nformatron whi c ed as ta, and a

confi gur at | QR kb Shitn AmelbiXnolid'edinibdked fbrh BEh@lowaldeu. dh hRCL S O Wit ches

t he nessage 1o the corresp ing server or processing node in the data

center, for exapDhe dirdtFHEs Ray BSo SRS 89Rr tdselliciRftRds bdolBRl Specific
server as indicated by the configuration pattern.” If there are multiple 25

mat ches, theofehREiRes Wik HRing Bhtrstbdsed tipdnlie: sfptcsaaeddiased on the first
match, or 10 14 June 2005 WD 02/052814 PCT/ USO1/ 44638 a | oad bal anci ng
policy can be usedetnphathanirectoriss ags de aoAiggrea talietyor ekitchser vers. 1f there
is no match, the nessage can be directed to a default server or can be

bl ocked. Al tresssayes vaded on tHeeolbodriyicgnfigatatiompgtiains er quetienn al so identify a
certain pattern for which a nmessage shoul d be bl ocked from bei ng
forwarded. In this s respect, the director 145 may also act as a filter to
selectively pass or forward sonme nessages while bl ocking others, based

upon thetappl i ca%dnen data. /Paddress Port XML pattem
S1(e.g., 150) 10.1.1.1 80 To = bookstore.com
S2(e.g., 160) 10.1.1.2 80 To = stockquote.com
S3(e.q., 170) 10.1.1.3 80 To = computerstore.com

15
Based on the above configuration pattems, the director 145 would direct a
| message to server S1 (having the IP address 70.7.7.1 and port 80) if the data for
the To element of the business transaction information is bookstore.com. The
message will be directed to server S2 (having an [P address 70.1.7.2 and port 80)
20  if the data for the To element of the business transaction information is
stockquote.com. And, the director 145 will direct any messages to server S3 if the
data for the To element of the business transaction information is
computerstore.com. Director 145 will translate a destination address and port
number of the packet to the appropriate destination address and port number {i.e.,

25  to the address of the destination server), if necessary.
11



For exanple, the director 145 may be configured to direct or switch
messages based on the follow ng configuration patterns or queri®4:Jirfe 2005
Server | P address Port XML pattern Sl(e.g., 150) 10.1.1.1 80 To =
bookstore. corn S2 (e.g., 160) 10.1.1.2 80 To = stockquote.com S3 (e.g.,
170) 10.1.1.3 80 To = conputerstore.com 15 Based on the above :

confi gur atWVes5ait erns, the director 145 woul d directPEI/USfE468ge t 0 server
S1 (having the I P address 10.1.1.1 and port 80) if the data for the To

o ement of {he DYRASERRLEARS BRGNP e o HRPASR T LT
port 50) | 20l Ui TR e Gy RUGhRGR gL O

information is stockquote.com A irec ¢t any

nmessages to0 sieh¥ethedasihdss trifsactibAliforRtiod and He@sﬁgelﬂtthigéxih@%wb usi ness

transaction information is conputerstore.com rector i1l translate
a desti nati osenaddi ers baarbcaied fo haRMEBeEhsE or the appropriate
destination address gnd port nunbergb(i Se., %%efto@ﬁ:f[c‘aﬁé;éeg% ress of the

dest i nati dn eksiarepomi BemerS2anabe. allodkledld pbua r@RRSs oY RPRhd52814

PCT/ USOL/ 44638 Thi s advantageously allows different types of services (or
di fferent | elaskguetts, whitr senee$3 may be afucatet dastodess pirERsaeRsskgsed on the
content of the application data, such as the business transaction

i nf or mat i on,compuipisesentde seymiterstorecbins exanpl e, server S1 may be al |l ocat ed
to handl e purchase orders for books sent to s bookstore.com Server S2 may
be al |l ocated to Wes¥enanveawies whele cosaht-basetswitstimbasadioiodshe Whi | e ser ver

S3 may be allocated to process purchase orders for
content of the application data or business transaction information can be used fo

10 offer different or differentiated setvices or even different or differentiated levels of
services. As another example, the director 145 may be configured to direct or
switch messages based on the following configuration patterns or queries:

Server P address Port XML pattern

———— B T —— ——

15 81 (e.g., 150) 10.1.1.1 80  PurchaseAmount < $100
S2 (e.g., 160) 10.1.1.2 80  $100 < PurchassAmount < $1000
S3fe.g., 170) 10.1.1.3 80  $1000 < PurchaseAmount

S4 (not shown} 10.1.1.4 80  $1000 < PurchaseAmount

20 in this example, messages for purchase orders are sent fo server 81 if the
purchase amount is less than $100; messages for purchase orders are sent to S2
" ifthe purchase amount is less than $1000 and more than $100; and for the high
dollar purchases, the messages for purchase orders for purchases greater than
$1000 can be sent to efther of two servers. In this fashion, the director 145 (Fig.

25 1) can direct or route received messages based on the content of the application
2 ) _



conputers sent to conmputerstore.com There are nmany exanpl es where content
based switching based upon the content of the application dat a1ngLmJéim
transaction information can be used to 10 offer different or
differentiated services or even different or differentiated | evels of
services. As another exanple, the director 145 may be configured to direct
or sw tchWiea&atiés based on the foll ow ng confi gurat POHUS& #4638 ns or
queries: Server |P address Port XM. pattern is Sl(e.g., 150) 10.1.1.1 80

51000 53 (ke & St Fneebuthmaridn i lnasion B Al umHeRSHSR ot Shown)
10,1, 1 4 80 S0 S.dieEATSSOTRBL) RO rbllfdlet oF Bl S0 R3PS, O

purchase orders are sent to server‘Sl |f is less than

BL00; 1TeS 5 a0RAidk0bailioRBRTnBRIA D AR R tihactch B g Chase amoun:

is less than $1000 and nore than 0 T ar pur chases,

t he nmessages for!nmﬁm@r@;{Eﬁgﬂe?Mﬁenggr(ggﬁﬁ%)gltﬁﬁegé%haﬁe&?ﬁdt0$1000 can be

sent to either of two servers. In this fas ctor 145 (Fig. 25

1) can dif ediandie the dighest deie birehsERRBAITHUD BE S5hcMBA t of the
application 12 14 June 2005 WD 02/052814 E%GUSOP?QT&%%%%{ or business

transact i on réssticestetd., dwo dmmeors 8envers a8.gempaldti 16 judl briRWereBRorsid es or

el ectroni c-busi nesses (e-businesses) to offer different or differentiated
| evel s of  digherdotiar ahesrigurshades as companst to tife 16We doRP bireRdse®mndat a or
transaction information. In this particular exanple, two servers (S3 and
S4) have be®Hsingst epasating at data certtenr1 @b cantfnevide afilgret ledlellof sarviggpechase or der s.
Thus, by specifically allocating greater resources (e.g., two or nore
servers as CYRTRER Stfet Hejsages Wgs\gﬁWerrc)ollér@urchm amount. In this

1o manner, director 145 can switch or direct messages to another network device or

to a specific server based upon a wide variety of business transaction information

or application data.

13




hi gher dol | ar anmbunt purchases as conpared to the | ower dollar purchases,
an e- business operating at data center 135 can provide a hi gheqgl gysd 205
service for purchase order nessages having a higher dollar purchase
anount. In this 1o manner, director 145 can switch or direct nessages to
anot her network device or to a specific server based upon a wi de variety
of busi nesWOP¥@EdActi on informati on or applicati on dBEHUSOVB6RAL June 2005
WO 02/ 052814 PCT/ US01/ 44638 I1. Validation Acceleration Fig. 3 is a block

diagramill g_s%a:@éiio%%g@gét%r k including a validation accelerator 142

according t bodi ment . Accor di ng to an advant ageous

embodi ment, the fata acﬁ&k%rag%"ﬁéﬁgiwﬁﬁ%'ﬁdg %Mﬁl@éﬂ'oﬂn 5 accel erator

142 to pre-validat e recel ved nessage ssages are sent to one

Of the aPDlLeRktddl HELUEIhoQ0 aRERFRRSBIIRAL hoodaRgicind Lo an exanpl e

enbodi nent, e validation~accelerator 142 1s provided as a network

appar at us. a&l\)&n{ébﬂﬁlﬁ eWBbdiRent ARE Bite cBler135 8o el LvamddEesll ment, the
val i dation accel erator 142 can be coupl ed between a network 130 and a

plurality OhcdRleRAGSAL RbreVslBate Picelved AiRRahsPidiN the glicsdges afieht as servers
150, 160 and 170. Providing the validation accelerator 142 as a network

appar at us t fpadneBBihe BeplicAtion saiers bf piatdskifg AfRE Aedording to aeexeme al | ows t he
conput ati onal Il y expensive task of docunent validation to be off-|oaded

from t he apghbaiirhen thewlidatios atceletdier Mals piaided as acetadodk appanatusd 2.
Alternatively, a plurality of validation accelerators 142 nmay be provided,
wi t h one 15incdier datdscarcardiog toeanaixemplé 4thbhdineny, the walidation ateateraine or nore
application servers or other processing nodes. As noted above, an XM
document nu$42 dsp be leewrlasibetween agigiwgri 130rmpe e plurality of processing nodes or

10  application servers, such as servers 150, 160 and 170. Providing the validation
accelerator 142 as a network apparatus that may be separate from the application
servers allows the computationally expensive task of document validation to be
off-loaded from the application servers to the validation accelerator 142.
Alternatively, a plurality of validation accelerators 142 may be provided, with one

15 - validation accelerator 142 being provided for one or more application servers or
other processing nodes.

As noted above, an XML document must be checked to ensure it meets the
basic syntax and format of XML, for example, to determine whether the document
is “well formed”. In addition, the XML standard also optionally allows a document

20 - to be validated, which is @ more rigorous check to determine if the structure or
grammar of the XML document complies with structure or grammar required by

- the particular XML based language. XML allows a document to be validated
against a validation template. A validation template defines the grammar and

structure of the XML document, inciuding required elements or tags, etc.

14



basi c syntax and format of XM, for exanple, to determ ne whether the
docurment is "well formed". In addition, the XM. standard al so 9atj I2005
al l ows a docunent 20 to be validated, which is a nore rigorous check to
determne if the structure or grammar of the XML docunment conplies with
structure or grammar required by the particular XM based | anguage. XM

al lows a d¥eUMBER4t 0 be validated against a validati Bel/ussnpleiste. A

val i dation tenpl ate defines the grammar and structure of the XM. docunent,

i ncl udi [ , 14.14 J 005 02/ 052814
:3?:% / llJJSi)Elg 4223? [I'ﬁ%frrggcan g”%ﬁ%%?@%%@%?"\?&lﬁsﬁﬁ%ﬁa %@H‘B?'&&% such as a
val | dati on” B (O70) Gl oE Rentifl, SR, SRERTR vilBeie Teatures

validation tenplates are used as éxa

according tqemﬁla!é@:all[%.uséﬂf@éidﬁ%% EMWSOP‘%?%%%Q%%S% éaé%ég‘g%-t i on tenpl ates

are possible as we A s schema 1s sim It defines the

grammar and attiodmiodtse My Giher 512 AOHHIRA teriiRls £OREQLDIRCAV | d-

However, a schenma can be nore specific ecause it al so includes

the ability dchemiekisindadiataeD Ty PRSuseHWeihad$he q;ﬂahgﬁgr@rsﬁuctmg%?ﬁs, i ntegers,

floating point, or customdata types, etc. addi tion, I ke a DTD

(under presdmdmmaMantﬁsgtqnfmsab@maan%r,é@%n’fa%n%@n%@eéﬂs@ciﬁ@" for med.
Thus, both the application data and the schema can both be  parsed and

checked for thansi RT3 bevaase ibalsaietiides thenablityas efindliataafRE Sucipds | east for  sone
applications, it is expected that schemas wi || .possibly becone nore conmon

than DTDs i SharRgemsumbers, integnist fedtirglpoing or matdntladta fypest efcegei ved docunent
agai nst a validation 1s ten&l ate is optional according to the XM
standard. | fddioReiikeADTPJundsr preseny sthricaedsh d salgemayaty e lequitstieal ar val i dati on

)ﬁ docunment wi |l include
well formed. Thus, both the application data and the schema can both be

t enpl at I t rgg
parsed and checked for basic syntax or well-formedness. Therefore, at least for
some applications, it is expected that schemas will possibly become more
common than DTDs in the future.

As noted above, validating a received document against a validation
15 template is optional according to the XML standard. If a document is to be
validated against a particular validation femplate, the XML document wil include
validation instructions (or validation code) at the beginning of the document. One
example of validation instructions can be a document type declaration, as
commonly known in XML. Another example is a schema or a reference fo an
- 20 externaf schema. According fo current XML, the validation instructions, such as
document type declaration or schemas, etc. are an optional area of the document
that declares the structure, element types, atiributes, efc. of the validation
template. To be a valid document, the structure and grammar of the application
data in the document must match the structure and grammar defined by the

25 validation template, for example, if validation instructions are included in the
15 :



validation instructions (or validation code) at the beginning of the
docunent. One exanple of validation instructions can be a dOCUﬂEQ}uﬁd%OS
decl aration, as commonly known in XM.. Another exanple is a schema or a
reference to an 20 external schema. According to current XM, the

val i dation instructions, such as docunent type declaration or schenas,
etc. are aWMO8pPhal area of the docunent that decl aPEEUSOH&63St r uct ur e,

el enent types, attributes, etc. of the validation tenplate. To be a valid

d t, t . f th | i cat .data in th

docunent " musre et T S B RHEE one ol PRl Bigtiy B 55 val s dat 1 on
t late, f ' [ ' j,nstructi included in the 15
14 Sune. 2008 U3 S sby PaIRIsIESs docunon: - The val i dat i on templ ate
can be provided FiB.tﬁt§_Q%|agFag1l iﬁL@{rath_taP'eQQ ﬁi@ﬁess‘%&gﬁﬁhﬁgﬁ?g}é or external to

t he docunent. Fig. is a diagramillustratingan exafpl € message accordi ng

to an exanxempBElRABbdRBN. THOSCERR K q]geﬁﬁ ' | 4 includes an
XM. s docunent 9410. XML documgﬁ‘%ﬁ 41(55%? C E@@E‘ %ﬁ%ﬁg%%{awlén data 420,

for exanpd e dotunsérsdi KINLEIDRER 410 AIBASLUADaoiEAE TR 9D, 1R d val i dati on
instructions 415. The application data 420 is the application data that

wi || be prowzsmgld ibgudirgnbusings itrardacion iSem&BEn, atd'eaiiddioh ifefidigRs data 420 may
i nclude, for exanple, to business transaction information, such as a |i st
itens to be4plrchased, prices, quantities or other specific details of a
transaction or a request for information, such as a request for stock
quot e, transact ithe aggicalionsiataei28 is tAe epplictitiog déte thatwie bb pdcsssad by t he presence
of one or nore validation instructions 415 indicates that the docunent nmay
be val i dat e@"Bppilgation sewere Ibe application data 420 may include, for example, '
10 business transaction information, such as a list iftems to be purchased, prices,
quantities or other specific details of a transaction or a request for information,
such as a request for stock quote, transaction details, etc.
According to an embodiment, the presence of one or more validation
instructions 415 indicates that the document may be validated before processing
15 - the application data 420 based on a validation template provided within and/or
identified by the validation instructions 415, In other words, according to an
embodiment, the presence of validation instructions may indicate that the
application data should be pre-validated at a network apparatus {such as
validation accelerator 142, also referred to as a validator} before passing the data
20 to an application server for further processing. To indicate to the application
server that the document or the application data has been validated, the validation
instructions may be removed from the document and/or an indication, such as a
comment or instruction in the data or a field setin the message, may be provided

to indicate that the application data or message has been validated (i.e., pre-

- 25 validated). According to current XML, document validation is optional, for
16



1s the application data 420 based on a validation tenplate provided within
and/or identified by the validation instructions 415. In other arHAfme 2005
according to an enbodi nent, the presence of validation instructions nay
indicate that the application data should be pre-validated at a network
appar at us ‘glsuch as validation accelerator 142, also referred to as a

val i dat or \WB&¥SP¥4 passing the data 20 to an applicati BeT/E®Y44638 for further

processing. To indicate to the application server that the docunent or the
i dation instructions may be

[icati , lidated, th | . .
?glromi/gg :‘?gmgﬁ@igd]giﬁ’rg}e%ﬁp ‘%%&'/58&9’2%‘*’%%&1%8!{%518?&" lasliuetions 419 % orment  or

instruction prsddpen k i ; in the nessage, be provided to
i ndi cate tha{J the Z%g‘f"?rcgﬁ @ﬁé'iégkhgt 'ﬁ%@@%&%‘dﬂﬁ "%@hor\r@{qdat ed (i.e., pre
25 val i dat edlhngu%g%g} M,eggreg_ur rent XM., docunent validation is optional,
for 16 14 June 2005 " WO 52814 PCT/ USQOL/ 44638 exanpl e, by the

application servVvgkhe @’“%QM’QW-“\@%ﬁgﬁﬁm*“%s‘;afiﬁfhﬁ%@ﬁ%ﬁ%%@r e_ present.

However, it is possible that int uture, va ©f 8or ot her

| anguages s meohreeritegeideitkion! Sohéihg OGHERBImSH Uik AnaaRARLAL ed Wi th a
e

val i dation tenplate, such as a 5 docunent type initron, schemn, etc.,

for documentmasetlypicly insiude bicordreavERMtion MaNudivmd £38! e i}dﬂ&étiﬂﬁe oneé or nore
val i dation instructions 415. The validation instructions 415 provide or

i dentify thensimtionatiDproviden identfy the viutioRRMplalEs doéi!?rfeinﬁ%rﬁé' on whi ch defines
the docunent structure and gramar, for exanple, elenents, attributes,
etc., to whidefniianevhighsiefinestthedpouaern st@fure bndigramiRn for 4dngiaist 1o conform
The validation tenplate can include an internal conponent and/or an
ext ernal cordfHeats attribytes ile, te whinipthe applioation dateet20af dadaibma 10 masy Uct i ons 415
or validation tenmplate
10 conform.” The validation template can include an internal component and/or an
external component.
In this example shown, the validation instructions 415 or validation template
are provided as a document type declaration. The validation instructions 415
begin with the DOCTYPE statement “<DOCTYPE hogsfarsale . . . * which
15 indicates that there is a validation template, which may be provided within the
document, for example, as internal component 419, or provided extemal to the
document, such as an external component identified as ‘hogs.dtd” 417 in this
example. Therefore, in this example, the validation instructions 415 provide an
internal component 419 of a validation template and an external component
20 identifier 417 identifying an external component. The internal component 419 and
~ the external component (not shown) together form the validation template for this
document for validating the application data 420 for document 410. According to
an embodiment, if validation is being performed, the presence of the DOCTYPE

statement or other validation instructions typically will cause an application or

17



are provided as a docunent type declaration. The validation instructions
415 begin wth the DOCTYPE statenent "<DOCTYPE hogsforsale ... 14\(/}\;,_3-{@ 5
indicates that there is a validation tenplate, which nay be provided wthi
the docunent, for exanple, as internal conponent 419, or provi ded external
to the docunment, such as an external conponent identified as "hogs. dtd"
417 in thi¥WoEeasHHl e. Therefore, in this exanple, thePTHVSIHHMEIS0N
instructions 415 provide an internal conponent 419 of a validation

tenpl ate an n_external conpopent 20 identifier 417 identifying an
ext er nal cogafgﬁcéﬁ?n.seﬁvﬁgbivﬁlf‘%%‘@? apRlFRliomEdie 4400 therpessagradaibsidihal conponent

(not shown) formthe validation tenplate for this docunent for
val i dati ng t\;ﬁgﬁgﬁ)‘?ﬁy&% on data 420 for document 410. According to an

enbodi nent, if Iy j j ' o6 t.he esence qf the DOCTYPE
statement or ot \r@re I@a %Fggrtn Pocﬁ)qr?Rﬁr@t%F g'%tvﬁlgﬁgae"tq%?%ﬁldgﬁpeﬁd afag ldse an

appl i cati on yaggstof a?eﬁc&bm&t ﬁ)"%ﬁ% L USA /| 44638 application
server to val igdatse t he appﬁﬂgg??]d@gt@%{toa Z}?nlr'::eggsh Rre¥ale agai nst the

val i dati on Tqﬁgmﬂtyaéna.pﬁaa]}%g! é{g_efm@gj&pggp%ﬁﬁ{e 419 of the validation tenplate
defines that a valid hoSgsforsalé docunent nust include the follow ng

el ements: type, [Rirg ebmpls, tRIRBAIEY NP ideREiel endt)opgb S ] USt an
exanple. In this exanpl%, the identitier “ hogs?g?)gg%?lfgntpic tFlées an ext ernal

entity or fiwhizh isvniexterriabcomponerit of e kaliaarsn WHkie Ofhd geryqt! | dation tenpl ate.
The external conmponent can be | ocated on a renote server or other |ocation

based on t heomgoroegircaabe oatpdvesn tenotestiniel bedthet lobatiohtRs@idrehéal conponent  of
the validation 1o tenplate (identified as "hogs.dtd") nay include

addi ti onal exewalcempertest identifidrat17 s Themdana campdaestisiie valfdatdhe appl i cation
data 420 of the docunent 410. The
10 template (identified as “*hogs.dtd") may include additional requirements on the
structure or grammar of the application data 420 of the document 410. The
external component identifier 417 may be provided as the complete address, or as
a relative address or pointer, for example, relative fo the address or location of the
source or originating node of the message. For example, the “hogs.dtd” identifier
15 listed in the validation instructions 415 may actually reference the ‘*hogs.did”
external component 417 which may be found at, for example:
oasis.xml.org/farming/livestock/hogs.dtd. As noted above, examples of validation
templates include a Document Type Deﬁhition for XML, a schema, etc.
In addition to removing the validating instructions (or instead of removing
20  the validating instructions) an indication can be added to the message indicating
to the application server that the application data or message has already been
validated (i.e., pre-validated). This pre-validation indication can be provided, for
example, as a field in the message, as an instruction or comment in the

application data itself, or using another technique. For example, in the XML

25 specification, besides element tags, and data, there is something known as a
18



external conponent identifier 417 may be provided as the conpl ete address,
or as a relative address or pointer, for exanple, relative to Eﬁe‘]lﬂqgr

or location of the source or originating node of the nessage. For exanple,
the "hogs.dtd" identifier 15 listed in the validation instructions 415 may
actually reference the "hogs.dtd" external conponent 417 which may be
found at, VO2Mtple: oasis.xm .org/farm ngAi vest ocRETBYE44438d. As not ed
above, exanples of validation tenplates include a Docunment Type Definition

for XM, a Jdn . addition to renoving the validating instructions
(or inst eadsg%g?%m \%sﬁ'act'o%Hgt‘“&'ﬁ’i?E‘?"]’sdﬁfan??é'°¥:°'&egﬁﬂﬁlB’tqﬂ@ﬁB‘)ca@ﬁ‘ tp g@li cation can
be added to (MaYall j.N to.the, application server that the

appl i cati on g@ts %dagﬁﬁﬁ%@%"%&egcﬁrﬁéﬂt‘aPF()&%WQB'@@'H&%%U%WPBattcﬁﬂmqqr‘?cbtp,be

pre-val i dat egy of i é\al%’t?eﬁéfﬁé bldnk 8fhr %ﬁoﬁhgﬁrﬁﬁgﬁmﬁv@éggﬁght f ,OL t he

exanple, as a field In the nessage, as

application gakad b ﬁ’%éxmgétﬂ‘?ﬁg@bﬁ@%{p%& tﬁga%gﬁ%? -For %X@%l e, In the

XM. 25 specification, besi e tags, ta, ther §& somet hing

known as a pr8cebding insguckifiPfag. ms%c%%g%o,{%gﬁ{bﬂﬁg%éég%i%epr ocessi ng

instruction tag which allows informtion speci dpplication to be

enbedded i n walidativh irdPEoioRIbr thdDPO @6 SdhBGa loPtdrdteh | t considered to
be part of.the character data content of anriﬁkﬁ%zo&%éﬁ?%ﬂbut they are

al ways passretioesu, the fallawin bbmmae ot Bstchsh BY cdUMPpd SR hear fa€ fOrmat is <?
......... ?> for the 5 processing instruction tag. Thus, according to one

enbodi nent , E&Qhehgvﬁbedmhiedabﬂmﬂdﬁaﬁdnﬁct i<0RBidaRE bf Mgl BID or schema or
ref erence thereto) has been renoved, the foll owi ng cormment or instruction

tag coul d be addditeredealy, aldéferebbdpstinatiogadifressibepstotumBenéan(tRiused fper | ocation):
<? validated by intel ?> Alternatively, a different destination address or

port nunifer tepacket headsi td indicate that the XML message in the packet has been pre-

validated. For example, instead of port 80, port 87 can be used as the

destination port to indicate a pre-validated message for an XML document.

These are just some example techniques that can be used to indicate to the

server that the XML document has been aiready validated, or need not be re-
15 validated.

By pre-validating the document and then removing the validation
instructions from the document, and/or adding a pre-validation indication to the
document or message, the expensive step of validation is off-loaded from the
application server to a network apparatus, network appliance or other system,

20 which may be referred to, for example, as the validation accelerator 142.
{ll. Transformation

Fig. 5 is a block diagram illusirating another example operating

environment for a content based message director 145 according to an example

embodiment. M‘essage divector 145 and switch 165 together may be considered

25 as a content-based switch 148.
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lo the packet header to indicate that the XML nessage in the packet has

been pre- validated. For exanple, instead of port 80, port 87 cqj Rﬂ?ﬂ?ﬁb
as the destination port to indicate a pre-validated nessage for an 5

docunent. These are just sone exanple techniques that can be used to

indicate to the server that the XM. docunent has been al ready vali dated,
or need noVOB¥ISEE4 | s validated. By pre-validating thBCHEWHMEIt and t hen
renoving the validation instructions fromthe docunent, and/or adding a

oving the validati o uctio .
o “vali dat i on i &GHIR SRR AR A TR e M T
tus, networ i e be referred to,
spparal Us, DEkietl AR GRSt BhDEESHAL, A By e Teicr o 0,
s a block dhRerdlddrfd 3 hispeRAtiRaicARBhCaRRfbAiBImeenvi r onnent for

a content based nessage direc according to an exanple enbodi nent.

Message dir i irdered 25 as a
Sont oo g Hebdbe tt]°£cl‘ﬁ a%g%_p ﬁ%b&'@ es}'ghg néﬁg%‘g’gﬁgﬁ%@%ﬁgl&gﬁ4 PCT/ USO1/ 44638

Accor di ng t QupRRAVARLAREREE bPBRAssAb. DR BE RRESge dMYRMUSSE; Switch 146
can receive an XM. nessage, conpare the application data or business

t ransact i ongjith QiR icbyuicd tRdSKER 64 bbdhn2@ bihd Guické bRifib&gs @id, and t hen
switch the nessage to an appropriate processing node or server regardl ess

of the typec@fessonivy dhtagietetaamiy pgehasstony>3$100), thesoagatba@ite t he nessage
director 145 of swtch 146 is configured to detect or recogni ze one or

nor e speci f gwitch 446 camndirecton routs ewitihrios tedsagd hased ex thepbatentRlithe hase Anmount
>$100), the content based
application data, for example, based on the business transaction information
10 provided as XML data, regardless of the type of XML-based language that is uséd
by the message.
As shown in Fig. 5, there are three sets of servers coupled to the swiich
165, including: a set of BizTalk servers 610 (including servers 1 and 2) which
communicate data using an XML based language known as BizTalk; a set of
15 Ariba servers 615 (including servers 3 and 4) which communicate data using the
XML based Janguage known as CXML; and a set of wireless servers 620
(including servers 5 and 6) which communicate data using only the XML based
language known as Wireless Markup Language or WML. These are merely
provided as examples.
.20 Messages can arrive at switch 146 in a variety of different data formats
including Electronic Data Interchange (EDI), a flat alpha-numeric file format, one
or more XML languages or formats (such as WML, CXML, BizTalk, eBXML, etc.),

HTML, ete. Certain client computers may be able to communicate using one type

of data format {or very few types of formats), while application servers (such as

20



switch 146 can direct or route or switch the nessage based on the content
of the application data, for exanple, based on the business triaﬁg{
information to provided as XM. data, regardl ess of the type of XM.-base

| anguage that is used by the nmessage. As shown in Fig. 5, there are three
sets of servers coupled to the switch 165, including: a set of BizTalk
servers 61W0M/@¥EI4di ng servers 1 and 2) which comunPCHESs/€HaI8a Lisi ng an
XM. based | anguage known as BizTal k; a set of 1s Ariba servers 615
(including servers 3 and 4) which comupi cate he XML based

| anguage knmeraéﬂbmBz%kﬁacfam%ffowuwwsegé E@Ee 2 (i ncl udi ng
servers 5 a&gp@% whi ch communi cat e data using onI y the XML based | anguage
known as W S l\/arkup Language or WWL. These are nerely provided as

exanpl es. 20 Nei-'asgag lag%dgaé alj’lbl “Sir%'t@t\% t};ﬁ?llé'fo?rrﬂﬁ éwrftcﬁar‘(/cgﬁlr@ﬁ{aﬁf di fferent

data formats nter

al pha- nuner b QY mats (such as

WWL, CXI\/L @?rﬁ#k%%ﬁo%@%{ TFQ’%?‘”T% Wﬁl\%w talﬁ)ﬁn%?ﬁent conputers may
be able | aN% ek fGirdTRhtaf@mameay few types of
formats) @Sg?%@aaﬁ%n%gerverlﬁdsf]rb?guchsﬁgtf% lérl Jurelle 2805a WO 021052814

PCT/ USQU/ 44@&%@6&@%@&1% &ie‘éted%aebf LRIt BYscEATOTaGA Mestidleny a
different type of data format. Fig. 6 is a block diagramillustrating a

t ransf or m ngirSoibrt12h, vichidive @plichaAn sorfik afbddandeits) @cioumed to tHe ansf or m ng
switch 710 includes a transformer 715 to 5 transformor translate at |east
a portion obutputesSBHEMEN7a8 Keésayes tiradtor 44 dircolm or dwitches rsessages talat a f ormat  or
to a selected one of a plurality of second formats. Message

' a selected server based upon the content of application data, such as business

10 transaction information, which may be provided as XML data or data in another
format. According to an example embodiment, message director 145 may output
a switching decision to switch 165 based on the business transaction information
of the message as compared to a pattern {or one or more patterns), as described
above. Switch 165 then switches the transformed message to ohe of a plurality of
15 output ports or to one of a plurality of servers (such as servers 150, 160 and 170)
based on the decision or instructions from message director 145. Because
content based message director 145 may be opfional in some instances, switch
165 may switch the transformed message using address-based routing or
switching techniques, such as switching to a particular output port of switch 165
‘20 based on source and/or destination address and port numbers provided in the
- message or provided in a header of a packet carrying the message.
Transformer 715 can transform messages between a variety of different
data formats, as required. An example communication may include a request
followed by a response, although the invention is not limited in this respect. For

25 example, a first node may issue a request over network or Intemet 130 that is
21



Director 145, which nmay be optional in some enbodiments, is coupled to the
output of transformer 715. Message director 145 directs or sw t¢hefne 2005
nessages to a selected server based upon the content of application data,
such as business to transaction information, which may be provided as XM
data or. data in another format. According to an exanpl e enbodi nent,
message di WR8H681445 may output a switching deci si onPEHUSHNIEBh 165 based
on the business transaction information of the nessage as conpared to a

attern (or 9n r, nore tterns as, descri bed above. Switch 165 then
g witc hes( t he'%F g\ée(rzljsbfy &%ﬂpdfﬂé’g%a@gﬁ%o@ r?Bg%'f“a‘élsﬂdli’rrﬁ‘meﬁﬁ Raek ®3h%ut put ports
or to one of =1 e rs (such,as rver,s, 150, 160 and 170
based on theﬁr er@!j%j'i%éﬁh E)h\ré r?iuée tr%]é%SB?{é;engpﬁé@ guted PBEIS, 145 Becazjse

cont ent baseﬂte%?éﬂ%ﬁy}di’i'iﬁén‘&ﬁrair#%rp@%wﬁ& At Lrﬂé‘"gé:qu ?griqojtﬁ% | nst ances,

switch 165 may switch the tran nessage U ss-based routing

or | SW t G GRS RLABAR ncblS lat@iaHhy R4 Rbhd Bl iyl ar output port of

switch 165 20 based on source and stination ress and port nunbers

provi ded bn #dnEfomiTRGSAGR réeives MY ndeslgl Hrivida afise Pinof RRRKEL carrying the
message. Transforner 715 can transform nessages between a variety of

different dadetenhinssnntie,dagowithBobl paRot(sPieeBX RIBY tRanSBARBANb&GBILMyMY i ncl ude a
request followed by a response, although the invention is noty limted in

thi s respecttranifomati@rbthatia rgguiesd, and thersforwaaiifie dY¥sdgs Sd@ndof BEHEESt over
network or Internet 130 that is 21 14 June 2005 WD 02/052814

PCT/ US01/ 446@8ketsecei ved by a second node. The second node may send a
response back to the first node. Both the request and response nay
typically be routhe® ase éaur géneral Laseeinmétingiransfatrastioks: 1/80arafveh tragnsf or ni ng
swtch 710. The request and the response nmay both include data that may
need to Bt tbeRRASIERRRUStaia in the request, on just data in the response, on data in _

the request and in the response, and in neither. This last case involves messages
having data, if any, that is already in a format that is compatible with the receiving
node, and thus, no fransformation is necessary.
For examp!e., web browser 122 of computer 120 may issue a request for a
15 stock quote using a HTTP “Get" message, and be able to process data only in
- format A. The request may be sent via network 130 and switch 710 to server 150
without transformation, for example, because both server 150 and browser 122
are compatible with HTTP messages. Server 150 then issues the response
having data (the stock quote) in format D. The data in format D may be placed in
20 another HTTP message. While both browser 122 and server 150 are HTTP
compatible, server 150 processes data in format D whiie browser 122 processes
data in format A. Thus, fransformer 715 within switch 710 would then transform
the data in the response from format D to data format A and then forwards the

response back fo the web browser 122 over network 130.
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s transform ng swtch receives the nessage, provided in one or nore
packets, determnes if the data within the packet(s) needs to

transforned, perforns any transformation that is required, and?ghg'ﬁne 2005
forward the nessage via one or nore packets. There are four general cases
i nvolving transformations: A transformmay 10 be perfornmed on just data in
t he requeswpopss2giust data in the response, on data inpctisisgsguest and in
the response, and in neither. This |ast case involves nessages having
data, if any, thF\t iﬁ alrea\dy iB a format that is conpatible with the

recei ving node, "ARANEHRRMPIR AN f Pusigssigkisingss (BIBHERsacian jeVeor exanpl e, web

b 122 t 120 ' . t f ' t ock t '
2 17« cot » BRI Aol Gl T bV o e Tk R g0 A or . A The
t : ' 0 d ] 710 t . 150 i t hout
L1 anst or mat Fan T V’*'e%“n%%??ggﬁﬂgﬁ"u%%%a%'éémP%@%&%ﬁé@%&y or 122 are
tibl ' ) ' i
Garh (he st ek SoReRe EmecF RIS, o8 s 10 R B0 vy bo ol aced i n

20 anot hey bhPlemaswade frodBél& 1884 Yo a?)b\’%fcgnenat%o%q%g%q%\frgﬁsfg?ﬁg are HTTP

conpati bl e, server 150 processes data In for e "browser 122
processes ddiavdide o oRtat Ao fbRhe D, ki PaT QUSRS tPZ g:énﬂfét%)@l[n{?oi tch 710 woul d
0

then transform the data in the response from fornat ata format A and

t hen forwar derveriso in fesiz0 Dsfer Haaiple via éﬁé&)r%%ﬂa’bﬁé@ﬁnt dvef Infiidt o et wor k- 130.
22 14 June 2005 WD 02/052814 PCT/USQOLl/ 44638 |In anot her exanple, in a

busi ness-t oneweikieds (B2B) transaction, server 150 obtains a blank invoice
fromserver 110 via Internet or network 130 and switch 710. A software
program on ser véccadayg foidnlezaroplé embodiroent) seiitets7 10heayrsaediished

10 connection with a first node and then receive a message, including application
data, efc. from the first node via one or more packets over the first connection.
Switch 710 then performs any required transformation on the message, if any, and
then establishes a second connection between the switch 710 and a second
node. The transformed message is then switched or output as one or more

15 packets over the second connection to the second node. Thus, the transforming
switch 710 may operate as a network apparatus to receive or intercept messages,
perform any format transformation on a portion of the message if required, and
then switch or forward the message via one or more packets to a desfination
processing node. In many cases, the presence of the transforming swiich and the

20 = fact that the data or message may be transformed in one or both directions may
e transparent to one or both processing nodes.

Fig. 7 is a block diagram illustrafing a transforming switch according fo
another example embodiment. Transforming switch 710A is similar. to the

transforming switch 710 shown in Fig. 8, as it includes a transformer 715, a

25  message director 145 and a switch 165. The transforming switch 710A may
: 23



I nvoi ce and returns the conpleted invoice. The switch 710 receives the 5

conpl eted invoice fromserver 110 in format A in one or nore pagielsne 2005
transforns the invoice fromformat Ato format D, and then outputs tﬁe
conpleted invoice to server 150 in format D, for exanple via one or nore
packets sent over I.nternet or network 130. According to an exanple

enbodi ment WOS#RHL 710 may establish a to connecti on RETHSOH4463% st node and

then receive a nessage, including application data, etc. fromthe first

node via onenfer HRluBe RACRH a?glglﬁeﬂt@?nctdd[n te“?}‘g@ S%; i,[é)r?iipr %@ynhféﬂ d710 t hen

perforns any required transfornmation on t hen

est abl i shes avdfigaRAdckiacizbon between the switch 710 and a second node.
The transfornmed nmessage is then switched or output as one or nore 1s

packets over theAsdsoriistdeonReht validafidh dcbBera®f M3 aRRER ot ERYS, the
transforming switch 710 may operate as a network apparatus to receive or

i ntercept ne®siagesthe neesdge (ay. anYiddiey @ bpylicaior bk AP0, iFNay a portion of the
nmessage if required, and then switch or forward the nesSage via one or

nor e packet somparingdesstiuatatd and gramneer @b thi APPlIBAHDE dabB20W e SAGRE the presence
of the transformng switch and the 20 fact that the data or nessage may be
t r ansf or ned @@ gearunas defined lar ighvired by thesvalitasion femplatea iftidd@heiter one or bot h
processi ng nodes. Fi %1 7 is a block diagramIllustrating a transform ng
it YrRiidation acnslesatentida diemeptionallremsvesitid ng swit ch 710A

swi t ch accor¥iSfgerpva
is simlar to the transformng switch 710 shown in Fig. 6, as it includes

: . ) ng
a transf or m¥RI9aHE instrustions.including agy statements thes mighticatsesihe todun®68o The
23 14 June 2005 WO 02/052814 PCT/ US01/ 44638

transformng switch,6 710
further i ncﬁﬁ&%fd?\ﬁg (ea%ld?ApggiE'fE grlement). any intrsnal eorappnentispefdind t y accel er at or

815 and/ gr At
R validation template and any references or identifiers to external components of the

validafion template. In addition, validation acceierator 142 may add to the
message an indication indicating that the application data or message has already
been validated (i.e., pre-validated). In the event that the validation instructions,
such as a validation template or a reference to an external validation template, are
15 removed from the document, the validation accelerator 142 should pass the
validation instructions to the transformer 715, for example, to be used to identify
the correct transformation template. Rather tha;1 stripping out or removing the
validation instructions, the validation instructions may be left in the message to be
used to perform the fransformation or to determine whether a transform is
20 required and to identify the type of transform that shouid be performed. The
switch 710 may also add to the message an indication that the message has been
transformed or an indication that the message has been transformed and
validated, so as fo inform a processing node that receives the message that these
functions, transformation and validation, have already been performed and need

25 not be repeated.




a validation accelerator 142. As described above, the validation

accel erator 142 validates at least a portion of the nmessage (e414.June 2005
val i dates the application data 420, Fig. 4) by 5 conparing the structure
and grammar of the application data 420 to the structure and granmar
defined or required by the validation tenplate. If the docunent or nessage
is valid, VA&PHdation accel erator 142 then opti onaP€TUNEMss8es t he

val idation instructions, including any statenents that m ght cause the

Component () of VRIS % SR s SeBs FEPBIa oL WERBACos or

addi o, vaPRERDE R aBREERE a0 sk FealPes T Phb BB B, | nai cati on

(e or - v e 8 il he e e AR "t ruct 1 ome,  such
e 15 ompyan gt i s AR EBBon % 0712 should
pass the s vabbdadthon in§Vhidaid i edsdgd Q&r?tﬁéé‘ééceﬁrtr%f?rﬁegto @gr exanpl e, to

be used to identify thé correct transformation tenp t her than

stripping Olnbw@étalfmwge@,_thé"ﬁalidét%hiad@érét& 140 9y WdeivB BTopy dtheval 1 dat i on
instructions may be left in the nmessage to be "used to performthe

t r ansf or mat iransfomedt meskabe from Reesydp@ tdivedtoral 4b amitaf sAd ther?@tify@li red and to
identify the type of transformthat should be performed. The switch 710

may al so addir¢atortifi@ofrite valiaiebefore itecdirestbi 0I5 cuipats tichaessrgSBGRIdAS been
transforned or an indication that the nmessage has been transforned and
val i dat ed, 4©5 @asswitching)f dhenpest-parsdemaiiamgnessshe vialidation ecealey &t hdie nessage t hat
these functions, transformation and validation, have already been
per f or e afdorR eere®diring theli@nsfomations dThe4cabd viligatiordid 66

necessary, Validation can be performed before fransformation, after

transformation, both before and after transformation, or not at ali.

Security accelerator 815 encrypts outgoing messages andfor decrypts
incoming messages received from the network 130. According to an embodiment,
15 the security accelerator 815 may be a Secure Sockets Layer (SSL) accelerator.
The security accelerator 815 allows the security related tasks such as encryption

and/or decryption to be off-loaded from the application server to the accelerator

815. Security accelerator 815 is optional.
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WO 02/ 052814 PCT/ USO1/ 44635 Therefore, as shown in the exanpl e enbodi nent
of Fig. 7, validation accelerator 142 validates the nessage or1gm 05
before it is transformed. This ensures that the nessage has the correc
format and grammar before transform ng the nessage. In addition (or in the
alternative), validation s accelerator 142 may validate the nessage after
it has beeWO¥H®4orned to the new data format. (e.gPCT/U944638l | dat i on
accel erator 142 may receive a copy of the transfornmed nmessage from nessage

di t 14 ' ' t Lfy the di t 145 of it lidit
b:a; g(r:eO{ he ?yfgg{sggsﬁﬁh%ﬂﬁgﬂﬁéﬁ%m@&gge t60 s:/vir teghor 165 fgr !swst\éﬁi Ingl).y
occurod during (R Prusck BRQER Al SR AR DA PP ot necessary.
val I dat i on cafbdafnshEr APXMEGRERHS B lALPEALIA Al 588 Lo cdfaansf ormat i on,

both before and after transtormtion, or curitty accel erator

BLS enor ypt 20U LR %8S AR fH8E NP Lol WO T ARsgages T ecel ved

fromthe network 130. According to an e e Security

accel erator Bdfdeduy sbReta2BEBHE@AMBIRC RS SichfBByicaRliiasss! erator. The
security accelerator 815 allows the security related tasks such as

encryption canabction rdgussy philsthe sarvdrB20 fsftydiadehng t ¢ B? dddgna0Plof Cat i on server
to the accelerator 815. Security accelerator 815 is optional. 25 14 June
2005 WO 02/iEoasntectpCEOUSH 1THARSSe BA mEARCAPERIMINCAVERKIANPPARATUS Fig. 8 is
a block diagramillustrating a systemaccording to an exanple enbodi nent.
An XML devi @ecederator (or validgiore i 25e pewiarm validatiore atra®d&manth 5ao sais¥eem 820. The
client 805 may be a processing node that requests access to a resource

the data or message from a first data format to a second data format, or a switch

10 148 to switch the data or message to a particular output port or processing node if
the business transaction information or other fields in the message or data
matches a predefermine pattern or value. The device 810 may also be a
combination or a multiplicity of these functions or devices. For example, device
810 may include a validator, a transformer and a switch.

15 The device 810 is placed in-line with an existing server 820 such that
packets or fraffic from client 805 directed to server 820 and from server 820 to
client 805, typically should first pass through the device 810 before reaching the
destination. According to an example embodiment, when properly configured, the
device 810 will typically pass traffic through from client 805 to the server 820 it is

20 indine with, without any alteration to the data, with the exception of data or
messages the device 810 that match the configuration of device 810. The
configured parameters for device 810 may include, for example, an Internet
Protocol (IP} address, and a port number for which the device 810 may detect

connection requests and then establish connections.
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5 provided on server 820, for exanple. The client 805 typically initiates a
connection request, while the server 820 is typically the targeq40June 2005
destination for the connection request. The device 810 nay be,

exanpl e, a validation accelerator (or validator) 142 to perform
validation, a transfornmer 715 to transform the data or nmessage froma
first dataVP8¥H#4to a second data format, or a switcRCT/BS0V#E38 0 switch the
data or nessage to a particular output port or processing node if the

busi ness_tr ansaciQNadshiiRiddlh M Bh10haRbES W Arfififedressage o data

mat ches a predeterm ne pat rva he device may al so be a

combi nati on | delibd For exanpl e,
device 810 %@Iﬁelténrg d&bce gmv@){ltﬁfg?%g%%h% &g@bﬁgﬁ?%%“y' ﬂaﬁﬂé&ﬁ*@\% tch. 15 The

devi ce 810 igasfhgicebughtd the Servérisho, aRd @h pérfong aﬁ% ¥efiontG §piedlyt hat  packets
or traffic fromclient 805 directed to server and from server 820 to

client 805, dnMicalated opbrtibrel Trien4L rpiaRe opémﬁwgdmytdaerod@wr@@ B0 before
reaching the destination. According to an exanpl e enbodi nent, when

proper |y gonfalidpiiore trandfdrmingcbe ¢ordent 84sad wivitdhing Ygrich ab KL pass) t r af fic thr ough
fromclient 805 to the server 820 it is 20 in-line with, w thout any

al teration tswitching) datnatedwbove. tAfter the Xdp pperationfis phafoanean; thenielasdiges t he devi ce
810 that match the configuration of device 810. The configured paraneters
for devi ce dawasggyontpietiginalssrverirdhptase oML walidetinstor tramsioroiog), (| P)
address, and a port nunber for which the device 810 may detect connection
requests and'{RSAthaelpsied sarvehadeaichena pregeiermines naderpmtbe cag@0h21052814

PCT/ USO1/ 44 data fl ow n% throu h the device 810 matches its
confi gur ed S\/Xﬂgl“& siheperressed gaig that isi °’W§VSPQ;8‘F Wil agpesy fo haMe | nf or mat i on

lpg(r:? Llr %’1 éqz afgglﬁ%: g{:qqﬂ}? qgﬁmpf clre%ﬁg{a @&hqrug# 2 cE)r%ertth gf t g El:z\/tg EJr n%gsosageand then
may be aitered from the original message depending upon the configuration of the
device and the XML operation performed.
Connections from a client 805 to a server 820 are passed through the XML

Device 810 by placing the XML device 810 on the network, physically between the

15 client 805 and server 820. The XML device 810 may spoof physical addresses or
MAC (Medium Access Control) addresses, and fypically has no IP address of it’s
own, so that it may be transparent at Layer 2 and above. The XML device 810
includes a configuration, such as a specific IP address and port number. The
XML device does not typically have its own IP address. Rather, each XML device

20 810is mapped o an IP address and port number where the device will accept
connection requests in order to receive messages or data. The IP address and
port number to which the XML device 810 has been mapped will be referred to as
the device’s configuration. The device's configuration may alternatively be

defined by other values or fields as well. In some cases, the XML. device 8§10 may
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an XM rel ated operation. The XML rel ated operation may be, for exanple,
XM. s validation, transform ng or content based sw tching (such1&st% 005
based switching), as noted above. After the XM. operation is performa(%
the data will be forwarded onto the original server (in the case of XM
validation or transformng), or to another selected server that matches a
predet er m Wed2gp281¢ern in the case of XM sw tching. FeEUprecBssed data
that is forwarded on will appear to have 10 cone fromthe original client
805, althou ] r S ered fromthe
ori gi nal ne?sba%)gﬁ%g%;élg%gt rﬁ%)scs)#étgﬁg%é%dntg ioaggrﬁﬁgge%?r%%(ﬁg@ ce and the
XM oper at i %d@@ﬁérﬁ”dﬁ?d- Connections froma client 805 to a server 820 are
passed through the XML Device 810 by placing the XM. device 810 on the
net wor k, physi Camé/deb!é&’g\@;%%ﬁr}idﬁ MA@ad&Lés@égwi@Qegbr%ﬂ’\g(eﬁﬁﬁéﬂr ciRaP- The XM

devi ce 810 may spoof physical addresses or NA um Access Control)

addresses, 2808 ids\igd &Pdddbesé ASollidn/ ot@éé»ﬂgA mBksabs, titat red Vst hat it maybe
transparent at Layer 2 and above.pPThe Wdeviage 810éw?snsci§8]§e:s a

confi gur af i cidressicdireagonding ethé Sdrverisi aglileR P Emslapardw nigrs. The XM
devi ce does not typically have its own |IP address. Rather, each XM device
20 810 is nepryisd 81®them foniardsiitie ARE nasshgeds Server BRE arrad er #hé evelevi ce wi | |
accept connection requests in order to receive nessages or data. The IP
addr ess and 82p&rsponigvith its MAC\adiiress (MAE 08Y06:07e0B), aeroB 30 ThaXMbaevicerapped wi | |
be referred to as the device's configuration. The device's configuration
may _al t er nat§10 &1ep foswardg) e irenticto lofend 8e providing the MAC éddedsdsfths sevedrl . | n sone
cases, the XM device 810 may 27 14 June 2005 WO 02/052814 PCT/ USOL1144638
be confi gur &40taFoudda pig- firens@ég@ﬁg an ARR fos thetserveirsdVIAE arkiress wasifdver s or

processi ng nogdes behind it, ] ,
107 usualty get no response since the server 820 and client do not reside on the same

network segment orlink. The XML device 810, however, will respond to an ARP
by the client with the Server's MAC address, thereby appearing to the client 805 to
be the server 820. Similarly, the XML device 810 will respond with the client's
MAC address when the server 820 performs an ARP for the client. The XML
15 device 810 may thus be invisible to other devices on the network.
Accarding to the example embodiment shown in Fig. 8, the XML device
810 receives all network traffic passing between the client 805 and server 820,
and compares the destination iP address and destination port number of new
connection attempts (also known as synchronization or SYN packets) against its
20  configuration. If a packet is not a new connection attempt, or does not maich the
XML device's configuration, it may be forwarded on to the server 820, with
typically no (or little if any) changes (including MAC changes). if a packet is a new
connection attempt, and matches the XML device's configuration (such as 1P
address and port number), the XML Device will itself accept information from the

25 Client {rather than forwarding the packets onto the Server). The device's
28




The device's spoofing of MAC addresses will be briefly explained. Cient
805 i ssues an address resol ution protocol (ARP) nessage, that fg & D

MAC s address corresponding to the server's |IP address (IP 1.2 {Eﬁ ewré%/
1in Fig. 8. Device 810 then forwards the ARP nessage to server 820, arrow
2. The server 820 responds with its MAC address (MAC 05:06:07:08), arrow
3. The XMwderisesa4 810 then forwards the reply to clieewtuss0&s3spr ovi di ng t he
MAC address of the server 820, arrow 4 in Fig. 8. Performng an ARP for

t he server's MAC address uld to.usual et._ng_r since the server
820 and cl @H‘FQU&%"’HWW Ba wilg v @ﬁ’l@%ﬂ%%%éﬁsgsééﬁ%ﬁ? or link. The XM
devi ce 810 owever

Server' %&rpé’gs"umpﬁ aoipgﬁﬁcq@gj ’hg to eﬁézdn lalé)g@&tw tBetPﬁe server
820. S m | arI 2, LPE@% gle ﬁe?ﬁel?én%w&éd ih arh@§ ét@héthTﬁﬁﬁ aablegnt's  MAC

addr ess v\/ne?f'c rs an ARP lient. The XM is
devi ce 810 é@gpoﬁﬁgﬁgg%ré ﬂl\é*eﬁ/‘&érﬁpléé)bﬁ’cttﬁ@(ﬂev%\ébﬁ Brafidh i§ A& limRédvor k. Accor di ng
mple e 8,

to the exa I ment own 1n M. device 810 receives all
network traffbp. passing between the cI ient 805 and server 820, and
conpares the destination |IP address and destination port nunber of new

connection att eppih tHeiG shmKatoApleRY Bty 1 Zraguestto e X Nigviae ket s) agai nst
its 20 configuration. If a packet is not a new connection attenpt, or does

not mat ch t@ichXelisley toke tise sepmf 82D rtist XIdh devide 8tawiltperforovamar ded on to the
server 820, wth typically no (or little if any) changes (including MAC
changes) | dpeeatip@ ol the data. The eperation nrag be Xbih. validabierper XMAnd mat ches the XML
device's configuration (such as IP address and port number), the XM

Devi ce wi | | transfehing,ac Ebptswitchingr e XML opegation wes pa perforsad, thandberer t han
forwardi ng the packets onto the Server The device's 28 14 June 2005 WD
02/ 052814 PRiaTH Wach wasigggpted from the client 80 will be sent onto the server 820

without processing. There may be several reasons why the operation was not
performed, such as: the packet or message did not match the device’s
configuration, the device did not have avallable resources to perform the
operation, a transformation template was not available to perform the
15 transformation, the message or data was not valid (or could not be validated), or
the message or data did not match a predetermined pattem for switching.
If an XML operation was performed, the XML device 810 will send the
(possibly modified) XML content onto the server §20. The server that receives
this XML content may be the same server as the original target server 820, the
20 same server (for example, having the same IP address) but with a different port
number, or an entirely different server.
Fig.8is a block diagram illustrating cascading of two devices according to
an example embodiment. The possible alteration of the destination IP address or
destination port number in messages or packets allows muitiple XML devices to

25 Dbe cascaded or coupled together in series. According to one embodiment, both
o 29




configuration may include a wide variety of fields or paraneters, such as

| P address, port nunber, or a specific value provided in anot hﬁi JUI'% QO@%
a packet, such as an IP option or other field provided in a headér or
packet. The I P address and port nunber are nerely exanples, but the device
configuration is not limted 5 thereto. Wien the client 805 has conpl eted
sendi ng i twOp¥giest to the XM device (which it bel imsmasovasise t he server

820), the XML device 810 will performan operation on the data. The
or XML switching. If

ti be XM i dag,i Lt f I g,
? Egriﬁogp%‘rg '%&"V‘ﬁd{avgfﬁefggw%ﬁ‘%fﬁ%# 3‘??%“‘%3%2 g KMk was accepted
f th i en ' t to.th 820 i fh [ .
There. my. beouts e el Reiila dleetblin A b Slag ot iats bl fihea. suchoas:
th ket ¢ | | ce! f,i i.on, the devi
g hot hayeesEAABRaibe J B Hi G i fiekodeiorSatg ek AR (e device

t f ti i ' : t f ti ,
ranstorma 'tﬁ’é‘p&sﬁﬁﬁérﬂbﬁrr?é@s%gegtfx%g gbélflhﬁld%\ﬁcﬁg?é\)écgr%ﬁégaggsg& ranstormation

t he nessage or data was not cou e, or the

nessage of dkimattinthoR@F IMEYHRRSs Bad¥eRr 8L Al RRLEGN Bevi®r Sswitching. If an
XM. operation was r‘|f)berform=3d, ?he XML de\?i cgﬁg‘io wi’@[aes‘jéér%d the (possibly

modi fied) XMowewnltitriationgst Matthte tiesonfigurdlioR of HSecoRI MAL dbii@! whigisei ves this
XM. content nay be the sane server as the original target server 820, the

20 sane ser reihis(gkampleisevpfigred oy baige &d1Be SR BtNs8AU@EEShaPuUt Wi th a
different port nunber, or an entirely different server. Fig. 9 is a block

di agr am i | | @peretetontite rosssagedongroud ofpacketipunigiel natkchey Hle Beniig@raticen exanpl e
enbodi nent. The possible alteration of the destination |IP address or
dest i nat i onople KMhdayies; thersepand slavjesswil forpard kretnsesaddemapackatstwithbut XM devi ces
to 25 be cascaded or coupl ed together in series. According to one
enmbodi melt , OPRI@len opdp server 820. Thus, the data is forwarded transparently through
XML Device number 2 onto the server 820, This mechanism aliows for an
arbitrary number of XML devices to be cascaded or connected in series.
This allows scalabiiity of XML processing in the network. For example,
multiple validators can be coupled in series, each having the same configuration.
15 This allows the validation load fo be spread across muttiple devices. Similarly,
| mutfiple transformers or multiple content based switches may also be coupled in
series to provide capacity to handle an increased number of messages or
transactions.
For example, if one device receives a message, but is busy or does not
20  have sufficient resources to process or operate on the message, or if the device is
maifunctioning, the device may then forward the message without processing it on
to the next device in the series or chain of devices. A failed XML device may
typically forward received packets or messages to the next device without

processing the messages in the event of failure. For example, in case the first

25 XML device in the chalin fails, it may utilize an internal relay to physically become
' 30 |




14 June 2005 WO 02/052814 PCT/ US01/ 44638 XM. devi ces coul d have the sane
configuration. In such case, the first XM. device (device #1)

a transaction on the nessage or data, change the destination I‘g&?ﬁfée??dos}
port nunber for the nessage or data, and then forward the post-operation
nmessage to the second XM. device (device #2). Because the s destination
port or | PVa8MSess has been changed by the first XM BIR§s§B44638however, it
no | onger matches the configuration of the second XM. device, which in

hi I ' ' he fi . devi
T R B B ™
message or 3@8?@5“? %S?rﬁ%“{l@?%\g'%g@sa@?%%%gﬁwg gaélf?/gfl)&@ﬁ?c "ﬂ%, the data is

f orwar ded tr’aﬁ‘éﬁ?ﬁ?ﬁi‘gb?b‘ﬁ‘@g%99?%%%59@‘{!}”@%@’# Oegdﬁﬁ/aﬂjkwt he server 820.

Thi s mechani sm a or an "a evices to be

cascaded or ISARBECHRaiuf S KM odlietioak ha¥e g haliblid thodlt KM processi ng

in the network. For exanple,” multiple validators can coupled in series,
each havi ng XMepr6cFEing atifitied bécaldeQiditionad XD iaviedshMip afd\@siadel it | on | oad to
be spread across nultiple devices. Simlarly, multiple transtorners or

mul ti pl e comteeés thatatkastivih.ches may al so be coupled in series to provide
capacity to handl e an increased nunber of messages or transactions. For
exanpl e, if one Bhbow is @seudioeide ¢t desonises ageratidiul ah XMDUSVceccstaing not 20 have
sufficient resources to process or operate on the nessage, or if the device
i s mal functé andagpledmbodieehce may then forward the nmessage wit hout
processing it on to the next device in the series or chain of devices. A
failed XM. device may typically forward received packets or nessages to

the next device w thout processing the nessages in the event of failure.
For exan® elf ({Packessa SYN@aket) & (Destination iP and Porf == Configured Destination

and Port} && (Resources > Minimum Required))

{
Do XML Processing(}
}
15 elseif (Packet == ARP Request)
{

Forward packet onto Server and remember response (MAC/IP
correspondence for server)

}

20 €lse

{

Forward packet onto Server

25 The XML Processing takes place according to the following process:

Do XML Processing
{
Coliect XML Data from Client (for example, receive alt packets for

30 Imessage)
31




25 XML device in the chain fails, it may utilize an internal relay to

physi cally becone 30 14 June 2005 WD 02/052814 PCT/ USO]/446381§ en gbdg
Et hernet cable or the |ike, and packets will transparently pass M!fg
it, onto the second XM device. This allows for fault tol erance of XM
processing. XM processing abilities may be scaled sinply by adding in
addi ti onal wbws2dpevi ces. The failure of any XM devi cecgosssgat have a
catastrophic inpact on 5 XM. processing abilities because additional XM
devi ces which are cascaded will process the transactions. Belowis
pseudocode that describes operation of an XM. device according to an
exanpl e enbodi nmehérforh XMLIOdedfiae ket == SYN packet) && (Destination IP and
Port == Configured Destination and Port) && (Resources > M ni num
Required)) { Do XML Processing() } 1s else if (Packet == ARP Request) {
Forward packet oihC@il.Seperation Saccessfalpnber response (MAC/ I P correspondence
for serveg) } Zp el se { Forward packet onto Server }

Send resultant XML Data to Server with new IP Address and/or Port
using Client MAC Address

}
else (XML operation is not successful)
10 {
Send original XML Data to Server with original IP Address and Port
using Client MAC Address

}

15
Fig. 10 is a diagram illustrating operation of an XML. device to process a
transaction or message that does not match the configuration of the XML
device. The numbers 1-14 below correspond to the numbers on each arrow
of the diagram shown in Fig. 10.

20 1. Client initiates connection/socket fo server by sending a SYN packet (a
synchronization request packet that requests a connection between
client and server).

Source IPIMAC: 9.8.7.6/00:01:02:03
Destination IP/MAC: 1.2.3.4/05:06:07:08

25 Destination Port; 1380

2. XML Device receives the SYN packet and compares the fislds
{destination IP address and port number) to the configuration of the
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25 The XM. Processing takes place according to the follow ng process: Do

XM. Processing { Collect XM. Data fromddient (for exanple, recﬂi% 5005
packets for 30 nessage) 31 14 June 2005 WD 02/052814 PCT/ USCL

Perform XML Operation if (XM. Operation Successful) 5 { Send resultant XM
Data to Server with new | P Address and/or Port wusing Cient MAC Address }

el se (XM wpevedion i s not successful) 10 Send ori gi patusdMissiBat a to Server
with original I P Address and Port using Client MAC Address } } 15 Fig. 10

{ransactton o mockipe (iRt Nasis a0t Seifret et ShTeDRIBS T he e
the di agram shown | o MRk 60 SERRRRIGL Rub R EBRESERe "o socker 1o
server by sending gt B@SKSLr, filfhout modifying the packet.
Source IPIMAC: 9.8.7.6/00:01:02:03
5 Destination IP/MAC: 1.2.3.4/05.06:07:08

Destination Port; 1380

3. Server sends SYN-ACK (an acknowledgement of the Syn packet) back
to the client.
10 Source IPMAC; 1.2.3.4/05:06:07:08

Destination IP/MAC: 9.8.7.6/00:01:02:03

4. XML device is not handling this connection, so it forwards packet back
o the client.
15 Source IP/MAC: 1.2.3.4/05:06:07:08

Destinafion 1IP/MAC: 9.8.7.6/00:01:02:03

5. Client sends ACK packet to complete opening of socket.
Source IP/MAC: 9.8.7.6/00:01:02:03
20 - Destination IP/MAC: 1.2.3.4/05:06:07:08

Destination Port; 1380

6. XML device notices packet is not a SYN packet, and forwards packet to

server.

25 Source IPMAC: 9.8.7.6/00:01:02:03
33



synchroni zati on request packet that requests a connection between client
and server). Source |P/MAC. 9.8.7.6/00:01:02: 03 Destination | P{&%ne 005
1.2.3.4/05:06:07:08 25 Destination Port: 1380 2. XM. Device receives ?he
SYN packet and conpares the fields (destination |IP address and port
nunber) to the configuration of the 32 14 June 2005 WD 02/052814

PCT/ USO1/ Me88s84. devi ce. The XM devi ce det erm nes rdratsoMbispacket
Destination Port does not match the device's configuration, so it forwards
on the packet to the Server., w thout ifying the packet. Source | P/ MAC
9.8.7.6/00:01: 02: @ystmamﬁ%‘%ii1o%f?-4’9§3‘f\ﬁ&\q‘%%sl. 2.3.4/05:06:07: 08 Destination
Port: 1380 3. Server_senrg% S}S'éfm (an acknow edgenent of the Syn packet)
back to the cli erdestinagorsgert P/ MAC. 1.2.3.4/05:06:07:08 Destination

| P/ MAC. 9.8.7.6/00:01:02:03 4. XM device is not handling this connection,
so it forwards packet back to the client. 15 Source | P/ MAC

sends ACK packe( "ol LAl 2 T srelpbethi g ke e OO
9.8.7.6/00: 01: 02,03 uent packets are connection request packets (such as SYN
packets), the XML device simply forwards packets between the Client and
Server. Arrows 7-10 refer to sending daté from client to server via the
device 810, while arrows 11-12 illustrate sending data from server to client
via the device 810. Arrows 13 and 14 refer to closing the connection.
10 Fig. 11 is a diagram illustrating operation of an XML device fo
process a fransaction or message that. matches the configuration of the
XML device.
1. Client initiates connection to server by sending a SYN packet.
Source IPMAC: 9.8.7.6/00:01:02:03
15 Destination IP/MAC: 1.2.3.4/05:06:07:08

Destination Port; 1381

2. XML Device determines Destination 1P address and Port number of
SYN packet matches the device's configuration, and sends SYN-
20 ACK back fo Client.
Source IPMAC: 1.2.3.4/05:06:07:08

Destination IP/MAC: 2.8.7.6/00:01:02:03

3. Client sends ACK (acknowiedgement) packet fo complete opening

25 of connectionfsocket.
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20 Destination IP/MAC. 1.2.3.4/05:06:07:08 Destination Port: 1380 6. XM
devi ce notices packet is not a SYN packet, and forwards packet

25 Source | P/MAC. 9.8.7.6/00:01:02: 03 33 14 June 2005 \F;\O 02/ O‘ngitjjf]é 2005
PCT/ USO1/ 44638 Destination |P/MAC. 1.2.3.4/05:06:07:08 Destination Port:
1380 Arrows 7 through 14 in Fig. 10 follow a simlar procedure. Because no
5 subsequeM® \EeMet s are connection request packets (RBUEUSIEHEEBYN packets),
the XML device sinply forwards packets between the Cient and Server.

Arrows 7-10 refer tqQ sendin omelient to server via the device

810, while arrows 1 °T?%(M%§%’aéa?@;0é§ﬂh?h% data fromserver to client via

t he devi ce 810. Arr@%l 4 r%fﬁﬂs-ds%?‘ﬂaog ng the connection. 10 Fig.
SRratr A 28 A

11 is a diagramill tTon of an XML device to process a
transacti on or ness -t hat es the configuration of the XM device.
1. dient initiat es%%gtlrﬁ‘%{éb@tﬁog?tﬁo server by sending a SYN packet. Source
| P/ MAC. 9.8.7.6/00:01:02: 03 15 Destination | P/ MAC. 1.2.3.4/05:06:07:08
Destination Port: 1381 2. XM. Device determ nes Destination |IP address and

Pert nunber of  SYNcpaf k&findRhGRERML B8t @XM 8evice@osihg gsisentaron, and sends
SYN 20 ACK back to dient. ,

Source |P/MAC: 9.8.7.6/00:01:02:03

Destination IPIMAC: 1.2.3.4/05:06:07.08

Destination Port; 1381

10 5. Client sends remaining XML data to XML device posing as the
server.
Source IP/MAC: 9.8.7.6/00:01:02:03
Destination IP/MAC: 1.2.3.4/05:06:07:08
Destination Port; 1381

15
6. XML Device performs XML Operation (XML Validation or XML
Transforming, for example), and then sends SYN packet to the
server on new destination port number, posing as the client, to
request a (new) connection between XML device and server.
20 | Source IP/MAC: 9.8.7.6/00:01:02:03
~ Destination IPIMAG: 1.2.3.4/05:06:07:08

Destination Port: 1380

7. Server sends SYN-ACK (acknowledgement) back to XML device

25 posing as client.
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Source I P/MAC. 1.2.3.4/05:06:07:08 Destination |IP/MAC. 9.8.7.6/00:01: 02: 03
3. Cient sends ACK (acknow edgenent) packet to conpl ete openi JimePb0o0s
connection/ socket. 34 14 June 2005 WD 02/052814 PCT/ USO1/ 44638 Source

| P/ MAC. 9.8.7.6/00:01:02: 03 Destination |IP/MAC. 1.2.3.4/05:06:07:08
Destination Port: 1381 5 4. Cient begins sending XML data to XM. device
posi ng as W@p¥EBI4 Source | P/ MAC. 9.8.7.6/00:01: 02: 03PqIEEPI/44638i on | P/ VAC:
1.2.3.4105:06:07:08 Destination Port: 1381 10 5. Cient sends renaining

XM. data to XM devi j . t he rver. Source | P/ MAC.

9.8.7.6/00:01:02: 03 g‘%@%ﬁ?}ﬂ/&% g% W .2.3.4/05:06:07:08 Destination

Port: 1381 15 6. XM-Dég‘ﬁn?( @ﬁlﬁﬂﬂé& @?65%1 @g{ati on (XM. Validation or XM .
1

Transform ng, for exa en sends N packet to the server on new
destination port nurrber posing as the client, to request a (new
connection between XM device and server. 20 Source | P/ MAC

9.8.7.6100: 01: 02: GB Yamsudvitalsb AR Pt toloohrptd¥RGng6r 07: 08
5 connection/socket,
Source IP/MAC: 9.8.7.6/00:01:02:03
Destination IP/IMAC: 1.2.3.4/05:06:07:08
Destination Port: 1380

10 9. XML Device begins sending XML data to the server posing as the
client.
Source [P/MAC: 9.8.7.6/00:01:02:03
Destination IPAMAC: 1.2.3.4/05:06:07:08
Destination Port: 1380
15
10. XML device sends remaining XML data to server posing as client.
Source IP/MAC: 8.8.7.6/00:01:02:03
~ Destination IP/MAC: 1.2.3.4/05:06:07:08
Destination Port; 1380
20
11.Server sends response to XML data input to XML device.
Source IPMAC: 1.2.3.4/05:06:07:08

Destination IP/MAC: 9.8.7.6/00:01:02:03
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Destination Port: 1380 7. Server sends SYN-ACK (acknow edgenment) back to

XM. device 25 posing as client. 35 14 June 2005 WO 02/052814
PCT/ USOL/ 44638 Source | PIMAG. 1.2.3.4/ 05 06. 07-08 Destinati on“l‘P’/"_MfC:zo05
9.8.7.6100: 01: 02: 03 8. XM. devi ce sends ACK packet to conplete opening of

5 connection/socket, Source |P/MAC. 9.8.7.6/00:01:02: 03 Destination _

| P/ MAC. 1.WO03B245290%6: 06: 07: 08 Destination Port: 1380 tpcBuUsI¥ME3sDevi ce begi ns
sending XML data to the server posing as the client. Source | P/ MAC

AR R e T e T
(il |2th 41 OE?O(I;ESC87| (F))g - g%!%aﬁ?@%%&ﬁ%ﬂoﬂég%r%ﬁ&ﬁ&%&%ﬁ%@ﬁﬁ%gﬁi response to
XM. data input to XMycHgy{diBation¥uHsfofmihd oMt swheiingorthdrRsiBsd 7+ 08
data as well)
3 Source IP/MAC: 9.8.7.6/00:01:02:03
Destination JP/MAC: 1.2.3.4/05:06:07:08

Packets 13 and 14 follow the same pattern as 11 and 12, but for the closing
of the TCP connections.

10

If additional XML Devices were placed between the XML Device and the
Server, data processed by the first XML Device would pass through the
subsequent XML Devices as described above.

For some operations, such as content based switching for instance, it may

15 notbe necessary for the device to receive the entire message for the operation {o
be performed. The XML device may queue a portion of the message, sufficient to |
make a switching determination, and then the remaining packets may be
forwarded and switched to the appropriate processing node by changing their IP
address and/or port number.

20 Fig. 12 is a diagram illustrating a cascading of muitiple devices according to
an example embodiment. in the exampie embodiment shown in Fig. 12, a
validator 1220 (such as a validation accelerator), a transformer 1230 (such as
transformer 715) and a switch 1240 (such as content based switch 146) are
cascaded together (coupled together serially). A client {or other processing node)

25 s coupled to the validator 1220, while a server (or other processing node) is
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Destination | P/MAC. 9.8.7.6/00:01:02: 03 36 14 June 2005 WO 02/052814

PCT/ US01/ 44635 12A M. device uses data sent by server to send resp
client (the XM device may perform another operation on the reE%éfrg‘QE&ggbas,
such as validation, transform ng or XM. switching of the response data as
well) 5 Source IP/MAC. 9.8.7.6/00:01:02: 03 Destination |IP/ MAC.

1.2. 3.4/ 05W062B%108 Packets 13 and 14 foll ow t he sanepqEmvEsmsas 11 and 12,
but for the closing of the TCP connections. 10 If additional XM Devices

I d | 1d_t dat d by th
et an oo B Al Ve GE G e il E s Pl e os
d I bed \ ' h t ent i tchi f
et ance, | 1o =R PR AR ec o b R BRI B ci Ve e nti 1

ressage | or ioRerARe 20 @B PGP AT S s T MAadSybaga™y ueue a

portion of the nessage, su clent to Wi erm nation, and

then the r eming Goralsn e robGddiRHAGHLAY] SiisFlEbgel Ne appropriate

processi ng node by changing their dress an port “nunber. 20 Fig.

12 is a di agitieiP dddhess 12314 049 tRgraRs? asiepn@minitohhdllich A)skes according to
an exanpl e enbodi nent. In the exanple enbodi ment shown 1n Fig. 12, a

val i dat or 1@2évédsangurtasimbens2l i dation accelerator), a transforner 1230 (such
as transforner 715) and a switch 1240 (such as content based swi tch 146)
are In operation of the system of Fig. 12, a SYN packet is received by validator
1220 from client (requesting a connection), having a destination IP address of
1.2.3.4, ahd a destination port number of 84. Thus, the packet or message
10 includes parameters or fields that match a configuration of the validator 1220,
Therefore, the validator 1220 establishes the requested connection and receives
the data or message. The validator 1220 may then retrieve a validation template,
or the validation template may be provided within the message. The message is
then validated. |
15 The validator 1220 then sends a SYN packet to transformer 1230,
specifying a destination IP address of 1.2.3.4, and a destination port number of
81, which match the configuration of transformer 1230. The destination port
number of 81 is used to indicate that the validation function has been performed.
Because the SYN packet maiches the configuration of transformer 1230,
20  transformer 1230 accepts or establishes the requested connection fo receive the
- validated message. Transformer 1230 then may retrieve a transformation
template that specifies how the message should be transformed from a first format

to a second format. Transformer 1230 then transforms the validated message

from a first format to a second format.
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cascaded together (coupled together serially). Aclient (or other
processing node) 25 is coupled to the validator 1220, while a st4amne @005
ot her processing node) is 37 14 June 2005 WD 02/052814 PCT/ US01/ 44638
coupled to switch 1240. Validator 1220 is configured with I P address

1.2.3.4, a@ggﬂ&s?slgr ant or accept incom ng connection f@g@%ﬁﬁssr ecei ved on

port nunber ransformer 1230 is configured with ress 1.2.3.4 and
to grant or accept incom ng connection requests received on port nunber
81. Switch is cdamdnsipomend 230 ieh kerldP a&dtirpasist fo Aitdh 4248ndhé 8Ygr ant or accept

I ncom ng connection requests received on port nunber 82. In operation of

t he system @fckpligecludes a destipetipnBeleress of 128ckandsiddstinalion paliaiuetber 1220 from
client (requesting a connection), having a destination |IP address of

1. 2. 3.4, an@f & wbish matoheothe gerfiguratinnisbswitsh 1840. Thewestinalna ppdcket or nessage
1o includes a}garreters or fields that match a configuration of the

val i dat or 1?‘5'5.‘“ 8% ¥Rcsefl By kansforpen2pq wandinaterthatdhatsangtormalines t he request ed
connecti gn gnd re&lei ves nessage. The validator 1220 may then

retrievea YATTIGY F%Heqneq%g%eg%}i%%qsp@ev Erse therPackatpl regssagtay be provi ded
then Sends HEGUR acRBBpior e A eniizd0.pole 159 secshiof sablist@st | nat | on I P
cont i gur at i 55 speted B3P hel i bR b BB R B s st Runber of 61 i o

tho SYN packarnarefen bR Skl ks LAk O Bl 20

L 1ansf or Mer v 330nA6 GSRL 120 159 s ARk BB IEERBER S SRTARG! on Lo recei ve

the validated nessage. TransTorner I eve transformation
10 port or to a processing node or server if a portion of the message matches a

predetermined pattern or vaiue (for example, if “Price” is greater than $1000). If
there is no match found between the message and the one or more
predetermined patterns or values, the message is forwarded to its originally
specified server or processing node, as described above for content based
15 switching. The switch 1240 outputs the message by using destination port 83,
which may indicate that the message has been switched.
Fig. 13 is a diagram illustrating a cascading of multiple validators according
to an example embodiment. Referring to Fig. 13, three validators are cascaded
(or coupled serially) together, including validators 1305, 1310 and 1 3'1 5, between
.20 a client and a server. All three validators 1305, 1310 and 1315 have the same
configuration (destination IP address of 1.2.3.4 and destination port number 84).
As shown in Fig. 13, a connection request is received specifying a
| destination IP address of 1.2.3.4 and a destination port number 84. Validator
1305 accepts the connection request because the connection request matches

25 the configuration of validator 1305. The rriessage or document is received via one
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tenpl ate that specifies how the nessage should be transformed froma first
format to a second format. Transfornmer 1230 then transforns thb4Jane 2085
nessage froma first format to a second format. 38 14 June 2005 WO
02/ 052814 PCT/ USOL/ 44638 Transformer 1230 then sends a SYN packet to switch
1240. The ket includes a destination |P addre .3.4 and a
desti natio‘ﬁgg%orsghqﬁunber of 82, which nmatches the con?clsréﬁﬁué%f’%n of switch
1240. The destination port nunber 82 is used by transforner 1230 to
i ndi cat e t hat motiegatketsnaridds naiitlate b valipatorat30hnRdtasseinemesags Biged on the
nmessage. Because the packet or nessage matches the configuration of the
swi t ch 1240bheenialideted] glidataictS6p csanges tbs tiadiihatioh gert ndnieer freg8e%i #d connect i on
to receive the validated and transforned nessage. Switch 1240 then
performs cofff stbapwtsdipr Hrvarding thg nassadep Theowlidated 13R8dbergferwardsor exanpl e,
switch 1240 may switch or output the nessage to a physical output 10 port
or to a pro%é@i‘%&%&&@%r""é‘é&?éﬁXti"Pd%b)f)@ﬁfldinGﬁCgmnepﬁm regusstige mat ches a
pr edet er m ne at n or_value (for _exanple, if "Price" is greater than
HiaBPLT

$1000). Pf eriting destinetiondf B@%érﬁ-%ﬁ_@"%@"@@@“ RAfB% he one or mor e
O g1 nal Ly TR e Uy Yol eirtes S Abm.conM@rgast | bed above f or
Gest  nat i on BHE B0 THrPRre oSt EdeE haR oot e hae been
ouy LChed. Pk kil FRPLUPLRINA, B SRRIREMIRg ™ P S,
Val i dat or s TAGEPEREREN s EELERABATYE, Wiepl R AT IR B ver A1 three
validatqss skdRprockssldh validhtdr3d o Hind PRKkSABE: not match the configuration
of validator 1315. Validator 1315 then forwards the connection request packet to
the server.  The server then accepts or establishes the requested connection
with validator 1305, and receives the validated message. In this manner, multiple
validators may be transparently cascaded together to provide scalability and fault
15 tolerance.
Fig. 14 is a diagram illustrating a cascading of multiple transformers
according to an example embodiment. Transformers 1405, 1410 and 1415 are
cascaded (or coupled together serially) between a client and a server. Each
transformer 1405, 1410 and 1415 are configured with IP address 1.2.3.4 and to
20 accept connections on port 81. Transformer 1405 receives a connection request
packet (or SYN packet) from client, specifying destination IP address 1.2.3.4 and
destination port number 81. However, transformer 1405 does not have sufficient
resources to process (or transform) the message because, for example, it is busy

processing other messages. Therefore, transformer 1405 forwards the

25 connection request packet to transformer 1410. However, transformer 1410 has
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configuration (destination |IP address of 1.2.3.4 and destination port
number 84). As shown in Fig. 13, a connection request is receivddaJune 2005
speci fying a destination |IP address of 1.2.3.4 and a destination port
nunber 84. Validator 1305 accepts the connection request because the

connect i onwigagnesels Mt ches 25 the configuration of vakggﬁg%ﬁ 05. The
nmessage or docunent is received via one 39 14 June 2 /052814

PCT/ USOL/ 44638 or nore packets, and is validated by validator 1305. Because
t he message failgsl or isdeopetaiivs, dod thus alsefoivéadsthe dddBSctiohmngestta he desti nati on
port nunber from84 to 81 for the packets (for forwarding the nessage).
The val i dat dransieumertidh Tensiermes 4 15heopesdtivelanddus messsragreavaifablectot he next
node, by sending a connection request to 5 validator 1310, specifying

dest i nat i on RrgeeRtiar tEapsform the megsagn in ayimely mammesnTipesr ttangformer THES port nunber 81
of the connection does not match the configuration of validator 1310.

Theref ore, VEMPREE §1° PREEMFIIR Vel of the sapeefion sequagippd@t tloffe 1 equest ed

ont ot he. e ERoN, HEFALPs B 47s BaycD P Badess (YA ARRAo-IBIBoF Gpeat s { he. Lo
conti gur at i o TR St sERLEE il BB ris o HS e i 41 bPARAEET { ho

cotabl i shes e ep Bl Binecfn e R o Bhion KR w886t Scel ves the

val i dated ngs8ageNed fe Hébégé‘ﬁ%@{ via B &/ nﬁiéggaca%hﬂ%ﬁ?@ﬁgw 15be

transparently cascaded togéther to provi C ault 1s

t ol . e j | b}l ' ' i pl
ol erance. M trahéronfs o MeaBAald 171 & b1 itk AP RRGALLAM fafa M1 L1 DL

transforners according to anh exanple odi nen rs 1405, 1410

and 1415;ear formagasdresifolid AR AR ADRENREEe BRENVA ViadneFReN @ client and

a server. Each _
packets using a new connection. The packets used to forward the transformed

message to the server include a destination port number of 82 to indicate that the
message has already been fransformed. In the event that transformer 1415 was
unable to process or transform the message, the connection request and

15 message would SEmpiy be forwarded unchanged to the éerver, where it may be
processed there.

Fig. 15 is a diagram illustrating a cascading of multiple content based
swi_tches according to an example embodiment. Three content based switches
1505, 1510, and 1515 are cascaded together between a client and a server.

20 According to the embodiment shown in Fig. 15, each of the content based
switches are configured with [P address 1.2.3.4 and to accept connection
requests on port number 82, Switch 1505 recelves a connection request from the
client, specifyfng destination IP address 1.2.3.4 and destination port number 82.
While the packet or connection request matches the configuration of switch 1505,

25 switch 1505 is unable to process the message, and thus, forwards the packets,
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transformer 1405, 1410 and 1415 are configured with | P address 44Zuyhd 2005
to 20 accept connections on port 81. Transfornmer 1405 receives a connection
request packet (or SYN packet) fromclient, specifying destination IP
address 1.2.3.4 and destination port nunber 81. However, transformer 1405
does not hWQ&EeM4icient resources to process (or trBEEVEHHP3St he nessage
because, for exanple, it is busy processing other nmessages. Therefore,

1410, bowev B9 HEEiRectEn e g 2 f RBSARR G RANE B AR e ot

PCT/ 11501144638 1 Belpbessdy, hHRER 670V CwiBR Y1014 serisient or var ds t he

connection request to transtormer 1415. Transformer 1415 is operative and
has resour cR§oRdakd BBtaRs bPswileh HeO%RsaYe, dndansietcdpid thectmastioge in a tinely
manner. Thus, transforner 1415 conpares the paraneters or fields of the
connecti on fG@H4ESHd RASVRthd Meddage Bors halcliagt viabh@or. mdde eddiibealt he desti nation

| P address (1.2.3.4) and port nunber (81) of the request packet nmatch the
configur atigaekaf. t he transforner 1415, transfornmer 1415 accepts the
connection request to establish the connection with the client and

recei ves t he neSsmen baseddaiteh 15618 tengedormavonden hasedswitchimgndiicor mer 1415
then transforns the nessage or data froma first data fornat to a second
data i o f ormessageccormiperng the messsge oML daihisfope PEBCTRRERIRFEMN® server via one
or nore packets using a new connection. The packets used to forward the

t r ansf or medpatigs suypiues o Ferfxampletae patige “fierBogkds CPORRTPERINTN nunber of 82
to indicate that the nessage has al ready been Lr nsfg_rrrﬁﬁ. In the event
that transfie ¥y detaps mgasage Mmay disatednah g Mmessads shpyid AR AIRCIA %Y nessage, the

connection request and js nessage \ d si.mply be forward unchanged to
the serv@r , SWigddo perversy]. waich Bﬁ%@éé‘é@ eﬁsﬁéﬁ‘.‘xj (shown'in Fl! 1%?

and is detecting or listening for connections on port number 80, which is a well

known port for HTTP.
Server {P address  Port XML pattern
15 St 10.1.1.1 80 To = boakstore.com

" Because the received message matches the pattern “To=Bookstore.com”, the
switch then changes the destination IP address and port number to 10.1.1.1 and
80 in the packets, respectively, and forwards the message in these one or more
20 packets to switch 1515, Alternatively, switch may output the message via one or
| more packets to a different physical port directly to the server S1.
Switch 1515 receives the connection request packet that includes the
destination P address of 10.1.1.1 and port number 80, which does not match its
configuration. Thus, switch 1515 forwards the connection request and the other

25 messages forwarding the message onto a server. In addition, the message may
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Fig. 15 is a diagramillustrating a cascading of nultiple content based
swi tches according to an exanpl e enbodi nent. Three content baseﬁi smﬁétms
1505, 1510, and 1515 are cascaded together between a client and a server.
20 According to the enbodi mrent shown in Fig. 15, each of the content based
switches are configured with IP address 1.2.3.4 and to accept connection
requests oWOpPH¥ESLhunber 82. Switch 1505 receives a cORCEGSON/GG38 equest from
the «client, speci fying destinati on | P address 1.2.3.4 and destination port

nmb 82. h h
(r:ucj)nf |e£:1ur ati &R P'%Uéﬂ n@ﬁ‘ e{ochﬁf% fe(‘fhh%g'@r%s%g%%ﬁh%gﬁ%égﬂ"g pE ogess t he
, 4 005 02/ 052814
gec_sl_/sgggll 44%?3@ i nc 1}5@8 %é%]g F'i%%% rE %ﬂ%ﬁ ’ﬂ?]f#ﬁgﬁs & ‘g'ﬂﬁe\é\ghuent_ packet s
that send t'ﬂ%nﬁ’t@ﬁc&d se.rvemsmqas rngn.#a? RURRERARH bk SchEllnd0  SM L ch 1510

has sufficient resourcés to process or e nessage,’ and thus

accept s { e cRBNAEIRIYY 1o EAUE Ho swtBiing AEILA fardd RultB SR fEsdaf@IN t e Cli ent

via one or nore additional s packets.” Content Dase t hen

per f or ms 5COBE wdtkadian ahils Hkd 66liREg fiit tdtPancBESSage by conparing the nessage
or XML data to one or nore pr edeterm ne patterns or val ues. For exanple,

the pattern ~ To-SBonkshhbdimentsiof iﬂégkéb&ﬁdw&ﬂtiohbﬂé spbdifealiMiusttafed Or nmessage nay
i ndi cate that the nessage should be directed to or to switched to server

S1, whi ch hawd/@miesdibedlohreis.sHobevkf) ithilllbelapprbiaiet thabmbiificatidfyand and i s
detecting or listening for connections on port nunber 80, which is a well
known port flaﬂatlm'thheSmsmnnvbﬁhoaMmereﬂ’bymemven@dmagmandwﬁhm R

the purview of the appended claims without departing from the spirit and infended

10 scope of the invention.
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Is S1 90.1.1.1 80 To = bookstore.com Because the received nessage natches
the pattern "To=Bookstore.conl', the switch then changes the desgji '
address and port nunber to 10.1.1.1 and 80 in the packets, resg§6P?®%F§?¢5)
and forwards the nessage i'n these one or nore 20 packets to switch 1515.
Alternatively, switch may output the nessage via one or nore packets to a .
di fferent physical port directly to the server S1. Swtch 1515 receives the
connection request packet that includes the destination |IP address of
10.1.1.1 and port nunber 80, which does not match its configuration. Thus,
swi tch 1515 Whatweglsimed l'e connecti on request and the ot her 25 nessages
forwardi ng the nessage onto a server. In addition, the nessage may 42 14
June 2005 WO 024 0% @dArdiisbokiphdihg4638 pass through another switch that may
direct the nmessage to the appropriate server based on |IP address and port

number .  Event yakli¥e coupRd WBMRRH 8 clédt hn & §@04, the AevitdHaRhigactosifiguradon, G. | n
this manner, nmultiple content based switches may be cascaded together to

nandl e the Suitolfivla st id @edfino ed}ackBSHAYS frocesd thdhaBgpaCt i on,

whil e al so providing fault | erance. Several “enbodi nents of the present
i nvention ar LI L. | t I %ﬁﬁﬁ%ﬁ hovever,
it wll be 3p5r§§§§%‘?é‘g€4¢%¥%ﬁ# |géfﬁ8%§ﬁégdﬁgﬁat\gfga?ﬁ%a¢?ons 0 th %f pr esent
i nvention are.coyer,ed by the ove teachings and wthin i of the
ppendeq i St CRteR ot R grachR Drueapnr e S oS R OL e Of
the invention. 43 14 June 2005 Wsat is clainmed is: .

or more fields that are different from the received packets.

2. The apparatus of claim 1 wherein the device comprises a device to forward the
received packets with the one or more fields and the message that are unchanged if the
one or more fields of the received packets do not match the configuration of the device,

3. The apparatus of claim 1 wherein the device comprises one or more of a
validator, a transformer and a content based switch.

4. The apparatus of claim 1 wherein the one or more felds that match the
configuration of the device comprise a destination [P address and destination port
_ number.
S An apparatus comprising:

a plurality of devices coupled between a client an a server, the devices having a same
configuration, the devices to receive a message via one or more received packets and to
process the message only if the received packets have one or more fields that match the

~ configuration of the devices, the devices to forward the received packets with the one or
more fields and the message that are unchanged if the one or more fields of the received

packets do not match the configuration of the devices, the devices to forward the
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1. An apparatus conprising: a device coupled between a client an a server,
the device having a configuration, the device to receive a nes§aqaNe®

or nore received packets and to process the nmessage only if the recelve
packets have one or nore fields that match the configuration of the

device, the device to forward the processed nessage via one or nore packets
having one or nore fields that are different fromthe received packets. 2.
The appar at PEocssscd gpssea viaoae ef morepackgtsliaving opepr mavedioclds b preditfgenitor war d
the received packets with the one or nore fields and the nessage that are
unchanged i fronhibe revaiyedpacketse fi el ds of the received packets do not natch
the configuration of the device, 3. The apparatus of claim1l wherein the
devi ce conpri ses6dfte appamatus of dbines whatindhe plorality dfidavisésmompriscanpluzalityont ent
based switch. 4. The apparatus of claim 1l wherein the one or nore fields
that match theatidaend i gurati on of the device conprise a destination IP
address and destination port nunber. 5. An apparatus conprising:. a

plurality of devyceg ippuitusof Q8 eRNerdin Gl 187 ond Bf B AIMRKs conlpiselayi ces
having a same configuration, the devices to receive a nessage via one or

nore recei vegidackeal. : %&@ ‘{&%&, ly if the received
packet s havg‘gjone or trgrlgre it% adgi&lf[e at %%%c ﬁ%ﬁaggaﬁ?{)gurati on of the

devi ces, the dey _ r IV C i A Or  nore
fields and the %@QM@%%%@&P?‘?faﬁ*ﬁ@@%‘&%‘#ﬁsé%%@%?‘a@ of the
recei ved paxﬁ%eéﬁ do not match the configuration of the devices, the

devices to ¢ e 44 14 June 2005 processed nmessage via one or nor e
packet s havi ng %ne or nore fields that are different fromthe received
a

packets. 6. The Sapparparabussf clam g whereia deashonand thy FRgHS GPMBIEPP R es

conprise a plurality '
transformer to transfonm the message from a first format to a second format.

10. The apparatus of claim 5 wherein the plurality of devices comprise a plurality
of switches. '
11, The apparatus of claim 10 wherein at least one of the switches comprises a
content based switch to switch the message to a selected processing node or server if the
content of the message matches one or more predetermined patterns or values.
12, The apparatus of ¢claim 11 wherein the content based switch comprises a
~ content based switch to switch the message to a selected processing node or server if
| business transaction information in the message matches a predetermined pattern or
value, |
| ~ 13. The apparatus of claim 5 ';vherein the one or more fields that match the
configuration of the device comprise an address.
14. The apparatus of claim 5 wherein the one or more fields that match the

configuration of the device comprise a destination address.
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of validators. 7. The apparatus of claim®6 wherein at |east one of the
validators conprises a validation accelerator to validate XM 44c)imetDrs
nmessages. 8. The apparatus of claim5 wherein the plurality of devices
conprise a plurality of transfornmers. 9. The apparatus of claim8 wherein
at | east one of the transfornmers conprises a transforner to transformthe
nmessage froma first format to a second format. 10. The apparatus of claim
5 wherein the pl dfMtictapparitusiefolainss whareinitheeong opmgredigidsythat gratchihe ches. 11.
The apparatus of claim 10 wherein at | east one of the switches conprises a
cont ent bas ecnfiptirdtioh of theslevittonigize ndestingidort aldrssaiddestingtion prbmuileg node or
server if the content of the nessage matches one or nore predeterm ned
patterns or val ugs. Thédppalitas el 3t vteréih 110 e @ ihbrefividsehat ntalch thont ent based
switch conprises a content based switch to switch the nmessage to a

sel ected pr pgfipatdiion 0PHE de¥icso@miPise h Hestibtidn 1038 dredsA8 d&stingtion paitor mat i on in
the nmessage matches a predetermned pattern or value. 13. The apparatus of
claimb5 whepsif,the one or nore fields that match the configuration of the
device conprise an address. 14. The apparatus of claim5 wherein the one or

nore fields that | gqur.at I | [ a
destination addrle@?lgQ@%ﬁ“ﬁﬁﬁ%gw&#ﬁéﬂ%@%@é%% ci g]?e% 5 wherein
the one or nore fjelds,that match th onfiquration .he. devi ri se
L Geot ot | OMEEMaHER & i ire B Tated 4iesfiion T dess tnd foclitifioR Gk oL |
claim5 wherein the one or nore fields that match the configuration of the
devi ce conpfit Eich thedeyicesare angenting seppestian seguestfest i nat i on port

18. An apparatus comprising:

a first device having a first configuration;
a second device coupled to the first device, the second device having a second
configuration;
the first device to receive a message via one or more received packets and to process
the message only if the received packets have one or more fields that match the
configuration of the first device, the first device to forward the received packets to the
second device with the one or more fields and the message that are unchanged if the one
or more fields of the received packets do not match the first configuration.

19. The apparatus of claim 18 and wherein the first device to forward the
processed message to the second device via one or more packets having one or more
ficlds that match the second configuration.

20. The apparatus of claim 18 wherein each of the first and second devices one or
more of a validator, a transformer and a switch. |

21. A method comprising:
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nunber. 17. The apparatus of claim5 wherein the one or nore fields that
match the configuration of the device conprise a destination |{4a/fHeID05
and destination port nunber on which the devices are accepting connection
requests. 18. An apparatus conprising: a first device having a first
configuration; a second device coupled to the first device, the second

devi ce having a second , configuration; the first device to receive a
message via ofenfguringrdevigsei ved packets and to process the message only
if the received packets have one or nore fields that match the

confi gur at i on reseivings message afjthgidewice visone prmpregeckiele to forward the received
packets to the second device with the one or nore fields and the nessage
that are unphmesbg thd medsageamty if the racaieedipacietidiané otenr mare SeMe thapmeiiet s do
not match the first configuration. 19. The apparatus of claim 18 and

wher ei n t hetifd configitativnes tHealetioe;wadd t he processed nessage to the second
device via one or nore packets having one or nore fields that match the
second conf i gurvaidaid theflocebiia DRBaf A dIonedr R @patkdShaving eicoreaedfields t he
first and second devices one or nore of a validator, a transforner and a

switch. 21. i B uiIRAnE BOR theveRlvedificikds. June 2005 configuring a device;
recei ving a nessage at the device via one or nore packets; processing the

nmessage only if . j RACKE Ii]ﬁl\f ne ﬁﬂﬁﬁdﬂ et mat ch
the configurati o%fgyégﬁewdgﬁlce; aér@ orey%a"ir}L n%ﬁ% e pr ogg%ésj%&él‘bﬁ%ssage Vi a
one or nor &, PRGKFAR tlahh BPmORTiels 478"t dhiShe that are unchanged if the one or

more fields of the received packets do not match the configuration of the device.

23. The method of claim 21 and further comprising:
generaling a response message;
receiving the response message at the device via one of more pacléets;
processing the response message if the one or more packets of the response message
maich the configuration of the device. |
24. An apparatus comprising a media having instructions thereon, the instructions
resulting in the following when executed:
configuring a device;
receiving a message at the device via one or more packets;
processing the message only if the received packets have one or more ficlds that
maich the configuration of the device; and
forwarding the processed message via one or more packets having one or more fields
that are different from the received packets.
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that are different fromthe received packets. 22. The nethod of claim?21
and further conprising forwarding the received packets with thé#dehmne2005
nore fields and the nessage that are unchanged if the one or nore fields
of the received packets do not match the configuration of the device. 23.
The nmethod of claim21 and further conprising: generating a response
message; receiving the response nmessa t he deV| ce Vi.a ofjor e
packets; process?%ahﬁﬁw §§g§E&PF mﬁ%ﬁe pac ets of the
response nessage - natch the conflguratlon of he de ﬁé? An epparatus
conpri si ng packeiivithiibseneprmnse fields pukibe mee § resul ting
in the foll ow ng when execut ed: conflgurlng a deV|ce elving a nmessage
at the devi mereficidsonfdhaneceivadpagkatidn mpt metohdleasconf %@g%‘éﬁ'?eonl y if the
recei ved packets have one or nore fields that natch t he configuration of

t he device; and forwarding the processed nessage via one or nore packets
havi ng one or nore fields that are different fromthe received packets. 47
14 June 2005 25. The apparatus of claim 24 and further conprising
forwardi ng the received packets with the one or nore fields and the nessage
that are unchanged if the one or nore fields of the received packets do
not match the configuration of the device. 48
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