HARDWARE RESET BUTTON EQUI VALENT SOFTWARE RESET METHOD
FOR NETWORK DEVI CE BACKGROUND OF THE | NVENF-ON—F+-et-

of Invention: The present invention relates tg —_—
function of network device. In particular, |tmmnﬂmml\“““\\“\
software based reset nmethod which helps adm ni'strafor

to recover the network device when | ogin password or
IP is forgotten. The whol e reset process doesn't need
ressi ng hardware reset button. This is of great
HARBW@H% EErBUJtT&bNrE@éiIMG«uENE\S@ETlWABg\RE EdchsTHOD
Point. In such deMOEeNERYORBeDEMICEON is normally
hard to reach. Description of the Prior Art: Reset
function is to bring the network device to a known
state or factory state(factory reset). Applying reset
or factory reset to a network device is sonetines
unavoi dabl e for network devices. To nanme a few of the
scenari os BRCKGROUNDWOF THEINVENTIONO
password or loss of IPis nost frequently encountered
scenari os. Wen this happens, adm nistrator needs a
MaM of taveRBéRr € the device to a known state. Mst of
net wor k device vendor provides a reset button to
Hemrese® ipyangon saléss threset Sanstipnpf nepyark devige; ngparticylar, it is a software
based reggtwethed wyhigh h@@s Rdrpipistrator legecomerithe xgzgw?r& &evieg whepflogin password or IP
is forgofesict ory, hence the name factory-reset. The current
I ndustry relies on a hardware reset button for reset
Bhe whekerresey proeasedoesitneed gressipg hardirg resetuiten. dihisfis eflgreay
importapqg feyiqugHoor nedwork dedcd likgoliFi Apseisy Rerintelntsuch devich, the reset button is
normally hard fooiepelint , t he network device like WFi AP is
installed to a high position. And nost likely it is
Draedptian ofshecPriod Artt he out door network device industry,
anyt hi ng exposed to the outside has to be carefully
Rpseti fypréign Sdo hyng he petwprkidesice cplinownsiate wffacyay etptefpcsery reset).
Applying meetsas dastdry fesetpp a nétworki demicofs sometgmesrunayaidpble foometiperk devices. To
name a fepgd the seenatiprethftdéade (o sugh spsragion:dnss of passwird or leseof IP is most
frequentyygncountared scPrapivs.des a reset button that will not
affect the water proof requirenment by carefully
Wbei thisddppens simigistratPr ueeilsla way togsstdre thetdevine fordindentstate. Most of
networkglggicegenddiyirevides @irelst utton tuadiiers thosf Wep pssad farestin time, the
device il tgb backtto theglatesis ghest oBwf factoryrhkies themame ésatry-fasetct i on
very inconveni ent. Adm nistrator needs to open the
Besunentirslustesrelieson afhacivwareresee batontfbraregtew fagory rédat funétioa. But this
faces diffasily irbatdoononsome irdiownertvaotirhent.iln doOenvaommeng ninentworkldevice like
WiFi AR laénstaliedeto abught powitiod. eldfmasslikely it is hard to reach.

In the outdoor network device industry, anything exposed to the outside has to be carefully
designed so as to meet the requirement of water proof and security. At the time of this writing , vendors
resort to the following solutions for the reset function:

e Provides a reset button that will not affect the water proof requirement by carefully designed
casing.

e Provide a reset button inside the casing. This avoids the hurdles of exposing reset button to
outside. But it makes the reset function very inconvenient. Administrator needs to open the
casing to reset or factory reset the device.

e Pull the reset button wire down to the indoor environment. Then the reset button itself is
reachable to administrator.
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reachable to admnistrator. There is also a login

controlled software reset function in nost network

devi ce. But user can only invoke this function after

| ogin. This nmethod has no use when user forget the

account information and IP of the network device.

Because it relies on user nane and password for

verification, it can't replace the hardware button

The invention has been carried out in view of the

current solutions and limtations. The objective is

Thereripgbaz bginlventnaled weltveare esa@tfuristion mmast bdiwortkalesioé. tBuanser can
only invblgestbid furetibroaftes togars This neettoid dhag iveuse adbew aser freget thercemoeinformation
and IP ofithd netedtodev o Resaust itaeliea oo nseadaraniraigesseford for gerification, it can't
replace thatigdtvarebuita. t 0 al | ow adm ni strator to factory reset a

network device renotely just like a reset button is

The éissmithn HAE bdentchigieé butrih natvi ddrtheahirrenthalndmRaed bnititains. Tha
objectiveisttel eplace the havdivkredesét ington ovith thebseftearsibhyed mesteidad a$ o@Nvid the
above ingonvienigiiarand eedpeet @Ets.even when password or IP is | ost.

THaenagdralivaange sf thRGe@ntioh i@ td@lotVidmenistRse to AufohyOlset a network device
remotelejybti lika b @dsbt tuabi Wt sddava tiieasiatinadeh bP4hadvedre button] &Eoutdoor
networklievibOcbuliseteafilyaudetid fionCarSiadddr eyplter@lerS@BAM PabsvorSor IR is lost.

har dware button nethod. There nust be a way to ensure

THa@halRAges faddbyh BArd bR r&et bi@bn BANRIIAE SEGRrd Kiséd¥8sct RS@bd are:

utton can mak; successful reset using this nethod.
1 Peipdais pide feshunsdat bevases © bttog "Bé'lﬂ{a Bere musi
@&vﬁy&ge%{eé af on _ad strators,that haygacersso thar etd:ﬁltton cdn make a
ceesyiyrepet wineviys methof Ahervisg, thisarathadegn e pasilspsed as ¢ Reny of
AR this reset could be to recover the
2. PRSSMYdtusidt réTi bh 9hsweld omali@dlioR 36 5 ekt dequast. Slede@Rd purpose of

thi3 @esefV DS € reSSIYMARYadshvortittmy! NI XM gloR passil@Fd sy defeat the

mAefseve the said objective and neet the challenges, a
new parameter: timng is introduced to the reset
method. This is the key concept in this invention. The
fact that a person who can press the reset button
SUMMARYoOF THHE INVENEHON f/ on the network device
gi ves us another way to verify that the reset is
request ed by an authorized person. Instead of using a .
, Ingrdeiierashigyf thesnid phiestive ardinget thewhallengss, a/aay parameter: fiming is
introduced, foth$ resft gleggadaﬁhqs hthe keyi hcepbin this inygntjog. Fhefagt that a person who
can presg g gesst buttpn shouldglsopeqhledo pervar of/andhr netwerk detisfegiyesdis gnother way
to verify:ty gset i rpqueeed yjan authotiged ReFseB- t hat t he sai d packet
Is received must be within a preset period from power
 Ingeadqkysing Thadyars bpttqsy Bie @resent grvprtiogaise 2 penditions asgnrigdication for a
valid resgt gguestr om t he administrator's point of view
I. A valid data packet containing the reset command is received.
2. The time that the said packet is received must be within a preset period from power up time.

The reset process comprises the following steps from the administrator's point of view:

[a—

administrator power up(off followed by on) the network device

2. administrator run software reset utility on a computer that is connected to the said network
device.

3. The said reset utility will transmit reset command packet to the network device . The
communication between reset utility and network device is based on MAC address.

4. The reset utility will feedback the result of this reset command to administrator.



1. adm nistrator power up(off followed by on) the
network device 2. adm nistrator run software reset
utility on a conputer that is connected to the said
network device. 3. The said reset utility wll
transmt reset conmand packet to the network device .
The communi cation between reset utility and network
device is based on MAC address. 4. The reset utility
wi || feedback the result of this reset command to
Téd metwioskt deattco will RavEhadask eerwinrgdraie bégirming fiof thisaest Banctamklt will go
through thgrivllomgng stepm begi nning for this reset function. It
will go through the followi ng steps. 1. The initial
1. Rhetnifal fsetnp far distem tot datadmtiet packatdd byahesaat efdwbie reseeutiiay. d
2. 16t upame forabedevirkiid within c&tain gredehpgeriop, it witklistanrfot thereset data
pelehei. Aevalig rasettdatarpaciest tvill tigperelsetetvp@k idedse totdowskt(orlfacsdre Feset) and
rélawt.t he reset data packet. A valid reset data packet
3. Ifuihk lup tife forahe ddvire Retcaty dertai@ prese atmutpthe @8R iMilDsilch@e beddlysed. The
nieegel fevades nohabfidttiondontifues.he up tinme for the device
exceeds certain preset anmount, the task will silently
The seposddtateldigzram €ratinknit@ior aebnebOsrR@byiediis Gius@ated in figure 2 and 3
respective®t i nues. The steps and state di agram for
adm ni strator and network device is illustrated in
figure 2 and 3 respectively. BRI EF DESCRI PTI ON OF THE
SEVERAL VI EWs OF THE DRAMVNGS A preferred formof the
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envi ronnent where this reset nethod coul d be used
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reset a mork eV|ce
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153 de%é d{féﬁvork device.
the pre era |nent mn e exp alne ase

t he acconpanylng dramnngs . It shall be apparent to

one skilled in the art, however, the invention may be

practiced without such details. As shown in fig. 1,

network device 1, conputer 2 on which reset utility

DETAILEDDESCRIPTIONCOF THE'PREFERRED EMBODIVIENTS

and 2 constitutes the environnent where the invented

reset method could be used. A conputer 2 could be any

16 @i fooviiR@lesbidstion, theproRkdbld dMIBUIRGEWAINE &PRinkd Paséd on the
accompdn§m@ldraihgs . Udshall B€apparent to one skilled in the art, however, the invention may be
practiced without such details.

As shown in fig. 1, network device 1, computer 2 on which reset utility will be run, and network
connection 3 that connects 1 and 2 constitutes the environment where the invented reset method could
be used.

A computer 2 could be any device that has a network interface and can run a reset utility. The
reset utility will transmit the data packet when instructed by administrator.

A network 3 could be any LAN switch, hub or just cross cable.

With the setup environment ready, the administrator can reset the network device 1 following
steps in fig. 2.



reset utility will transmt the data packet when

instructed by admnistrator. A network 3 could be any

LAN switch, hub or just cross cable. Wth the setup

envi ronment ready, the adm nistrator can reset the

network device 1 followng steps in fig. 2. 3 The

first step is to power up(off/on) the device. This

step serves to reset the device's internal up tine

Therfust.steplid tooproveavp(Ofi/omibe dprdcec bhid aicp extvasite reset theedey e’ ninternal
up time {iners étll apertiormintis be toraluded ivghinicsrtaip prefay time tafiergke davicd asoup. For
those ourdeprigtwkorll devicms shat hupport Bpwer@vePbthemeOFbis c&iléhbe date in thiiingloor
environrggnti byl pldeowd emdeplugintthecabledoor  envi ronnent by pul | out

lffég I2rﬁs tlﬁ%teﬁ@p the% 1t$' nl"lg %ft? w% rz?han'ﬂ%orﬁE Fe@et request
commarsfi%a K0 ’lt}h agk%tc‘@hl é&\ia LIOX'(m it-l 51 Vlé’gl an ev1ce for the
command Eﬁ odlf %ﬁiP/IIﬁ % %Sﬂcat same protocol
as the lo 1?1% 15 lfe (p Yio Q)Je%? lg%oqt r\éée?ﬁtllﬂg ?erroadcast
UbP pac tt 'ﬁr %et or cna?rnrrunl ca | t can use t he sarre
Smnﬁ Udldbedba@k thh@swlbtglarimommmtoo bh ¢ snassfuliesneftthorset Gpezation.
exanple for the reset utility would use nulticast or
broadcast UDP packet for this reset commuand
Qry netrgork devieml, tistintorngl agkivity disgsaib aciklustistedrag s fig. 3t After power up, the
step 7 inggtwank devicet lowillde caiied gutceeths hetvedsdevisk 1tchield listgm for reset packet that
would be geneertiddry.resehutidigt. wor k device 1, the internal activity
AT LIS AR, ot 1B Rl il i
So the network device 1 could listen for reset packet
o If hapres¢idiuniog Gwirgesian danstiony, the getworlk davice y wilAjuselog this event and
silentlyi eafl thisxepqs related tage Rlorheal ifignstign of the devipeevill contivusst at e
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is received as in transition 11, the network device 1
will carry out the reset conmand accordingly. And
normally a reboot will follow In transition 11, the
recei ved reset packet will be checked based on MAC
address information for validity. Only a valid reset
command will be carried out by the network device. 4
What is clained is: 1. A software based reset nethod
that conprising: a reset utility that generates reset
request packet and runs on a conputer which is
connected to a

action.



network device and a software task or function for
accepting reset request that runs on a network device
which is the target for the reset operation and an
algorithmfor identifying a valid reset request packet
by conparing user non-configurable information inside
the reset request packet with the information
contained in the network device and the follow ng
steps: powering down and then powering up the network

VVhatdSWBthngchuir sendi ng out a reset request packet by
reset utility, identifying a valid reset request
packet by the targeted network device using the

1. Aﬁqﬁﬁ&d*ﬁﬁdmﬁfﬁﬁ&bdﬂ@t&hﬁnne@mork device to settings

r@fé Eﬁlt? fut g ?ng IR S ar iR g B A FREMLRE f Sected 05
XF 909997y generates reset request packet including
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ori mI’orl entifymg varld res re cke by comparin user on-copfigurable
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erein neans the task or functlon W | Ilsten for
the®bwinggteest packet. 4. The nethod of claim 3,

P tains MAC
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pabkstei n the algorithmidentifies a valid reset request

2. MQMOdm%ﬁ rp(l)t\bheréﬁl thtelggd b&lstq}@{l&}y\é%ngrg@g}egétqgh%e§$§ckgtthludlng
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3. Jhe Tpeduaf gt s RoreiBdbs sgjdrsofpacs sk of factionnydl oply icttective state
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4. THRIMSEKARTSRIN B Owkeeif Hafshig WeaPleQuddy pdéR& cohtBinPMAXEadAfess of the
¥erk Gevice and configuration parameters.

5. The method of claim 1,3,4 wherein the said algorithm makes use of the said network device's
up time and MAC address information for validity check of the reset request packet.

6. The method of claim 5, wherein the algorithm identifies a valid reset request packet when both
of the below two conditions are met:

- a matching MAC for the network device is found in the reset request packet,
- the reset request packet is received within certain preset time range

7. The method of claim 4,5 or 6, wherein the said reset request packet and algorithm can use any
information not supposed to be configurable by user in place of MAC.



