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systens. and net hods. for processing comruni cations and nore particularly
to systens @}ggﬂgds for filtering 5coi nnuni cati ons, P(':'Qu%iﬂﬁ‘ﬁm%bﬁft ronic
nil filteri U ry, nost existing.systems are ainmed at tering i ncom ng
nmessages. Cent ent policy conpliance (e.g., conpliance with corporate
or.goverbanctital policy) can be an i nportant consi deration for conpanies
in viewoffite increasingly el ectronic character of ixnpprtant

conmmuni cations and 10availability of a variety of electronic comunication
t echni ques. Itt acetirdance with the teachl s disclosed herein,
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forward a communi gat r ion atile
content and at n{%%? Bﬁ&gﬁﬂ%ﬁf‘“# fg&lr’e%&%ﬁplaﬁ‘%g%&%%né%%“%l'saa%é&%gs IQ%lt | EF
DESCRI PTI ONTIGFing HicoDiRaMh bi@Sses. Lonterﬁlp&my coppliands| (oek cobplparvilpi cting a
system f or %}?&%&L ng;a&\fcf'ﬁ@l ﬁa?c ? 299 eet?ﬁia g&rtan?&ﬁ{q;d%raﬁﬁ W Kmpanies in FI G

2 is a bloc ng. a conp ce systemthat has” been
view-of iltw mcreasmgiv glgotronic charactw of zmpariamt cormpnumications and

10 availability of a variety of electronic comm anigation technigques.

Ta acetrdances with the teachings disclosed herein, methods and systems-are.
provided for operation upon ong or more dags processers o filter communications in
gocordance with content based policy comspliance, For example, a method and system
car incinde: dofinink a classificuation associated with the confent of a class of files;

15 receiving aset of characteristics disfinctive to the classification; wherein the set.of
characteristics has been derived based npon the set of files; receiving 4 rale defining
the treatmuent of content. substantially similar to the set of characteristics; and, wherein
the male defines whether to forward a cmnmuﬁicﬁti_m to a repipient based upon the
classification of the content and af Teast ong of the recipiont or fhe sender.

20

FIG. 115 a block diagram degwtm« ‘2 systern for handling fransmoissions betng
sext Qver R network
FIG. 2 is 8 blovk dingram depicting a compliance system that has been
25  configgred for classifying files and spplying policies. 7
FIG. 3 is 2 block diagrawi depicting a compliance-system opersting on a lovat
compuisr, '
FIG, 4 is a block diagram depicling a compliance system: that has been
configured for classifying fles based npotia combination of analysis techniques,
30 FIG, § is a block diagrany depicting a compliznce systein that has been
configurad to use-existing content fo develop characteristics assotiated with a class.,



25configured for classifying filos and appl yi ngpolicies.
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policy.5 10FI G FIB 8isa Soptlpwcdricking epppritivgaireasep fen Hawinzcoeisat i o for
filtering- ﬁ%@@gﬁ%@%ﬁ&%%& ORLRRLiRA? B BRbkGY kAShaidEs 11 is a

fl owchart dan operational scenario. for corrver

t1ng

ponerated bagsed upon & set of related fles assapiated with & classification.

FIG. ¢ is & fowchart depicting an operational scenatio for genetrating content

based policy compliahos usihg acesss control rights 1o generate policy.

10 FIG, 10 is a flowchart depicting an opergtional scenarfo for filtering messages

based yporrcontent based policy(ies).

FIG. 11 is a flowehart depicting en operational scenaric for coirverting

comrmunications frorn mudtiple-formats and/or Tanguages into a commen format,

andéor Janpuage and distiiling the commmication into metadata describing the

15 cominupication priot to parsing the message for any content mafch.

FiG. 17 is a block diagram depicting v server access architechuze.

FIG. 13 is a block diagram depicting another server acoess architcoture,

RETANED DESCRIPTION

20 ¥IC, 1 depicts ai 100 a system. for handling transmissions received over a

network 1310, The anspoissions can be many different types of comminnications,

such as slectronis mail (e-ruail) messages sent fidin one.4r more messaging entities

120, Thesystem 100 uses 2 messaging policy comnpliance system 139 to help process

the communications from an originating systern. 120, The messaging p

clicy

25 compliance system 130 exumines charheteristics associated with the communications

from the originatihg systen 120, and based upon the-examination, an action is iaken

with respect to the communications. For example, & conmmunication may be
determined o be legitimate and thus the communication. should not be filtersd by the

messaging policy compliance system 130 and instead provided to a recetving systent

30 148 for delivery to the ntended recipient.

This distlosore reldtes to filtering the content of packets-comintficatéd over
the netwerk based upon & classification associated with the communication. It sheald



comuni cations fromnultiple-forinats and/orlangti ages into a comoi

format. and/or |anguage and distilling the connituiicatiou into netadata
describing the com ntm cation prior-to' parsing the nessage for any content
mat ch. bl ock di agram depicting a server agCess, jtecture..
FIG 13 |Svg]2§(fm§%§8dl agrani depicting anot her server accessmgﬁ’(k: ?ftecture
DETAI LED DESCRI PTION 20FI G .; 1 depicts at. 100 a system for handling
transg$ssi ons received over a network 110.. The transm ssions can be nmany
different types of commiunications, such ss electronic mail (e-mail)
mesSages ' simuxti‘mfe|bbmnﬁhmtwtﬁhmudmo@m8§agnér@nemiwdmﬁe@a&!:2@12&15%1 yst em 100

Us
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communi cat Long, f b}%eHbQ gxc& 0&3%'&:&1&*&%'0{2&8& §Leﬁk delkQoisAHHRR %ﬁg

uporlthoexam Nat | actionis ta respect” to
comuni&at ﬁﬁmahlﬁ&rﬁt@)@nﬁ@W®f@mﬁﬁYm%mﬁmﬁ#*ﬁﬂ@@t%“éi%t ermned to be
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nmessagi ngpdl i cy conpliance system 1 instead provided to a receiving
syst em 3014erairenisariichunyrate i W@ﬁ%ﬁd@éﬂp%@éﬁﬁ%‘?ﬁ@ another. HqWeyek| j sdi esure

rel ates toaﬁbﬁaﬁﬁm&ﬂ; b i RS8R &ﬁ%ﬁ&@é@ﬂ%@{éﬁhﬁbﬁﬁﬂﬁﬁl&@b&%@ﬁ tehe net wor k

based upon a €l assilleation..associated with the connn eation. It shoul d
t her ef or eb@EHERFSEHEE riaforenion. eohthirR RO dA FIPRPY ’lﬁ‘g‘émé voi ce

over 'mer@seﬁwpg&hp%ke:(a\é@uﬂn%Qﬁgaeﬁmmmtaamxmma@m@@aﬁﬁwl) f| | e
transfer protocol (FTP) %ets ertet t ransfer-proto

et o PR 1 peRetse b e RIS TR S PRy BB S L o

orsensi ti vgnGont ﬁﬁip:énts&ﬁ%es&@ﬁd’tﬁ&iﬁmlﬁﬂd tinfeageiddiin batsmiingnHostas) can be
oo oo S Bl et sl PP e B
operate, tqefiofRoaivtieeithinndepemntatitity of one anot her. However,
Lpon-tho. per son TasteEeet RaRmisnar Haryish ol oty SR, on based
t he i nf or mptdperiy .0 sghetdug Henmarieong Slearipad ;leas,am ongjading aam: on may not
want engin %Sc m&zis, Q&E&Q:%mimgs, images, drawings, smong ofhers), 4 messaging policy
pompliance systeém 200 van be configared with-a message content classification
program. 210 as shown in FIG. 2. A message content classification program 210 can
20 use one or more message classification techniques or filters to classily miessage
panient;
The messige content classificetion program 210 andlyzes the content of a
coramunication (infersled fo travel across the hstwerk To a recipient) in order to
Slassify the content of the commimication. However, it shouid be understood that the
25  messaging policy compliance system can also inspect inconting comimunications
before disiriboting the communications to a receiving system. ‘The messaging policy
compliance system 200 compares at 220 the classification produced by the messuge
content viassification programi 210 to-a set of one or mors rules to determine whether
the message is in compliance with policy.
30 If the curminunivation is in contpliance with the organization's policies, the
comnmunication 18 forwarded to a récipient via the nétweik 330, However, ifithe
commmnication is not in comphiance with fhe organization's policies, the



di scl osed to persons outside of the organization. Thus, the organi zation
desires to limt the recipients of nessages that intilude content rel ated
to engi neering. However, traditional' filtering systens &mt provicle.an
aceurate c L5 ion of content being sentiolfrotn 1.1 hi-nan
organizatigﬁfi%g#%ﬁ%ntnease. t he accuracy ' of cIaSSifyyﬁgb%%ﬁ%%ﬁvP

associ ated 'with nessagps properly (e.g., engineering film Marketing files,
|l egal files, etc.; including text docunents, Voice recordings, inages,

draw ngs, anongothers), messaging policy' corntAiance system 200 can be
conf i gur ed sairiRRigsEos SeRatBiRt clrepRyd atesily icadniivistrgpogamdediBiggnts hown i n
MG 2, A MEIRR9EmEBHL ok ARRMERb) BRUPIRR GhBr addk SRRARUBF ONe Of

nmore nessage assl |_cat'| on tec ques or T ers to :'C|‘a.SSIfy message
content; TewmplsHtpingewehmdrassitrhonn Jivpmeyeeaiicias Pramsingzes the
content of é&t&ﬁfﬁhﬂf}%ﬂbﬁ@féﬁ@ﬁg?ﬂe@a @%ﬂﬂfe;-&&axgldﬁﬁg@e@@r} Sappetwork to a

recipient) in order to'classify the content of the conunimcation. However,
it shoufd becssHEer<HsErRIpERale FEODSREESTaNISHY 2 porPiapee vapHIM K EaYEt em can
al so i nspeqfe rRGAELA Shaf QIIHRICALL SRS DR ERNRIedbddeRingld G- drhe conunuti cations
to a receiving system The nessa IB &C;J i cy conpliance sy_s.q[ em 200 conpares
at 220 the @%gﬁWﬁﬁ%ﬂVM%ﬁ{%é' g”: Y& AROTHY G CHSHeA CAE I £ i cat i on
progr am 210pkiadd soaffiei® 208 Mg TP BQidist] Benb9prihentiiie Bhet Aedlicihe nessage
is. in conpliance W t'h?'JC)Q'I' | ca/,.\_BOI f.phe comunication is in conpliance with
the organi ZSt§hdReECRBrrCTERP 'Ii‘*ﬁé‘“‘%ﬁﬁh‘ﬂﬂf A F BHAPETAOR IR EED to, a

reci pi eat via thgidieh Pemien 38610 cotiwai¢aion ik hotih eonpliimuaiviBticon ijj f

conpliance with t.heorganization' s policies, . the comyunication,.is
GuALtur i B GEDRA A G 1 § e B S PR AP B o BT FPRBIS ent , or
t al es sone:witide paiddy(ies)and e offick sdsmatiplic hymivhipiokti@4tay tiieked{d g ons can
indliide, for exanple. strippihpg. c.ontentandier an.atfachoent of the
nmessagebef o&%@%”r%‘?aﬁﬁﬁ%f fﬁc‘ uéﬁ%ﬁgﬁw g’lt kaé"ncc? F%‘fni‘?ﬁag% %Deuﬁr}gngs age: before

f or war di ng, auttedsiyaliiededaceribyohe hiksaghespdyy compligich eysapplép sichitatdict i ons in

responsg to, a conpld ance vielption bt shoul e, under.st hat automatic
encr yp?‘? on *@glpg‘?%ﬂﬂ%e r 5 aﬁ“gg{“ghsg}g gcﬂéaé}. %g&gﬁmaﬁ?cg% gg{%é&gg%sb oval to
encrypt. Momew:de jraiaditrondet b cedpd@e hpriswritngelituyihéon. anotificdoopl et el y
ant oni ati ngihe.. .51 081 0..en t 1 £ Lent. | evel

i n:accor da%%’:eggﬁgfﬁ ‘%%?‘F%@ﬁ‘é’ﬁa%\fm&?hzéﬁﬁﬁ‘gg‘% m%%d ’l&a}g‘fr?n[ﬁ %f’%s{?%%t?%ﬁ %5%3’%?' £c')Ii‘/aI . AGf
only. a por tnafifioutysicheedssnivinipic S feomtiv Sy rotysiem adovipisiraprcenbe rottled

dircetty by the messaging policy compHance systern. It should be understood that

20 there are numerous ways 1o manage a response to policy viclations, sach of which is.
infended to be included within the scopeof this disclosure.
Anvther example of 2 racssaging policy compliance system is shown i FIG.
3. For example, the'messaging policy.compliance agent 260 is located on 4 user's
computer 268. Io addition'to the messaging policy compliance agent 260, the local
25 computer 268 can include s conmuibication client. 270. Tt should be understood fhat
the communication client 278 could be integrated with the messaging palicy
compliance agent 260, in some examples, '
Upon receiving & message from the communication client 270, the messaging
policy complance agent 260 would use the message content classification program
30 275 to deletming a slassification associated with the condent of the cowmyeriication.
The wiessagitig policy compliarice agent 260 af 220 compares the classification
associgted with the-content of the communication with a pontent-Based metsaging



Organi zationrs policies (e.g., a rnessage.contains two attachnents

wher e-one: conplies with the policy(ies) and the other does not), the
comuni cati on nay be bl ocked (e.g., dropped; quarantined, etc.)

Al ternativgly sighsa comuni cation coul d he autornati F@f{hs\ﬁofﬁiﬂ@ﬁi ed by-the
triessoging po?l ey conpliance systenl, 200, such that it conplies with the
organi zation's pAicy(itO Mreover, in the event theta nessage . cannot he
transferred to A recipient becousenf a policy violation, a notification can
be deliVered to the originating system It should be noted that the

ori gi nat i ngokpsvideh csahl brotet biytha eyt dhaauvion iadpidtteion. Miegrthati vely, a
system adg,alshitAtcAdotaih :é&ng@tv&ifh' sﬁé&n@hﬂ%&&%@éﬁﬁﬁk%ﬁ%ﬂg&ﬁnﬁp| I Cy

conpliance:system It should bé 20there are nunmerous. waysS to _nmanage a
response t @rpdhs pynnpsrEop.oRarandadhe grogpsRionsete; o SRIHERY B8PS nel uded

Wi thin the S8oRE 6o hnddRiicoddhRGhASMERIonatity coB BE bﬁ@ﬁ%@@ﬁh Bleeof a
ittessagi ngOolicy conpliance systemis shown in 3 npl e,

] h PlG 3. Fos.exa
t hemes Sagi REPBCEiPREYAg| FHoNcesalaghmnldgy bangiuidhde %’H"t&’“ﬁ{été'r‘é s :conputer
265. in adgjdd-o8 Quld6: FeSiga0b Nl R3Ol | ance agent 260, the |ocal
25cOmput ct 265 can i nclude an ‘conut al hi cation [ t :Should be

_ lient, 270.. |

under st ood t hat IW‘P@“@WF‘P'BW”@’I“?@%*W"‘Eg‘ﬁﬁegp?}é!’yZ‘ﬁ?}e Fated with the

nmessagi Ng Peidabiy poHER RiipRHERagan oGl thy meSIR 1o o Rig@ating systerdJpoON

receiving a ngésb&gggz‘?yr bm?l?ih_e @9% cation _c%hen.tr:z,?,o,“t qeg[égﬁsagi ng policy

compl i ance 28%ehfroEbraBdraed et g’ﬁ‘ézg 8%38‘&%_ b AU ESET T ¢at i on program

30275 o debgs m-fzﬁiﬁe&b@mmﬂtﬁﬁm ?@SM@W oyi'ghlhﬁmgHSiemWSghexrof 2'[2 ge

cetritranicatjen. The rtiessaging, policy c ikari ee agent at

conpares t fg® 3’??"6’1’%‘??5\@1%%?’feé“’ﬁ’léé'@%&e?’hpbg‘g&x@ﬂ{{%& couforit of flip

conmmuni cat i on Witshbuldibisktabitt haseagng palicirgmplipaiciagynt cahbetsed dul d beset

by the user; .or by a,system. 1, S Mher gt he. ' .on does net

conply wit ﬁb‘&“@é‘@%f’% taﬁﬁé‘%ﬁ%d&@aé‘%‘ﬁn‘gf”%%‘f NV ?ﬁt‘g.gglé%n ' cg‘%g‘ rljgp t he

cor nmi t hi catildproviloandiple kocksivé cotmitemploats drecketide agad/sgverthwn by

bl ock-285, Lt.shoul d. I S1.0Q6. 1. Dl ik L de8h dido Ve Bk Udgh be
avép#%cﬁ%ﬁ é’g Rendindg rﬁ%saagg*%g l:gsﬁl&zsé %&%&%ﬁa@%&a&n& iy @b Hle

i nt et ateci conmunicat'i r, 1rshoul d, al so be noted
that: the foictyisodal Vaipusvaptschit 028 op S coipeisy Gy RSigY iplatines), and

agent i t sel fo bt Be GRTBURLC A Ofser SRR RS MhdoleihPBo1fcbighcbas ed
pdidy(i eS}’Fﬂl?%%ahikggasag%'poﬁ cy ?Brrplj a%@augebnggf%gové:c?da the nessage-to
t he oi *nat ispryels yidw @gni/server architoctire could furthet alldw the messaging policy server

1o periodically commumicate updated content-based policylies)to the agent. It should

20 be furthes noted that a messaging pulicy comphiance sgent 269, where practicable;.can
include any of the functionality of a messaging policy complisnce system as deseribed
in the present disclosure. As such, sy of the functionslity described with respect 1o 2
messaging policy comiplianoe systemn ¢art be used on a niessaging policy tormplisnce
agent in accordance with the pressnt disclosure.

25 The messaging policy complianve ageit could further allow a user to Tequest
{he addifion of content-based policu(ies) at the local or server level. Where the
requested comlént-based pelicy(ies) do not soniflict with administrator centent-based
polici(ies), the local and/or server-could apply the nser requested content-based
policy. Further, themessaging policy conpliance agent could allow the user to

30 reguest encryption on a communication via the comtuunication clientduterface.

Wihere the encryption request. complics with content-based policy(ies) af flic agent



290. | E sbonld bc.undorsicoci that the funCiionality oft:he:originating
system 290 JCcoul d bei ncluded on the | ocal 'coinputer 265 itself: The
originating system 290 then sendsthe.thessage to a recipient. systemvia
het wor k(' s) Itshoul d be noted that the nmessa

conpl i ance“égzz?ffoswén bowed in conjunction with a rressag(::ﬁgsﬁgﬁ‘s@gl
conpliance server. Usingsuch sn architeCure could provide nmultiple

| evel s, of content conpliance checks, The agent/server 15archi tecture coul d
al | ow the nmessagi ng policy conpliance-agent:to record the user's activity
and/ or var iandieyr seence hval, mhatqmethmc@wmmh@ftmmi%@@ﬁl’(}ev%}erﬂip@ﬁW@wrol ations)"
and peri odi ﬁazl provi de: updates of the titer's activity to a

Messagi ng: &g y "conpliance 'server. The agent/server architnture could:
further' allow Bhevmewmp@h%@«g&u@@t@éﬁhﬁ%ﬁ@ﬁ%m‘wm JHioes shaweni cat e
updated cont et aRIHiRlld (ML) alairkifaidsiakd 3600, doo. Bl ar ther
not edt hat a nessagi ng l'1cy ea | ance_ agent where practicable,: can
i ncl udes anymasage hentinke ztzmml wjgues onBEa 3oh g 7P ISP akat a grstRance, syst em as
described delifliERABAbRIzR 3B usdhohiich, any of the functional ity

descri bed wth respeet a messagi_ng policy r4onipliance sxstem Can be

used on a I\/ESSaWﬁﬁlﬁ%‘a?Flﬂﬁﬁl@‘?@‘é‘i@&éﬁmlt}?ﬁﬁ&%ﬁﬂﬁa‘r@ “MEH t hepr esunt

di scl osur e_ 23ThgaEadi+h eRRl fhYas6OmERkdr@NIR R eRRkiy u@@cuztd further allow
a user to it:quest” the addition of cont ent - lg-gFPOI 3& it the | ocal or
pbe o

server |eVel. V\H@P%ﬁ‘taﬁ@’ o ilgurarierndsieenby X4 %8G5 not

confligs wth. Jua%tpta@tcatm 598befl; &ﬂ&@dumubmwmfﬁbespmmasl ocal .
andi or server coul E} th.e use re uested conteé based policy. Further,
et

t hemessagi ng poF"fdt‘:‘y‘ g’%?ﬁb%f O RS PERPYIFERS%r to 30r equest

encryption on_a. _,corrmJnl a |~on A th mmg
VWhere. the entr } ﬁ%‘n G’élg“‘/@ wﬁ%ﬁ%t‘géééggﬁgg%%?%%‘?l es) a
the agent and/ esxissanmitiphSiveds fctgxﬂm@&és@dﬁﬂﬁ&@ﬁ%ﬁ@nﬁﬁ%ﬁ%@@@erfor medby
ei ther the server.or, the 5&9@ %ﬁgti 1
cl assification 6{ g%’ruénrﬁg @%ﬁ&{mrsﬁ%ﬁ&oe&m%}%"@ &fiﬁng%ﬁl nclu %%unber of
cl assit$cation techovewbtessss, and phel8dse; BhApHEizng 3 winnowing algorithm

{0 penergie a minfmized, yet optimal number of bashes for each file, adding an

ambiguity factor to identify files-with very minimal, bus significant
duplications of data.
v Clusier dnalysic - a classification technique that paztitions the data into
20 related subsets sharing & commaon frgit that can be defined as a function of'g
defined distance measure (e.g., Buctidian distance) that maks apoint ag a parl

of at Topst ene cluster,

» Adoptive Eexical dndysis - a classification technigue which can be performed.
on slecironic text br data which adapiively. learns structires of sparse and
25 nonsparse patterns by, for example: 1) Iostantiating a seties of Markow chains
nsing eomponents of the presented classification medivra a3 members; and, 2}
Applying a seriiss of weights based on the vomplexity of the chain, factored
with the learned appearance veciors of each chain to deduce a probability.
7 Thix process allows:for the leaming and identification of sparse patterny, exaot’
30 phrases, words, or binary pattersis which have a probability of one disposition



5nessage content classification techniques or filters 360, 310, AO that
nmessage contentclassifi.cation program $10 can use include: Contextual.
Anal yst - a clasaification technique- that peril:Anms a

Mar kt : Mau fileS US identify plinaes and wor uni que to
a cl assi flaﬁgt |X@(?§94?Jf| | e, which can be done by anal yz?‘?\cg zgia?g({-l?lty of a
word or 10.-phrthe toe particular type of file) and treating suchwords or
phrases as indicative fa woup of files with some percentage: of certainty;

Fi neerninteinalysis a techniqueto identify cop bet ween two _electronic
texts atrimti pbaskéveiheir digpricohiorarre aroa4ca B‘%H’ﬁﬁy DGRBS PSTIE

tuistruGured al h@.?ﬁ%ﬂx@ﬁ&ﬁm}%Q%@%B?&mumfw%it-&i&%ﬁ 1j Applyi ng.

anormal i Stionl aye to retrieve Wti tespace and ot her noise; and, 2)

utilizing ?r %&lﬁ%&é"‘uﬂ&rﬁé&ﬁh&ﬂﬂk&% Wﬁmm;@emwammﬁm (sot@dfioapt | el nunber
of hashes tor each ti1l addi fat-tor tmd(&gltlfyflles with

very ni ni nsigpilisentls PW FP%*H‘E Q‘tﬂfﬁ‘i‘ Teé":é?ﬁ @%sé‘%%/aumnﬁ}sﬁlmta%s tAfhahwi s - a

dassi figat 'aﬁdiﬁm&&ﬁkﬁﬂe@lh&%ﬁt&ﬁte@amaﬁatiﬁﬂ@@mnﬁ@ﬂﬁ@mwlmmﬁ Fet ated subsets
sharing a conmon jrait th

defi ned as Q ef i ned
di st ancer néxERlg, the grigjer an ﬁ%f’ E‘?“'g" O GPLPSTASETE %h%’{él‘%éf”‘%‘ép%?gg mﬁst\tgas a pad: of
at |east. @deﬁﬁfﬁl@dlw tedh avayma&n&sﬂmaphsuﬁndaﬁmE‘cys:xmp&.éauth:&ésmtﬂdc ation
technim e which ca do ! %q;}
adapt i vel y#o!k éﬁ?%n]é’f ‘g‘lﬁ‘ "gg Sé?}gr(‘ggﬁgﬂggn%nor s%‘gr Se pat lfns by, -for
exenpl a:  1hnd fskRatchatding amosgoites. of Markus, chains using conponents cif

the presented c|assif n_medi. gggi series . of
wei ght's’ base4 oh-E E‘?ﬁ%ﬁ %{é%%f{{?‘}%ﬂ a1|nn actore%d} m?\ll th
the- | ear nedlgaﬁnﬁwmemm passmg)&ma@hh@maas@hs m1¢édwelldwml ity. This

process al Lgig.. figliat Rl FRLALISARMAREA BRlbhbk, Ahspaese T2 Marna,

determination, as shown by decision block 320, whether the coptent-of the miessage
complies with content pelicy, Where the content comphes with content policy the
‘messape is Torwurded 0 @ recipient sysiem via a network 330.. Wherethe content

Jonet
L

does not comply with content policy, the content cari be dropped, quarantined, etc. as
shown by block 340, Where the message i5 hot forwarded 16 the recipient syster, the
messaging policy compliance system 308 can notify a sender, an originating System
350 amdlor an admihistrator (not shown),

20 As an example, 4 policy could tmit enginecrihg—-t_yga_-infam;,aﬁon.‘f‘mm being
transmitted by human resources staffor to individudls outside of the company. The
message content classification could identify enginsering-type inforrnation, fur
example, by the inclugion of equations o1 words'or phrases that are most commonly
assoviated with engineering documenits, presentations or drawings ~ and/or by oneef,

95 the classification techiniques previcusty Hgted ini this application. Compmuiications

sdentifted as ineluding chatagteristics in coinmon with engineering docoments,

présentations of draivings would bé tested by examining o message header fo
determiine Whethér this sender was a human vesources smployes, or whether the'
recipient domain was not associated with the company:

¥t should be mmderstood that using this method, an adrministrator eould identify

12
e

an individual suspeeted of legking information. This individual could be monitored
for compliance with company policy. Moreover, the meisage cantent classification



- 30phrases, words, Apr binary patterits Wiich haVe a probability of One
di sposition based on their historical occurrence across a

c.ontinually. building corpus, using. the original nmediumas .a.process of
continuin i bration. it .should be understoo ct,i;ﬁstz anal ysi s
t echni quegw§§b1 7{5@ #lgodl fied (sorretl mes significandy) de upo}rqa)t%ﬁle desired
restilts., and that all inplenentations of these 5anal yS| s techni ques are
intended to be includ:ed within the present discliosure" Pot exanple, the
chister analysis filter 380 can use a nunber of diflbrent algarithrns.to

i dentify cjmositam%w con defecheiintions whee Bwneussendag ?ﬂbfﬁtsw@éde“ﬁ’f&‘ff@%hrrpl e, but

not 1imtegd. i +ﬂ§@ﬁﬂ§na§1ﬂt§t¢?£&4@momtﬂmﬁét§ s hakdioQTyCl ut et ng,

furzy c;niearta c Isterin S ec"t’ra usterln am)ngfothers
.10Thus, it shoty shobw in 88@@am&mwﬁwwgs}amcmmmbpm iggFed to

_elassifi C@fa&rﬁ@e PR LGB iicd B8s #20LCRbCBBE 5 AaduREANEN: AdiergTeS Sag] NG

poI icy co I ance -sys can provide a classificatjon 390 associ ated
with tise c@ﬂweFdenti’émﬂmﬁ@?cwsﬁé&%ﬂﬁaﬁ%‘t‘?‘gh&ea%‘@WJ@W“é@cli i on bl ock

320., whet Bk 4bGy GON fr‘.ﬁ:bﬁe&f: ﬁiélﬁes@@%%@ﬂ%t%m‘baﬁﬁﬁ oo AoMUERL - pol | ¢y,

V\here the content co fes with content. gol ?ﬁi\{; ssa%% is forwarded
to a reci pF@?ﬁﬁ&%’iﬂﬁﬂ‘éF%IF‘SSF%’%"W?WM%‘@ S 98 Bt does not

comply wi ttm:aﬁé smrﬂqéﬂ&yemsa hﬁs m&@mm%ag Betuess@n B&s&m’&skﬁaﬁmﬁnt i nod, etc.
as shown by bl Gck340, en, the ne I S not gg rdeg M.l ].e
reCi pi ent s¥aiehsic m&%mf%@s%fgﬁw@ §”‘?“ FPHrREPER 42500 can, notify

a sendgy, ghafk 's@:lhrh@tu’a%;pﬁ&ﬁic@ﬂbBﬁ@n@WeorSuama:&ﬁmmmmaﬂw (not shown)
20As an exanpl e, }‘F&EO' i cy coul dencgqﬁ gerd n% é’#ﬁ% P%or mat i on-from bei ng
transmit t edieBRrershichy S ReiEe AU SspagTiop gTq ual s outside ofthe
‘conpany. The nMeAIRg8Rigeenienicketifiasibh hagtioslion gnkuiertdef yf

engi neering-t nf omi. af i ofggEquat i ons
O . words: %@P’ﬁé’é@?tﬁ% mﬁ%’é ﬁ%ﬁfﬁteco 1oethgél§ég'§h‘]§g@é%btq'ﬁ&e{lsgl neering
docunent s, afereaaREdb, emnﬁimammmg-theamddsembgp@m cofapli@Be Nstem

Commnl bat MbhaTtGaRer Figst aEe BRnkb Rl AL be RRLLBRONED, | 011 wien
engi neer i n§iddivimmbiricprigsefivationet Q?fﬁem tpaieiprmigs it whih glapdifaagt ed by
exami ni ng. Aoz t&ec%g{%ﬁunﬂ&hnn telohgs, thereby producing o content classification

490 for fhe communication. The messaging policy compliance system 400 thei

appliss any policies related tothe content classification, as shown by decision block

20 420, te determine whether the communication will be delivered via network 430, or
dropped, quarantited, sto. as shown by blodk 440, In the-event that a commustication
doies not satisty policy, the-origiisting system 450 oot be alerted to'the policy filure.

Thie. messaging content comphiance systefn cordd also notify a system administrator
andfor sender of the policy faflure.

25 ¥t shotld be recognized that contént policy can be eicated in a myriad of ways:
For example, as shown in FIG. 6, the messaging poliey compliance system can aceept
content based polivies 596 from a:system administrajor 524, The administrator 594
can supplya. content policy by supplying both the related conient 592 for the message
content classification pro pram 510, and supplying & set of palicy rules 506 configured

40 1o be parsed by a policy comipliance depision biock 528,

1t shoold also be recogiized that a medsaging policy corplisnce system cad be.
serup . inspect accesy control rights of nsers anthorized to scoess a set of velated



Il etenni ne. Whether th'e sender was a hunman resources enpl oyee, or whet her
the' recipient donain was not associated. with the conpany, 30it dirniti be
anderstood that mn/it:his nethod, an adridni Strator Wnd identify' an
individual | eaking information. this |nd|y%fﬂ§%mé%m%pbe

noni t or ed. u‘!%g]@)g)grr%?lance wi th conpany policy. Moreover e neSsage
Canton( clastifieation program 310 cim detect situations where. the user

i s-sendi ng subsets of files, ,or where the individual is

stmunari zi ngorrewciirling doeuttlenta to avoi d detection. shown in
FIG .5, afimesShyge am&!éstwpwfaﬂ@@ asp be aepd Mﬁﬁﬂ’@é‘éﬂﬁg}’ﬁéﬂmﬁpﬁﬁﬁr’é@e@ 0 examn ne
an_existi ng?ﬁgﬁgﬁe ey ggwﬂd 165 Qerel )f@éw%ﬂ%hﬁab&% B s@ff related

exi mgistr eate Identificationehardcteristic.s :associated
with the séiesefsoh@sruah@@ﬂﬁtﬁ’l%gend@zdmwwe e gigniley oordent ay BReB®Es uppl i ed to
the nmessag 801Gl assification program 410. The nmessage content

cl asmhca’?ﬂl}%ﬁ%ﬁg rcgm 410 coul d :use eaclk of the techni C|ttes 460, -470,
480 on & he set Bifheaneedtstpridds teeosaerd el ATRcoRIRE poliy srepliice

chafacteri g 95&&:9?& heriﬁfﬂéd tfé}%éoeﬁzzﬁ{g%ht%t%hﬁ 2Rl BERk Ry adsB@Rkd . doct unent s
mght often" i nclude Latin 10 . Ilrasi? %such as init, ipso facto,
b

or pri maj ecid oy s KA e Ber ComPpe nigsasing Bri cé’“wa"feﬁﬁ%%”é‘g’ﬁi cont ent
classifi Cabb&ﬂve%%ﬁam&l@m s‘em thtﬁuﬂﬂﬁééﬁﬁrm caRbeBlicChAmsd. fTteal i on program

410 can -generate a set of i dharlt rlstl .ass 0
cont ent . TW@%‘F@“P%%‘% ‘h‘ﬁl"é’%*szf g-’l‘yﬂff“g tong Gt iped ?8%:@%%%%”' cations
enterifig t BndiRsISHE]. ;@g;epmlﬂﬁyhzﬁaﬁm SRe patteysif Enet ué&&éfﬂ@messlfgmgchar acteri st

of the-oom nuni cat the ent
char act eri $f} 1‘@’3"0%4““&‘ 84’% c%’ﬁﬁ@%?g {“o&j“ﬁ;?mr?ﬁ%g lﬂ% TN chg? ass (if
arty) the @ﬁ@bﬂm@yﬁ i}steﬁmﬁmumsﬂabx dn ahe:ﬁapﬁgsmamwmws@wmimﬁg a cont ent

I f t 490 I
Syet em 400 PREH BT 8 Ay  Br Cei S YRR OB TR A Sk | AnCe
cl assifi caiptemtests -th() V013 by decision block .204200 to determ ne whet her
the copgruni catl 9%“/'4&%1@&% [ﬂ&lfcfh%% 'a:!ﬁgtr%in% aﬂ%&&gﬁ&aﬂg&mx‘% 600 fora

miessaging policy complance systém, whereby a system ddmiinistrator cas defing

conteitt-based policy. At step 610, a system administiator creates a classification.of
gontent. For example, classifications could inctude, en gineering content, modical
records content; fumean resources content, legel content, marketing content,

20  accounting confent, forecasting content, efe.

A messaging policy compliance system could then receive 2 set of
characteristics associated with the created classification, ay sliown at step 620, It
should be noted thet these charactéristios could be internally gefierated, or received
from another system:. At step 630, the operation scebario allows an adminstrator to

)
£

dofine a rule br policy for communications that include content that matehes the
characteristics associated with the ereated classification, whereby a message filtering
system could be configured to block messages that do not comply with the defined
rule/polioy.

FiG. '8 depicts a Aowchart Hlustrating an operstional scepario 708 for a
30  essaging policy complisnce system, whereby o systom. sdrministiator ean define
content-based policy for compmmnicativnis by supplying a set.of redated filés. Atstep
710, the messaging policy compliance system receives a new clpssification from the



droppear quar anti ned, etc. 'as shown bybl ook 4481. hi the event that a
comuni cation dCes not Sati SfY policy, the.origitiating system 450 cat be
alerted to:thepolicy failure. The.neSsagni g content conpliance ‘systeth

coul d al sow& b Foko@g SYst em admi ni strator and | ot sendepc@fid6/0s0771
policy.fai It should be recoglizeel thatcontent pAicy can be
created in a rryriad of ways: For exanple, as Shown in FIG 6, the nmessagi ng
policy conpliancesystem can accept content based. policies 596 torn asystem
achnini strutor 594. The adm nistrator 594 can suppl Y: a. cxi ntent pol i cy- by
suppl yi ng béministiaer.r &1 serelilc e spien sdninsietor n‘@"’hg%%ﬁjﬁ

classifi Cawrgch Ry A AP s g@%ﬁﬁns'sm@!(%kﬁgmﬁpﬁﬁy (@inpﬁiﬁh&e's?%ezﬁm es

596- confi gur parse t@g coni al?_ice deci si on
bl oci r . 526 genetates § get %MGﬂW%@M%@GK? “P"ifbtﬂ%el %fé’dﬁ Wﬁ feg; 9586988 ng pol i cy

01 apl | aneg, 5y AMGANODG: 1Lk Goid R OIS 6@l Skt FONT S~ |

users authorized to access rel atted f esk These aC, MSS . coot r of
ri ghts an G%“@Q@ﬁiwii’ﬁaﬁwmtbp@ﬁﬁp‘it%ﬁ'éP%é‘é‘Eﬁ* {2 hased. policy, where

the tset’s.. (Wn@;ahe: @Rbl@ths SsbrantnMicaiadbisgo fmﬁ@ﬁh&f{ﬁ@u{é}ﬁﬂ:&@t of related.
El ea 'al so have the tiSlity to _send and/ortece| VG such sim | arcontent as

t heyar eal | 6v@aliange sgtsees shovarin Bl aFrodbsion §10. ShyliHsREor BRUER 42 t hat a

nmessagi ng E&kd:ﬁéﬁnﬁ@%é ﬁa@%@gt§§§§@ﬂk@ﬁ@hﬁﬁ:cts§meﬂt ﬁﬁxgmeﬂﬁgm zing
cont ent Anse. danom al ousbehavi

t.h t
For exanpl @4mipisielns v %F‘fté’g ?ﬁ;ﬁ"%&”%g c%’f/%?@?’drf‘jg e é?%%icgtfcf% System
cor mi 13 Ca&:kcﬂﬁ&ad%ﬁ&f&ﬁmmnfmmhhﬁ@gﬁig@bﬁc@c&tpiﬂnmmimd tlafo gen¢rhles a Ftat  upon
e g o R iochs SRR ML Bl 4 0B aln ABLIML ST, ont L ha

is it!ahnof:h usage- patterns of that user,
t he messagifilg, 4 saoin dypdh 83 eﬁsemsmmwhbmmfangqﬁyemtbm examiney

) quar anty net i ST B LOR AL G IAL Lo BNS S AN Bkt o 10 an

adapti ve lance system ¢an generat e

cont ent - bawﬂmtﬁetqbﬁua&m)m@a&miwﬁpewemIgﬂbmbtfélrélaﬁsréﬁée tosendonptent . 15FI G |
QoPLCtPnd CHRMERAIL didldinbl,8iig- @labRlatiOuala FaNar | 0 600 Tor a

messag Ty oco nce . system adni ni strator can
defi ne content l&aswaguﬁmyGWP@%%fﬁwwém@y@?fé?%‘“’af@W@%9& or :creates
a el ess”"g@%&@&iaﬁ&%ﬁ sccidiRIog@ KRS, Gp. Ak AS5b1, 6 LhANSiSAMI i ncl ude,

engi neerin V|ta content human resources content. |egal
cont ent , markeeivedgAt Bt BHL theZoplew el fis yrREinelon 1s cpRpEsd Bt P 8ont ent, etc.

classifications. This is dofie, for exainple, by using one or more techrigues that

,..

ptad

20 atteript to match clements of the contest to ses of characteristics associated with the
existing clossifications. At decision block 930, the messaging pulicy compliance
systen determines whether 8 threstiold matsh has been made o identity the
commindestion content as being related to the existing classifications.

Where the messaging poliey compliance spsiem is inable fo discover a.

95 threshold mateh between the content and the existing classifications, fhe
ootianumcation s determingd to contain no protected content s shown by step 940,
Communications which contain no protected content can be forwarded to-the
recipient(s), as shown by step 950,

Howevern, wherethe mes-sa;gir.q;tpoﬁc:y compliance systein determines there is

40 athreshold match between the content of the cyrmunisation and the existiog
classifications, he communication is exmpined to detevinine if confent-based polivy ig
satisfied, as shown by Jecision block 960, “Where the content-based policy s not

iD



A nmessagi ng policy conpliance-systemcould then .receive a set of
characteristics associated Wth the created tlassificati On., asshow atstep
616.1t should be mted that these characteristics ettolcl.be internally

generat ed, oor, tAkghyed fromanother syttem At step 63PeriéBeciResat i on
scenario allows an adm nistrator to 25define arule :or policy for

comuni cations that include content that matches the characteristics
associated with the created classification, whereby a nessage filtering
system coul d be configured to bl ockinessages that do not conp. Iy with the
defined r uEfﬁfiﬁﬁ%if@&f}mﬂwﬂaﬂ?ﬁ33-@%@’“’5“6@‘9?&9@5”@&@%H@F‘-‘Eedi"!yl B&trating an.
operat | onaky &, o bt HLTE! WhierdGhs RESA0LAE pRL S Ystegapancosy st em

a

whereby a systelt adMniattatOr can tie-eat content-based pelicy, for

Cor nal uni e&timusicjonda Ssredadioghdene mara pigtest apjocisled %@‘*ﬁg PR 0, the
nmessagi ng P&kﬂi&%{sﬁm ngl ance systemreceivesa new clastificafloti fronthe
adm ni strator. Al st gj;ﬁ)pno, the system.adm ni stratar @{ Ovi des a set

of rel atecl fil eElitdRpisanpliepaiiveRBerpdRpal seaii 139 25t B the Messagi ng:
paicy conpliaReRafohs babr b faeARt BF nRe@es tof retipRIAA8tdnI8R.8 associ at ed
Wth the set of related -files;, as shown by - stop 7%%_}3 .g@imstep 740, the
ni ci ssagi nEOPEFEFIEGRFACHARE %ggﬁtﬁ’éﬁ catffngds pgpal runi cat i ons

i denti fi ed NasmB@hEBNGHbE: By REWLE IdRgE bivattingthe communinatihera exanpl e of

-an operational scenario 800 for a.messagin .?ol‘_i [xCOMP] i.ance systemis
shown in FreExen prplocel. chpresample.JEhony Qﬂ’ﬁt‘g%ffgﬁ’t Bsrﬁ‘gglg\ﬁagg% " nest cl assifi
cati onig 0 thenrMRRSREG RYIAIR! dotier@ifpdniothee Ssrayigk ama &t dbsed fBHAHIfive

adm ni strator provide et of related, files L Gh [ d to the. new
cl assi fi catFOREFES" 36@?@&3”5%@% " '%ﬁ%ﬁl mﬁ%%é%%@ﬁé&%%%{g% %?ggrpl i ance

syst em t herogeried at o oihes &trmotf oeiraring fad et (he prastatdisdioswsk iigwit sh t he set
ofrelated fil.es. fro he C LOF bl 91 A2 p 830.
The massagifhﬁ’a&%é‘ii %‘g’yﬁcéﬁ% #é%@?é@é‘?%%%%g%ﬂ%%gﬁﬂtgs fﬁggﬁtg’g%&&%%nt r ol
fights of e#ehonfoshenpeisat prtdep] ieaiendlpe desen dhotteebopsdedn dightcffhs ed
policy,.there |.Love.Nng. A LA BeihS BhuRihlc8h ed files to
send c%’cht et~ g%éf'ﬁ o‘gdg&gk@%ég?l‘gmx{i(g'gdﬁﬁlg@%en ??lggémgm&l{cﬁﬂg{g% at ed A
messagi ng pudchangsm SCONP) tiardoney sweprs@eprofoerinesy iasboygdabe Vel Wexanpl e, as
shown by tEARE:3Ld0RAl udE FHAdiGop fhdldfio] & 10. Al step 910, a

communi cation I's recel ved. ep-910" the content of the comunication is
conpared to exi $t viripue prassies eamplragon gy alsg igclydmigansielpg @xanpl e, by usi ng

one or T &t SEANLAMESorh AXbrid0 B! hfkdoBld ik, FRIG BLATRAKIxGRIAECONt ent . L0

sets of characteristics assoclated with the existjngclassifice ioﬂs. At
cl eci s®nl diopetemrdn Ve CoREREGRaR S i FrE R RPTRAR t‘-‘f’@\}‘é‘?@?ﬁ%@é" ni oes
whet her a tdaree: shekdichiinchiaswhee mhervbaatibaioh danbieh vefidrd byifmpiidini cat i on

content as bevnd felated o, Le, 21 St eLASAL draRthRRn

mmumc:aﬁnns:,
communitations o be translated to 5 conlnon comparison langaage. It should be
understood that this disclosure ismnot limited o a pa&ﬁc&z}ar corhinon compagison

25 language. Moreover, it should be understood that the common.comparison language
iy Dot even be a practiced language, but muy merely bea language that is created
by a user which has special characteristics that aid in classification of the-
communication. Further, the cammon comparison language in varions exatnples may
include a combination of several different languages, such as where diserete concepls

3¢ used in different languapes.are not adeqoately describied by a single language.

To step 986, the operational scenario 980 generntes metadata rejated fo the

communization, The metaduta can distil] the Hiles into identifying chatacteristics snd.

il



N11110re the . nessaghig policy conpliance system|S Unable to discover a.
threshold match botvi'!ccallie content and the. existing classifietdions;
the coninunicatien IS determned to. contain no protected content as shown
by step 94%wgeations whi chcontai n no protected geit&Mks i be
forwarded to the reciplent(s),. as shown bystep 950. floweve,

Wer et he. nsagi ngpol i cy conpl i ance system determ nes there is 30a threshol d
mat ch between the -content ofthe comunication and the eXi sting
classifications, the communicaticin is eftanitied to lletniine if

cont ent - baSeepBprEipopdangiese wiigh may aet bedilrii ipgesaelaiig R bl ock 960. Wore

the. Cont eh&hﬁﬁﬁﬁ&i&@h&?ﬁh}f'ﬁ tl{bQﬁaSs:ﬁ@étinﬁi | RefhoxiiRe, definite-and indefinite.
conutrimcationisiitianntited ot he se bI ockedby the syStein,

es stici svartichsguraisung ppd "WF@ f’g?‘l‘f‘ WGP s sati sfied, the
' comuni catjQsdasiok 6F Mﬁfﬁ.d@@a&ﬁﬁgiﬂ%mﬁﬁda‘WMmﬁME&me&amﬂ:ﬁm wi t h-t he

I nt ended reci pi entéS) FI G 4]5 C SI"@ alt h %l“ perattgg scenari o-

980 useldl t & pEeEd o RiiFingi et PETE %i’ i PHEPCREELEA I 0 a

recipient Ae @hﬁsﬂmﬁﬁﬁm %ﬁ@dﬂfﬁn@ﬁm&aﬁﬂ ahmemglegﬁmmdpmﬁhm&b &pst:ﬁ@4 t he

cot amuni cat i Oni s nor n | on .k ,ex

i ncl ude- . céﬁ‘i?@’ﬁ‘f"?“‘ﬁ b hﬂ@ﬁ‘? glf*’% on Er%(%&l’“gﬁgﬁ?%“p %ng%'o ionFor

exanpl e, V\&%ﬂa&h@bﬁmtﬁiﬁm trerﬁ:Nﬂssgala&éQﬂi@hpmniemﬁmai he conmuni cation could

be converted to, g%;corll?mgtgg %m?g%n mt??ssu%ng rragi%§ )‘,,.Ifé)r exam nat i on.

It should be un R any can be converted
to anyi®t he&r@ﬂﬁrdfmdtcﬁmwtm aga,tcmmﬂﬁmamsﬂmhsmésm‘%dh@cl osure i s not

it o e SRR, Blderer ¥l BB QLR A AU Afegop! ocol . but

arison I's ner esi gn
choi ce-to [ikwmmim,at}mﬁ wighi eﬂflizhie ne protagies coreswy e Hrvazded (o the

Patticlil ag&?%a&tt%% }%%4(3%%; We theprintery minunication :nmechanismis

Vol ?, the arrson protocol My be chosen to- be VOR to
reduceThe resoubloesvarsebirt fie qmsmwohw envaptigesonytom detepapry tiercd anpl es,

notingy4i 7af, hx@&ﬁoﬁﬁﬂa@lﬁ&xﬁe@%Q%ﬁrﬁ@@ﬁx’e%z&zﬂﬁnﬁa&ﬁfﬁ!ﬁ%&@&éhﬁ@ froma variety
of languages I'n . _common conparison | anguage 20 For ﬁiggwe%Men a

conmmuni cat ickassifigations tesemarmiceiohis s s P&?Fﬁﬁ’?‘m‘fé%mm? Hes ct a
cl assi fi cat@m.nt.alkhatiedRisdRansdans) Wikal hobahas-theapolidarhied byt nglish

satisfied, the communicatiof is guarantined, dropped, or stheiwise blocked or delayed
by the system, as shown fmstep 998, Where the conteni-based policy is satistied, the
20  communication is forwarded to the one ermote systems assovisted with the intended.

recipient(s).

The systems and methods disclosed hereln are presented only by way of
exdample and are not meant to Kk the scope of the invention. Other variations of the-
systems and methods described above will be apparent'to thoge skilled in the art and

35 s such are considéred to be within the scope of thie invention. For exsmple, 2 system
" and method can be condigured fo handle many diffetent typés of commiurications,
such as legithnate messages or unwanted communications o communications
violative of a pre-sélected policy. As an illustration, 2 commuriication could include a
type of content-as recognized by the system, and a policy could include 4 corporate
30 communication policy, a messaging policy, a legislation or regulatory policy, or an

interpations] commuynication policy.



| anguage docunents. Thus, fora-nore conplete analysis of all

communi cations, .cortaraniitations Cali be tint-Sated to a toalition
conpari Sori | anguage.. it -should be, und:erstood that this disclosure

i snot I|mt d t articular coalition. cotriparisori,

Mor eot er, 2 g“ﬁ?%&{)be under stood.thd the crarenone. orrp@?son Hﬁnguage may
not. even be &practiced | anguage"litit. my nerely be-a:languagethat-is
created_ by .a user which has special-characteristics that aid in
classificatiog of the-comunication, Further; the conmon: conparison

| anguage in varﬁ@mcﬁmmmm;taqﬁmmmuﬂmmquiﬁﬂ%imf&ever al

di fferent S =PRGRRDE, Qe!éﬁ:%%; i fferent
| anguages. a%%g“‘% ﬁg&&%ﬁs@%ﬁ%‘@g n, eglr%;’&m ’S%ET P a ,s!yQt BI n step
986, the oﬂétiammmm&smm@mhw c@&ghagm mtm l@ﬁm a@étba mma@écrumﬂt he
(00r | et B d 0 nofitfied BEhALL AL 1632 Hrdlddeldh %}@s*uﬁﬁlﬁﬁb%‘?ﬁngﬁm' fying
characterl 8H°¢e ducesu erfluous angu§ e not- be helpful in
associ &t i ngommnmﬁmtwa@qwgmwﬂﬂmaﬂ“ﬂ? vigft ﬁ@b@ﬁﬁ%g‘ﬁ?‘%’é@?ﬂpbﬁ%" For .

mbanpl e, &&ﬁii@@%&@?ﬂfﬂﬁmﬁﬂﬁe g&%,%ﬁhcyn.cﬂm%&iysiéﬁ(iﬁﬂiﬁ{vbﬁﬂS ot her

Ilngwstlc evices Ar ten irrelevan .classification of a fil
At st ep 988 thenfbe opesabielte faresd Bwinmsegsia bR reosinedFam 1038 rigmesvaisl o rrpar ed to

exi sting mpladahge izﬁém&h&&eﬂ%}mﬁa@@ o ﬁbl%&&in&mﬁﬁbh&ﬁl reaRegitated with
t he conmmuni cation. At.deeision block 990" the Ssal |n% gollcy conpl i ance

syst em det aphimia igfraelvas negvorkh lashUEHnSRREs HEE efte identify the

communjcat hﬂ&oﬁ&ﬂt«%&ﬁﬂ?ﬁ&v&ﬁaﬁ ﬂite ihﬁinﬁ&se&;d @ntﬂxﬁsﬁe@sxﬂhsiabng cl assifi Cation
vi ewdat a. Where th enessalnag Ilan %ﬁ%emls unaleto di sco

ter a. 10t hr eshBFENREEHCHEE TERT PP ﬁ? i

cl assi fi catyiypngn 1&&%&%1&%:@5@9@%& eﬁiefce&mnqeﬁ istancalsaping mavear ot ect ed
content as shown by step 992 s whi ch cont ai 0. protected
cont ent caﬁn‘gﬁﬁvﬁﬂ‘"’@%’f‘ﬁ%‘ " ¥ ii‘ﬁ%*ﬂ?"%s?" ﬁ‘(jg? S E ‘?8’%%‘%8@%{’@%3”994 However ,
wher e t he m&agimgclmi hdYe ﬁ:mﬁm' pﬂmz@y&ﬁ"@ﬂ} rervketand/on viest, efgpetest 15a

t hreshg) d: nat exi sting
cl assi H cafB} %‘pﬁf \i\mﬁg i %’xl ﬁl}‘ tl neg %éﬂ%%%rgﬁh%%nqﬁ&?

cont ent - bas;ﬂ;éraﬂiﬁngy:em:kmwxcMBspm®083MM by decisitin blo.ol c-996.

e ant  noq | s shahARRE AR B ol Obe ardARhBIOE S o GATLESL | 07 S

-quarantined, d W se t e system as
shown i ttsmplameréﬁh&@}’sms ammvféﬁ@&m@s@iﬁwéﬁﬂi@ﬁd@} w@awsgweé@f t he

20communi cafl on.J ShAkURTdedal & HDEARG S RS FIRLENEAASACT ated with the

i nt ended. _
20 enviconments. As an'ilustration, FIG. 13 depicts a server agcess architecture within

which ‘the-disclosed systems snd methods may be used (e.g, as shown at 1100 i FIG,
8}, The architecturs in this example inchides a corporation”s local netvrork 1190 and
2 variety of computer systems residing within the local network 1190, These systems

U

van include application servers 1120 such as Web servers and e-oall servers, user

I5  workstations runmisig local clients 1130 sugh as evmail readers-snd Web browsers, arid
dati storage devices 1119 such as databases and netwark connetted disks. These
systems communicate with each othier via a local communication setwork such as
Fthernet 1150, Firewall system 1140 resides between the Jocal communication
network and Internet 1160, Connected to the Internet $160 are a2 host of external

30 gervers 1170 and external cHents 1180, It shounld beunderstood that the pressnt

disclosure can any variety of network, incloding, but not limited to aw intranet,
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reci pient(s). The systens and ntethod4s di sel osed herein are presented
only by way of exaMple and are not tneatitto limt the scope of the

i nvention. Qther variations of the systeMs and Met hods descri bed above will
be apparentto those skilled in theart nod 95as such are e.onsidated to .be
Wthin the é)c%%é B8 the inVerition. For exenpt; a syttg(rwgﬁza %etHbd can be
configured to 'handl esnany different types of Commi ani cations, such as

| egitimat e nessages or unwanted communi cati ons or communi cations violative.
of a pre-selected policy. As an illustration, a conmunication could include
a type of eoni@nierask ehegtzneiioyks haeal&xy@:tmmfarm@mﬂ eonpohdtioys dewebf) i ncl ude a

corporate 300 tlon eSS olicy, a legislation or
regul at ory ¥ ﬁ?‘é‘ﬁr}d‘}@%tgﬁmf@%kc%ht | onsn g%géar rgm cati onpolicy, As
an exanpl e of 8LadBeldis et tdeictdse apgiizhibrierwesad 20 rtd detsdridumbeai t h

SySLems and PhR0S o) ShARSL TS b Rl LRI 180 BYBLENAR0E 2

recei Vi ngs netti coul ante system 1020
can ead t bepgmnteciervets M7l vorie lntémn%fiéﬁihét mﬂams—ﬁ %ésfbsiﬁmmhﬁﬁb’wﬁmﬁ 12, The

ofig,inati ggag;@c%%x%’? maﬁséggmam%%m LGt ool SudrD8n EGGREVI NY

system 1. ag| ng policy conpliance system and :network(s)
1030. The nb@%éé*@ﬂrgiﬂwhwaﬂmﬂ’&m%@&%@wslwgdﬁ%wrH%‘hen be oper abl e
to forward & Mk} Gro USSR QLo BRRINOH Klrs)

shorild beun er sto g%u%ﬁﬁeglv\ork r)pﬁ &%\é can mi@ﬁ egi?raany Suhnct s i nandi ng

but - not |ﬁmth@us}@“ahvm|fw Rorser pvallsrsrm Ak net wor ks, wi de

ar ekt nfgMar ks: 1@%@«%&&%6 a@a?bc,%s@h&%\ﬂwm losﬁz&@ﬁﬂﬁﬁ&xﬁwh&tdﬁaaasbﬁwn and
i nbi nati onst her eol al so"be noted t or| lﬁfg]l ng system

1000 and/ ofng %@?‘Wlﬁﬁf@%%‘ﬁ@ﬁ‘mw *@@‘ tosH ‘i"ﬁ’é‘f‘@é}é‘“‘é‘hﬂ‘@‘f" ¥ ser ver
andfor cl i g aflokiBak3 e TRIATAGRE HRATYREN syaRe mn@m ammammse
overinternet pratocol ﬁVoI F) serv‘gff r]d/ or.client %%ﬁher .sent, and/or
client, a flﬂ‘gz’l@r‘%ﬁﬁ’éﬁf*é 3 ApPlRRBPT{ tﬁaﬁ ERPPIE O W&Fn‘é‘] 92y per t ext
15t ransf er ¢fepbAeak telindsd Thmaitations AR thitubB it fir@Adl system 1148 are

cor abhj ati onst ereef qﬂggl I tany ot her existing network conmunications

pr ot oct | s ToHeC m%“ﬁ‘ﬁﬁ‘t exanpl e of the wi de scope and vari ationa of
systens and net Bmﬁnd!mmhﬁé@mmmietﬁﬁ}féﬁt@mypwf@-mﬂ#mﬁtsmay be

ool e on Sty of AR et B B RPRH Sl LB LARIGH SprSliSl? 101
inctuding SMTP and POP3. These protocols refer, respectively, to standards for
cornmunicating ¢-mail messages between servers and for setver-cHent:commuhication

20 related to c-matl messages, These protocols are defined respectively in particnlar
RPFC?s (Request for Comments) promulgaled by the THTF (Internet Bugineering Task:
Poree). The SMTP protocol is defined in RFC 1221, and the POPS protocol is defined
in RFC 1939, .

Since the ineeption of'thess standards, various needs have evolved in the field

98 of c-mail leading to the development of foither standards inclpding ehhancements or
additional protocols, For instance, various exthancernents have evolved to the SMTP
standards leading to the evolution of exténded SMTP. Exaraples of extensions raay be
seen in{1) RFC. 1869 that defines a framework for exwending the SMTP service by
defiping a-means whereby a sorver SMIP can inform aclient SMTP as to the servive’

30 extensions it supporis andiin (2} RFC 1891 that defines an extonsion to the SMTP
service, which allows an SMTP client to specify (a) that delivery states notifications
(DISNs) should be generated nader certain conditions, (b} whether such notifications

4




.20 environnents. As anillustiatiomFI O 13 -depicts a stayer access
DackritectureAvithin which the,disclosed systens and net hods may be used
(e.g., as shown at 1100 in FIO 13), The architecttre in this exanple

i ncludes a _corporation's |ocal network 100 and a vari et C ut er

syst ens re?’Poﬁ“'%d’SW’f hin the loeal network 1190. These (;g@fgstzg%@n@% i ncl ude
application servers 1129 such as Wb servers and. e-nmail servers, user
25wor kstations running Itical '"clients 1130 suth as. tcrnail readers-and
Wb browsers. and data storage devices: 111.0 such As dat abases andnttwork
connect ed ghicaild retbiiee cBiyisikie nhiheaRBR e, aad aYbidineat hintddsn, whe a | ocal

a1 dosbot R WALk GSA Tl AR CEtePa ERNEY Pl el RBCOLTB6" connect ed

to the | nt demsEN 4i6Rnademdhhsiansdcint brehicBOserigirbmeddgOnaehiext er nal

clients 100 It shaould b rst.ood, t hat. t en d fg4Le can
any-variety c. fﬁihagy%?ﬁ%hrﬁm?%?t%%ﬁm f’hﬁg?s%’ﬁfwglv an’i n‘?ranet
wirel ess . supbmomkse advelecd inkansiwordegeet] canail sareaanbtivyiorKss pramdol

conbi nat i ons e,ﬂ[%h% g}a_}} F#-ﬂo der to facilitate Conntill nienti On between

t onpOnel | i 8 Tents 030 can access application Servers 1120
and dared th| t aOSkoeagputicaito meackeuishis shodsd wilohnisehioatbiwirise Mgk .

xternal cLlLRb S GG A AACRIRIE ELELOR: IBRUIG A AOASTY By 470 Vi a the

| nt er net 1i |ns ances oes! server
el i ent 113olrm@qm/ﬁewgvaecé’9§’ Iswpeddn Hetelophoind to parvidera sell afpciliiesfirer e an

externgj ¢ %iﬁé]g& 28 BetBlerPOF Vil QLD R LWUBE €h]::!izgr£{e\,eﬂ'& {la)c GRemet 0 a keal
.server 11. Tect ront ¢ conmmuni cations In prop ria rot ocol for a

gi ven appl Msstigiog isetype of conpvriemion inyRlvingst @}ngl b@rks upe*-jﬁ“smﬁﬁmfl reivall

aystern. 11%%3&1&1:1@@81@%@tz}ﬁ%el{’kéﬁ(;’m@xﬁmﬂ!c%rﬁfgg Eﬁ{v@sﬁidﬁa}\ﬁnb&ﬂrﬁ& ated inn

har dWat e devi cé Or one, nmore servers ainnected to tbel ocal

. comuni cat i on ¥ét %?‘R“ @G@ﬁhﬂé@%ﬁ?@}*‘h‘éﬂ matheds SECHPRRRMEER MY 5 S osed

bet ween t hgighdif NBkIcdSY STk 40 AB6h bR nethaa igiveidwdhdtieand, dents
1130. ., Appl1 52%1' on'rel ated el ectroni c, conmuni c t| on?qrat te.ciptingto enterer

| eave the PEealbeE SPFMPLLR BRI MR MESIER TG fﬁ’g’ FORRBIPICSNRY e 1140 are
é ?][ out ed thh@oﬁﬁ&éﬁ&ﬁ}tajpl&ﬁssmg devicly S’ﬂﬁ\ﬂaﬂal@@lals@dﬁ dflzrl%eawhmmi bﬁthbangI]? many
ifferent t S 0 mai n var i rotocols that are used.for

e- nai | traﬁéﬁﬁ?@?bﬁ‘ﬁﬁﬁéﬂhﬁgwm di"é%?ﬁﬁw %el udi ng SMIP and POPA. .

These pr ot ocol sa&h&ﬁmﬂky me&ﬁma&zﬁ\sﬁlmyns desnr&‘im&hdaﬁﬂsaﬁ rimpbapentedeat | ng
O-trial' Messa server Lent cont r auni cation
201 el at ed PRI HC = TR BbarS it bl iPlendcr vel y T
parti cad ar ilRE@teng ﬁa@esﬁe%ﬁ%mm@sﬁmpmﬁ*gaﬁ Sthy byfowdie pBERN( | nt er net

Engi neerin ( L.Sadef i LA, et ", and the

Sl 3io0E RS Rl B o Bk PRRk, hRaIRIIRE br bl i ahed

POPS protocCo
data that is operable 10 canse o processing system to peiform methods desoribed

heretn.
“The systems” and methods® data {e.g., associations, mappings, ete.y may he
25 stored and iapléminited in one or moré different types of computer-implemented
ways, such as different types of storage devices and programming constructs (8.2,
data stores, RAM, ROM, Flashnemory, flat files, dajabases, programming dats
strugtures, progratning variables, IF-THEN (or similar type) statement construets,
gte.). Itisnoted that data structares describe formats for nse in organizing and storing
30 dafain dotebases, prograns, pemory, or other computer-readable media for useby a

COMPULEr Prograny.

13




Since the inception o.fthese standards,. various needs have evolved in the
field of eemail |eading to the.deveiop.nment f further standards

i ncl udi ngettharicernents or additional protocols. For instance., various
enhancenments have evolved to the standards | eading. to_the evol ution of

ext ended SVOIHBOSHBNpl es of extensions-tnay be seen i A(HLYSEEN 1869 t hat
defines a franework for extending the-SMIP service by defining a-neans
whereby a server WII) can informa:client SMTP as to theservice
30extensions it supports and-in (2) RFC 1891 that ciafines on extension. to
the SMIP ser Vi CiheswWibahadl heansdsanay BYFRiddd cantarhalifpesitfpes p8) that delivery

status notifications (pSN I.s) shoul d be generated-under t.aip conditions;
(b) whet hefoRyHdr e Q’f(’g’feéﬁ‘t‘f’ ﬁ@”gg%%?‘ﬁsggtr}%rnﬁm ‘h"’é‘“’%’*"g@ge@ io{?j}'{ﬂ”heruessage,
ar$ (e) adgitduanahn, fbspnahdgonipate’s hetldrivedta) hi @nBiNpstuctions

thatrill owst hesender .ta:identifbaoth the recipient(s)..for whigch the DBN was
i ssci ed, atf™Ha e{*‘?cﬁﬂ%olﬁ'f B’?‘?ice&\ﬁﬂi%ﬁ ﬁe'%‘ff’g‘ t%? fngg?’ ﬁgéf ﬁ%ﬁ"‘)éﬁs‘%’gsem‘%%&g%%% I n,

addi tian, fHeeydhdiRicpride0bakinhas evol ved as an alternative to POP3 that

Ssupports nore gdvanced interactions b WeRD &£; i I d clients.
This protocol i wd’@’é“é’?ﬁcﬁ‘é‘an?@ﬁ*eﬂﬁ@’%g% g fﬁ‘&é@é}% A %%E\%ﬁualﬁl adon

.mecl i ani saésesied hatetonyy Betopmesatidiety oredimstlk & cdtheolier Dot cat i on
mechani arris, i.pclude... DLL RO L it ed My N 6l shiBlzO0M and.
st ant - neikap 5 g Rk Rmod Mo e Dol Bl o b et o
faciliti esivbections GGrrasibd: g mh@iﬁwﬁmﬁ@féf ﬁm@e%éﬁﬂhﬁﬁ%ﬁﬁﬁw '@?P?Eiéri ng
thei nigmet B iﬁgtsgﬁw%l eﬁlﬂa&lﬂn kﬁ%&fiﬂ%tﬁl\@%@%g&t ta%tiﬁaﬁ ¥heciQficpRAMan cati ot t

i nvol viingri: clTeéen I C K to an I nstant messagi ng seryj cet hat
del i vers cperedigm). ontd ampplch oy o o easppé STt SRERaEen0n98 gRptherdype 6f Thi s

ft:tribe:r &%@gﬁﬁtgg@; Grtﬂ}&xﬁyét%ama%&pmﬂ%g@§ f§06bnah8 By bRy Use data
ed via networks (e ocal ; area net \(3%951 W dear ea. net Wor K,

signal s conve i A\ . ‘,%. | c ¢ NE _ S
Internet, ¥suedon s singlpdpvispey Erpbehioresarmatne ferge gRgEothBE \Wor ks, etc.

for comanajicati @M th opeor nore data processingdevices. Thetta.signals
can carry .any oral' of the data ditelosed herein.thatis provided to. or
front ¥ device.lt Shmldh%&ﬂf*ﬂ%ﬁé‘ﬁ??“ﬁ%f ﬂgﬂgé(ﬂ?f‘fgy?f‘g?&%le@ o herei n may
be: i npl emepfegthuaiuaRitow) thé Bleaithy &i&ﬁfﬁ?’siaﬁ,f’ aﬁiﬁﬁesﬁbmg?ﬂﬁ%mmﬁsrﬂw@r ogr am code
conprising program 20instructions that gre: execut e hy.one or nore.
pr ocessors ingh"s%’ﬁ%?lﬁmﬁr vgtﬁfgwtherwme,, ijw, as us;,g m.&lc desonption herein

and throughowt the clatms. that follow, the meaning of “in” includes “in” and “on™

unless the context clearly diotates otherwise. Finalfy, as used in the description herein

20  and throughout the clains that follow; the meanings of “and™ and “or” include both
the conjimetive-and disfunctive and may be nsed interchangeably unless thecontext
clowrdy dictates otherwise; the phrase “exclasive or™ may be used to indicate situation

where only the disjundtive meaning may 4pply.
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i nstructionsmay include source code, object code, nmachi ne code, or anyother

stored data that is operable to cause a processing: Gsten-A. te pi Cone:

Met hods descri bed herein. e Systens' and nmethods' data (e.g., associations,

tnappir,..etei.) may be 25 Stored and inplerneritedin one &bre different

types ol coni put eni npl ernented ways,. such at different types of storage

devi ces ikt QalREds?g constructs (e.g.", data stores, RAM: ROM

Fl ashmenory, firat files, databases, progranm ngdata

structuresrprograrrani ng variabl es, 1F-THEN (or-sim | ar-type) statenent

constructls, eBc.method fosneperatior agpamatanes tar u AR edalde PHEPGEHEOTF ofhali® f or use

in. orgapizing. .af 1 i r " isHq: ot her
gag eh@gg%&ﬁe%%?ga Pg?n Ejtﬂ"ft%ﬁt%ag@tﬁ BORY @BmpRArRe! METhetABBSHprisig

conptiter ‘useliy a cotnpater 'program )

The: syst ens. fanceacht ¢foa Plurality b $ate\af qserexisingvdiey. dpfiniag &n epyerPenging
eotnpute | f i FRITREL Bf pRd-Bxki fRIhaR sbiréspoh@ing - -

CD- ROM 5?@%@‘?"?5‘1‘ t% %F%%Lgﬁgﬁ/e%ry" cei_npl?t%ar '.lgtg%ard_ drive, l-e?‘t?)(c:). ) n'Eghat
contai n chassificativn classifying cantentof theceaiof Hiesigy beingrassesiale with ¥deadrne

t he- net h8 S Db &tcjeﬁgﬁm@ﬁ‘tgoif%b@ﬁ@&' 5.the. systeras. described. herein.
The conpu ef coﬁ{)one fs, software nodul es, functions and data sfructures
descri bed her pfasessiyg lbecit of thec seta ofiprerexisiingfiles hyi enecen ofe clagsificatisb her in
or der toté[aclr@@ﬁ%g.he: fl ow of data needed:for their Operations. It is also
noted tha Ware instructions or a tuoclulc,ean be inplenented for
eitairMe as geserbiingut 2 neelirpfr dlerdibing goaspeteristion, &4t 19RER e CPUIRRRONEIAI ani t of
code, Ox'cf'?;@siﬁ}gatﬂm &ith 6PSf iHEntInG Bh&aEtbRLcS BRSEH Bt B) preQéxistifig ARs

.appl et"-"or computer script Tanguage_, or as another type of conputer
code or BssovidedwitTihe corespendingdagsdisalies and/ or functionality may be

| ocated on a gin Vihb!| itydiof t SR b SHlinA RIR8HBAtIONE] Pé@iviklE\d ¢@8
dependi ng: upzdr%- ? (Seh ?)git'zﬁ%aﬁunggt_{]éndﬁ 1%?9? shoul d he _undglarrgt{aood t hat as
used i n shesifyggdsatmentsiisentenhidgnifiedascaigneatediit the clasgificationtbassd PBw, t he
meani ng o =Y T PP Rarhelistiesay ural tefarence unl ess the context
clearly gf@é?eétoggﬁbg\{r}]@%fg@@%rggﬁ Ias 'uased i n-the description herein and

t hnughQut t | i e whieegimeaghmde defineawhethes tioamard@ eammynicationdneliding eonientyng
"1:)n" uplesgs ‘Jkﬁﬁ t | MadbifebfidEof RS BEREhSEAd Bk Nedst YonedsF thased i n
t he descrlﬁlg%t FegE ' e(rHealtsﬁé Uf%hgﬁé (%f?#ry(l)ughpuft he cl ai ns rt.lhat foll ow, The.

meani ngs regipientrad thengendsr.” i ncl ude both the .conjunctivcand disjunctive.
and nutY be used interchangeably unless the-context clearly dictates

ot herwi se; the phrase "exclusive or" maybe used to indicate situation where
only t he 2di sj Thetmetbodehelring 1nwhergisping set of identifying characteristics associated

with each correspond classification are generated by examining the content of the set of

files associated with the corresponding classification.

3. The method of claim 2, wherein the processing each of the sets of pre-existing
files includes fingerprinting analysis, a cluster analysis, a contextual analysis, and an

adaptive lexical analysis.

4. The method of claim 1, wherein the rule is generated according to access control
rights associated with at least one of the sender or the recipient, wherein the access

control rights are derived from access control rights associated with the set of files.

5. The method of claim 1, wherein the rule is defined based upon access control
rights associated with at least one of the sender or the recipient and content contained

in a communication.
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What is claimed is: 1. A nethod for operation upon one or nore data
processors to filter comruni cati ons based upon content based policy
conpl i ance, the nethod conprising: for each of a plurality of sets
of pre-existing files, defining a corresponding classification to be
associated with the set of pre-existing files, the correspondi ng

cl assi figati ofhg hisisdd o dMInCS Wiiéin Glccédiecditiol Aghts iakeegroaﬁeb% Qebups HCi at ed
with at least one of a plurality of de artne%%s OI a busi ness;
ndaedipat i

processi Heprearierein thagengder angihespeipient gl St ANg GoURusers.
classification techni ques; generating a set of identifying
characteristics for each correspondi ng. cl assi fi ca#i on, each set of

i dent i fyfng chbe Bwethad dclaig 1pReBar eRMRTsNGSiae sEPS BFe- exi sting fil es

associ ated W tdrehvity £83HRERNBAbNTHNE hABAGIhARY dyem; for each of the
plurality of corresponding classifications, reQ%ltﬁé E%@a rul e specifying
It

=sponal.ng .
treat ment of EWrRAGHAY idegiiifinorhageissistisasepsirted Wi MENIGaUTY | cati on based
on the set of kg g deNtdohrhiticationtksaideplifyflgl eharadteflstics with Weeisei rfeach
rul e defines whether to forward a communi catqi)rgp in luif“%ﬁ) cont nh to a
reci pi enideptifyisg ehssactenatics |fais saeh ol thgneqstespepding, fasaificatiog @ i9epti¥iaone of
the reci pigsificadBA id FEasRRRRIG wittPthe BommiEida@ign;aindcl ai m 1, wherein the set of
identifying characteristics associated with each corr gﬁ%@gg cl gssif.ication

d ) ! . e
are gener at ed2BRIYIBR afri e PSpeRAtEd nwiit thEt CRTFRSPORTING ¢ ClassTicatio s 5‘_ﬂ'ﬁd with
the corr QMQH%efHe@%ﬁ! donsratini€dtion shouldibR fomididst tofitsadtemdediecipleat.ei n t he
processi ng each of the sets of pre-existing files includes fingerprinting
anal ysis, a cluster analysis, a contextual analysis, and an adaptive

l'exical gnhal y§he. mitholihef N&@hikPd7, Ofurtheni éBrdprise itisd Nstéh eoft Ybrvardingether at ed
according to access control rights associated with at | east one of the

gnt.
sender ofomRwnicgtigbased UpRRaPRlicAtiehel tie 8des control rights are derived from
access control rights associated with the set of files. 5. The nethod of
claim1l, wherein the rule is defined based upon access control ri
rsing o ;

ts
associ at 8d wi The afethods of offaimbf7.+ FEthee neRIpP rEER pPleAPVAHINE HB ent

cont ai NegdoimmuRicaSATUBESoREIVENto  thé - cohftBuriiBdtidad nef belnai Bssociatéte it aagcess
control rights are provided to groups of users, wherein the sender and the

reci pi entdeRfilyingfbpiagtedisiics- at | east one group of users. 7. The nmethod of
claim1l1, further conprising the steps of: receiving a conmmunication from an

originati ng syste extracting identifying characteristi.cs, associated with
t hegcor'r'm]ﬂig c aﬁ'pgrmn;thod of claim T,Qurther comp¥isin8 th gtep o} automahcaﬁ!y generahng a

rule responsive to learning communications patterns between a group of users and

based on types of content being distributed among the group of users.

11. The method of claim 7, further comprising delaying delivery of the

communication based upon application of the rule.

12. The method of claim 11, further comprising notifying an originator of the

communication responsive to delivery of the communication being delayed.

13. The method of claim 12, wherein the delay is at least one of storing the
communication in a quarantine folder, dropping the communication, tempérarily rejecting
the communication, storing the communication until approval is received from an
administrator to forward the communication, automatically encrypting the

communication, notifying an administrator, notifying a recipient, or combinations thereof.
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conparing the conmmuni cation's identifying characteristics with the set of
identifying characteristics for each of the corresponding classification to
identify a classification to be associated with the comrunication; and
applying a rule associated with the corresponding classification, the rule
speci fyi ng whet her the conmuni cation should be forwarded to its intended
reci pi entq, 8Thd eethd] Srdkidf 7, §lirfHeMcdmpfising Berfveftiyd tommanichitorsrem oné
formarding t he conmuni cati on based upon appljcatjon of the rule... 9. The
mot hod ot & Phralib7of migmelbed (ST @i tpmnasser kEmat prics i eXtERCHRS KRRtying

conmuni CakiraRefiSRFdRi e chbmntuicaGemmuni cati on not bei ng associ ated with any
identifying characteristics. 10. The nethod of claim7, further conprising
the step of automatically generating a rule responsive to |earning

comuni cabi ONFhE MdURIdS dRfhVre aUther 85rapsieY tratshiting ATk Biecsiericadtibp ésto Of
content being distributed armnﬁ theggroug_gf ,H(ser .11, The net hod of

cl ai m 7, 2fCQMHEY lapgHase; & fofg1ad BYIRP Firarin SHEH Y IRERINBased

upon appiHeaaondndétinfimecididdteristié®. The nethod of claim 11, further
conprising notifying an originator of the comunication responsive to

delivery of the communi cation being delayed. 13. The nethod of claim 12,

wherei n ghe dghayméthodilof R 1150 Aherin e frangafintestep romnuies aidtadatd o de
guar anti ne fol der, dropping the conmunication, tenporarily rejecting the

communi c#8¢DR exXpeinaigethiN ehatarieislic®-on unti| approval is received from an
adm nistrator to forward the comuni cation, automatically encrypting the

comuni cation, notifying an _admnistrator, notifying a recipient, or
conbi nat iléns tTHEMEIROd °fg°l‘34'f“ TSR PABRNENg e SSRSPE furt her conpri si ng

converting a epgsriRgesihinidatieimrame, of a plurality of m smatched formats to
a conparison format prior to extracti r;% I d&nrbtyif i ng characterjsti from
[oitPe by, oltsg

the communi catdesffyingione ofgaiePaligrngre FOMUBHYFRtoN{EATTIC:
translatihbhng a file or conmunication into a common | anguage or format prior
to extracting identifying characteristics or generati t he known

i denti fyi ng cHg§Peting @ &4l¢ fased uppn tﬁﬁﬁeﬁﬂfﬂseﬁjo‘?feo‘?r ”&‘?rﬁipﬁﬂ%@?' wherein the
translating step creates netadata to be used in extracting identifying
characteristics. 1

7. The nethod of claim7, further c rising the steps
o obseriBi ng TeBMRINLSTR 1 #EIn SioaERNTGHG 1S SRoMR P e B e
exhi bi t eqhchufiQb &afiv Rtte@RNE Refto 8 fubfaatiné §oldédropped, temporarily rejected,
stored until approval is received from an administrator to forward the communication,
automatically encrypted, a recipient is notified, a sender is notified, or combinations

thereof.

19.  The method of claim 1, wherein the corresponding classifications are at least
one of: management files, legal files, technical files, marketing files, financial files,
information technology files, proprietary files, strategy files, sensitive files, or

government classified files.

20. The method of claim 1, wherein a system administrator specifies the rule by
selecting a corresponding classification of files for application of the rule, selecting a
class of users who are permitted to send the selected classification of files, and
selecting a class of users who are permitted to receive the selected classification of

files.
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generating a rule based upon the identified one or nore patterns. 18. The
nmet hod of claim 17, wherein a communication falling outside of one or nore
identified traffic patterns is sent to a quarantine folder, dropped,
tenporarily rejected, stored until approval is received from an

adm nistrator to forward the comuni cation, automatically encrypted, a

reci pi enpqis "Fﬁé'rfwbt%d & asinfen, lvﬁuéaélhlthbeﬁep@rofcﬁmt.n@ta ensstoresent.  19.
The method of claim 1, wherein the corresponding. classifications are at

| east on§°f6P"S%ﬁ%3@Wénl"deIU§% US‘F"ég‘éﬂ‘o fhavesperpissian & sepd |ssrecaiys (KBe i ng
files, fipaneldlastifitftion of MEer mation technology files, proprietary files,
strategy files, sensitive files, or governnment classified files. 20. The
nmet hod of claim 1, wherein a system adm nistrator specifies the rule by

sel ectingpa Cﬁrédﬁ%?@lﬂgéélﬁp&icﬁ%%hfph&%e' $Y3tei cémflg@seof@rfu@pméssﬁgés%s@a t he
rule, sel ectlng{ a class of users who are permtted to send the sel ected

cl assi fi 889N epntgnt and aldeast fpef |sse@¢rﬁg)raefen>'3§f§ aspociaied withribe Aresspedsyi t t ed
to recei yp dyBRnv&IRSIRY; Cl assification of files. 21. The method of claim
20, wherein’the steps of selecting a class of users conprises selecting

i ndi vi dual us@mesiAgng souepiIaRstisr 6NTOBredAd or receive the sel ected

classificati Oac&fssfal B 3lity of Sets Af BRO:@ling IRSSMJISH &ch SePBPpreaRBEnGHIREEM
configured to filter nesSages based upon content and at |east one of

senders aﬁfmeeregrwemdénga%%%ﬁcat'%wﬁ assoriatedouithieset pipregyistingigsntpei si ng:

a ”ESSagb&%é‘pgﬂélﬁgtclé?sbﬁﬁéﬂow @éssﬁﬁﬂ@lcﬁhfaﬁﬂof fHe set of filesPaS BERg hsBbatatali ty of
sets of pre-existing | es and for each set of pre-existing files define

correspoWHhﬁbeéﬁ%ﬁqla@é%@whofﬁe%%&%?‘&?%ﬁh the set of pre-existing
files, the coprRapmflicRéh of arShdts Qﬁtﬂr@ex.sd.regsﬁ:eéwwecanwa cRbsitikioget of
files as being associated with at |east one of a plurality of departnents
of a bustgsEgigues; processing each of the sets of pre-existing files by

one or nore CE@ﬁeﬁhﬁrﬂ&aé' Q8 tEChiUliBgASS characterisiefetqrt icdeh a co@ésphding
identifying characteristics for each corresponding classification, each set

of i dent Fa§sification-sashiset plddentifying shatagpristive bagsd of tfﬁrS@I ekpreeisyng filegs

associ at gekoMdidl WiketHeQohRsRatHg WadsifRasdr: | cati on; recei ve a nessage
and classify the nessage as associated with at | east one of the

cor r espondi ngTePHES MessadesHY dassifyiths BEsTRasP arsopigtadnuisaldepstangetit s

based upgf é&ﬂ@sﬁ&f&rﬁﬂéla@fcﬁaﬂ&u%@&ﬁ%dﬂﬂﬂh thB®usinbSs eépan@@mts $é§eﬂ€hpon
characteristics of t lurality of content classificat

nessagi nier gantent of H1%x 'i“@ﬁﬁaéﬁ and the sets\ef igentiving F@J@‘Ete'iﬁ'és 6’6 Fr}ee@kbr@ﬂ%h 0rﬁg

cl assi fi gattbmitiddsmidatidne; messagi ng content classifier and to apply a rule to
the message based upon the at |east one corres ond| cI assifi catl on and
upon at | east 2ofesedging Jitgr esonfigured ciopiresfiventh L Qy€; cafesponding

forwar di g@sdifgitien %ﬁf thauh@séagmgtdoaféwubs&m m&amv@mwm\é&né&a@ut put
fromthe nessaging filter 3. The system of claim 22, further conprising

a user i AR W B¥ndt lgatterne @rF%@@F@‘@g crespralion qndyuRdn 4 least apRiot Re

speci f i edekden®p tdcigidHt oPthelnicy¥age;tp@r and provide the plurality of fi I es and
the specified classification to the nmessaging content classifier. 24. The

system of cl afarvering,Reiceranfiigyed i@ dansitt dhe Hisssage respeRsive KoPPHLFYM o
al l ow a Yahed2ghigembfy rules for the messaging filter.

23.  The system of claim 22, further comprising a user interface configured to receive
the plurality of files and the specified classification from a user and provide the plurality

of files and the specified classification to the messaging content classifier.

24.  The system of claim 23, wherein the user interface is further configured to allow

a user to specify rules for the messaging filter.
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25. The system of claim 24, wherein the rules specify which classes of
individuals are permtted to send and receive a specified content
classification associated with the rule. 26. The system of claim 25,
wherein the nessaging content classifier is configured to use one or nore
of the followng identification techniques to identify commonalities

bet ween be pirig aldibm &fcldii 24 vafertilthe Afled Sp&digSaitty claBSSsa@gaRdiwbLdls one of
the plurality of classes: fingerprinting analysjis,. a cluster an E sis, a

. a X g 1S, . )
cont ext uafe ReTENHed tg sead @nd eeriver? speciied eignt aaspification asseciated withylae em of
claim 22, ,wherein the forwarding logic is operable to forward the nessage
to a recipient, quarantine the nessage, drop the nessage, or encrypt the
nmessage before forwarding the nmessage to a recipient. 28. The system of
cl ai m 22pgwherrgé Rydtb® SYFHIRMSY, whdrdlk #5663 8ieBadid EstitentWitsEenist dbRfigies agi ng
client periodical Yy recei ves updates from a nmessagi ng . server conprising at

pdates | ! [,
| east ont Bse ARRIAE @argobdne Tpfewing ddersificalion tephpuiayes; todHeniis commongiige ed
i denti f yba&eﬁh%@gm%tﬁéﬂfﬂé dPWell BE 1€ 0REENIMEdsagEs (At Bh N the pldQlity bie
system of claim 22, wherein the nessage conprises an e-mail comuni cation,
an inst aﬁ'@sﬁsaaﬂﬂgﬁi%‘&'ﬁ'ﬁtﬁﬂ%ﬁ'&,C'%??rrﬁ“%ﬁorﬁrﬁﬂ?tegwloﬂ?a'ﬁ‘?' an
comuni cghifie ISicd bsargsmuni cation, a telnet comunication, a Gopher
comuni cation, or a volce over internet protocol communication. 30.
Comput er readabl e storage nedia storing instructions that upon execution by

a syst enppr 0CERe QsteRUTRIdiME22S WhiRsin PHeORRR&BINglIgIE id dralfle MaTTuNvaRI thens
transmtted over a communi cati on networ k based upon the content of a

communi p&ﬁsﬁg%%adﬁﬁiﬁieﬂhe‘l%@? the dnessaos &P (185 mBesseae RofMTVRICEE on,
the medi sd3ayddKhrseasRrrding tHeufibdRhe tdatredmee the system processor to
perform operati ons conpri sing: for each of a plurality of sets of
pre-existing files, defining a corresponding classification to be

associ at of W trRe shstemedt MimPPE wherdih itdsystdri s alnhessaging REAANIhEGIn the
classification classifying content of the set of files as being associated
with at Messagiegelient peripdically| reesjvest URRGS: rom & TSN 3RIVG{EPTising at

processi ngsEHB 6f ubBReSRNSS, Alpdatr @yhiehi ReskifitRBnBY oP Npdated MIeAtifying
classification techniqg generating a set of identifying

ues; .
char act eeharapiggsticg fordhe gorigpt classiicaiang: cl assification, each set of
identifying characteristics based on the set of pre-existing files
associated with the corresponding cl assjfication; for each of the
plurality9of dBer é!éﬁi%’ﬁdiorﬁgc'élnésgg'f iwhereiBndhe  mEssagen GOPFERS petMAli ng

t r eat nengopmupRALIEN ard dRMAt frhestagmgassipruAtabndnhHTTR sdn@fichiéation] man based
on the set _of known identifying characteristics; ei n each

n 1 ; and ... whe
rul e def FAEs CORBLREALYD #0 deomnmuNEaiione A iteReY ﬁe'i“f]m“f?at'%n?e{i?lf"i% a
reci pi enoRarftatiodr bBicelassintdreatipretbcd comtinanéent and at | east one of
the recipient and the sender. recei ving a conmuni cation froma user,

t he conmuni cati on containing an originating address, a receiving address,

and cont@pt; Computerd8hdiblE BloRsyeviedib toringangantien thaf updieexeirBmMbgat i on
substantially natches any of the corresqpon%ng cl assifi cawﬂons_ %gsed upon
the set s SEHCRIRSAFPSSRIAAUSE [Ty SIAR PEROPETIr 0 QN COEURMYICRIRES HpTSMiftprbover

cor r espoRdidhemGhigstiohl hdiRbikObsed N oREBE i coatent oRBCommunicatiofrakar ¢hongthehe
comuni cati on responsive to the rul e associ at ed BII th tthe ubstantial |y
disnheving 510Gk

mat ched &8RI&EFNGHBFRIGNESFdhe cemmusiratiomdheime EsFondRtact i on

to perfocguennkRgsteMProcdseat toQerias 8perdbers ddtprizigt espondi ng cl assi fication
of the communication and u%ﬁn t he orlfgi nat i n_gg Idr efe?in_and t he recgj Vi ng

addr ess of t h&rceqphual apip@ity of sets of pre-existi es, ing a corresponding
classification to be associated with the set of pre-existing files, the corresponding

classification classifying content of the set of files as being associated with at least one
of a plurality of departments of a business;
processing each of the sets of pre-existing files by one or more classification

techniques;
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31. The method of claim4, wherein the access control rights associated with
the set of files controls who can view the files. 32. The nethod of claim
10, wherein the users belong to the same organi zati on.

generating a set of identifying characteristics for each corresponding
classification, each set of identifying characteristics based on the set of pre-existing files
associated with the corresponding classification;

for each of the plurality of cormresponding classifications, receiving a rule
specifying treatment of content identified as associated with the classification based on
the set of known identifying characteristics; and

wherein each rule defines whether to forward a communication including content
to a recipient based upon the classification of the content and at least one of the
recipient and the sender.

receiving a communication from a user, the communication containing an

" originating address, a receiving address, and content;

determining whether the content of the communication substantially matches any
of the corresponding classifications based upon the sets of known identifying
characteristics associated with the corresponding classifications, respectively; and

forwarding the communication responsive to the rule associated with the
substantially matched corresponding classification, wherein the rule specifies an action
to perform on the communication based upon the corresponding classification of the
communication and upon the originating address and the receiving address of the

communication.

31. The method of claim 4, wherein the access control rights associated with the set

of files controls who can view the files.

32. The method of claim 10, wherein the users belong to the same organization.
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