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METHODS BACK0k0UND AND .SUMMARY      This .document relatessencrally to
systems. and methods. for processing communications and more particularly
to systems and methods for filtering 5coinmunications, In the electronic
nil filtering ustry, most existing.systems are aimed at filtering incoming
messages. Centent policy compliance (e.g., compliance with corporate
or.goverbanctital policy) can be an important consideration for companies
in view offite increasingly electronic character of ixnpprtant
communications and 10availability of a variety of electronic communication
techniques.      Itt acetirdance with the teachings  disclosed herein,
methods and systems are. provided for operation upon ono or more data
processors to filter communications in accordance with content based policy
compliance. For etanaple, a method and 'system can include:: defining a
classification associated with the .content of a class of files; 15teething
&set of charaeteristics distinctive to the classification; wherein the
set.of characteristics has been derived based upon the. set of files;
receiving a rule defining the treatment of centent substantially similar to
theset of characteristics; and, wherein the ride defines. whether to
forward a communication to iirecipient basedupon the classification a tile
content and at least one of the recipient or the .sender. .Z0 I31tIEF
DESCRIPTION OF THE DRAWINGS       FIG. i is a block diagram depicting a
system for handling transmisSions being Sent over a netwOrk.           FIG.
2 is a block, diagram depicting.a compliance system that has been 



25configured for classifying filos and applyingpolicies. .FIG.. is ablock
dieomn depicting a eti011pliatite,SYStern opOPU1 computer: FIG. 4 is a
block diagram depicting g compliance system that has been configured for
classifyiagfiles based up.orta combination Of anablis teebnicineS. FIG, 5
is a bloiik diagram depictirig a eomplignee Systein that haS been
configured to use. existing content to deVelop characteristics aasobiated
viith a class'.  eonfigured to .accept one ot more content based prilicies.
from an administrator:      FIG.1 is a flowchart depicting an operational
scenario for tillowingeontent based poliey(ies). 5FIG, 8 is a flowchart
depicting an operational scenario for allowing. content based .pcilicy(ies)
whereby the characteristics of the content:are automatically generated
basedupon a setarelated tiles. associated With a classification:
.PIG. 9 is a flowchart clepiciting an operational scenario for generating
content based:policy compliance using access control rights to generate
policy.. 10FIG. 10 is a flowchart depictingan operational scenario for
filtering-messages based upoticontent based policy(ies). FIG. 11 is a
flowchart depicting an operational scenario. for corrverting 



communications from multiple-forinats and/orlangtiages into a commoi
format. and/or language and distilling the connituiicatiou into metadata
describing the comintmication prior-to' parsing the message for any content
match. FIG. 12 is a block diagram depicting a server access. architecture..
FIG. 13 is a block diagrani depicting another server access architecture.
DETAILED DESCRIPTION 20FIG..; 1 depicts at. 100 a system. for handling
transg$ssions received over a network 110.. The transmissions can be many
different types of comniunications, such ss electronic mail (e-mail)
mesSages 'sent fibril. one:Or more messaging entities 120. Thetystem 100
Uses a messaging policy compliance .system 130 to help process Me.
communications *Dolan originating system. 120. Themessagingpolicy
.25compliance. SyStern 130 examines cltaraetetistica alSociated -With the
communications fitirn..1he otiginating.systerit120, andbased
uporithoexamination, an action is taken 'with respect to the
communications. For exempt% a communication may be determined to be
legitimate and thusthe eomtniMication.ihould not W filtered by the
messagingpdlicy compliance system 130 and instead provided to a receiving
system 30140 for delivery to the Intended. reeipient.      This tlisdiesure
relates to filtering-the .content OtpacketsParinitirdealtd Over the network
based upon a elassilleation..associated with the connnanieation. It should
thereforebeunderstood that such communioationt; can intilude email, voice
over Internet protocol (VOIP) paCkets, instant messaging.(1Tv1), file
transfer protocol (FTP) paekets,:bypertegt transfer-protocol (-ITT?)
packets, 'Gopher packets,, and any other Method: whereby protected
orsensitive content.trade 'secrets, privileged 5information, etc.) can be
transferred oVer a network to another user.      It should. be further
understood that an. organization often includes several departments which
operate, to some cittee" independently of one another. However,
tirgarkation may wisitto prevent theft or disclosure of information based
upon-the person aceessing the Warmer:ion, orbasedupen the person to -whom
the information 1.0is being sent. For example,. an organization may not
want engineering content 



disclosed to persons outside of the organization. Thus, the organization
desires to limit the recipients of messages that intilude content related
to engineering. However, traditional' filtering systems &mit provicle.an
aceurate classification of content being sentiolfrotn users withinan
organizatieit 15To intnease. the accuracy 'of claSSifying content
associated 'with messagps properly (e.g., engineering film Marketing files,
legal files, etc.; including text documents, Voice recordings, images,
drawings, amongothers), messaging policy' corntAiance system 200 can be
configured witht message .content classification program. 210 as shown in
FIG. 2, A message content classification progratp..210 can 20-use one or
more message classification techniques or filters to :classify message
content; The message -content classification prograni.210 analyzes the
content of a corimnutication (intended to travel across the network to a
recipient) in order to classify the content of the comunimication. However,
it should be understood that.the 25messaging-polity compliance system can
also inspect incoming communications before ditibtxting the conumutications
to a receiving system. The messaging policy compliance system 200 compares
at 220 the elasstheation produced by the message content classification
program 210 lair:set of one or more rules to determine whether the message
is. in compliance with policy. 30If the communication is in compliance with
the organization's policies, the communieation IS .fotWarded to, a
recipient via the'netWork 23.0. HOwever, ifithe communication ijjf
compliance with theorganization's policies,. the  communication is
quatturtined,:tiropped, notify an administrator or a:Sender/recipient, or
tales some:other action, as, illustrated hy.blook 240. Other atitions can
indliide, for example; stripping c,ontentandier an attachment of the
messagebefore ferwarding,, automatically encrypting the measage:before
forwarding, delay delivery of the message, or otherappropriate actions in
response to a compliance vielption. lt should. be understood that automatic
encryption eattincluderequesting a user :or administrator's approval to
encrypt. Moreover, automatic eaCeyption tan further includetoMpletely
antoniatingthe decision to encrypt centent at theserver or client level,
in:accordance With policy and without user or administrator approval. AGIf
only.a port:4foot the communication IS not in compliancewith the 



Organizationrs policies (e.g., a rnessage.contains two attachments
where-one:complies with the policy(ies) and the other does not), the
communication may be blocked (e.g., dropped; quarantined, etc.)
Alternatively, such a communication could he autornatieallY redacted by-the
triessoging poliey compliance systen1,200, such that it complies with the
organization's pOlicy(itO. Moreover, in the event theta message . cannot he
transferred to A recipient becousenf a policy violation, a notification can
be deliVered to the originating system. It should be noted that the
originating system:can notify a:sYstem adminiStrator. Alternatively, a
system: administrator can be notified directly bytherne,ssaging policy
compliance:system. It should be 20there are numerous ways to manage a
response to polity violations; each of which is, intended to be included
within the seope-of this disclosure.      Another exarriPleof a
ittessagingOolicy compliance system is shown in PIG. 3. For.example,
themesSaging policy.compliance agent 260 is located on a user's :computer
265. in additionto the messaging policy compliance agent 260, the local
25cOmputct 265 can include an conutalhication client.270. It :Should be
understood that the communiCation client 270 could be integrated with the
messaging pcilicy conipliauceagent.260, in some examples:      Upon
receiving a message from the communication client:270, the messaging policy
compliance agent 260 would use the message content clasaification program
30275 to determine a classification associated with the content of the
cetritramicatien. The rtiessaging policy coinpliariee agent UP at 220
compares the. classification associatO witlt the'couforit of flip
communication With' a Adinont-based messaLdng.  policy. which could beset
by the user; or by a system administrator. Where the communication does net
comply with a .eOntent-based messaging policy, the.agent can drop the
cornmithication, quarantine the comatunication; etc,. as sithwn by
block-285, It should be understood that Sit Innetientdity etudd be
intetateci With the 5communication: client However, irshould,also be noted
that: the functionality of block 285 could heprovi ded by the
agent:itself., lithe communication. complies.with the coritent-based
pOlidy(ieS), the messaging policy complianCeugent.forWarda the message-to
the oi*nating.system 



290. IE sbonld bc.undorsicoci that the funCtionality oft:he:originating
system 290 JOcould beincluded on the local 'coinputer 265 itself: The
originating system 290 then sendsthe.thessage to a recipient. system via
hetwork(s) 295.       Itshould be noted that the messaging policy
compliance agent can bowed in conjunction with a messaging policy
compliance server. Usingsuch sn architeCture could provide multiple
levels,of content compliance checks, The agent/server 15architecture could
allow the messaging policy compliance-agent:to record the user's activity
and/or various, events that occur on, the computer (evg,, polieniolations)"
and periodically provide:updates of the titer's activity to a
Messaging:policy compliance 'server. The agent/server architmture could:
further' allow the Messagingpolicy.server toperiodically Cortununicate
updated content-based policycies)-to the agent It should.  20 be farther
notedthat a messaging,policy eampliance_agent 260, where practicable,: can
include any of the innetlimality of a messaging poliey.compliance,system as
described' in the presentdisclosure. As such, any of the functionality
described with respeet to a messaging policy r4onipliance system Can be
used on a Messaging. policy eattpliance agent in accordance with thepresunt
disclosure_ 23The naeslaging policy cenipliance agent. could further allow
a user to it:quest the addition of content-as& Poliey(ies) it the local or
server leVel. Where the .requested content-laated policy(les) do not
conflict with. administrator content-based polio:v(1es), the local.
andiorservercould applyth.e user requested content-based policy. Further,
themessaging policy compliance agent could allow the user to 30request
encryption on a. communication via.the communication clientinterface.
Where. the encryption request complies With conterit.based policy(ies) a
the agent  and/or saner k3ve1. te reqaested ei1crw1ion cart be performedby
either the server or the-agent. Bywarof example, a message content
classification program 310; as shown     'm06. 4, can include.a number of
classification techniques 360, 370,180. Example 



5message content classification techniques or filters 360, 310, AO that
message contentclassifi.cation program $10 can use include:  Contextual.
Analyst - a clasaification technique- that peril:Aims a
Markt:Mauanalysis.offileS US identify plimaes and words whioh are unique to
a classification of file, which can be done by analyzing-the rarity of a
word or 10.-phrthe toe particular type of file) and treating suchwords or
phrases as indicative fa woup of files with some percentage:of certainty;
Fineerninteinalysis a techniqueto identify copying between two _electronic
texts atrimitiplelevels e.g. whole file, paragraph, sentence"or
tuistruCtured alphanumeric' components) by, for example :1j Applying.
anormaliStionlayer 1.5to retrieve Wititespace and other noise; and, 2)
utilizing a winnowing algorithm to generate a minimized, yet optimal number
of hashes for each file, adding an a:mbigoity fat-tor toidentify files-with
very minimal, but significant duplications of klata.  C7uster4nahwis - a
dassificatirin -technique thatpartitioris the data_ into 20-related subsets
sharing a common trait that catibe defined as a function of a defined
distancerneasura- (e.g., Euclidian distanoe) that Matta apoint as a pad: of
at least. e.yn.e cluster.  Adaptive Lexica/Analysis - a classification
technimie which can bepatron-nodorieleetr.onic text or data which
adaptively: learns structures of sparse and :25norisparse patterns by, -for
exempla: 1) instantiating a series of Markus, chains using components cif
the presented classifration mediumas members; and, Applying.a series .of
weights base4 on the tifonip14 ity of the chain, factored - with
the-learned appearance-vectors of each chain 'to deduceliprobability. This
process allows 'for the learning andidentiticalibri ofsparse ft:Marna;
exact 



- 30phrases, words, Apr binary patterits Which haVe a probability of One
disposition  based on their historical occurrence across a
c.ontinually.building corpus, using. the original medium as .a.process of
continuing Self-Ctilibration. it .should be understood that these.analysis
techniques ean be modified (sometimes significandy) based upon the desired
restilts., and that all implementations of these 5analysis techniques are
intended to be includ:ed within the present discliosure" Pot example, the
chister analysis filter 380 can use a number of diflbrent algorithrns.to
identify clusters, such available techniques can include, f.arexample, but
not limited to: it-means clustering,. qualify threshold.QQTycluteting,
furzy c;niearta clistering, and. spectral clustering, among others:
.10Thus, it should be recognized that using a, cOmbinatieri of
_elassification. algorithms on the-content passing through the messaging
policy compliance -system 300 can provide a classification 390 associated
with the content, and make .a determination, as shown by deci'sion block
320., whether the eonterit.of the message complies. with content. policy,
Where the content complies with content. policy the 15message is forwarded
to a recipient systerti ia a network .330._ Whereihe content -does not
comply with contentpolicy,' the content Out be drOnPea:Alllarantinod, etc.
as shown by blOck340. When: the message is not forwarded-Mille
reCipientsystem, the tneSSa.ging policy iitimpliance system 300 can,notify
a sender, an originating System 350 and/or an adminittrator (not shown).
20As an example, a policy couldenginecring-typainformation-from being
transmitted by human resources staff or to individuals outside ofthe
company. The message content classification could identify
engineering-type- infomiation,.for example, by the inclusion of equations
Or. words:or phrases that are moat cmninonly associated with engineering
documents, presentations Or-drawings - and/orby ono of. 25the
classification techniqueSprevionsly Uted hi this applicatiOn.
Communications identified as including charaeteristieS in Cohnn011 With
engineering document, presentations of iiraiyings- would be teated by
examining.a.message header to 



iletennine. Whether th'e sender was a human resources employee, or whether
the' recipient domain was not associated. with the company, 30it dirniti be
anderstood that min/it:his method, an adridniStrator Wind identify' an
individual suspected'of leaking information. this individual couldbe
monitored. for compliance with company policy. Moreover, the meSsage
Canton( clastifieation  program 310 cim. detect situations where. the user
is-sending subsets of files, ,or where the individual is
stmunarizingorrewciirling doeuttlenta to avoid detection.      As shown in
FIG. .5, a message. cotnplianec system. 400 could be configured to examine
an existing set of related files:492.; as specified by an
eximigistrator.494,. to 5create identificationeharacteristic.s :associated
with the set of related files 492. The.. files 492 eo.uld be supplied to
the message content Classification program 410. The  message content
classificationprogram 410 could :use eaclk of the technicittes 460, -470,
480 on the set of related files to detrntine What feature or
chafacterizations. mark their r.elatimiship. For example, legal .doctunents
might often include Latin 10 .plirasta such as in it, ipso facto,
orprimajecia, Such an inclusion couldbe discoverable by a message content
classification program 410.      A message. content classification program
410 can -generate a set of identifying dharlteristics fora Class of
content. Thesame techniques 460, 470, 480' are-thea used on communications
entering the messaging pulley complisnce. system. 15400. -The characterist
of the-oominunication may thenbe .compared to the. identifying
characteristies for a class of content to determine in which class (if
arty) the content& the communication belongs, thereby producing a content
classification 490 for the communication. The messaging policy compliance
system 400 then applies any-policies related to the- content
classification, as -th()V013 by decision block .204200 to determine whether
the communication will be delivered via network 430, or 



droppearquarantined, etc. 'as shown byblook 4481. hi the event that a
communication dOes not SatiSfY policy, the.origitiating system 450 cat be
alerted to:thepolicy failure. The.meSsagnig content compliance systeth
could also notify a system administrator and lot sender ofthe
policy.faiture.      It should be recoglizeel thatcontent pOlicy can be
created in a myriad of ways: For example, as Shown in FIG. 6, the messaging
policy compliancesystem can accept content based. policies 596 torn asystem
achninistrutor 594. The administrator 594 can supplY:a.cxintent policy-by
supplying both the related content 592 for the message content
classification pm gr.. am 510, and supplying a set of pciliey rules
596-configure4. 30.to be parsed by a polloy conipliance decision
blocir.526,      it should also be reci,Ittlizad That a inessaging policy
cOraplianee ayste4n can be serup to..inspect.access control rights-().f
users authorized to access a set: of related  ffiesk These aC,MSS .cootrof
rights can be used to autornatically.analyzecontent,based. policy, where
the tset's..(who are antliertzed) view atulisir modify the Set of related.
Elea 'also have the tiSlity to send and/orteceivc such similarcontent as
theyarealloWed.to. access. 5Furthamore, it. should be'recognized that a
messaging policy comPliance system can be trained fox:recognizing
contentAnse.danom:alousbehaviot ass.ociated with the users of the system.
For example, a messagingpolicy eompliattee syStern an observe all
cormnimicationt semthionft thesystern over a period of tithe. That upon
detecting that a user is sending eommunicationsthat ineluile Content that
is it!ahnorznal Withrespect to the hStorical usage patterns of that user,
the messaging 1;aq/comp1iance system can be configured to
dmp/quarantinethe:communication and/or notify.maystem. administrator. In an
adaptive manner, a messaging policy compliance system can generate
content-bascdpolity(ies) based upon historical. usage of content. 15FIG. I
depicts a flowchart illustrating an operational Scenario 600 for a
messaging policy compliance system, -whereby a. system administrator can
define content-based policy. At step 6.10, a systein administrator :creates
a elessification.of content. :For example, classifications could include,
engineering content, medical vita& content human resources content. legal
content,marketing content, 20accounting content, forecasting content, etc. 



A messaging policy compliance-system could then .receive a set of
characteristics associated With the created tlassificatiOn., asshoWn atstep
616.It should be mited that these characteristics ettolcl.be internally
generated, or received from another syttem. At step 630, the operation
scenario allows an administrator to 25define arule :or policy for
communications that include content that matches the characteristics
associated with the created classification, whereby a message filtering
system could be configured to blockinessages that do not comp. ly with the
defined rule/policy:           FIG.'S depicts a flowchart illustrating an.
operational sc.en,atio 701)ior a 30 'messaging policy compliancosystem,
whereby a systelt adMiniattatOr can tie-eat content-based pelicy for
CornalunieatiOns by Supplying a set.of related files. At .step 710, the
messaging policy coinglance system receivesa new clastificafloti fromthe
administrator. At step no, the system administrator prOvides a set
ofrelatecl files which exemplify the now :classification. The Messaging:
pOlicy compliance system-1 genetates a set of charactetistis associated
With the set of related -files; as shown by - stop 730). At step 740, the
nicissaging-policy compliance system receiven rule tbr communications
identified as belonging to the new classification:      Another example of
-an operational scenario 800 for a.m.essaging policy compliance system is
shown in FIG. 9. At step 81.0, an adniiiiistrator provides a nest classifi
cation-to the Messaging policy Omnpliance system. Miatep 8101lhe
administrator provides a set of related, files which correSpond to the.new
classification TO provided atatep 810 The messaging policy compliance
system then generates.a set of eharaeferistics that distinguish the set
ofrelated files from other types/classes of tiles, .S shown by Step 830.
The messaging policy compliance system then examines the access control
fights of each of the related fileain order to develop content-based
policy, thereby allowing users. with access to the et ofrelated files to
send content ISshatos distingaiShing dliaratteristies withrelated      A
messaging policy ..complianco system .Ran filter Messages, for, example, as
shown by theope.rational scenario 900 in FIG. 10. At step 910, a
communication is received. Atstep-910" the content of the communication is
compared to existing elasSifications. This is done, for example, by using
one or more techniques that 20atterinft to match elements ofthecontent.to
sets of characteristics associated with the existingclassifications. At
clecisionlalock 930, the. messaging poliCycompliance :systermdetennioes
whether a thre.sheld.matchbas been made le identify the ciommimication
content as being related to the existing:classifications. 



N11110re the .messaghig policy compliance system IS Unable to discover a.
threshold match botvi!ccallie content and the. existing classifietdions;
the conimunicatien IS determined to. contain no protected content as shown
by step 940. Communieations whichcontain no protected content can be
forwarded to the reciplent(s),. as shown bystep 950. floweve,
Wherethe.msagingpolicy compliance system determines there is 30a threshold
match between the -content ofthe communication and the eXisting
classifications, the communicaticin is eftanitied to lletniine if
content-baSed policy iS satisfied,.:as. shown by decision block 960. Whore
the. Contein-based policy is not  satisfied, the
conutrimicationisiitianntited, dropped, or otherWise blockedby the syStein,
es sticisva in step. 970. Where the content-based. policy is'satisfied, the
'communication is forwarded to thermeor more. systems associated with-the
intended recipient(S). FIG. 11 depicts an alternative-operational scenario-
980 used to parse coannunications priorto forwarding the message to a
recipient At step 982, a couurionicaticin is received, At step 984, the
cotamunicatiOnis normalized. Nonnalization in variogs examples,. Can
include-.cenverting the ceminunicaticii. te -corranon protocol, For
example, Where the systern receives a.VoIP packet, the communication could
be converted to anotherforinat (e,g,, a text based ferma() for examination.
It should be understood that communications in any format can be converted
to any other format for parsing, and that the present disclosure is not
limited to conwating all. varied protocols to any particular protocol, but
that dm choice of a common comparison protocol. is merely a design
choice-to be:made in lightolthe circumstances of a
Patticlilarsoilltiest(eig., where theprintery mninunication :mechanism is
Vol?, the c..c- unmet cOmparison protocol May be chosen to- be VOIR to
reduceThe resources used for protocol translation). In various examples,
noting Ii7ation.can also include translating a communication from a variety
of languages into a. common comparison language. .20 For example, when a
communication is. in German., comparison techniques-would net detect a
classification ntatch where the-classification has been..derined bytnglish 



language documents. Thus, fora-more complete analysis of all
communications, .cortaraniitations Cali be tint-Sated to a toalition
compariSori language.. it -should be, und:erstood that this disclosure
ismot limited to a particular coalition. cotriparisori 25 language.
Mbreoter, it should be understood.thd the crarenome.omparison language may
not. even be &practiced language"litit.may merely be-a:languagethat-is
created_ by .a user which has special-characteristics that aid in
classificatiog of the-communication, Further; the common: comparison
language in various examples may include a combination, of several
different *gasses, suck as where_ discrete c,oncepts SO'used in different
languages.are not adermately described bya single language.      In step
986, the operational scenario 980 ge.neratts metadata.related to the
.001rimcrth*ion. The rnetatlata.cat diatillthe Files. into identifying
characteristics  r.educesuperfluous language which may not- be helpful in
associating the tommunication with ally of the 0/ossifies/ions. For.
mbample, definite.and.indefinith articles, probotins, and various other
linguistic devices Are often irrelevant to .classification of a file.
Atstep 988, thernetadata.associated with the communication 5 is compared to
existing metadata triggers to determine a.classitication associated with
the communication. At.deeision block 990" the messaging policy compliance
system determines-whether a. threshold match has been madefte identify the
communication trietadata as being .related.te tlie-oxisting classifiCation
viewdata. Where the messaging policy compliance System is unable to disco
ter a. 10threshold Match between th ccintent and the existing
classifications, the Om-tunics-don is determined to contain no protected
content as shown by step 992. Communications which contain no protected
content can beforwarded to the rixiplent(s), as shown by step 994. However,
where the messaging policy compinee systein determines thereis 15a
threshold:match .between '6Qcontent of the-communication arid the-existing
classifications, the eommunication iteXtlatined to-detennine if
content-based policy is -satisfied:, as shown by decisitin blo.olc-996.
Where the coriterit-based policy IS not. satisfied, the communication is
-quarantined, dropped,. or othetwise blocked or delayed by the system, as
shown ittstep 998: Where the. content-based policy is satisfied, the
20communication isforwarded to the one orrnore systems associated with the
intended. 



recipient(s).      The systems and ntetho4s diselosed herein are presented
only by way of exaMple and are not tneatitto limit the scope of the
invention. Other variations of the systeMs and Methods described above will
be apparentto those skilled in theart nod 95as such are e.onsidated to .be
Within the scope of the inVerition. For exempt; a syttem and method can be
configured to 'handlesnany different types of Comnianications, such as
legitimate messages or unwanted communications or communications violative.
of a pre-selected policy. As an illustration, a communication could include
a type of content-as recognizedby the-system, attd.a policy could include a
corporate 30communication:policy, a messaging:policy, a legislation or
regulatory.policy, or an it:Actuations' corarramicatiompolicy,         As
an example of 8:118:ICKteetfTe the could he used irt accordance with.
systems and methods disclosed herein, an originating system 1009, 'a
receiVingsystern 10.10, arida. inettigifig policy couipliante system 1020
can eacitbe-connectcx1 Via onc or more networks, as.shown by F16. 12, The
ofig,inating.system 1.000 can send a $communication to the receiving
system. 1.01.0 Via the messaging policy compliance system and :network(s)
1030. The messagin.g piney compliancesystem 1030 would.. then be operable
to forward the messageto the receiving system 1010 vianetwork(s)...
shorild beunderstoed that network(r) 1930 can include many Suhncts inanding
but -not limited to wirelessmetwork$, local area networks, wide
arektntWarks: 10metropolitan area netWorks, corporate intranets; and
inbinationsthereol.      It should also be noted that originating system
1000 and/or receiving system un 0 can include an electronic mail server
andfor client; an instant messaging server -and/or client; a voice
overinternet protocol (VoIF). server and/or client, a gopher sent, and/or
client, a file transfer protocol (FIT) server and/or client, a hypertext
15transfer protocol (1-1TTP) set verandior client, and.
corabhiationsthereef, amonglitany other existing network communications
protoctils.      Mt another example of the wide scope and variationa of
systems and methods diSciosed.lierein, the.systents and methodimay be
implemented on. variouS types of computer arehitectures, such as for
example on different types of networked. 



.20 environments. As anillustiatiom:FIO. 13 -depicts a stayer access
DackritectureAvithin which the,disclosed systems and methods may be used
(e.g., as shown at 1100 in FIO, 13), The architecttre in this example
includes a corporation's local network 100 and a variety of computer
systems residing Within the loeal network 1190. These .systems can include
application servers 1129 such as Web servers and. e-mail servers, user
25workstations running Itical 'clients 1130 suth as. tcrnail readers-and
Web browsers. and data storage devices: 111.0 such As databases andnttwork
connected disk. These systems commtnicateWith each other via a local
communication network such as Ethernet 1150. Firewall system 1140
residesbetween the local communication network and Internet 1160. Connected
to the Internet 1160 area host ofextemal 30servers- 1170 and external
clients 100 lt should bettnderstood that the present disclosure can
any-variety c.f network, including,, but not limited to an intranet,
wireless .n.etwork, wide areanetworks, local area nettvorks, and
combinations thereat, in order to facilitate ConntillnientiOn between
tompOnelliS.      Local clients 030 can access application Servers 1120'
and dared thita storage 1.110 via the local comniunication netWork.
External clients 1180 can access external application servers. 1170 via the
Internet 11.60. ill instances where aloes! server 1120 or a local
elient1130 requires access. to an external server .1170 or where an
external client 1180 or an external seryer 1170 requites:access to a kcal
.server 1120, electronic communications in the:appropriate protocol for a
given application seryer -flow through 'selvvitys open" ports of fireivall
aystern.1144- 1.0A system .1100 as disclosed herein may be located inn
hardWate device or on. one, or more servers ainnected to tbelocal
.communication network such as Ethernet '1180 andlogically interposed
between the ftrewall system 1140 and the. local servers 1120 and dents
1130.. Application'related electronic communications atte.ciptingto enterer
leave the local communications network through the fir wall system 1140 are
1.5routed to the system 1100.      Systew 1100 could be.used to handle-many
different types of e-mail and its variety of protocols that are used.for
e-mail transmission, delivery and processing ineluding SMTP and POPA..
These protocols E.efer,.respectively, to Standards for communicating
0-trial' Messages between servers, and for serVer-clientcontraunication
20related to e-mail messages. These protocols are dermal respectively in
particular RFO's (Requesf forComments) promulgated by thclETF (Internet
Engineering Task Force): The SMTP protocol is defined in RFC.1221". and the
POPS protocol is defined in RFC 1939. 



Since the inception o.fthese standards,. various needs have evolved in the
field of eemail leading to the.deveiop.ment f further standards
includingettharicernents or additional protocols. For instance., various
enhancements have evolved to the standards leading. to the evolution of
extended SIVITP. Examples of extensions-tnay be seen in(1) RFC :1869 that
defines a framework for extending the-SMTP service by defining a-means
whereby a server WTI) can inform a:client SMITP as to theservice
30extensions it supports and-in (2) RFC 1891 that ciafines on extension. to
the SMTP service, which allows an. SMTP client to specify (a) that delivery
status notifications (pSN.Is) should be generated-under certain conditions;
(b) whether suelt notifications  should return the eget= s of theruessage,
ar$ (e) additional.intonnation, lobe returned with a D$N,
thatrillowsthesender to;identifboth the recipient(s) for which the D8N was
isscied, and the transacrioni which the original message was sent. In,
addition, the IMAP protocol:has evolved as an alternative to POP3 that
5supports more advanced interactions between e-mail servers and clients.
This protocol is described in RFC.2Q60.       Other conuttunitadon
.meclianisnt are also widely used Over networks. These communication
mechaniarris include, butnrc not limited:M, ;Nide Ov.er IP (VoM)and.
Instant Messaging, :Vol? is used in lP telephony to provide-a set of
facilities for. . 10managing the delivery of veice information using
theintemet Protocol (IP). Instant Messaging is a type of comnamicatiott
involvingri: client which.hooksup to an instant messaging seryicethat
delivers conununicatirms:(e.g", conversations) in realtime,       This
ft:tribe:rooted-that the systems and methods ditclosed 'herein may:use data
signals conveyed via networks (e,g., local:area network, widearea.netWork,
Internet, 15etc.), libel optiemedium, carrier wavesovireleas nOtWorks, etc.
for comanatication With opeor more data processingdevices. Thetta.signals
can carry .any oral' of the data ditelosed herein thatis provided to. or
front a device.       Additionally, methods and systemsdescribedherein may
be:implemented on many different types of processing devices hyprogram code
comprising program 20instructions that are: executable by one or more.
processors, The software program 



instructionsmay include source code, object code, machine code, or anyother
stored data that is operable to cause a processing:Osten-A. te piCone:
Methods described herein. e Systems' and methods' data (e.g., associations,
tnappir,..etei.) may be 25 Stored and implerneritedin one &More different
types olconiputenimplernented ways,. such at different types of storage
devices and programming constructs (e.g.", data stores, RAM,: ROM,
Flashmemory, fiat files, databases, programmingdata
structuresrprograrraning variables,1F-THEN (or-similar-type) statement
constructs, etc.). It isnoted that data structures describe formats for use
in. organizing and storing. dafain databases, programs; memory, or other
comptiter4e4dable media for useliy a cotnpater 'program.
The:systems. and.methods may be provided. on many differentrypes of
eotnputet-readabl media Including computer storage modhanistris (e.g.,
CD-ROM, diskette, RAM, flash Memory" ceinputer's hard drive, etc.) that
contain instructions for use in execution by a processor to perform
the-methods' operations and implement 5.the.systeras. described. herein.
The computer components, software modules, functions and data sfructures
described herein may be connected.directly or indirectly to each, other in
order to allovithe: flow of data needed:for their Operations. It is also
noted that Software instructions or a tuoclulc,ean be implemented for
eitairMle as a subroutine unirof cede, 10cir es a software function anitof
code, ox-as an object (as in an objeetroriented paradigm), or as an
.applet"-or Ma computer script language, or as another type of computer
code or firmware. The software components and/or functionality may be
Iocated on a singlo devitie or distributed .aerossnuiltiple -devices
depending: upon the -situation- at hand_ 15It should he understood that as
used in the- descriptionherein and throughout the. claims that follow, the
meaning ora,"'"an," and "the? includes plural tefarence unless the context
clearly dictates otherwise. AlSo" as used in-the description herein and
thmughOuttlie elahns.that follow, the meaning of "in" includes "in" and
'1:)n" unless-thecontext clearly dictate'. otherwise: Finally, as. used in
the description herein  20 and throughputthe claims that follow; The.
meanings v( "and" and "or" include both the .conjunctivcand disjunctive.
and nutY be used interchangeably unless the-context clearly dictates
otherwise; the phrase "exclusive or" maybe used to indicate situation where
only the disjunetive Meaning may-apply.  



What is claimed is:  1. A method for operation upon one or more data
processors to filter communications based upon content based policy
compliance, the method comprising:        for each of a plurality of sets
of pre-existing files, defining a corresponding classification to be
associated with the set of pre-existing files, the corresponding
classification classifying content of the set of files as being associated
with at least one of a plurality of departments of a business;
processing each of the sets of pre-existing files by one or more
classification techniques;        generating a set of identifying
characteristics for each corresponding classification, each set of
identifying characteristics based on the set of pre-existing files
associated with the corresponding classification;        for each of the
plurality of corresponding classifications, receiving a rule specifying
treatment of content identified as associated with the classification based
on the set of known identifying characteristics; and        wherein each
rule defines whether to forward a communication including content to a
recipient based upon the classification of the content and at least one of
the recipient and the sender.  2. The method of claim 1, wherein the set of
identifying characteristics associated with each correspond classification
are generated by examining the content of the set of files associated with
the corresponding classification.  3. The method of claim 2, wherein the
processing each of the sets of pre-existing files includes fingerprinting
analysis, a cluster analysis, a contextual analysis, and an adaptive
lexical analysis. 4. The method of claim 1, wherein the rule is generated
according to access control rights associated with at least one of the
sender or the recipient, wherein the access control rights are derived from
access control rights associated with the set of files. 5. The method of
claim 1, wherein the rule is defined based upon access control rights
associated with at least one of the sender or the recipient and content
contained in a communication.   6. The method of claim 5, wherein access
control rights are provided to groups of users, wherein the sender and the
recipient are included in at least one group of users.  7. The method of
claim 1, further comprising the steps of: receiving a communication from an
originating system; extracting identifying characteristics associated with
the communication; 



comparing the communication's identifying characteristics with the set of
identifying characteristics for each of the corresponding classification to
identify a classification to be associated with the communication; and
applying a rule associated with the corresponding classification, the rule
specifying whether the communication should be forwarded to its intended
recipient.  8. The method of claim 7, further comprising the step of
forwarding the communication based upon application of the rule.  9. The
method of claim 7, further comprising the step of forwarding the
communication responsive to the communication not being associated with any
identifying characteristics.  10. The method of claim 7, further comprising
the step of automatically generating a rule responsive to learning
communications patterns between a group of users and based on types of
content being distributed among the group of users.  11. The method of
claim 7, further comprising delaying delivery of the communication based
upon application of the rule.  12. The method of claim 11, further
comprising notifying an originator of the communication responsive to
delivery of the communication being delayed.  13. The method of claim 12,
wherein the delay is at least one of storing the communication in a
quarantine folder, dropping the communication, temporarily rejecting the
communication, storing the communication until approval is received from an
administrator to forward the communication, automatically encrypting the
communication, notifying an administrator, notifying a recipient, or
combinations thereof.   14. The method of claim 7, further comprising
converting a communication from one of a plurality of mismatched formats to
a comparison format prior to extracting identifying characteristics from
the communication.  15. The method of claim 7, further comprising
translating a file or communication into a common language or format prior
to extracting identifying characteristics or generating the known
identifying characteristics.  16. The method of claim 15, wherein the
translating step creates metadata to be used in extracting identifying
characteristics.  17. The method of claim 7, further comprising the steps
of: observing communication traffic; identifying one or more patterns
exhibited by observed communication traffic; and 



generating a rule based upon the identified one or more patterns.  18. The
method of claim 17, wherein a communication falling outside of one or more
identified traffic patterns is sent to a quarantine folder, dropped,
temporarily rejected, stored until approval is received from an
administrator to forward the communication, automatically encrypted, a
recipient is notified, a sender is notified, or combinations thereof.  19.
The method of claim 1, wherein the corresponding classifications are at
least one of: management files, legal files, technical files, marketing
files, financial files, information technology files, proprietary files,
strategy files, sensitive files, or government classified files.  20. The
method of claim 1, wherein a system administrator specifies the rule by
selecting a corresponding classification of files for application of the
rule, selecting a class of users who are permitted to send the selected
classification of files, and selecting a class of users who are permitted
to receive the selected classification of files.   21. The method of claim
20, wherein the steps of selecting a class of users comprises selecting
individual users who have permission to send or receive the selected
classification of files.  22. A content-based policy compliance system
configured to filter messages based upon content and at least one of
senders or recipients associated with the messages, the system comprising:
a messaging content classifier configured to:        access a plurality of
sets of pre-existing files and for each set of pre-existing files define
corresponding classification to be associated with the set of pre-existing
files, the corresponding classification classifying content of the set of
files as being associated with at least one of a plurality of departments
of a business;        processing each of the sets of pre-existing files by
one or more classification techniques;        generating a set of
identifying characteristics for each corresponding classification, each set
of identifying characteristics based on the set of pre-existing files
associated with the corresponding classification;        receive a message
and classify the message as associated with at least one of the
corresponding classifications associated with the business departments
based upon the content of the message and the sets of identifying
characteristics of the plurality of content classifications;        a
messaging filter configured to receive the at least one corresponding
classification from the messaging content classifier and to apply a rule to
the message based upon the at least one corresponding classification and
upon at least one of a sender or recipient of the message; and
forwarding logic configured to transmit the message responsive to output
from the messaging filter.  23. The system of claim 22, further comprising
a user interface configured to receive the plurality of files and the
specified classification from a user and provide the plurality of files and
the specified classification to the messaging content classifier.  24. The
system of claim 23, wherein the user interface is further configured to
allow a user to specify rules for the messaging filter. 



25. The system of claim 24, wherein the rules specify which classes of
individuals are permitted to send and receive a specified content
classification associated with the rule.  26. The system of claim 25,
wherein the messaging content classifier is configured to use one or more
of the following identification techniques to identify commonalities
between the plurality of files as well as to classify messages with one of
the plurality of classes: a fingerprinting analysis, a cluster analysis, a
contextual analysis, and an adaptive lexical analysis.  27. The system of
claim 22, wherein the forwarding logic is operable to forward the message
to a recipient, quarantine the message, drop the message, or encrypt the
message before forwarding the message to a recipient.  28. The system of
claim 22, wherein the system is a messaging client, wherein the messaging
client periodically receives updates from a messaging server comprising at
least one of update rules, updated content classifications, or updated
identifying characteristics for the content classifications.  29. The
system of claim 22, wherein the message comprises an e-mail communication,
an instant messaging communication, an HTTP communication, an FTP
communication, a WAIS communication, a telnet communication, a Gopher
communication, or a voice over internet protocol communication.  30.
Computer readable storage media storing instructions that upon execution by
a system processor cause the system processor to filter communications
transmitted over a communication network based upon the content of a
communication and upon the sender and recipient(s) of the communication,
the media having stored instruction that cause the system processor to
perform operations comprising:        for each of a plurality of sets of
pre-existing files, defining a corresponding classification to be
associated with the set of pre-existing files, the corresponding
classification classifying content of the set of files as being associated
with at least one of a plurality of departments of a business;
processing each of the sets of pre-existing files by one or more
classification techniques;         generating a set of identifying
characteristics for each corresponding classification, each set of
identifying characteristics based on the set of pre-existing files
associated with the corresponding classification;        for each of the
plurality of corresponding classifications, receiving a rule specifying
treatment of content identified as associated with the classification based
on the set of known identifying characteristics; and        wherein each
rule defines whether to forward a communication including content to a
recipient based upon the classification of the content and at least one of
the recipient and the sender.        receiving a communication from a user,
the communication containing an originating address, a receiving address,
and content;        determining whether the content of the communication
substantially matches any of the corresponding classifications based upon
the sets of known identifying characteristics associated with the
corresponding classifications, respectively; and        forwarding the
communication responsive to the rule associated with the substantially
matched corresponding classification, wherein the rule specifies an action
to perform on the communication based upon the corresponding classification
of the communication and upon the originating address and the receiving
address of the communication. 



31.The method of claim 4, wherein the access control rights associated with
the set of files controls who can view the files. 32.The method of claim
10, wherein the users belong to the same organization. 


