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Background of the Invention
Field of the Invention
5 ' The present invention relates to a-brovisional
settling system, an encryption interchange system, a
delivery system, and a digital contents sales system
in which payment for goods or services is made from
a payer (purchaser, service requester, etc.) to a
10 payee (seller, service provider, etc.) as provisional
payment according to money information as digital data
containing provisional settlement information, and the
payer or a checker, who checks an object for which the
payment is made, carefully checks the contents of the
15 received goods and services before the finél

settlement.

Description of the Related Art
As for conventional payment means, paymenf is
20 popularly made in cash, by check, note, transfer
between banking accounts, prepaid card, and credit
card.
Common payment methods are prepayment methods in

which payment is made before receiving goods,

25 immediate payment on receipt of goods, and delayed




a seller is subject to a collection risk of receiving paynent. That is, in
t he prepaynent nethod, a purchaser 30 is subject to the risk of receiving
goods, nanely that the purchaser may not receive goods even after the
paynent is nmade by any paynent neans, or the purchaser may not be satisfied
with the received goods. There also nmay arise the paynent risk that the

al ready paid 35 noney will not be refunded. In the i medi ate paynent on
recei pt of goods, a paynent nmeans is limted to cash, check, etc.
Furthernore, although a purchaser can receive goods in exchange for the
paynent, the purchaser cannot 40 carefully-check the recei ved goods.
Therefore, the purchaser is subject to the risk of receiving goods, in that
the received goods are not satisfactory. There is also a paynent risk as in
t he prepaynent nethod. 45 - In the delé@ed paynent after receipt of

goods, however, a seller .is subject to the collectiofg risk, in_any of the
above descri bed pa?ﬁEWPnﬁé££§e4tﬁﬁc§ﬁﬁ§eﬂﬁxﬁﬁﬁﬁ%anng?wﬁgesolF@c g &Fen

after goods are  these payment methods, a purchaser is subject to a
risk of receiving goods and a payment risk, whereas
a seller is subject to a collection risk of receiving

5 payment.

That is, in the prepayment method, a purchaser
is subject to the risk of receiving goods, namely that
the purchaser may not receive goods even after the
payment is made by any payment means, or the purchaser

10 may not be satisfied with the received goods. There
also may arise the payment risk that the already paid
money will not be refunded.

In the immediate payment on receipt of goods, a
payment means  is 1limited to cash, check, etc.

15 'Furthermore, although a purchaser can receive goods
in exchange for the payment, the purchaser cannot
carefully check the received goods. Therefore, the
purchéser is subject to the risk of receiving goods,
in that the received goods are not satisfactory.

20 There is also a payment risk as in the prepayment
method. .

In the delayed payment after receipt of goods,
however, a seller is subject to the collection risk,
in any of the above described payment means, that the

25 expense cannot be collected even after goods are
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2 delivered. Wien a purchaser is not satisfied with the contents of the
recei ved goods, he or she can return the goods to the seller of the goods.
However, the 5 purchaser is also subject to the risk that the paid noney is
not refunded, and it nmay take a long tine to get it back even if it should
be successfully refunded. Furthernore, another problemmay arise with 10
digital contents such as software, image data, etc. transmtted through a
comuni cati ons network. That is, such intangi ble goods are subject to the
risk that a purchaser may refuse the paynent by insisting the poor quality
of the received goods even after the 15 goods have been successfully
delivered to the purchaser. Wen the above described digital contents are
marketed through a network, there can be various risks such as an illegal
use risk by the third party, an 20 illegal Substitution risk, a privacy

I nfringement risk relatlng to interpretation (wretapping) by the third
party, etc. At pred@kivered; s considered that an encryptlon process net hod

I's the nost effective nﬁﬁggd fOEurchaser is not satisfied with the
contents of the received goods, he or she can return
the goods to the seller of the goods. However, the

5 purchaser is also subject to the risk that the paid
money is not refunded, and it may take a long time to
get it back even if it should be successfully
refunded.

Furthermore, another problem may arise with

10 digital contents such as software, image data, etc.

transmitted through a communications network. That

is, such intangible goods'are subject to the risk that

a purchaser may refuse the payment by insisting the

poor quality of the received goods even after the

15 goods have been successfully delivered to the
purchaser. '

When the above described digital contents are

. marketed through a network, there can be various risks

such as an illegal use risk by the third party, an

20 illegal substitution risk, a privacy infringement risk

relating to interpretation (wiretapping) by the third

party, etc.
At present, it is considered that an encryption
process method is the most effective method for

25 reducing the above described risks. However, since
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25 reducing the above described risks. However, since the present
encryption process nethod requires a public key, a conmmon key, etc. of each
ot her between the source and the destination (receiver) of data, a
conplicated process should be perforned including user 30 authentication.
Furthernore, encrypted data cannot be transmtted between the source and
the destination unless the encryption interfaces including the application
for encryption are optinmally set at both sides. 35 As descri bed
above, in the conventional settlenent systemin any paynment nmethod wth
any paynment neans, a payee such as a seller of goods, a service provider,
etc. is subject to a collection risk, and a payer such as a purchaser,
service 40 requester, etc. is subject to a risk of receiving goods or a
payment risk. Both payer and payee are subj%ct to a risk of returning
goods. In transactions through a network, both ﬁ% and ayee are subject

to various risks stBf RTeFERE ﬁQQ£¥Bt¥%b PFSR tWﬁFQ S aft
i11egal SUbSt'tUt'?ﬂbiiEkke§ p&'Eaﬁﬁohnﬁé&ngsgﬁntoﬁ'égcﬂyo%héftﬁg@hggnby

the third party,

the source and the destination (receiver) of data, a
complicated process should be performed including user

5 authentication. Furthermore, encrypted data cannot
be transmitted between the source and the destination
unless the encryption interfaces including the
application for encryption are optimally set at both
sides.

10 As described above, in the conventional
settlement system in any payment method with any
payment means, a payee such as a seller of goods, a
service provider, etc. is subject to a collection
risk, and a payer such as a purchaser, service

15 requester, etc. is subject to a risk of receiving
goods or a payment risk.- Both payer and payee are
subject to a risk of returning goods.
| Iﬁ transactions through a network, both payer and
payee are subject to various risks such as an illegal

20 use risk by the third party, an illegal substitutién
risk, a privacy infringement risk by wiretapping by

‘the third party, etc. .

Summary of the Invention

25 The present invention aims at providing =a
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3 Summary of the Invention In accordance with the invention, there is

provi ded a provisional settlenment system conprising: neans for transferring
noney information, which 5 is settled according to a notification of
confirmation that an object itemfor which paynent is to be nade has been
execut ed, containing provisional settlenment information to a payee; and
means for making final settlement for the noney 10 information based on the
confirmation that the object itemfor which paynent is to be nmade has been
executed. In another aspect, there is provided an 15 el ectroni c noney
settlenment system conprising: neans for transferring, to a payee,

el ectronic noney, that is, noney information which contains information

i dentifying whether or not provisional settlenent information is contained,
and is settled 20 according to a notificatidn of confirmation that an

object itemfor which ga yment is to be nade has been executed; and neans
for making final sBetFeRBARt! SYStRE seRehlenpsr RALPLY EoRdingi 4p gAeds

provi si onal Sett'eﬁgﬁt a commodity) through a network or without a
network (offline) with the above described wvarious
risks removed using a payment means such as electronic

5 money (electronic cash) of money information including
provisional settlement information, an electronic
check, an electronic note, a provisional settiement
card, etc. in a definite and simple procedure.

In the first configuration according to the
10 present invention, a provisional settlement system
iﬁcludes a unit for transferring to the payee the
money information containing the provisional
settlement information, which is settled upon receipt
of the confirmation notification that an object item
15 for which payment is to be made has been executed; and
a unit for finally settling the money information
based on a confirmation notification that the object

item hés been executed.
With the above described configuration, a payer
20 (purchaser of goods, éervice requester, etc.) can
indicate his or her payment capacity to the payee
(seller, service provider, etc.) according to the
provisional settlement information contained in the
money information when he or she purchases goods or
25 .requests a sé;vice. The payee can secure the expenses

‘-\
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25 information based on confirmation that the object itemfar which paynent
Is to be nade has been executed. In another aspect, there is provided a
transacti on nmanagenent devi ce which nmediates a 30 provisional settlenent
process performed at a notification of confirmation that an object item
for which paynent is to be nmade has been executed, conprising: neans for
nmonitoring at | east one of a final 35 settlenent adm ssion request and a
ret urn-of -goods request to be issued after a receiver of goods has received
t he goods; and neans for transmitting third-party delivery certification

I nformation as - authentication 40 information and issuing the final
settl enent adm ssion request on behalf of the receiver when none of the
final settlenment adm ssion request and the return-of- goods request are

i ssued within a predeterm ned period. 45 In @another aspect, there is

provi ded a transacti on managenent devi ce which nedi ates a provisional
settlement procesforptheé gomds cat segvices according to the provisional

settlement information. Therefore, the payee can

solve the problem of a collection risk. When a

transaction is processed through a network, a payee

5 can easily authenticate a payer by issuing a request

for final settlement of the money information
containing the provisional settlement information.

The money information contéining the provisional

settlement information settled upon receipt of the

10 confirmation notification that the object item has

been executed is generated by an issuing financial

institution. The information is fixed in the balance

in the account of the payer in the issuing financial

institution. It is desired that the money information

15 contains the data about the amount of purchased goods

or the amouﬁt of services which cannot be transferred

until the final settlement is made, and contains the

authentication of the issuing financial institution.

With the above described configuration, a payee -

20 can confirm with authentication of the issuing

financial institution that the issuing £financial

institution has secured in the account of the payer

the money information containing the provisional

settlement information settled upon receipt of the

25 confirmation notification that object item has been
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4 notification of confirmation that an object itemfor which paynent is to
be made has been executed, conprising: nmeans for nonitoring whether or not
a seller 5 issues a cancellation request through return of goods; and neans
for transmtting third-party return-of- goods certification information as
aut hentication information and issuing the cancellation request on 10
behal f of the seller when the cancellation request is not issued within a
predeterm ned period. In another aspect, there is provided a termnal unit -
connected to a financial institution, conprising: 15 means for
storing a portable storage nmediumfor storing noney information containing
provi sional settlenment information which is settled at a notification
of confirmation that an object itemfor which paynent is to be nade has
been executed; and 20 means for issuithg the portable storage nedi um
I n anot her aspect, there is provided a termnal unit connected to a
financial institutesacutedpr i Biargfansansnfekieehditap (Previdingngeedsed on

a 25 pqrtable storgg%vggggynh 8[)Sgggigg QEQQthafQigﬁéhgndepending on
a payer's personal credit. A service refers to, for
example, nursing, white-ant exterminating, c¢ooking,

5 washing, cleaning, and field work of cleaning quilts,
carpets, etc.

It is desired that the money information
containing the provisional settlement information
includes object information about an object for which

10 payment is made. When the money information
containing the provisional settlement information
includes the object'information about an object for
which payment is made, +the issuing financial
institution can confirm necessary information

15 according to more detailed information at the final
settlement and can effectively avoid the occurrences
of accidents in the settlement performed in response
to an illegal settlement request. Furthermore, it
prevents a payer from using the money information

20 containing the provisional settlement information fpr
other uses.

In addition to the above described configuration,
the system can be designed to include a unit for

storing a final settlement request from a payee, a

25 unit for storing a final settlement admission request

i



contai ning provisional settlenent information which is settled at a
notification of confirmation that an object itemfor which paynent is to be
made has been executed; and 30 nmeans for transmtting a final
settlenent request to a financial institution according to read
i nformation. In another aspect, there is provided a financial 35 process
device provided in a financial institution, conprising: neans for accepting
a request for an issue of noney information, which is settled upon receipt
of a confirmation notification that an object itemfor 40 which paynent is
to be nade has been executed, containing provisional settlenent
I nformati on; nmeans for freezing an anount of the noney information within a
bal ance of an account of a payer, and nmanagi ng the anount as a
non-transferabl e anount 45 until the final $Settlenent is nmade; and neans
for issuing the noney information containing the provisional settlenent
i nf or mati on. 5 from a payer, and a unit for performing the final
settlement in response to the stored final settlement
.request and the final settlement admission request.
With the above described configq:;_‘ation, the
5 payment risk of a payer can be avoided because a final
settlement request from a payee is accepted but the
final settlement is not performed without a final
settlement admission from the payer.
It is desired that the above described system -
10 includes a transaction management device for mediating
transaction information +to be transmitted and
received. The proceedings of a transaction cannot be
confirmed if the transaction is processed only between
the parties involwved. However, the transaction
15 management device can correctly understand the entire
proceedings of the transaction by transmitting and
receiving transaction information among a payer, a
payee, a confirmor (receiver of goods, services, etc.)
who confirms an object for which payment is made, a
20 financial institution, etc. through the transaction
management device. _
The above described system can include a unit for
issuing a final transaction settlement admission
' request used when goods are purchased through the

25 above described system, and a payer or a goods
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I n anot her aspect, there is provided a financial process device provided in
a financial institution, conprising: nmeans for accepting a request for
receipt of 5 transfer froma payee, the.request for receipt of transfer
relating to noney information, which is settled according to a notification
of confirmation that an object itemfor which paynment is to be nade has
been executed, containing provisional settlenent 10 information; neans for
confirm ng whether or not a final settlenment adnm ssion request has been

I ssued; means for perform ng one of noney transfer and transfer of the
noney information to the payee based 15 on contents of the request for
recei pt of transfer when final settlenment adm ssion is issued; and neans
for storing request for receipt of transfer information in a database when
no final settlement admission is issued. 209 n another aspect, there is

provi ded a financial process device provided in a financial institution,
conprising: neans FeFeh¥eEpETARSRItFnaf avtheRhipetien tnfermatiergthat

corresponding to aff{'8¥i Si'&ﬁ."’gd-speéxtéfneQ‘Eturn-of-good's certification
information containing a payment ID relating to the.
purchase of goods.

5 A goods purchaser issues a cancellation reguest
together with, as authentication information, return-
-0of-goods certification information certifying that a
return-of-goods request has been received. Thus, the
purchaser can also issue a transaction cancellation

- 10 request to quickly proceed with the cancellation
process. |

In the above described system, the payee can be

provided with a unit for monitoring a final settlement

admission request or a return-of-goods request; and

15 a unit for transmitting as authentication information

the third-party delivery certification information

contaiping a payment ID relating to the purchase of

goods, and for issuing a final transaction settlement

admission request when the final settlement admission

20 request or the return-of-goods request is not issued

within a predetermined period.

With the above described configuration, a payee

manages the term from the receipt of goods by a

purchaser to the issue of a final settlement admission

25 requeét or a return-of-goods request, monitors whether
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which is settled according to a notification of confirmation that an object
Item for which paynent is to be made has been executed; and neans for
checking validity of the accepted 30 final settlenent adm ssion request. In
anot her aspect, there is provided a financial process device provided in a
financial institution, conprising: 35 _ means for accepting a
provi si onal settlenent cancellation request corresponding to a provisional
sett| enment which is settled according to a notification of
confirmation that an object itemfor which paynent is to be nade has been
execut ed; and 40 means for checking validity of the accepted
provi sional settlenent cancellation request. In another aspect, there is
provi ded a financial process device provided in a financial institution, 45
conprising: neans for accepting a provisionkd settlenent cancellation
request correspondlng to a provisional settlement which is settled
accordi ng to aor ot a final settlement admission request or a

return-of-goods request is issued during the term, and

issues a final settlement admission request together

with the delivery certification information, which

5 informs that goods have been delivered to a purchaser,

of the transaction management device as authentication

information when none of the above described requests

have been issued. As a result, the payee can issue

a final settlement admission request on behalf of the

10 purchéser to quickly proceed with the final settlement

process.

According to the second configuration of the
present invention, an encryption intermediate system,
which includes a transaction management device for

15 mediating data from the first party to the second
party, has a unit for encrypting data using a unique
encryption key between the first party and the
transaction management device and issuing a request
to the transaction management device to transmit the

20 data to the second party when the first party
transmits the data to the second party.

With the above described  configuration, the
transaction management device in the encryption
intermediate system and the first and second parties

25  who transmit and receive encrypted data manage unigque
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notification of confirmation that an object itemfor which paynent is to be
made has been executed; neans for accepting a return-of-goods claim and
means for reserving a provisional settlenent 5 cancellation process when a
return-of-goods claimcorresponding to a provisional settlenent
cancel l ation request is issued. In another aspect, there is provided a
paynment 10 process device provided for a payer, conprising: nmeans for
issuing a request for noney information, which is settled upon receipt
of a confirmation notification that an object itemfor which paynent is to
be made has been executed, 15 containing provisional settlenent

I nformati on; and neans for storing the noney information including the
provi sional settlenment information. In another aspect, there is provided a
paynent 20 process device provided for a payer, conprising: neans for
requesting a payee to execute an object itemfor which paynent is to be
made; and neans f endrypisianriany] tdeddwpipioree kepmey | & ortmansmi tidar ch i s
settl ed upon rece|pt of a 25 confirmation notification that, the object item

has been execut ed, *e3RRBHF RPGHEREQT sinfe BHER Semensiisisian Fequest

specifying a destination without caring about an

encryption interface with the destination (receiver)

5 whereas the transaction managément device first

decrypts the data using the unique decryption key

shared between the transmitter and the transaction

management device, and then re-encrypts using the

unique encryption key shared between the specified:

10 destination and the transaction management device the

data into encrypted data which can be decrypted by the

destination only. The receiver receives the encrypted

data from the transaction management device, and

decrypts the data using the unique dectyption key

15 sharéd between the transaction management device and

the receiver without caring about the encryption

interface with the source of the encrypted data.

Therefore, there is no risk that the third party may
decrypt the data.

20 That is, since the transmitter transmits data

encrypted using a unique encryption key shared between

. the transaction management device and the transmitter

without caring about an encryption key or a decryption

key shared Dbetween the +transmitter and the

25 destination, the transmitter need not transmit or

—_—
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I n anot her aspect,

for a seller of goods,

there is provided a sales 30 managenent devi ce provided

froma purchaser of the goods; neans for accepting noney information, v
is 35 settled according to a notification of confirmati on that an object
item for which paynent is to be nmade has been executed, containing

provi si-onal
i ssuing a fina

settlenent information fromthe purchaser; and neans for
settlenment request 40 after transmtting the goods to

recei ver of the goods. In another aspect, there is provided a receipt
process device provided for a receiver of goods, 45 conprising: nmeans
receiving a result of receipt confirmation of goods sent froma seller
t he goods purchased based on noney information, which is settled 7
according to a notification of confirmatiomZhat an object itemfor which
Is to be made has been

paynent

10

15

20

25

receive any encryption or decryption keys to or from
any receiver. Therefore, it is easy on both
transmitting and receiving sides to manage an
encryption key and a decryption key, and no attention
should be paid to an encryption method, an encryption
application interface, etc., thereby greatly improving
the convenience and safety of data.

According to the third configuration of the
present invention, a delivery system includes a
seller's processing unit, a purchaser's or goods
receiver's processing unit, and a delivery management

device provided for a goods deliverer. The delivery

management device includes a unit for storing delivery

information based on the delivery request from the
seller’'s processing unit; and a unit for generating
the third party delivery certification information
contaiping a receiver's signature and a payment ID
relating to the purchase of goods.

With the above described configuration, when a
delivery management device receives a delivery request
from a seller, it manages the receiver's signature at
the destination and generates the delivery
certification information containing the payment ID
relating to the delivered goods. Therefore, the

deiivery management device can certify the delivery

\\&
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execut ed, cont ai ni ng provi si onal settlenment information; and 5
means for issuing a final settlenment adm ssion request when the goods are
normal based on the result of the receipt confirmation of the goods. In
anot her aspect, there is provided a paynent 10 process device provided for
one of a payer and a confirnmor who confirns an object itemfor which
paynent is to be nmade, conprising: nmeans for nonitoring an execution term
for the object itemfor which paynent is to be nmade contained 15 in paynent
condition information for a transaction perforned based on noney
I nformation, which is settled according to a notification of confirmation
that an object itemfor which paynent is to be nade has been execut ed,
cont ai ni ng provi si onal settlenment 20 information; and nmeans for
I ssuing a transaction cancellation request bhg transmtting the paynent
condition information as authentication information when the object itemis
not executed w thiaftgeodsecution term 25 In another aspect, there is
provi ded a sal es managenent devi ce rovid%Q fo&la 8a¥§e, conpri si ng: means
for receiving an obj ect AFEERFEBF ckhe fourth conriguration of “the
' present invention, the delivery system includes the
seller's processing unit, the purchaser's or goods
5 receiver's processing unit, and the delivery
management device provided for the goods deliverer.
The delivery management device includes a unit for
storing return-of-goods delivery information at a
returned goods delivery request from a goods receiver;

10 and a unit for generating the first third party
return-of-goods certification information containing
the signature of the return-of-goods requester and the
payment ID relating to the purchase of goods.

With the above described configuration, the

15 delivery management device manages the signature of
a return-of-goods requester at a returned goods
delivery request from a goods receiver, and generates
the delivery certification information containing the
payment ID relating to the goods to be returned.

20 Therefore, the delivery management device can certify
that the return-of-goods process has been started.

According to the fifth configuration of the
present invention, the system for selling digital
contents includes at least a seller's processing unit,

25 a purchaser's processing unit, and an intermediating

—— e
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paynent is to be made from a payer; 30 means for receiving noney

I nformation, which is settled upon receipt of a confirmation notification
that the object item has been executed, containing provisional settlenent
i nformati on; neans for nonitoring an execution termfor the 35 object
Is to be nade; and nmeans for notifying one of the payer
and a confirnor who confirns the object item when the object item has not
been executed within the execution term 40 I n anot her aspect,

for which paynent

I's provided a portable storage nediumfor storing noney information,

Is transferred to a payee and settled upon receipt of a confirmation
an object itemfor which paynent is to be made has been
execut ed, 45 containing provisional settlenment information. In another

notification that

aspect, there is provided a conputer-

program used to

10

15

20

25

item

t here
whi ch

readajphe storage nedium storing a

8 direct a conputer, which is a transacti on managenent
device for nedi ati sgafnspteibai omahagemnéhenedévpcecess Prhef otnedsattion
notification of confirmation that an

management device includes a management unit for
managing a decryption key for digital contents on
behalf of a seller of the digital contents; and a unit
for sending the decryption key to the purchaser's
processing unit at a request from the purchaser's
processing unit.

" With the above described configuration, the
transaction management device in the digital contents
sales system.manages a decryption key for the digital
contents on behalf of a seller of the digital
contents, and sends the decryption key at a request
from a purchaser of the digital contents. Therefore,
the transaction management device can correctly manage
whether or not the digital contents has been
successfully transmitted to a purchaser.

' According to the sixth configuration of the
present invention, the transaction management dewvice
functions as an intermediate with the first party and
the second party in the data transmission, and
includes a2 unit for receiving data using a unique
encryption protocol between the first party and the
transaction management device; and a unit for
transmitting the received data using a unique

encryption protocol between the transaction management

LT
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object itemfor which paynent is to be nmade has been 5 executed, to.perform
the functions of: nonitoring at |east one of a final settlenent adm ssion
request and a return-of-goods request to be issued after a receiver of
goods has received the goods; and 10 . transmtting third-party
delivery certification information as authentication information and

I ssuing the final settlenent adm ssion request on behalf of the receiver
when neither of the final settlenment adm ssion request and the
return-of-goods request are 15 issued within a predeterm ned period. In
anot her aspect, there is provided a conputer- readabl e storage nedi um
storing a programused to direct a conputer, which is a transaction
managenent 20 device for nmediating a provisional settlenent process
performed at a notification of confirmationlfhat an object itemfor which
paynent is to be nmade has been executed, to performthe functions of:
moni t ori ng whet her deviget andstheeserondeBant?s cancel |l ation request t hr ough

return of goods; and trgn t 'ng t hi rd; par return-of - gp
certification |nforn§%%gh thd aboa%ﬂtﬂé%??%ﬁ??n1 gh Pnd @
i ssuing the Ca”03|EEEhQQc%@BHESESO”ﬂ%@@ﬂé&éﬁ tﬁH%éﬁﬂﬂe”a“héfaﬁgéction

cancel |l ati on request iIs
management device. Therefore, a transmitter of

5 transaction information need not request to receive
a receiver's encryption key or send its own encryption
key. Additionally, since the transmitter transmits
data encrypted using a unique encryption key shared
between the transaction management device and the

10 transmitter, the transmitter need not transmit or

| receive any encryption or decryption keys to or from

any receiver. Therefore, there is no risk that the

third party may decrypt the transaction information.

Furthermore, it is easy for the transmitter to managé

15 an encryption key, and no attention should be paid to

an encryption method, an encryption' application

interface, etc., thereby greatly improving the
convenience and safety of data.

According to the éeventh configuration of the

20 present invenfion, the transaction management device

for functioning as an intermediate in a provisibnal

settlement process in which a settlement is made upon

receipt of a confirmation notification that an object

item fof which payment is to be made has been

25 executed. The transaction management device includes

—_—
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30 not issued within a predeternined period. In another aspect, there is

provi ded a storage nedium storing a programused to direct a central

processing unit and an input/output device of a 35 term nal
to a financial institution to performthe function of:

storage nediumfor storing noney information, which is settled at a
notification of confirmation that an object itemfor which paynent 40

to be made has

been executed, containing provisional settlenent

unit connected
I ssuing a paortable

1S

i nformati on. In another aspect, there is provided a storage nedium storing

a programused to direct a central

45 processing unit and an input/out put

device of a termnal unit connected to a financial institution to perform

the function -of:

transmtting to the financial institution a 9 final

settl ement request based on a portabl e storli@e nedi um storing noney

information, which is settled at a notification of confirmation that an

obj ect item for wd canphyfont monitorjagnmiefhagl hsettégmented@dmission

10

15

20

25

request or a return-of-goods request'issued by a goods
receiver upon _receipt of goods; and a unit for
transmitting the third party delivery certification
information as authentication information and issues
a final settlement admission request as a substitute
when no final settlement admission request or return-
of-goods request are issued withinraupredetermined
period.

With the above described configuration, the
transaction management device monitors based on the
receipt date and time of the goods whether or not the
purchaser has issued a final settlement admission
request. Therefore, the transaction condition can be
correctly understood as to whether or not a
provisional settlemeht should be switched to the final
settlement, the transaction is to be canceled, etc.

According to the eighth configuration of the
present invention, the transaction management device
functions as an intermediate in a provisional
settlement process in which a settlement is made upon
receipt of a confirmation notification that an object
item for which payment is to be made has been
executed. The transaction management device includes

a unit for monitoring whether or not the seller issues

—_—
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5 containing provisional settlenment information. In another aspect, there
Is provided a conputer-readabl e storage nmedium storing a programused to
direct a conmputer, which is a financial 10 process device provided in a
financial institution, to performthe functions of: accepting a request for
an issue of noney information, which is settled upon receipt of a
confirmation notification that an object itemfor 15 which paynent is to be
made has been executed, containing provisional settlenent information;
transferring noney information froma bal ance of an account of a payer to a

provi sional settlenent bal ance; 20 I ssuing the noney information
contai ning the provisional settlenent information; and issuing
aut henti cation . of t he financial institution. 25 I n anot her

aspect, there is provided a conputer- readdd e storage nedium storing a
programused to direct a conputer, which is a financial process device
provided in a finahdancaldation request perd araaulie ofunetuonsobHigo®is;

accepting a requesiod 3 unieeh8l SaddiN Sy The BATHa FLAT YR I o 1S
goods certification information as authentication
information and issues a cancellation request as a
5 substitute when no cancellation requests are issued
within a predetermined period..

With the above described configuration, when the
seller (payee) has to issue a t;ansaction cancellation
request to the transaction management device after an

10 unsuccessful transaction, the trénsaction management
device monitors the existence of a transaction
cancellation request process to be performed by the
seller, and the purchaser or a goods receiver need not
check the transaction cancellation state.

15 According to the ninth configuration of the
present invention, the transaction management device
which functions as an intermediate in the sales of
digital contents includes a unit for managing a
decryption key to the digital contents to be encrypted

20 and transmitted from a seller to a purchaser; a unit
for transmitting the decryption key to the purchaser;
and a unit for issuing certification information of
a third-party witness.

With the above described configuration, the

25 transaction management device in an digital contents
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a confirmation notification that an object itemfor which paynent is to be
made has been executed, containing provisional settlenent information; 35
confirm ng whether or not a final settlenment adm ssion request has been

i ssued; transferring one of noney and el ectronic noney to a payee based on
contents of the request for receipt of transfer when a final settlenent is
40 adm tted; and storing request for receipt of transfer information in a
dat abase when the final settlement is not admtted. 45 I n anot her
aspect, there is provided a conputer- readable storage nmedium storing a
programused to direct a conputer, which is a financial process device
provided in a financial institution, to performthe 10 functions of:
accepting a final settlenment adm ssion request for noney infornmation, which
Is settled upon receipt of a confirmation A& ification that an object item
for 5 which paynent is to be nmade has been execut ed,

sales system manages a decryptlon key to digital
contents on behalf of a seller of the digital
contents, and transmits the decryption key at a
request of an digital contents purchaser. Therefore,
5 the transaction management device can correctly manage
the information as to whether or not the digital
contents has been successfully transmitted to the
purchaser.

According to the tenth configuration of the
10 present invention, the transaction management device
which functioné as an intermediate in the sales of
digital contents includes a unit for determining
whether or not the data received by a purchaser is
defective; a unit for hotifying the purchaser of the
15 defect when it determines that the data is defective;
and a unit for re-~-transmitting a decryption key to the
purchaser when it is determined that the decryption

key is defective.
With the above described configuration, the
20 transaction management device in an digital contents
sales system manages a decryption kéy to digital
contents on behalf of a seller of the digital
contents, and transmits the decryption key at a
request of an digital cdntents purchaser. Therefore,

25 the transaction management device can correctly manage

\
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contai ning provisional settlenent information; and checking validity of the
accepted final settlenent adm ssion request. 10 I n anot her aspect,
there is provided a conputer- readabl e storage medi um storing a program
used to direct a conputer, which is a financial process device provided in
a financial institution, to performthe functions of: 15 accepting a
provi sional settlenent cancellation request for noney information, which is
settled upon receipt of a confirmation notification that an object itemfor
whi ch paynent is to be nmade has been executed, cont ai ni ng provi si onal
settlenment 20 information; and checking validity of the accepted

provi sional settlenent cancellation request. In another aspect, there is
provi ded a conmputer- 25 readable storage nmedium storing a programused to
direct a conputer, which is a financial prok®ss device provided in a
financial institution, to performthe functions of: accepting a provisional
settl| ement cancel | ¢ odnS@TFEFIOR Fr RO TREDr A&t iRAL WhBcHdeitad t | ed

O e PLPt o he SOELEEE At 0L ' GOEEALSENRN bR £ LS ML Y O
purchaser.

According to the eleventh configuration of the
5 présent invention, the transaction management device
functions as an intermediate with a delivery
management device provided for a goods deliverer, a
seller's processing unit, and a purchaser's or goods
receiver's processing unit. The transaction
10 management device includes a unit for accepfing the
entry of the third-party delivery certification
information of the delivery management device; a unit
for accepting the entry of the first third-party
return-of-goods certification information certifying
15 that a return-of-goods request has been issued; a unit
for accepting the entry of the second third-party
return-of~goods certification information certifying

that the seller has received the returned goods.
With the above described configuration, when the
20 delivery management device generates the delivery
certification information certifying thét goods have
been delivered, the return-of-goods certification
information certifying that the returned goods have
been accepted, and the final return-of-goods

25 certification information certifying that the returned

E—
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executed,  containing provi si onal settlenment information; 35
accepting a return-of-goods claim and reserving a provisional settlenent
cancel l ati on process when a return-of-goods claimcorresponding to a
provi si onal settlenent cancellation request is issued. 40 In another
aspect, there is provided a conputer- readable storage nedium storing a
programused to direct a central processing unit and an input/out put
device, which forma paynment process device provided 45 for a payer, to
performthe function of: requesting an issue of noney information, which is
settled upon receipt of a confirmation notification that an object itemfor
whi ch paynent is to be nade has been executed, containing provisional
settlenment information. In another aspect, there is provided a storage 5
medium storing a programused to direct a @ntral processing unit and an

I nput / out put device, which forma paynent process device provided for a
payer, to goods have been delivered to the seller, all the above

mentioned information are entered in the transaction
management device. Therefore, the transaction
management device can understand exact situation in

5 each process of a transactioh. Fgrthermore, trouble
with a transaction can be avoided by using each piece
of <the certification information as third-party
admission ihformation. |

According to the twelfth configuration of the

10 present invention, a portable storage medium stores
money information containing provisional settlement
information transferred to a payee and settled upon
receipt of a confirmation notification informing that
an object item for which payment is to be made has

15 been executed.

With the above described configuration, when the
money information, which contains the provisional
settlement information settled upon receipt of the
confirmation notification that the object item has

20 been executed,-is stored in a portable storage medium
such as a portable card, etc., a payee can receive
payment online through a network, etc. when goods are
purchased, or can receive the payment by directly
providing a portable storage medium. As a result, the

25 convenience in payment can be improved and the

\
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performthe functions of: requesting a payee for an object itemfor which
10 paynent is to be nmade; and transferring noney information, which is
settled upon receipt of a confirmation notification that the object item
for which payment is to be made has been executed, cont ai ni ng

provi si onal settlenment 15 information. In another aspect, there is
provi ded a conputer- readable storage nedium storing a programused to
direct a conmputer, which is a sal es nanagenent device 20 provided for a
sell er of goods, to performthe functions of: accepting an order of the
goods from a purchaser of the goods; accepting noney information, which is
settled 25 according to a notification of confirmation that an object item
for which paynment is to be nmade has been executed, cont ai ni ng

provi si onal settlenent information from2lhe purchaser; and requesting
for a final settlenent after 30 delivering the goods to a receiver. In
anot her aspect, topottuEgitissidhasd thergerdsnatiaiscddoranda extenpdad.used

to direct a central prqgessifid s «ARAeRADLORHLACURE oEYE£8 il form
present invention, a terminal unit connected to a
financial institution includes a unit for issuing a
5 portable storage medium storing money information
containing the provisional settlement information
settled upon receipt of the confirmation notification
that an object item for which payment is to be made
: has been executed. ‘

10 With the above described configuration, the
portablé storage medium can be issued from a terminal
such as an ATM (automatic teller machine), etc.
connected to an issuing financial institution. As a
result, an issue of a forged portable storage medium

15 can be suppressed.

Furthermore, since a portable storage medium can
be issued by any terminal unit without designating a
specific unit, a payer (a person who requests an issue
of a portable storage medium) can obtain the medium
. 20 at any time when a terminal unit is operable even
after the windows of the issuing financial institution

are closed.
According to the fourteenth configuration of the
present invention, a terminal unit connected to a

25 financial institution includes a unit for transmitting

———
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35 a recei pt process device provided for a receiver of goods, to perform
the function of: issuing a final settlenment adm ssion request when the
goods are normal based on a receipt confirmation of the goods delivered
froma seller for 40 the goods purchased based on noney information, which.
Is settled according to a notification of confirmation that an object item
for which paynent is to be nmade has been executed, containing provisional
settlenment information. 45 In another aspect, there is provided a storage
medi um storing a programused to direct a central processing unit and an

I nput / out put device, which form 12 a paynent process device provided for
one of a payer and a confirnmor who confirns an object itemfor which
paynent is to be nade, to performthe functions of: nonitoring an execution
termfor the object item5 for which paymeng2is to be made included in
paynment condition information for a transaction perfornmed based on noney

i nf ormation, whi chai s Edal edsgtsbeleny request to the financial

institution using a portable storage medium storing
money information containing the provisional
settlement information settled upon receipt of the

5 confirmation notification that an object item for
which payment is to be made has been executed.

With the above described configuration, a payee
puts the portable storage medium transferred as
provisional settlement money from a payer into the

10 terminal unit such as an ATM, etc. connected to the
financial institution to issue a final settlement
requeét. Therefore, even a payee not provided with
a sales management device connected through a network
can process a transaction using the provisional

15 settlement system.

According to the fifteenth configuration of the
present invention, a terminal unit connected to a
financial institution includes a unit for
automatically collecting an inserted portable storage

20 medium after the completion of a process if the medium
stores collection information.

With the above described configuration, when a
portable storage medium is issued from a termihal unit

such as an ATM, etc. connected to an issuing financial

25 institution, it is indicated whether or not an
—_—
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to a notification of confirmation that an object itemfor which paynment is
to be made has been executed, 10 containing provisional settlenent

i nformation; and issuing a transaction cancellation request by transmtting
t he paynent condition information as authentication information when the
object itemis not executed within the execution term 15 In another
aspect, there is provided a conputer- readable storage nmediumstoring a
program used to direct a conputer, which is a sal es managenent device
provi ded for a payee, to performthe functions of: 20 accepting an
object itemfor which paynent is to be made from a payer; accepting noney
I nformation, which is settled upon receipt of a confirmation notification
that an object itemfor which paynment is to be made has been 25 execut ed,
cont ai ni ng provi si onal settlenment inf2B8nmation; nonitoring an
execution term for the object itemfor which paynent is to be nmade,

i ncl uded in paynenautmmm¢i¢omplIQQWinniiﬂlpémformed upen | ¢gmpibebien cdft he

payer and a confirnor who confir ect m.for whic aynent is to
be made when the oBHRXACEI®m € ﬁ%ti %dt aF Fh8°rtag1g torage

medium is automatically collected, it can be collected
upon confirmation of completion of a process, thereby

5 avoiding illegal operations and saving resources by
fe—using the portable storage medium.

According to the sixteenth configuration of the
present invention, the delivery management device
provided for a goods deliverer includes a unit for

10 stdring goods delivery information at a goods delivery
request from a seller, and a unit for generating
third-party delivery certification information
containing a goods receiver's or substitute's
signature cerfifying the receipt of goods and a

15 payment ID relating to the purchase of the goods when
the goods are delivered to the goods receiver.

With the above described configuration, the
delivery management device which accepts a delivery
request from a seller manages the receiver's signature

20 at the delivery destination and generates delivery
certification information including a payment 1D
relating to fhe delivered goods, thereby certifies
that the goods have been delivered.

According to the seventeenth configuration of the

25 present invention, the delivery management device

This Sheet Has Been R

A




execution term 35 Brief Description of the Drawings FIG 1 shows the
configuration of a settlenent system FIG 2 shows the procedures
settl ement noney) 40

gener al

of the process (settlenment process for provisional

according to Figure 1, FIG 3 shows the procedures of a process (settlenent

process through provisional paynent in settlenent account noney); FIG 4
configuration of a 45 settlenent system FIG 5 shows

shows t he general
the procedures of the process (settlenent process for provisional
settl ement noney through the transaction nanagenent device) according

to Figure 4, FIG 6 shows the procedures of a process (settlenent process

for purchase of digital contents); FIG 7 shows the procedures of the
settl ement adm ssion request process for the purchase of

process 5 (final

di gi tal

contents) according to Figure 6; 24

10

15

20

25

This Sheet Has B

provided for a goods deliverer includes a unit for
storing return-of-goods delivery information at a
returned goods delivery réquest from a goods receiver,
and a unit for generating the first +third-party
return-of-goods certification information containing
the receiver's signéture who issued a return-of-goods
request or a substitute's signature and a payment ID
relating to the purchase of goods.

With the above described configuration, when the
delivery management device receives a returned goods
delivery request from a goods receiver, it manages the
signature of the requester, generates delivery
certification information containing a payment ID
relating to the goods to be returned, thereby
certifying the fact that a return-of-goods process has
been started.

According to the eighteenth configuration of the
present invention, the financial process unit provided
for a financial institution includes a unit for
accepting a request for an issue of money information
containing the provisional settlement information
settled upon receipt of the confirmation notification
that an object item for which payment is to be made
has been executed, a unit for freezing the amount of

the money information within the balance of the

[T IlITilI
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FIG 8 shows the procedures of the process (site nonitor process for a

final settlenment adm ssion request) according to Figure 6; 10
9 shows the procedures of the process (cancellation request notification

FI G

process) according to Figure 6; FIG 10 shows the procedures of the process

(site nonitor process for a cancellation request) 15 according to Figure

6; FIG 11 shows the general configuration of a settlenment system FIG 12

shows the procedures of the process (process for a final settlenent request
froma seller) 20 according to Figure 11; FIG 13 shows the general

configuration of a settlenment system FIG 14 shows the procedures of the

process (goods purchase process) according to Figure 13; 25 Fl G
shows the procedures of the process (return-of-goods process) according to

Figure 13; FIG 16 shows the general

15

confi@Bation of a settlenment system

FIG 17 shows the procedures of the process 30 (goods purchase process

t hrough the

10

15

20

25

t r amsacounn wEnagerepaydeyi cad anenadiing tthde-i gmoentt6;as

untransferable until the final settlement, and a unit
for issuing money information containing the
provisional settlement information.

With the above described configuration, the
financial process unit can freeze the amount relating
to an issue request within the balance of the account
of the payer. Therefore, the receiver of the money
information can be credited with the amount of money
reserved in the financial institution.

According to the nineteenth configuration of the
present invention, the financial process unit provided
for a financial institution includes a unit for
receiving a request for a transfer regarding
provisional settlement money from a payee, a unit for
confirming whether or not a final settlement request
has been issued, a unit for transferring money- or
fransferring electronic money to a payee based on the
contents of +the transfer .request if the final
settlement admission has been obtained, and a unit for
storing request-for-receipt-of-transfer information
in a database if the final settlement admission has
not been obtained.

With the above described configuration, a payee

need not issue a final settlement request to a

This Sheet Has Been Repl
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FIG 18 shows the procedures of the process (return-of-goods process

t hrough the transacti on managenent device) according to Figure 16; 35

FIG 19 shows the general configuration of a settlenent system FIG 20
shows the procedures of the process (settlenent process using a portable
storage nedium according to Figure 19; 40 FIG 21 shows the genera
configuration of an exanple of the transacti on nmanagenent device; FIG 22
shows the configuration of the databases of the transacti on nanagenent
device; FIG 23 shows the configuration of the 45 encryption key
managenent database; FIG 24 shows the characteristics of the
encryption/decryption systemthrough the transacti on nanagenent devi ce;

14 FIG 25 shows the configuration of the transacti on managenent dat abase;
FIG 26 shows the configuration of a transa26i on status;

financial process unit of his or her financial
institution. A final settlement can be quickly made
by directly notifying the financial process unit of
payer's financial institution of the destination
5 (payee's account in the financial institution, payee's
electronic wallet, etc;) of the transfer of the
finally settled amount of money. Since a notification
about the destination of a transfer can be issued with
a final settlement request, the entire process can be
10 more conveniently performed. Furthermore, the final
settlement can be automatically made by the financial
process unit of the financial institution of a payer.
According to the twentieth configuration of the
present invention, the financiallprocess unit provided
15 for a financial institution includes a unit for
accepting a final settlement admission request, and
a unit for checking the validity of the accepted final
settlement admission request.

With the above described configuration, the
20 financial process unit of the financial institution
of the payer can quickly and correctly check the
validity of the final settlement admission request,

and automatically perform the final settlement.

According to the twenty-first configuration of

25 the present invention, the financial process unit
—_—
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5 FIG 27A shows the configuration of the final settlenent site
noni t or dat abase; FIG 27B shows the configuration of the return- of-goods
site nonitor database; FIG 28 is a flowhart show ng the procedure of 10
the encryption/decryption process; FIG 29 is a flowhart show ng the
procedure of the goods order process. FIG 30 is a flowhart show ng the
procedure of the noney issue (issue of provisional settlenent 15 noney)
process; FIG 31 is a flowhart show ng the procedure of the noney paynent
(provisional settlenent) process; FIG 32 is a flowhart show ng the
procedure of the goods delivery acceptance entry process; 20 FIG 33
is a flowhart show ng the procedure of the goods delivery receipt entry
process; FIG 34 is a flowhart show ng the procedure of the final
settlenent request process; FIG 35 is a fl8&chart show ng the procedure of
25 the final settlenment adm ssion request process; FIG 36 is a flowhart
showi ng the procedBFevéfedhéogi gi fanansghatnissidtrypenroineiydes cepenhte

process; FIG 37 13,3 LQWeRInG PG NN S &ndlt cancellation
request, and a unit for checking the wvalidity of the
accepted provisional settlement cancellation request.
5 With the above described configuration, the
financial process unit of a payer can stop the payment
according to the money information containing the
provisional settlement information settled wupon
receipt oflnthe confirmation notification that an
10 object item for which payment is to be made has been
executed if a payer or a goods receiver returns goods,
or i1if +the object item has not been executed.
Therefore, the payer or the goods receiver can safely
cancel a transaction or perform a return-of-goods

15 process, etc.

According to the twenty-second configuration of
the present invention, the financial process unit
provided in a financial institution includes a unit
for accepting a provisional settlement cancellation

20 request; a unit for accepting a claim to return-of-
goods (return-of-goods c¢laim), and a unit for
reserving the provisional settlement cancellation
request when a return-of-goods claim is issued in
response to the provisionél settlement cancellation

25 request.

\
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30 the digital contents receipt confirmation/cancellation process; FIG 38
is a flowhart showi ng the procedure of the provisional settlenent
cancel l ati on request process; 35 FIG 39 is a flowhart show ng the
procedure of the digital contents decryption check process; FIG 40 is a
fl omchart showi ng the procedure of the returned goods delivery acceptance
process; FIG 41 is a flowhart showi ng the procedure of 40 the returned
goods delivery receipt process; FIG 42 is a flowhart show ng the

provi sional settlenent cancellation request acceptance process; FIG 43 is
a flowchart showi ng the return-of- goods confirmation/claimacceptance
process. 45 FIG 44 is a flowhart show ng the procedure of the
final settlenment site nonitor process and the forced paynment process; FIG
45 is a flowhart show ng the procedure of 28 the return-of-goods site

nmoni tor process and the forced cancell ation process; FIG 46 shows the
general configuration oVigh the above described configuration, a seller

can reserve a one-directional provisional settlement
cancellation request by issuing a return-of-goods
claim that there is a problem with the returned goods
5 (substituted goods, damaged goods, shortage in number)
if there is certainly a problem with the returned
goods even if the payer or the goods receiver has
issued a provisional settlément cancellation request
relating to the return of goods through the financial
10 process unit of a payer.

According to the twenty-third configuration of
the present invention, the payment process unit
provided for a payer includes a unit for issuing a
request to issue money information containing

15 provisional settlement information' settled wupon
receipt of a confirmation notification that an object
item for which payment is to be made has been
executed.

With the above described éonfiguration, money

20 information containing provisional settlement
information can be issued through the payment process'
unit. |

According to the twenty-fourth configuration, the
payment process unit provided for a payer includes a

25 unit for requesting a payee to execute an object item

'.\x_
This Sheet Has

LTI



exanple of a terminal unit of a financial institution; 5 FIG 47
shows the general configuration of a provisional settlenent noney card
(portabl e storage nediun) applied to a termnal unit of a financial
institution and the nenory layout of an IC chip; FIG 48 is a flowhart
showi ng the procedure of 10 the storage nmediumissue process; FIG 49 is a
fl owmwchart show ng the procedure of the final settlenent adm ssion process;
FIG 50 is a flowhart (1) showi ng the procedure of the final settlenent
request process; 15 FIG 51 is-a flowhart (2) show ng the procedure
of the final settlenent request process; FIG 52 shows the general
configuration of an exanple of the deliverer process unit; FIG 53A shows
the configuration of the delivery 20 managenent database; FIG 53B shows
the configuration of the delivery requester2®nfornmati on nanagenent dat abase
and the delivery destination information managenent database;, FIG 54 is a
flowchart showi ng £RE phéckderEment 25 madere|dndedy UWBdde foantEapsbetste FI G

2P Ssa [ LT B Aol WP BRSPS I S8EE
settlement information settled upon receipt of a
confirmation notification that the object item for
5 which payment is to be made has been executed.

With the above described configuration, the
payment process unit can easily order goods, request
for services, and transfer the money information for
payment. |

10 According to the twenty-fifth configuration of
the present invention, the sales management device
includes a unit for accepting an order of goods from
a purchaser of goods, a unit for accepting money
information containing provisional settlement

15 information from the purchaser, and a unit for
requesting a final settlement after delivering the
goods to a goods receiver.

With the above described configuration, a seller
uses the sales management device to confirm that the

20 cost of the goods i1s reserved by a financial
institution according to the money information
containing provisional settlement.ihfofmation settled
upon receipt of a confirmation notification that an
object item for which payment is to be made has been

25 executed. Therefore, goods can be safely sold without
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t he return-of-goods acceptance process; 30 ' FIG 57 is a flowhart
showi ng the procedure of the returned goods recei pt process; FIG 58 shows
the general configuration of a financial institution processing unit; FIG
59 shows the configuration of the databases 35 of the financial institution
processing unit; FIG 60A shows the configuration of the account nmanagenent
dat abase; FI G 60B shows the configuration of the noney nanagenent
dat abase; 40 FIG 60C shows the configuration of the
provi sional settlenent noney nmanagenent database; FIG 60D shows the
configuration of the electronic noney managenent database; FIG 60E shows
the configuration of the final 45 settlenent informtion nmanagenent
dat abase; FIG 61 shows the configuration of the return- of-goods
managenent database; FIG 62 is a flowchart3ghow ng the procedure of 16
the provisional settlenent noney/el ectroni c noney

depending on personal credit.

According to the twenty-sixth configuration of
the present invention, the sales management device
provided for a seller includes a unit for monitoring

5 a final settlement admission request or a return-of-
goods request after a goods receiver receives the
goods, and a unit for transmitting the third-party
delivery certification information as authentication
information informing that the goods receiver has

10 received the goods when the final settlement admission
request or the return-of-goods request is not issued
within a predetermined period, and functioning as a
substitute for issuing a final settlement admission
request. _

15 With the above described configuration, the sales
management device can issue a final settlement
admission request on behalf of a payer on condition
that no cancellation request or returned goods is
received from a payer or a goods receiver within a

20 predetermined period, thereby collecting the cost of
goods without fail.

According to the twenty-seventh configuration of .
the presenf invention, the receipt process unit

provided for a gpodsAreceiver'includes a unit for

25 issuing a final settlement admission request when
i




| ssue process; FIG 63 is a flowhart showi ng the procedure of the final
settl enment request acceptance process; 5 FIG 64 is a flowhart
showi ng the procedure of the final settlenment adm ssion request acceptance
process; FIG 65 is a flowhart show ng the procedure of the provisional
settl enment cancellation request 10 acceptance process; FIG 66 is a

fl owmwchart show ng the procedure of the first third-party return-of-goods
certification information acceptance process; FIG 67 is a flowhart
showi ng the procedure of 15 the second third-party return-of-goods
certification informati on acceptance process; FIG 68 is a flowhart
showi ng the procedure of the return-of-goods claimnotification acceptance
process; 20 FIG 69 is a flowhart showi ng the procedure of the
returned goods receipt notification acceptaBi&e process; FIG 70 is a

fl omchart showi ng the procedure of the provisional settlenent cancellation
site nonitor 25 prgoeds,; deildveredsfons theeeRy areoatrepredi based an

a receipt confirmation of the goods.
With the above described configuration, the
receipt process unit compares the received goods with
5 the ordered goods, checks the details (manufacturer's
name, quality, authentication, etc.) of the received
goods, and the payment can be easily made.
According to the twenty-eighth configuration of
the present invention, the payment process unit
10 provided for a payer or a confirmor who confirms an
object for which payment is made includes a unit for
monitoring an execution term, that is, payment
condition information, of an object item for which
payment is to be made, and a unit for issuing a
15 transaction cancellation request after transmitting
the payment condition information as authentication
information if the object item has not been executed
within the execution term.
With the above described configuration, the
20 payment process unit can easily issue a transaction
cancellation request if a payer does not execute the
object item for which payment is to be made within the
execution term (delivery date of ordered goods,

starting date of services, etc.).

25 According to the twenty-ninth configuration of
T
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purchaser's processing unit; FIG 72A shows the configuration of the goods
pur chase managenent dat abase; 30 FIG 72B shows the configuration of
t he noney nmanagenent dat abase and the provisional settlenent noney
managenent dat abase; FIG 72C shows the configuration of the fina
settl enment adm ssion request managenent dat abase; 35 FIG 72D shows
the configuration of the return- of-goods request nanagenent database; FlIG
73 shows the configuration of the el ectronic noney nanagenent database;
FIG 74 is a flowhart show ng the procedure of 40 the noney information
(provisional settlenent noney) issue request process; FIG 75 is a
flowchart show ng the procedure of the goods order process; FIG 76 is a
fl omchart showi ng the procedures of 45 the goods recei pt and
return-of-goods process; FIG 77 shows a geRéral configuration of a
seller's proce55|n% unit; FIG 78 shows the configuration of the database
he present invention, the sales management device
provided for a payee includes a unit for accepting an
object item for which payment is made from a payer,
a unit'for accepting money information containing
5 provisional settlement information settled upon
receipt of a confirmation notification that the object
item has been executed, a unit for monitoring the
execution term, which is payment condition information
of the object item, and a unit for notifying a payer
10 or a confirmor, who confirms the object item when the.
object item is not executed within the execution term.
With the above described configuration, the sales
management device automatically notifies a payer or
a confirmor, who confirms the object item for which
15 payment is made, when the object item is not exécuted
within the execution term, thereby establishing the

mutual_credit between the payer and the payee.

Brief Description of the Drawings
20 FIG. 1 shows the general configuration of the
settlement system according to the first embodiment
of the present invention: |
FIG. 2 shows the procedures of the process
(settlement process for provisional settlement money)

25 according to the first embodiment of the present

\\
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17 of a seller's processing unit; FIG 79 shows the configuration of the
goods managenent dat abase; FIG 80 shows the configuration of the sales 5
managenent dat abase; FIG 81A shows the configuration of the
provi si onal settlenent noney nanagenent database; FIG 81B shows the
configuration of the final settlenment request managenent database; 10

FIG 82 shows the configuration of the return- of-goods nmanagenent

dat abase; FIG 83 shows the configuration of the digital contents
managenent database; FIG 84 is a flowhart (1) showi ng the procedure 15 of
t he goods order acceptance, noney information acceptance, and final

settl enent request process; FIG 85 is a flowhart (2) show ng the
procedure of the goods order acceptance, noney information acceptance, and
final settlenment request process; 20 FH G 86 is a flowhart show ng
the procedure of the dlgltal contents transm ssion process; FIG 87 is a
fl owchart show ng tiVeREkdFure of the final settlement site nonitor

process; FIG 88 is a fl%ha[?t gﬂg%ngtﬁ Y oledutes ng the process

(settlement process through provisional payment in
settlement account money) according to the second
5 embodiment of the present invention;

FIG. 4 shows the general configuration of the
settlement system according to the third embodiment
of the present invention;

FIG. 5 shows the procedures of the process

10 (settlement process for provisional settlement money
through the transaction management device) according
to tﬁe third embodiment of the present invention;

. FIG. 6 shows the procedures of the process
(settlement process for purchase of digital contents)

15 according to the fourth embodiment of the present
invention;

FIG. 7 shows the procedures of the process (final
settlement admission request process for the purchase
of digital contents) according to +the fourth

20 embodiment of the present invention;

FIG. 8 shows the procedures of the process (site
monitor process for a final settlement admission
request) according to the fourth embodiment of the
present invention;

25 FIG. 9 shows the procedures of the process
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25 the refurn-of-goods acceptance process; FIG 89 is a flowchart show ng
the process of cancellation request acceptance process after return of
goods of digital contents; FIG 90 is a flowhart show ng the procedure of
30 the cancel lation process after return of goods; FIG 91 is a flowhart
(1) showing the procedure of the execution termnonitor process; FIG 92 is
a flowhart (2) showi ng the procedure of the execution term nonitor
process; 35 FIG 93 is a flowhart (1) showing the procedures
of the execution termnonitor and non- execution notification process; FIG
94 is a flowhart (2) showing the procedures of the execution term
noni tor and non- 40 execution notification process; FIG 95 shows the
configuration of an information processing device;, and FIG 96 shows
storage nedia. 45 Description of the PreferBdd Enbodi nent Referring firstly
to Figure 1, a purchaser's processing unit 1 is provided for ‘a purchaser of
(cancellation request notification process) according
to the fourth embodiment of the present invention:
FIG. 10 shows the procedures of the process (site
monitor process for a cancellation request) according
5 to the fourth embodiment of the present invention:;
FIG. 11 shows the general configuration of the
settlement system according to the fifth embodiment
of the present invention:
FIG. 12 shows the procedures of the process
10 (process for a final settlement request from a seller)
according to the fifth embodiment of the present
invention;
FIG. 13 shows the general configuration of the
settlement system according to the sixth embodiment
15 of the present invention;
FIG. 14 shows the procedures of the process
(goods. purchase process) according to the sixth
embodiment of the present invention;
FIG. 15 shows the procedures of the process
20 (return~of-goods process) according to the sixth
embodiment of the present invention;
FIG. 16 shows the general configuration of the
settlement system according to the seventh embodiment
of the present invention; .

25 FIG. 17 shows the procedures of the process
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18 goods. A seller's processing unit 2 is provided for a seller of goods. A
processing unit of the purchaser's financial institution 3 is provided at a
financial institution in which a purchaser has opened 5 an account. A
processing unit of the seller's financial institution 4 is provided at a
financial institution in which a seller has opened an account. A financi al
Institution corresponds to, for exanple, a bank. 10 The purchaser's
processing unit 1 conprises a goods managenent database (hereinafter
referred to as DB) 10 for storing information about goods to be purchased;
a noney managenent DB 11 for use in managing the information about

el ectronic noney (noney 15 information) of a purchaser of goods; and a
return-of- goods request managenent DB 12 for use in nmanaging a request for’
return of purchased goods. The seller's pro88ssing unit 2 conprises a goods
sal es managenent DB 20 for use in managing the sales 20 of goods; a noney
managerment DB 21 f §g°@8€ | Purghagengpraeesaf othuPlgh akbet &rassaohionnoney

e e O & PURNARaeqE e L] Uclnods SROUUIRYn BibBdulne e
of the present invention;

FIG. 18 shows the procedures of the process

5 (return-of-goods process through the transaction
management device) according to the seventh embodiment
of the present invention:

FIG. 19 shows the general configuration of the
settlement system according to the eighth embodiment

10 of the present invention;

FIG. 20 shows the procedures of the process
(settlement process using a portable storage medium)
according to the eighth embodimént of the present
invention: |

15 FIG. 21 shows the general configuration of an
. embodiment of the transaction management device;

FIG. 22 shows the configuration of the databases
of the transaction management device;

FIG. 23 shows the configuration of the encryption

20 key management database:;

FIG. 24 'shows the characteristics of the
encryption/decryption system through the fransaction
management device;

FIG. 25 shows the configuration of the

25 transaction management datébase;

—_— _\
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25 The processing unit of the purchaser's financial institution 3
conpri ses an account managenent DB 30 for use in managi ng an account of a
custoner (purchaser) of a financial institution; a provisional settlenent
noney nmanagenent DB 31 for use in nmanaging 30 the provisional settlenent
noney issued at a request of a custoner; a final settlenent managenent DB
32 for use in managi ng the paynent process (final settlenent) of the

provi sional settlenent noney issued by the processing unit of the

pur chaser's financial 35 institution 3. 'Provisional settlenent noney'
refers to electronic noney (noney information containing provisional
settlenent information) issued by a financial institution, and can be
actually credited 40 to a seller's account at a financial institution only
after a purchaser has confirned the recei pt36f goods. As described later, a
process of, for exanple, confirmng the recei pt of goods, etc. can be
performed by a third paF&f-oAbLerews Hie aenfiguinsan ofsa transaghion
processi ng unit ofség% %eller's financial institution 4 conprises an
account managenent AG’for use in managi ng the account of a custoner

(seller) in the financi gtgl,.nSt7al WBHAE €RE aochifiguraelibhe@tthe final
settlement site monitor database;
5 FIG. 27B shows the configuration of the return-
of~-goods site monitqr database;

FIG. 28 is a flowchart showing the procedure of
the encryption/decryption process;

_ FIG. 29 is a flowchart showing the procedure of
10 the goods order process.

FIG. 30 is a flowchart showing the procedure of
the money issue (issﬁe of provisional settlement
money) process;

FIG. 31 is a flowchart showing the procedure of

15 the money payment (provisional settlement) process;

FIG. 32 is a flowchart showing the procedure of
the goods delivery acceptance entry process;

FIG. 33 is a flowchart showing the procedure of
the goods delivery receipt entry process:;

20 FIG. 34 is a flowchart showing the procedure of
the final settlement request process;

FIG. 35 is a flowchart showing the procedure of
the final settlement admission request process:;

FIG. 36 is a flowchart showing the procedure of

25 the digital contents decryptioh key acceptance
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19 execution request managenent DB. 41 for use in managing the final
settl enent request of the provisional settlenent fromthe custoner having
an account in the processing unit of the seller's financial institution 5
4. The final settlenent process is described below by referring to the
flomchart shown in FIG 2. In FIG 2, each of the processes perfornmed by
the purchaser's processing unit 1, the seller's processing 10 unit 2, the
processing unit of the purchaser's financial institution 3, and the
processing unit of the seller's financial institution 4 (in order fromleft
colum to right colum) is represented as an itemin each colum. The
process line covering nore than 15 one colum indicates the rel ationship
bet ween the processes of respective units. For conveni ence in
expl anation, the purchaser's processing uni 371 can be indicated by (A), the
seller's processing unit 2 can be indicated by (B), the processing unit of
the 20 purchaser's HO9R8R87al institution 3 can be i ndicated by (FI) and
the processing unit of t S er's financial institution 4 can be
i ndi cated by (F2). g?&.‘%% is a flowc art showxng eﬁe procedure of
the digital contents receipt confirmation/cancellation
process;

5 FIG. 38 is a flowchart showing the procedure of
the provisional settlement cancellation regquest
process; '

FIG. 39 is a flowchart showing the procedure of
the digital contents decryption check process:;

10 FIG. 40 is a flowchart showing the procedure of
the returned goods delivery acceptance process;

FIG. 41 is a flowchart showing the procedure of
the returned goods delivery receipt process;

FIG. 42 is a flowchart showing the provisional

15 settlement cancellation request acceptance process;

FIG. 43 1is a flowchart showing the return-of-
goods confirmation/claim acceptance process.

FIG. 44 is a flowchart showing the procedure of
the final settlement site monitor process and the

20 forced payment process:

FIG. 45 is a flowchart showing the procedure of
the return-of-goods site monitor process and the
forced cancellation process:;

FIG. 46 shows the general configuration according

25 to an embodiment of a terminal unit of a financial
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In FIG 2, the purchaser's processing unit 1 transmts a goods purchase
request to the seller's 25 processing unit 2 (step 100 (hereinafter
referred to as S100)). The seller's processing unit 2 which has received a
goods purchase request checks the stock, sales price, etc. of the goods
related to the request by searching the goods sal es managenent DB 20, and
30 transmts the result to the purchaser's processing unit 1 (S102). Upon
recei pt of the information about sales price, etc., the purchaser's
processing unit 1 stores the information in the goods managenent DB 10. The
purchaser's processing unit 1 transmts to 35 the processing unit of the
purchaser's financial institution 3 a provisional settlenent noney issue
request for the price of the goods related to the purchase request (S104).
The purchaser's processing unit 1 sinultar®busly transmts

i dentification 40 information (detailed purchase information), as a use of
provi si onal set t | ergHitHpHelPnabout the goods to be purchased. The

processing unit of the ha fi_nanpci al ti.tution 3 which ha
received the provisi onai%'r 2?t I%r%’nst %%e?e ssué‘ rcgecjﬁrhpe YRS R%s
whet her or not the gromisiomal Settlamit ABAeY tardt hpoRabikl ety

(price) can be issued through the account of
medium) applied to a terminal unit of a financial
5 institution and the memory layout of an IC chip;
FIG. 48 is a flowchart Showing the procedure of
the storage medium issue process;
FIG. 49 is a flowchart showing the procedure of
the final settlement admission process:;
10 FIG. 50 is a flowchart (1) showing the procedure
of'the final settlement request process;
FIG. 51 is a flowchart (2) showing the procedure
of the final settlement request process:;
FIG. 52 shows the general configuration according
15 to an embodiment of the deliverer process unit;
FIG. 53A shows the configuration of the delivery
management database; '
FIG. 53B shows the configuration of the delivery
requester information management dJdatabase and the
20 delivery destination information management database;
FIG. 54 is a flowchart showing the pfocedure of
the delivery acceptance process:;
FIG. 55 is a flowchart showing the procedure of
the delivery receipt process:;

25 FIG. 56 1s a flowchart showing the procedure of

—_—
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the purchaser by referring to the bal ance information, 20 etc. in the
account managenent DB 30. |If yes, the anount in the bal ance of the account
is frozen and the provisional settlenent noney is issued. The
provi sional settlenent noney is issued by transmtting 5 the provisional
settlement noney information to the purchaser after the provisional

settl enment noney information has been stored in the provisional settlenent
noney managenent DB 31 (S106). The provisional settlenent noney contains
amount 10 information, I Ssui ng financi al institution

i dentification I nformati on, I nformation which identifies the

provi sional settlenent noney or a corresponding transaction (noney ID or
paynent |ID hereinafter referred to as paynent 1D), goods 15 identification
information which identifies a use of provi S%nal settlenent noney, seller
i nformation, etc. VWhen the provisional settlenment noney is issued, the
processing unit of ¥ife JRFEMNKG- W AcAeRtanes RTASES$:3 assigns a blind

Signature to 20 the | MPGHANt LY gl o AFAY 5%y e Ueedlird o

the returned goods receipt process:;
FIG. 58 shows the general configuration according
5 to an embodiment of the financial institution
processing unit;

FIG. 59 shows the configuration of the databases
of the financial institution processing unit;

FIG. 60A shows the configuration of the account

10 management database;

FIG. 60B shows the configuration of the money
management database;

FIG. 60C shows the configuration of the
provisional settlement money management database;

15 FIG. 60D shows the configuration of the
electronic money management database;

FiG. 60E shows the configuration of the final
settlement information management database;

FIG. 61 shows the configuration of the return-of-

20 goods management database;

FIG. 62 is a flowchart showing the procedure of
the provisional settlement money/electronic money
issue process;

FIG. 63 is a flowchart showing the procedure of

25 the final settlement request acceptance process:;
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i nformation, seller information) of the provisional settlenent noney in
order to avoid an illegal wite to the provisional settlenent noney or an
illegal use other than a specified use. A blind signhature relates 25 to a
met hod of encrypting data using a private encryption key, which is not open
to the public, so as not to allowa third party to decrypt the encrypted
data. When a seller issues a final settlenent request to the processing
unit of the purchaser's financial 30 institution 3, the processing unit of
the purchaser's financial institution 3 decrypts the blind signature using
the private decryption key, and conpares the contents of the blind
signature with the correspondi ng contents of the non-encrypted description
(plain text) 35 of the provisional settlenment noney. If a person who has
recei ved provisional settlenent noney with &0blind signature has changed
any of the contents of the blind signature or the contents of the
non-encrypt ed descri pti &3Gef 6#hdsprofileiwchakrts ehpwénmgntheopegcethra ¢F t he
two contents do not_ match each other, and indicate that the provisional

settlenent noney hibepeEtnal| sghvlementy i pdniSSHRRN H9RNSHE cRGSEPtance

processing unit 1 trapswits the provisional settlenent noney to the
seller's processing unit 2, it encrypts the un- 45 encrypted description of
the provisional settlemgiG. 65 is a flowchart showing the procedure of

5 the provisional settlement cancellation request
acceptance proceés;

FIG. 66 is a flowchart showing the procedure of
the first third-party return-of-goods certification
information acceptance process;

10 FIG. 67 1is a flowchart showing the procedure of
the second third-party return-of-goods certification
information acceptance process;

FIG. 68 is a flowchart showing the procedure of
the return-of-goods claim notification acceptance

15 process;

FIG. 69 is a flowchart showing the procedure of
the returned goods receipt notification acceptance
process;

FIG. 70 is a flowchart showing the procedure of

20 the provisional settlement cancellation site monitor
process;

FiG. 71 shows the general configuration according
to an embodiment of a purchaser's processing unit;

' FIG. 72A shows the configuration of the goods

25 purchase management database;

—
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money, the blind signature, and the authenti-cation of a financial
I nstitution using a comon key of the purchaser. The seller receives
the provisional 21 settlenent noney, and decrypts it after obtaining
t he purchaser's common key. As described above, when the processing unit of
the purchaser's financial institution 3 issues 5 provisional settlenent
noney, it freezes the anmount of the issued provisional settlenent noney in
t he bal ance of the purchaser's account. That is, the specified amunt is
subtracted fromthe bal ance information of the purchaser's account in the
account 10 managenent DB 30, and the noney information of the provisional
settl enment noney issued corresponding to the custoner's account is stored
in the provisional settlenment noney managenent DB 31 with the information
identifying the transaction (paynent ID). Tke anount 15 information stored
in the provisional settlenent noney managenent DB described later in detai
i ndi cates that the provE‘éliGonaZZHsesIM‘ewenhem%yfi@@ma@sip@nmmgthe mppey
aynment 1D can be credited to e.seller’
pay management é abase ana % e prov151onal settlement
money management database;
FIG. 72C shows the configuration of the final
5 settlement admission request management database;
FIG. 72D shows the configuration of the return-
of-goods request management database; _
FIG. 73 shows the configuration of the electronic
money management database:;

10 FIG. 74 is a flowchart showing the procedure of
the money information (provisional settlement money)
issue request process;

FIG. 75 is a flowchart showing the procedure of
the goods order process;

15 FIG. 76 is a flowchart showing the procedures of
the goods receipt and return-of-goods process:;

FIG. 77 shows a general configuration according
to an embodiment of a seller's processing unit;
FIG. 78 shows the configuration of the database

20 of a seller's processing unit;

FIG. 79 shows the configuration of the goods
management database:;

FIG. 80 shows the configuration of the sales
management database;

25 FIG. 8l1A shows the configuration of the

—_—

\

This Shee

i



when the notification that the goods corresponding to 20 the paynent |1D
have been delivered to the purchaser (or goods receiver) is received. On
the other hand, if the notification that the transaction has been cancel ed
due to return of goods corresponding to the paynent IDis received, the
provi si onal settlenent 25 noney corresponding to the paynent IDis added to
t he bal ance of the account of the purchaser in the account nanagenent DB
30, and then the purchaser can use the anount for another use. \Wen the
purchaser's processing unit 1 receives 30 provisional settlenent noney
(including a paynent 1D, identification information of a financi al
institution, and use identification information)(S106), it stores the

i nformati on about the provisional settlenent noney in the noney nanagenent
DB 11. Sinultaneously, the 35 purchaser's pdocessing unit 1 stores the
paynent | D assigned to the provisional settlement noney correspondi ng
to the goods to be BRAGIRLIAL SetHAmeH densoFafiagefientedatahase money

purchaser' s procebss ng P 914 PREHEmPE G b sha 08 PP odRR Imoney
to the seller's progessiditerititequddiA iERRHgetlent @dtEbAz; settl enent noney
In S108). As descri bed above, the
FIG. 82 shows the configuration of the return-of-
5 goods management database:
FIG. 83 shows the configuration of the digital
contents management database:
FIG. 84 is a flowchart (1) showing the procedure
of the goods order acceptance, money information

10 acceptance, and final settlement request process:;

FIG. 85 is a flowchart (2) showing the procedure
of the goods order acceptance, mdney information
acceptance, and final settlement request process:

FIG. 86 is a flowchart showing the procédure of

15 the digital contents transmission process;

FIG. 87 is a flowchart showing the procedure of
the final settlement site monitor process:;

FIG. 88 is a flowchart showing the procedure of
the return-of-goods acceptance process;

20 FIG. 89 is a flowchart showing the process of
cancellation request acceptance process after return
of goods of digital contents:;

FIG. 90 is a flowchart showing the procedure of

the cancellation process after return of goods:

25 FIG. 91 is a flowchart (1) showing the procedure
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paynent | D assigned to the provisional settlenent 45 noney is also
transmtted. The paynent | D can be noney ID for use in identifying the
provi si onal settlenent noney by the processing unit of the purchaser's
financial institution 3, but can be 22 optionally generated by the
purchaser and the seller and entered in the processing unit of the
purchaser's financi al institution 3 when the provisional settlenent
noney is issued. 5 When the seller's processing unit 2 receives the
provi sional settlenent noney, it checks the legality (validity) of the
provi sional settlenent noney as follows. Assune that the provisional

settl enment noney ontains as authentication information the un-encrypted 10
description of financial institution identification information, a nessage
di gest function of the flnanC|aI |nst|tut|oﬁ3(one di rectional function such

as a hash function, etc. and the digital signature of the authentication
station for the f|ﬂ§nEF%Iei%C?Fﬁ?PtE?F%nm?ﬂéﬁ FfPEQEPBR’ i nformation. At

this time, the seller’sppgocessi i Widuchddd $2)2BRbIERg HESSAEeaure

of the execution term monitor process:
FIG. 93 is a flowchart (1) showing the procedures
5 of the execution term monitor and non-execution
notification process:;

FIG. 94 is a flowchart (2) showing the procedures
of the execution term monitor and non-execution
notification process:;

10 ' FIG. 95 shows the configuration of an information
processing device; and

FIG. 96 shows storage media.

Description of the Preferred Embodiment

15 The preferred embodiments of +the present
invention are described below by referring to FIGs.
1 through 96. The above described delivery management
device corresponds to the deliverer's processing unit
according to the present embodiment. The above

20 described financial process unit corresponds to the
processing unit of the purchaser's - financial
institution or the processing unit of the seller's
financial institution. The above described payment
process unit corresponds to the purchaser's processing

25 unit according to the present embodiment. The above
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di gest function to the un-encrypted description of the financial
institution identification information. Then, it obtains a public key of
the authentication 20 station to decrypt the digital signature of the

aut hentication station. Then, the seller's processing unit 2 conpares the
application result of the nessage digest function with the decryption
result of the digital signature. If they match each other, the 25

provi sional settlenent noney is recognized as valid. In addition to the
check of the financial institution identification information, the

aut hentication of the purchaser, the validity of the paynent ID, etc. can
al so be checked. If the authentication is checked 30 about the purchaser,
it is checked in a method simlar to the method of checking the financial
institution identification information. | #4t he check result is 'K

then the provi sional _ settlement noney _information is stored in the
“nmoney managenent DBesEriBsd;galefemeBreevpBhdiRyleayReRTeFRPREsSstSr R n

and 14 descri bed | SEToE Re RETTen i Er OPRE S mal Bortfh. Breealitey
can be confirned bgmbbaifmenanci of £Agoblst +tédéiver Uss thd barcHeski,i €aki on
I nformati on about the financial institution and the paynent |ID contai ned
above described receipt process unit corresponds to
5 the purchaser's processing unit according to the
present embodiment.

The preferred embodiment of the pfesent invention
includes eight embodiments from the first to the
eighth embodiments. In this specification, the

10 general configuration and process of the first through
-eighth embodiments are briefly explained by reférring
to FIGs. 1 through 20. Then, embodiments of the
components of the system according to the present
invention are déscribed by referring to FIGs. 21

15 through 96.

' First, the general configuration and the
procedure of the process according to the first
embodiﬁent of the present invention is described below
by referring to FIGs. 1 and 2.

20 -FIG. 1 shows the configuration of the system
according to the first embodiment of the present
invention. In FIG. 1, a purchaser's processing unit
1 is provided for a purchaser of goods. A seller's
processing unit 2 is provided for a seller of goods.

25 A processing unit of the purchaser's financial

‘\
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In the provisional settlenent noney before the transm ssion of goods (upon
recei pt of the provisional settlenent noney). At this tinme, the

identification 45 information about the goods to be sold is transmitted to
the financial institution to have the validity of its use checked in order

to detect an illegal copy of the provisional settlenent noney. 23 Then,
the seller's processing unit 2 instructs the transm ssion of goods
(S110). If there 1is provisional settlenment noney corresponding to the

transm ssion of the goods, then a final settlement 5 execution request is
i ssued to the processing unit- of the seller's financial institution 4
containing the seller's account relating to the correspondi ng provisional
settlement noney (S112). This execution request refers to a request for a
substitute service 10 of issuing a final s€btlenment request to the
processing wunit of the purchaser's financial institution 3. At this
time, the account iREbERtaPNt ReiSePrevidad fheagbbBanrial Lpstitukiantted

with the provisiopal sefylenent Mopeysr! thds QLS L0 d 08 ne. &
processing unit of the seller's financial institution
4 is provided at a financial institution in which a
5 | seller has opened an account. A financial institution
corresponds to, for example, a bank.
The purchaser's processing unit 1 comprises a
goods management database (hereinafter referred to as
DB) 10 for storing information about goods to be
10 purchased; a money management DB 11 for use in
managing the information about electronic money (money
information) of a purchaser of goods; and a return-of-
goods request management DB 12 for use in managing a
request for return of purchased goods.
15 'The seller's processing unit 2 comprises a goods
| sales management DB 20 for use in managing the sales
of goods; a money management DB 21 for use in managing
the information about electronic money received from
a purchaser; and a return-of-goods management DB 22
20 for use in managing the return of goods from a
purchaser.
The processing unit of the purchaser's financial
institution 3 comprises an account management DB 30
for use in managing an account of a customer

25 (purchaser) of a financial institution; a provisional

il



15 seller's processing unit 2 can transmit the final settlenment request
directly to the processing unit of the purchaser's financial institution 3
whi ch has issued the provisional settlenent noney without transmtting a
final settlenment execution request 20 (request for a substitute service) to
the processing unit of the seller's financial institution 4. \Wen the
processing unit of the seller's financial institution 4 receives fromthe
seller's processing unit 2 a final settlenment execution request 25 for the
provi sional settlenent noney, it stores the information about the received
final settlement execution request in the final settlenment execution
request managenent DB 41 together with the account information according to
whi ch paynent is performed, 30 and transmts to the processing unit of the
financial institution which has issued 4fe provisional settlenent

money (processing unit_of the purchaser's financial institution 3) the
final settlenent regbE3eM@REHMOPRY JfpnagenantlRoddt o5 WEPCANt ARNAGERGt i s

oor chaser - the put ERScErotRatRnd] pab FRIGHLAL iohdy (helERCEcS dudsr,
the purchaser has @fdelRkddaer; BheinhhesPLE Ldinset ndHugemdriie pengor f8ki on

that the
use in managing the payment process (final settlement)

5 of the provisional settlement money issued by the
processing unit of the purchaser's financial
institution 3.

'Provisional settlement money’ refers to
electronic money (money information containing

10 provisional settlement information) issued by a
financial institution, and can be actually credited
to a seller's account at a financial institution only
after a purchaser has confirmed the receipt of goods.
As described 1atef, a process of, for example,

15 confirming the receipt of goods, etc. can be performed
by a third party on behalf of the purchaser.

The processing unit of the seller's financial
institution 4 comprises an account management DB 40
for use in managing the account of a customer (seller)

20 in the financial institution; and a final settlement
execution request management DB 41 for use in managing
the final settlement request of the provisional
settlement from the customer having an account in the
processing unit of the seller's financial institution

25 4.

Eﬁ\
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40 goods have been confirmed as "OK' . If the received goods are defective
and the purchaser is not satisfied with them then, a return-of-goods
process is perforned as shown in FIG 2. The return-of-goods process is
described later in details by referring to 45 FIG 15, but can be

summari zed as a process of canceling the provisional settlenent noney to
nullify the final settlenent and restore the account of the purchaser to
t he bal ance before the provisional 24 settlenent. Wien the purchaser's
processing unit 1 receives input information that the goods have been
confirmed as "OK', it transmts a final settlenent adm ssion 5 request
for the provisional settlenment noney corresponding to the goods to the
processing unit of the purchaser's financial institution 3 (S116). The
final settlement admi ssion request is proviééd with at |east a paynent 1D

for use in identifying the 10 provisional settlenment noney. Upon recelpt of
a final settlenent requ3§?fﬁ%ﬂﬁ%i%ﬁﬁ?%ﬁmeﬁhepﬁPﬁeé§sﬁﬁ$Q£QH?Qﬁt9hE e

purchaser’s first embodiment of the present invention is described

below by referring to the flowchart shown in FIG. 2.

In FIG. 2, each of the processes performed by the

5 purchaser's processing unit 1, the seller's processing

unit 2, the processing unit of the purchaser's

financial institution 3, and the processing unit of

the seller's financial institution 4 (in order from

left column to right column) is represented as an item

10 in each column. The process line covering more than

‘one column indicates the relationship between the

processes of respective units. For convenience in

explanation, the purchaser's processing unit 1 can be

indicated by (A), the seller's processing unit 2 can

15 be indicated by (B), the processing unit of the

purchaser's financial institution 3 can be indicated

by (Fl), and the processing unit of the seller's
financial institution 4 can be indicated by (F2).

In FIG. 2, the purchaser's processing unit 1

20 transmits a goods purchase request to the seller's

processing unit 2 (step 100 (hereinafter referred to

as S100)). The seller's processing unit 2 which has

received a goods purchase request checks the stock,

sales price, etc. of the goods related to the request

25 by searching the goods sales management DB 20, and

//II/I///III/////I/I/7iI?'ced



financial institution 3 checks the validity of the request by, for exanple,
conparing the goods list 15 transmtted together with the final settlenent
request with the goods information stored in the provisional settlenent
nmoney. If the check result is "OK, the final settlement request is stored
in the final settlenment nmanagenment DB 32. 20 Upon recei pt of the
final settlenment adm ssion request froma purchaser, the processing unit of
the purchaser's financial institution 3 stores the request in the final
settl enent managenent DB 32. Wen a final settlenent request and a final 25
settl enment adm ssion request having the same paynent ID are entered, the
processing unit of the purchaser's financial institution 3 perforns a final
settl ement process based on the final settlenent request (S120). The final
settlenment process is, for exanple, to 30 téd8nsfer the anpunt of the

provi sional settlenent noney if the account to be credited to is specified.
| f the transfer of tEREsMiFSi Chebregsukt specithedovrenaser | paprosessdmgnt

equest 1 rano LbEd 5 PSS! ABANERY T Tbodubd i angue
e's‘i‘éi ;oni C nmoney i gatileanpHitbedette.t heneopl:2eRaBEX"S PLBEBSSiAG URLE 1
( ' stores the information in the goods management DB 10.
5 The purchaser's processing unit 1 transmits to
the processing unit of the purchaser's financial
institution 3 a provisional settlement money issue
request for the price of the goods related to the
purchase request (S$104). The purchaser's processing
10 unit 1 simultaneously transmits identification
information (detailed purchase information), as a use
of provisional settlement money, about the goods to
be purchased.
The processing unit of the purchaser's financial
15 institution 3 which has received the provisional
settlement money_issue request determines whether or
not the provisional settlement money fdr the specified
amount (price) can be issued through the account of
the purchaser by referring to the balance information,
20 etc. in the account management DB 30. If yes, the
amount in the balance of the account is frozen and the
provisional settlement money is issued. The
provisional settlement money is issued by transmitting

the provisional settlement money information to the

25 purchaser after the provisional settlement money

This Sheet Has Been Rerlaced




The processing unit of the seller's financial institution 4 transmts the
final settlenment request 40 to the processing unit of the purchaser's
financial institution 3, receives the transfer fromthe processing wunit

of the purchaser's financial institution 3, updates the account bal ance
I nformati on corresponding to the account managenent DB 40, and 45 records
the conpletion of the requested process in the final settlenent execution
request managenment DB 41. Then, it notifies the seller's processing unit 2,
whi ch issued a final settlenent execution request, of 25 the transfer
(S122). Thus, the final settlenent is conpleted. According to the above
descri bed system the follow ng effects can be obtained. 5 First,
the settlement is nade wusing the provisional settlenent noney
avai | abl e based on a final settlement requé8t. Therefore, neither the

seller nor the putcgaser takes_a risk. That is, the seller can_be inforned
that the 10 purchkBEORRBEAPTof PEfie BBSAs FEOFPYzehRanBnfesRFoR)sional

settlement money management DB 31 (S106).
The provisional settlement money contains amount
information, issuing financial institution
5 identification information, information which
identifies the provisional settlement money or a
corresponding transaction (money ID or payﬁent ID
hereinafter referred to as payment ID), goods
identification information which identifies a use of
10 provisional settlement money, seller information, etc.
When the provisional settlement money is issued,
the processing unit of the purchaser's financial
institution 3 assigns a blind signature to the
important contents (amount, gdods identification
15 information, seller information) of the pfovisional
settlement money in order to avoid an illegal write
to the'provisional settlement money or an illegal use
other than a spécified use. A blind signatﬁre relates'
to a method of encrypting data using a private
20 encryption key, which is not open to the public, so
as not to allow a third party to decrypt the encrypted
data. When a seller issues a final settlement request
to the processin§ unit of the purchaser's financial

institution 3, the processing unit of the purchaser's

25 financial institution 3 decrypts the blind signature
_—
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in the financial institution of the purchaser by confirm ng the contents of
the provisional settlenent noney. Therefore, the seller can safely deliver
t he goods to the purchaser. 15 On the other hand, when the purchaser
confirns the goods, the settlenment can be made by issuing a final
settlenment adm ssion request. As a result, the purchaser is not subject to
the risk of receiving undesired goods with the price prepaid. 20
Furthernore, since the information about the purchase of goods and the
provi sional settlenent noney information are managed by the dat abase and
can be used in automatically perform ng each process, the operator
(purchaser or seller) is not pronpted to 25 input data except when an order
of goods is issued or confirmed. This realizes a safe and easy purchase.
Next, the process flow is described by ref@&xing to FIG 3. The units

al so involved in the above descri bed system are assigned the sane

i dentification 30usimgerthe apdivateddesiclyettiorplkevat iand i conpiresd ther e.

Burchaser” & 1| nGRUSERS0F EUE THhing 81eabuce VorR ci PR SEPaPRrEnal
set le ement Cgﬁpféuﬁkﬁdﬁ&% e Rtk GpReelae 36 A€ 05H1 (B d1Gh 1R& Y OCess
of the provisional settlement money. If a person who
5 has received provisional settlement money with a blind
signature has changed any of the contents of the blind
signature or the contents of the non-encrypted
description of the provisional settlement money, then
the two contents do not match each other, and indicate

10 that the provisional settlement money has been
illegally rewritten. When the purchaser's processing
unit 1 transmits the provisional settlement money to
the seller's processing unit 2, it encrypts the un-
encrypted description of the provisional settlement

15 money, the blind signature, and the authentication of
a financial.institutidn using a common key of the
purchaser. The seller receives the provisional
settlement money, and decrypts it after obtaining the
purchaser's common key.

20 As described'above, when the processing unit of
the purchaser's financial institution 3 issues
provisional settlement money, it freezes the amount
of the issued provisional settlement money in the
balance of the purchaser's account. That is, the

25 specified amount is subtracted ftom the balance

\
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the same as that shown in FIG 1. However, the settlenent account noney
Is prelimnarily stored in the purchaser"s processing unit 1 as the

el ectroni c noney which can be used as if it were cash, and can 40 be

sel ectively used as provisional settlenent noney or comon el ectroni c noney
when goods are purchased. The settl enent. account noney contai ns anount

I nformation and is circul ated as el ectronic noney. However, it is issued
based on the account of a 45 purchaser, and can be credited only after the
final settlenment is made for the account at a valid final settlenent
request. Referring nowto Figure 3, the purchaser's 26 processing unit 1
transmts a final settlenment account noney issue request for a desired
anount to the processing unit at the purchaser's fi nanci al
institution 3 (S130). 5 Upon recei pt3bf the final settlenent account

noney issue request, the processing unit at the purchaser's financi al
institution 3 det etfPER2GHRR HF e RYTahRSeT ' BapCSRUPtehBnEha RPN PNy

can be management DB 30, and the money information of the

provisional settlement money issued corresponding'to'
the customer's account is stored in the provisional
5 settlement money management DB 31 with the information
identifying the transaction (payment ID). The amount
information stored in the provisional settlement money
management DB described later in detail indicates that
the provisional settlement money corresponding to the
10 payment ID can be credited to the seller's account
when the notification that the goods corresponding to
the paymént ID have been delivered to the purchaser
(or goods receiver) is received. On the other hand,
if the notification that the transaction has been
15 canceled due to return of goods corresponding to the
payment ID is received, the provisional settlement
money_corresponding to the payment ID is added to the
balance of the account of the purchaser in the accbunt
management DB 30, and then the purchaser can use the

20 amount for another use.

When the purchaser's processing unit 1 receives
provisional settlement money (including a payment 1D,
identification information of a financial institution,
and use identification information)(S106), it stores

25 the information about the provisional settlement money:

_——\
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I ssued fromthe purchaser's account for the specified 10 anount (whether or
not the balance or the creditable amount is enough for the issue) by
referring to the bal ance information, etc. of the account managenent DB 30
as in the case of the provisional settlenment noney shown in FIG 2. If yes,
the specified anobunt 15 is subtracted fromthe bal ance information of the
purchaser's account in the account managenent DB 30, and the anount
information is stored in the settlenent account managenent record in the
account managenent DB 30 together with the information (noney ID) for 20

i denti fying the settlenent account noney corresponding to the amount. The
settl enment account noney for the anobunt is transmtted (issued) to the
purchaser's processing unit 1 (S132). Described below is the procedure for
pur chasi ng 25 goods using the settlement aBdount noney. First, the
purchaser's processing unit 1 storing the settlenment @icount ney

transnits a goodsiBuit 2 SOnEYq fesRgedente BB F oy + SHPGLERRSNS tihi t the
(5140). Upon recebgtﬁcﬁ sEFesggQQEEBE&ﬁ agditequestorald e S&h&ht SJE')D
checks the Stock, y

processing unit 2 sales price, etc. of the ‘goods
searching the googdssighea netwmgemrbet OQRrd@isbowmkal r asettlenshd r eschéyto the

purchaser's processing unit 1 (S142). Upon recei pt
corresponding to the goods to be purchased, so that
5 which provisional settlement money has been used for
payment can be identified.

Next, the purchaser's processing unit 1 transmits
the provisional settlement money to the seller's
processing unit 2 (payment of provisional settlement

10 money in S108). As described above, the payment ID
assigned to the provisional settlement money is also
transmitted. 'The payment ID can be money ID for use
in identifying the provisional settlement money by the
processing unit of the purchaser's financial

15 institution 3, but can be optionally generated by the
purchaser and the seller and entered in the processing
unit .of the purchaser's financial institution 3 when
the provisional settlement money is issued.

When the seller's processing unit 2 receives the

20 provisional settlement money, it checks the legality
(validity) of the provisionai settlement money as
follows. Assume that the provisional settlement money
contains as authentication “information the un-

encrypted description of financial institution

25 identification information, a message digest function
This Sheet Hag

i



of the goods sales prices, etc., the purchaser's 35 processing unit 1
stores the received information in the goods managenent DB 10. The
purchaser's processing unit 1 pronpts the purchaser to select and input the
met hod of a paynent to the seller. For exanple, the purchaser selects one
40 of the follow ng nethods. (1) final settlenent using settlenment account
noney W thout receipt confirmation (2) final settlenent using settlenent
account noney after receipt confirnmation 45 Unl i ke the provisiona
settl enent noney, the use of the settlenent account noney is not
prelimnarily determ ned. Therefore, a person who receives the settl enent
account noney can be actually credited with 27 the settlenent account
noney only by showing the valid final settlenent request and the settl enent
account noney ID to the issuing financial PRsti tution (processing unit at

the purchaser's financial, 5 institution 3). The sel]Jer is allJowed to this
process accor di ng 9o Rf %Fé‘ad'e%E?FbEHtiﬂFe&‘?eo'rA’(ﬁﬁqtfonai function

such as a hash function, etc.), and the digital
signature of the authentication station for the
financial institution identification information. At
-5 this time, the. seller’'s processing unit 2 first
applies a message digest function to the un-encrypted
description of the financial institution
identification information. Then, it obtains a public
keyf of the authentication station to decrypt the
10 digital signature of the authentication étation.'
Then, the seller's processing unit 2 compares the
application result of the message digest function with
the decryption result of the digital signature. If
they match each other, the provisional settlement
15 money is recognized as valid. In addition to the
check of the financial institution identification
information, the authentication of the purchaser, the
validify of the payment ID, etc. can also be checked.
If the authenticétion is checked about the purchaser,
20 it is checked in a method similar to the method of
checking the financial institution identification
information. If the check result is 'OK', then the
provisional settlement money information is stored in
the money management DB 21, and the corresponding

25 payment ID is stored in the goods sales management DB

This Sheet Has Been
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According to the above described selection (2), the the systemin Figure 1
can be realized. The above described selection (2), that is, the 10 process
of final settlenment using settlenent account noney after receipt
confirmation, is described below In this case, the purchaser's processing
unit 1 generates the settlenent account noney for the cost of the purchased
goods according to the settlenent 15 account noney information stored in

t he noney nanagenent DB 11, and subtracts the amount for the purchased
goods fromthe bal ance of the settlenent account noney. The purchaser's
processing unit 1 generates 'provisional settlenent noney' by adding to 20
the generated settlenent account noney for the cost of the purchased goods
the identification information indicating that the settlenment account noney
is for a provisional settlenent, and the | B%dded to the noney ID (for
exanple, the paynent ID which is 25 identification I nformation

speci fyi ng thezy?ansaction), and generates the blind signature of the

purchaser. The blind Siﬂ'aéﬁéﬁ&f- ﬁ?@hBHrcggsesrhdw% gﬁ{'effggfj §0 4 I'ﬁllaz% he

processing unit at the ‘purchaser s fiInanti institution whi ch ly 30
received the sett|dEitiRed olate)Neyhé ary1ndityn bifat the vV @jddlr igidryIer

| ssued the noney.

settlement money can be confirmed by the financial
5 institution using the identification information about
the financial institution and the payment ID cqntained
in the provisional settlement money before the
transmission of goods (upon receipt of the provisional
settlement money). At this time, the identification
10 information about the goods to be sold is transmitted
to the financial institution to have the validity of
its use checked in order to detect an illegal copy of

the provisional settlement money.
Then, the seller's processing unit 2 instructs
15 the transmission of goods (S110). If there 'is
provisional settlement money corresponding to the
transmission of the goods,'then a final settlement
execution request is issued to the processing unit of
the seller's financial institution 4 containing the
20 seller's account relatihg to the corresponding
provisional settlement money (S112). This execution
request refers to a request for a substitute service
of issuing a final settlement request to the

processing unit of the purchaser's financial

25 institution 3. At this time, the account number of
\
\
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Next, the purchaser's processing unit 1 transnits the generated settl enent
account noney to the seller's processing unit 2 (S144). 35 Upon
recei pt of the settlenent account noney, the seller's processing unit 2
perfornms a goods delivery process and i ssues a settlenent account noney
final settlenment request. According to FIG 2, the seller's processing
unit 2 issues a final settlenent 40 request when or after goods are
delivered. However, the seller's processing unit 2 requests the processing
unit at the purchaser's financial institution 3 to confirmthe validity of
the received settl enent account noney, and issues a final settlenent
request 45 in step S146. The final settlenent request contains payee

i nformati on. For exanple, when the transfer (issue of noney) of finally
settled noney to a specified account in th&5purchaser's financi al 28
institution is requested, the information about the account 1is contained.
When el ect roni ¢ nmihey selld eregmd sthel gooids édete@sec#ranﬁm#mmmmaseilthédress

of the purchaser's praqcessi uni can be speci
P P oé%éiona gsett&ément moneg Et is obvious that the

seller's processing unit 2 can transmit the final
settlement request directly to the processing unit of

5 the purchaser's financiai institution 3 which has
issued the provisional settlement money without
transmitting a final settlement execution request
{request for a substitute service) to the processing
unit of the seller's financial institution 4.

10 When the processing wunit of the seller's
financial institution 4 receives from the seller's
processing unit 2 a final settlement execution request
for the provisional settlemeht money, it stores the
information about the received final settlement

15 execution request in the final settlement execution
request management DB 41 together with the account
information according to which payment is performed,
and transmits to the proceéssing unit of the financial
institution which has issued the prbvisional

20 settlement money (processing unit of the purchaser's
financial institution 3) the final settlement request
with the specified account to which the -amount is
credited (S114).

When goods are transmitted to (or received by)

25 a purchaser, the purchaser checks the received goods.
e




5 Upon recei pt of the request for a validity check of the settlenent
account noney and the final settlenent request, according to the

i nformation stored in the account managenent DB 30 and the settl enment
account noney, the processing unit at the 10 purchaser's financi al
institution 3 checks the blind signature information of the settl enent
account noney to confirmthe validity of the settlenent account noney. At
this time, for exanple, the blind signature information is decrypted using
the decryption key of 15 the purchaser, and the result is conpared with the
corresponding information. If they match each other, the validity of the
settl enent account noney is confirmned. The processing unit at the
purchaser's financial institution 3 authenticates the seller 20 according
to the personal information about the selleggwho is a requester. The met hod
of authentication is simlar to the above described nethod of checking the
validity of the prdfi shengbodetdtemit rheeypurcheseirhbas ohdekedefOK)s are
acceptabl e, the processing 25 unit at the purchaser's financial institution

3 stores the sett| ERgRt ThEc AWACHARRE HPRUtHethecdfOrmAtdrRat At aBBat t he

o 0% e, PRk SRt T 0STE fF, B0l

goods are defective and the purchaser is not satisfied

5 with them, then, a return-of-goods process is

performed as shown in FIG. 2. The return-of-goods

process is described ;ater in details by referring to

FIG. 15, but can be summarized as a process of

canceling the provisional settlement money to nullify

10 the final settlement and restore the account of the

purchaser <to the balance before Ithé provisional

settlement.

When the purchaser's processing unit 1 receives

input information that the goods have been confirmed

15 as 'OK', it transmits a final settlement admission

request for <the provisional settlement money

corresponding to the goods to the processing unit of

the purchaser's financial institution 3 (S116). The

final settlement admission réquest is provided with

20 at least a payment ID for use in identifying the
provisional settlement money.

Upon receipt of a final settlement request from

a seller, the processing unit of the purchaser's

financial institution 3 checks the validity of the

25 request by, for example, comparing the goods 1list

—_—
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30 Upon receipt of the above described check result, the
seller's processing unit 2 stores information required in goods sales
managenent if the check result is OK and perforns a delivery process of
t he goods (S150). 35 Upon recei pt of the goods, the purchaser or the
goods receiver, who is a third party specified by the purchaser, confirns
t he recei ved goods (S151), and inputs a goods confirmation OK to the
purchaser's processing unit 1 if the received goods are OK. On 40 the ot her
hand, if the goods are defective, control is passed to the return-of-goods
process described |later by referring to FIG 15. Then, the purchaser's
processing unit 1 transmts a final settlenent adm ssion request for the 45
settl ement account noney corresponding to the goods whose recei pt has been
confirmed by the purchaser to the processig7unit at the purchaser's
financial institution 3 (S152). The final settlenment adm ssion 29
request contai ns atramsmittedpdpgetherDvith thizfiinal agtthemset tteymedt
account noney. , ) )
with the goods information stored in the provisional
settlement money. If the check result is 'OK', the
final settlement request is stored in the £final
5 settlement management DB 32. .
Upon receipt of the final settlement admission
request from a purchaser, the processing unit of the
purchaser's financial institution 3 stores the request
in the final settlement management DB 32.
10 When a. final settlement request and a final
settlement admission request having the same payment
ID are entered, the processing unit of the purchaser's
financial institution 3 performs a final settlement
process based on the final settlement request (S120).
i5 The final settlement process is, for example, to
transfer the amount of the provisional settlement
money if the account to be credited to is specified.
If the transfer of electronic money is specified when
a final settlement request is transmitted from the
20 seller's processing unit 2 to the processing unit of
the purchaser's financial institution 3, -the
electronic money is transmitted to the corresponding
processing unit (S124).

The processing unit of the seller's financial

25 institution 4 transmits the final settlement request
___‘w_‘w_~__~__ﬁ__ﬁ;“
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Upon recei pt of the final settlenent adm ssion request fromthe purchaser,
the processing unit at the 5 purchaser's financial institution 3 stores it
in the final settlenment nanagenent DB 32, and notifies .the purchaser's
processing unit 1 of the result (S154). The processing unit at the
purchaser's financial institution 3 perforns the final settlenent 10
process based on the final settlenent request when both the final
settlenment request and the final settlenment admi ssion request are entered
(S155). If the account of the seller, who is a payee, is specified, the
amount indicated by the noney 15 information containing the provisional
settlenent information is transferred to the account (S156). Furthernore,
if the transfer of electronic noney is specified, then the el ectronic noney
is transmtted to the correspondi ng processig®g unit (S160). 20 Upon
recei pt of the transfer fromthe processing unit at the purchaser's
financial institutitm Bhethropessingi ugitnpf shet punshiaser's ffinangial

institution 4 storing the account of the, seller, updates the carrespandi ng
account balanceirﬁ%ﬁgﬁi%?ﬁﬁ?m t%e 2ESCqE¥RTint © na%@ﬁ@ﬁfeﬁB P%M1rhe
notifies the selleryS;QEOCHSS! NGn4Ri t Zf Of ¢hae t paPeh8EeLBd58)sinkiiRDY the |

final settlenent process term nates.
institution 3, updates the account balance information

5 corresponding to the account management DB 40, and
records the completion of the requested process in the
final settlement execution request management DB 41.
Then, it notifies the seller's processing unit 2,
which issued a final settlement execution request, of

10 the transfer (S122). Thus, the final settlement is
completed.

According to the above described first embodiment
of the present invention, the following effects can
be obtained.

15 First, the settlement is made wusing the
'provisional settlement money available based on a
final settlement request. Therefore, neither the
seller nor the purchaser takes a risk.

That is, the seller can. be informed that the

20 purchase amount of the goods is frozen .and reserved
in the financial institution of the purchaser by
confirming the contents of the provisional settlement
money. Therefore, the seller can safely deliver the
goods to the purchaser.

25 | On the other hand, when the purchaser confirms

[
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According to the above described configuration, the provisional paynent can
be made by transferring 30 the settlenment account noney prelimnarily
i ssued as noney information, which includes the provisional settlenent
information with a blind signature indicating that the paynent is nade on
condition of a final settlenment adm ssion request. Therefore, the 35
effect simlar to that obtained with reference to Figure 1 can be acquired.
Furthernore, since the provisional settlenment information is endorsed by
the blind signature and transferred with the settlenment account noney, an
40 illegal wite by a third party or an illegal use using an illegal copy
can be effectively avoided. According to the systemin Figure 1, a blind
signature of an issuing financial institution is added to the provisional
settl ement noney. According to the 45 proces® flowin Figure 3, a blind
signature of a purchaser is added to the settlenent account noney. In any
of the two above desheigeddsastbe skedctiemedtsicprathe emadé biye lisssaiing a
financial instituti d 30
éghéi]settlement admission request. As a result, the
purchaser is not subject to the risk of receiving
undesired goods with the price prepaid.

5 Furthermore, since the information about the
purchase of goods and the provisional settlement money
information are managed by the database and can be
used in automatically performing each process, the
operator (purchaser or seller) is. not prompted to

10 ~input data except when an order of goods is issued or
confirmed. This realizes a safe and easy purchase.

Next, the process flow according to the second

embodiment is described by referring to FIG. 3. The

units also involved in the above described first

15 embodiment are assigned +the same identification
numbers, and the detailed explanation is omitted here.

According to the first embodiment of the present

inventipn, a purchaser issues to the processing unit

of the purchaser's financial institution 3 a request

20 to issue the provisional settlement money each time

goods are purchased. According to the second

embodiment of the present invention, the configuration

is the same as that shown in FIG. 1. However, the

settlement account money is preliminarily stored in

25 the purchaser's processing unit 1 as the electronic
This' Slhiit liiilreinli]e[iiced




t he purchaser can be used in conbination. The settl enent system according
FIGs. 4 and 5 conprises a transaction nmanagenent device 5 provided in the
transacti on nmanagenment center for nmanaging a 5 transaction as shown in
FIG 4. The conponents simlar to those according to the systemin FIG
1 are assigned the sane identification nunbers, and the detailed
explanation is omtted here. As shown in FIG 4, the transaction managenent
10 device 5 conprises an encryption key managenent DB 50, a purchaser
information DB 51, a seller information DB 52, a financial institution
information DB 53, a seller information DB 54, a transacti on nanagenent DB
55, a final settlenent site nonitor DB 56, and a 15 return-of-goods site
nonitor DB 57. The encryption key managenment DB 50 stores and manages the
public keys and the common keys of all usersovho transmt and receive data
t hrough the transacti on managenent device 5, the unique common 20 Kkeys
bet ween a transact inmnenagieie ntar eve cesaddasseEs i tawdreheaghi, vaind loan of

t he transacti on managenent device. The purchaser information DB 51 stores
and nanages the pukthaSekectieelpnased nesr REPVAFL1ORA2S5 Sedlpgert moneyhe

transaction finamﬂ&% céﬁﬁgﬁtéféé¥}onic money when goods are purchased.
The settlement account money contains amount
5 information and is circulated as electronic money.
However, it is issued based on the account of a
purchaser, and can be credited only after the final
settlement is made for the account at a wvalid final
settlement request.

10 The process flow according to the second
embodiment is described below by referring to FIG. 3.
First, the purchaser's processing unit 1
transmits a final settlement account money issue
request for a desired amount to the processing unit

15 at the purchaser's financial institution 3 (S130).
Upon receipt of the final settlement account
money issue request, the processing unit at the
purchaser's financial institution 3 determines whether
or not the final settlement account mohey can be
20 issued from the purchaser's account for the specified
amount (whether or not the balance or the creditable
amount is enough for the issue) by referring to the
balance information, etc. of the account management
DB 30 as in the case of the provisional settlement

25 money shown in FIG. 2. If yes, the specified amount
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information, etc. about a purchaser. The seller information DB 52 stores

and nmanages the seller's personal information, a network ID, the
transaction financial institution information, etc. 30 about a seller.
institution informati on DB 53 stores and manages the personal

fi nanci al

i nformati on,

managenent device 5. The deliverer

a network ID, etc. of the financial institution which issue
el ectronic noney, performa settlenent, etc. through 35 the transaction
i nformati on DB 54 stores and manages the

The

personal information, a network ID, etc. of a house-to-house deliverer
(deliverer of goods) who delivers goods or returned goods. 40 In the
transacti on managenent DB 55, goods purchase I nformati on, paynent

i nformati on,
goods sal es information, goods delivery infagimation, return-of-goods

i nformati on,

cancel | ati on 45

a settlenent result, etc. of a purchaser are nanaged. Al so,

information related to the return of goods,

etc. are managed i nig heubtaastedi dromantigenbal abBe55n farmidteioror e£mesrged
are the third-party delivery certification_ information, the first:
third-party

_ e

Th

10

15

20

purchaser's account in the account management DB 30,

and the amount information is stored in the settlement

‘account management record in the account management

DB 30 together with the information (money ID) for
identifying the settlement account money corresponding
to the amount. The settlement account money for the
amount is transmitted (issued) to the purchaser's
processing unit 1 (S132).

Described below is the procedure for purchasing
goods using the settlement account money.

First, the purchaser's processing unit 1 storing
the settlement account money +transmits a goods
purchase request to the seller's processing unit 2
(S140). Upon receipt of the goods purchase request,
the seller's processing unit 2 checks the stock, sales
price, etc. of the goods by searching the goods sales
management DB 20, and transmits the result to the
purchaser's processing unit 1 (S142). Upon receipt
of the goods sales prices, etc., the purchaser's
processing unit 1 stores the received information in
the goods management DB 10.

The purchaser's processing unit 1 prompts the
purchaser to select dnd input the method of a payment

to the seller. For example, the purchaser selects one
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31 return-of-goods certification information, and the second third-party
return-of-goods certification information froma deliverer as described

| ater. The final settlenent site nonitor DB 56 nonitors 5 whether or not a
purchaser or a goods receiver -issues a final settlenent adm ssion request
or a return-of- goods request within a predeterm ned tinme upon receipt of
goods. The return-of-goods site nonitor DB 57 is used 10 to performa
nonitor process of the state of the issue of a return-of-goods request from
a goods receiver or a purchaser, the substitution of a cancellation request
process related to the issue of the return-of- goods request, a site

noni tor of the cancellation 15 process of the seller, a nonitor of the
claimstate of return-of-goods froma seller, etc. The detail ed
configuration of the transacti on managenent é@evice 5 is explained after
describing the processes according to the follow ng. 20 FIG 5
shows the process fAfowhst fHdoing medihadarent performed through the

transaction managenment Vi A tran nm ssi on s _encrypt ed
and decrypt ed. To si ﬁ? iﬁh?%gtgetﬁ&eme using seééfgmen£ accodﬁ%

money without receipt confirmation
(2) final settlement using settlement account
5 money after receipt confirmation
Unlike the provisional settlement money according
to the first embodiment of the present invention, the
use of the settlement account money 1is not.
preliminarily dete:mined. Therefore, a person who

10 receives the settlement account money can be actually
credited with the settlement account money only by
showing the wvalid final settlement request and the
settlement account money ID to the issuing financial
institution (processing unit at the purchaser's

15 financial institution 3). The seller is allowed to
this process according to the above described
selection (1). According to the above described
selection (2), the first embodiment of the present
invention can' be realized.

20 According to the second embodiment of the present
invention, the above described selection (2), that is,
the process of final settlement using settlement
account money after receipt confirmation, is described
below.

25 In this case, the purchaser's processing unit 1

“iili‘iiﬁ fi'iitﬁifi"m 1in



encryption and decryption, the purchaser's processing 25 unit 1 is shown as
A, the processing unit of the purchaser's financial institution 3 is shown
as Fl; the transacti on nanagenent device 5 is shown as TC, the processing
unit of the seller's financial institution 4 is shown as F2; and the
seller's 30 processing unit 2 is shown as B. For exanple, in the goods
purchase request in step 170 (S170), the description 'encryption A-TC

i ndicates that the purchaser's processing unit A encrypts a nessage using
an encryption key for the 35 transacti on managenent device TC, and the
transacti on managenent device TC decrypts the nessage using a decryption
key for the purchaser's processing unit A The word 'encryption' includes
digital authentication, and an encryption using a comon key for the 40
purchaser's processing unit A of the transad&3 on nmanagenent device TC
Furthernore, it also includes an encryption using a conbination of a
plurality of keysaﬁﬂﬁ&ﬂﬂtﬁﬂx§hﬂ|$ﬁ¢tk#mepﬁ.@@@@@@b aepext fpun&heowostThat

th te h 45 that it be d t
cont i 1ety onty by OF B3R! GRFCHRSEfe ohReB, eombing, egq BaR: SHESHERERE Sre
described as, 10r Qs Aondi ARebiieeoh ai Sedradp! 2Aat kB | mopy t ed

her e.
management DB 11, and subtracts the amount for the

5 purchased goods from the balance of the settlement
account money. The purchaser's processing unit 1
generates 'provisional settlement money' by adding to
the generated settlement account money for the cost
of the purchased goods the identification information

10 .indicating that the settlement account money is for
a provisional settlement, and thelID added to the
money ID (for example, the payment ID which is
identification information specifying the
transaction), and generates the blind signature of the

15 purchaser. The blind signature of the_purchaser is
generated so that the processing unit at the
purchaser's financial institution 3 which <£finally
received the settlement account money can confirm that
a valid customer issued the money.

20 ' Next, the purchaser's processing unit 1 transmits
the generated settlement account money to the seller’s
processing unit 2 (S144):

Upon feceipt of the settlement account money, the
seller's processing unit 2 performs a goods delivery

25 process and issues a settlement account money final
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32 Information is transmtted and received through the transaction
managenent device 5 as a rule. That is, the transaction nmanagenent device 5
recei ves encrypted information froma transmtter, decrypts the 5
information wusing a decryption key for the transmtter, then
re-encrypts the information using an encryption key for the receiver with
the authentication of the transacti on nanagenent device 5, and transmts it
to the receiver. 10 For exanpl e, when a goods purchase request is
transmtted in step 170, the transacti on nanagenent device 5 receives
encrypted goods purchase request information, accesses the purchaser
~information DB 51 to authenticate the purchaser, retrieves the 15
decryption key for the purchaser fromthe encryption key managenent DB 50,
and decrypts the recei ved goods purchase regdest. Then, it stores the goods
purchase information in the transaction managenent DB 55, retrieves from
the encryption keysmmmrwestthécmrdﬁmgypoimlfdy‘%ﬁmbhdisehrter
who is the recelver f ot |nf rmat i and re-enc ts e _goopds purchase
% @) e sel 's processz{Ing ung.'tt] Zg :?ss g a
final settlement request when or after goods are
delivered. However, according to the present
5 embodiment, the seller's processing unit 2 requests
the processing unit at the purchaser's financial
institution 3 to confirm the validity of the received
settlement account money, and issues a final
settlement request in step S146. The final settlement-
10 - request contains payee information. For example, when
the transfer (issue of money) of finally settled money
to a specified account in the purchaser's financial
institution is requested, the information about the
account is contained. When electronic money is
15 requested, the address of the purchaser (address of
the purchaseris processihg unit) can be specified.
Upon receipt of the request for a validity check
of the settlement account money and the final
settlement request, according to the information
20 stored in the account management DB 30 and the
settlement account money, the processing unit at the
purchaser's financial institution 3 checks the blind
signature information of the settlement account money
to confirm the wvalidity of the settlement account

25 money. At this time, for example, the blind signature

e S
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information with the authentication of the transaction managenent device 5.
In step 172, the re-encrypted goods purchase information is transmtted to
the 25 seller's processing unit 2. Thus, the transacti on managenent device
5 always functions as an internedi ate when information is transmtted or
recei ved, decrypts the received information using the decryption key,
retrieved from30 the encryption key managenent DB 50, for the
transmtter, and stores the decrypted information in the transaction
managenent DB 55. Sinultaneously, it re-encrypts the information using the
encryption key, retrieved fromthe encryption key managenent DB, for 35
the receiver, and transmts the re-encrypted information to the
receiver. The processes S170 through S210 shown in FIG 5 are the sane as
those described with reference to FIG 1 ex&pt the transaction management
device 5 as an 40 internedi ate. Therefore, the detail ed explanation is
onmitted here. VVtr1#ﬂﬁ93mﬁﬁiq9n#ﬁ|dﬂ¢ﬂﬂntﬁﬂnu§ma§|ﬁhaFﬂ@§rY@tam@ keyt o€

followi ng effects be oht ai ned. i § not_ necessar exchange
45 encryption and y%‘ﬁ%haiee@'s % w%éﬁ 1 c’rﬁas%?m%aﬁ%c@gy‘n&h&mt 1
and the seller's preresyddhditid iAformation. If they match each other,
the vwalidity of the setflement account money is
5 confirmed. The processing unit at the purchaser's
financial institution 3 authenticates the seller
according to the personal information about the seller
who is a requester. The method of authentication is
similar to the above described method of checking the
10 validity of the provisional settlement money. If
these check results are acceptable, the processing
unit at the purchaser's financial institution 3 stores
the settlement account money and the account
information about the seller, who is a payee, in the
15 final settlement management DB 32, and transmits the
check result to the seller's processing unit 2 (S148).
Upon receipt of the above described check result,
the seller's processing unit 2 stores information
required in goods sales management if the check result
20 is OK, and performs a delivery process of the goods
(s150). |
Upon receipt of the goods, the purchaser or the
goods receiver, who is a third party specified by the
purchaser, confirms the received goods (S151), and

25 inputs a goods confirmation OK to the purchaser's
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by nediating the transm ssion and recei pt of information anong the

processing units 1 through 4 by 33 the transacti on managenent device 5.
Therefore, the security is inproved and it is not necessary to generate and
change an encryption/decryption key for each transaction. 5 Second,

since the transaction managenent device 5 can totally manage the
proceedi ngs of transactions, the conformty of the transactions.can be
obt ai ned and a probl em can be successfully avoi ded anbng the processing
units 1 through 4. 10 The system according to FIGs. 6. through 10
has the configuration simlar to that according to the system descri bed
with reference to FIG 4, and is different in that digital contents are
processed as objects of transactions, and the transaction 15
managenment device 5 (TC) does not only funch®on as an internediate with the
I nformati on comruni cations but also as the third party witness. A
'transaction of dJdiRFeeESERY cwpit lsifeftber gcedvad g9pdSe@neo QK. On

‘transaction of gq&%§'0tﬁgﬁthgﬁd' if the goods are defective, control
is passed to the return-of-goods process described
later by referring to FIG. 15.

5 Then, the purchaser's processing unit 1 transmits
a final settlement admission reqﬁest for the
settlement account money corresponding to the goods
whose receipt has been confirmed by the purchaser to
the processing unit at the purchaser's financial

10 institution 3 (S152). The final settlement admission
request contains at least a payment ID for identifying
the settlement account money. |

Upon'receipt of the final settlement admission
request from the purchaser, the processing unit at the

15 purchaser's financial institution 3 stores it in the
final settlement management DB 32, and notifies the
purchaser's processing unit 1 of the result (S154).

The processing unit at the purchaser’'s financial
institution 3 performs fhe final settlement process

20 based on the final settlement request when both the
final settlement request and the final settlement
admission request are entered (5155). If the account
of the seller, who is a payee, is specified, the
amount indicated by the money information containing

25 the provisional settlement information is transferred
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20 a transaction of tangible goods. In other words, a transaction of
digital contents refers to a transaction of intangi ble goods such as
software, etc. circulated through a network, and is different fromthe
transaction of tangible goods in that digital 25 contents can be so easily
copied that they cannot be objects to be returned. Therefore, the
transacti on managenent device 5 nanages the transaction as the third-party
Wi t ness organi zation. Unlike the above previously described system 30 when
necessary access is not gained fromthe seller's processing unit 2 (B) or

t he purchaser's processing unit 1 (A) within a predeterm ned tine during

t he paynment process or the cancellation process, a settlenent process or a
cancel l ation process are 35 forced to be perforned at the responsibility of
the transacti on managenent device 5 (TC) as6%hown in FIGs. 8, 9, and 10. A
normal settlenent process is described below by referring to FIGs. 6 and 7.
40 For the §@k¢hefacbaunty(Sﬂﬁé)epranahegmoagouiftnbeptugasfeuf

I ssui ng provisional

tl tt Th ttl t
Toney can be thar BESBIPRERCRLEIROENE Shaba e Ene thRcSlBERanLn,
account noney in FiGndsy, AsSeradsAetebi®@o the corresponding processing -

unit (S160).

5 | Upon receipt of the transfer from the processing
unit’ at the purchaser's financial institution 3, the
processing unit at the seller's financial institution
4 storing the account of the seller updates the
corresponding account balance information in the

10 accbunt management DB 40, and notifies the seller's

processing unit 2 of the transfer (S158).
Thereby the final settlement process according

to the second embodiment terminates.

According to the above described configuration,
15 the provisional payment can be made by transferring
the settlement account money preliminarily issued as
money _informafion, which includes the provisional
settlement information with a blind signature
indicating that the payment is made on condition df
20 a final settlement admission request. Therefore, the
effect similar to that obtained according to the first
- embodiment of the present invention can be acquired.
Furthermore, since the provisional settlement
information is endorsed by the blind signature and

25 transferred with the settlement account money, an
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45 expl anation of the transacti on nmanagenent device 5 decrypts and
re-encrypts information is omtted here. First, the purchaser's processing
unit 1 transmts an order of goods and the provisional 34 settl enment
noney to the transacti on managenent device 5 (S220). Then, the transaction
managenent device 5 enters the goods purchase information and the

provi sional settlenment noney information in the 5 transacti on managenent DB
55, and re-encrypts and transmts the infornmation to the seller's
processing unit . 2 (S222). The seller's processing unit 2 accesses
t he goods sal es managenent DB 20, confirms the stock, retrieves digital
contents, and transmts 10 themto the purchaser's processing unit 1
(S224). The transnmitted digital contents include 'digest' and 'contents
A digest is a trial version or an introdué€ory version of contents.
According to the d&ngt the purchaser is generally informed of the 15

contents. The ildiegadt WrF§e PYaﬁhéth{Itde@arm REUEn ehkksgRl dise wsdng
g??;gp;ﬁ{ that is, fif%agﬁ opy e di gital-contents 3 3§ a8ncrypted using a

According to the first embodiment of the present
invention, a blind signature of an issuing financial
5 institution is added to the provisional settlement
money. According to the second embodiment of the
present invention, a blind signature of a purchaser
is added to the settlement account money. In any of
the two embodiments, the blind signatures of the
10 issuing financial institution and the purchaéer can
be used in combination.

The third embodiment of the present invention is

described below by referring to FIGs. 4 and 5.
The settlement system according to the present
15 embodiment comprises a transaction management device
5 provided in the transaction management center for
managing a transaction as shown in FIG. 4. The
components similar to those according to the first
embodiment are assigned the same identification
20 numbers, and the detailed explanation is omitted here.
As shown in FIG. 4, the transaction management
device 5 comprises an encryption key management DB 50,
a purchaser information DB 51, a seller information
DB 52, a financial institution information DB 53, a

25 seller information DB 54, a transaction management DB

——
—_—
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encryption key for each purchaser. Unless there is a different contents
decryption key provided fromthe 20 seller for each purchaser, the
contents cannot be accessed. Furthernore, an illegal copy can be easily
traced by printing, into a plurality of portions of the contents, seller's
different blind signatures for respective purchasers. 25 The
seller's processing unit 2 transmts the contents decryption key to the
transacti on nanagenent device 5 in step 226. The transacti on managenent
device 5 stores the key information as transaction information in the
~transacti on managenent DB 55. 30 ' Upon receipt of the digital
contents, the purchaser checks the digest (S225). If the purchaser |ikes
the digest, he or she issues a request for the contents decryption key
(S234) to the transaction managenent devi ce6%. Thus, through a request from
the 35 purchaser's processing unit 1 for the contents decryption
key, the purchaser58,i ® efinah setpdpgmeot tsicte copndfes QEanSbe &% edsed.
The transaction nanagenent gSs (third-party

devi ce 5,can be,ithe wit
wi tness) by enterihg Pﬁﬁ’?gaﬁggﬁsiﬁlfﬁem??éﬁgﬁcﬁ%oﬁ 40 managenment DB 55.
Egt = thﬁet ransaction ngRggeRBRYpYEYhCRey hadiydnent B G ISHisedleghyPti on
manages the public keys and the common keys of all

5 users who transmit and receive data .through the
transaction management device 5, the unique common
keys between a transaction management device and
users, and the private kef of the transaction
management device.

10 The purchaser information DB 51 stores and
manages the purchaser's personal information, a
network 1ID, the transaction financial institution
information, etc. about a purchaser.

The seller information DB 52 stores and manages

15 the seller's personal information, a network ID, the
transaction financial institution information, etc.
about é seller.

The financial institution information DB 53
stores and manages the personal information, a network

20 ID, etc. of the financial institution which issue
electronic money, perform a settlement, etc. through
the transaction management device 5.

The deliverer information DB 54 stores and
manages the personal information, a network ID, etc.

25 of a house-to-house deliverer (deliverer of goods) who

o —

—_—
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pur chaser's processing unit 1 (S236). The purchaser's processing unit 1
decrypts the contents using the 45 contents decryption key. If the
contents can be successfully decrypted, the final settlenent adm ssion

request process shown in FIG 7 is perfornmed (S241).

If the contents cannot

be successfully decrypted, they 35 are transmtted to the transaction

managenent device 5 with a cancell ation request (S240).

The transaction

managenent device 5 issues a request for digital contents to the seller's
processing unit 2 to confirm5 whether or not the digital contents can be
decrypted at a cancell ation request (S242). In response to the request, the
seller's processing unit 2 transmts the encrypted digital contents to the

transacti on managenent device 5 (S244). Then, the transaction 10
managenment device 5 tries to decrypt the en&Qypted contents using the
contents decryption key is the device 5. | f the contents can be

decrypted, the de

dsAsivens KgPdss an aedmnneasy aa9dshe purchaser' s processi ng

unit 1 (S246) again. If t contents cannot _be .d y d _a
cancel | ati on acceptancegn l%ie transac%gon management 5 F%é{ goods

10

15

20

25

purchase information, payment information, a
settlement result, etc. of a purchaser are managed.
Also, goods sales dinformation, goods delivery
information, return-of-goods information, cancellation

information related to the return of goods, etc. are

managed in the +transaction management DB 55.

Furthermore managed are the third-party delivery
certification information, the first third-party
return-of-goods certification information, and the
second third-party return-of-goods certification
information from a deliverer as described later.

The final settlement site monitor DB 56 monitors
whether or not a purchaser or a goods receiver issues
a final settlement admission request or a return-of-
goods request within a predetermined time upon receipt
of goods.

The return-of-goods site mbnitor DB 57 is used
to perform a monitor process of the state of the issue
of a return-of-goods request from a goods receiver or
a purchaser, the substitution 6f a cancellation
request process related to the issue of the return-of-
goods request, a site monitor of the cancellation

process of the seller, a monitor of the claim state
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notification is transmtted to the purchaser's processing unit 1 (S248).
The final settlenent adm ssion process (S241) is described bel ow by
referring to FIG 7. 20 In the paynment process, the purchaser's
processing unit 1 first transmits a final settlenment adm ssion request to
the transaction managenent device 5 (S250). The transacti on nmanagenent
device 5 enters it in the transaction managenent DB 55 and transmts 25 the
final settlenment adm ssion request to the processing unit of the

pur chaser's financial institution 3 with the authentication of the
purchaser (A) (S252). The authentication of the purchaser refers to

the information indicating that the 30 transaction managenent device 5
has confirmed the purchaser information. The processing unit of the
purchaser's financial institution 3 confirngl through the provisional

settl ement noney managenent DB 31, whether or not it 35 has received a
final settlenent refussturezefagredsr £§oase) spldpryhetSel | er' s processing

O P oo et L1 DABEC A [oSLe G RUERTRY Sl SRR rion,
sel ler, the procesgphRdgéfenti dePicté® MWIGHASEM HaRciaakcrisihfuthan 3
pfocesses according to the third +through eighth
5 embodiments.

FIG. 5 shows the process flow of the final
settlement performed through the transaction
management device 5. A transmission message is
encrypted and decrypted in the process according to

10  the present embodiment. To simply indicating the
encryption and decryption, the purchaser's processing
unit 1 is shown as A;.thé processing unit of the
purchéser's financial institution 3 is shown as Fl1;
the transaction management device 5 is shown as TC;

15 the processing unit of the seller's financial
institution 4 is shown as F2; and the seller's
processing unit 2 is shown as B.

For example, in the goods purchase request in
step 170 (S170), the description 'encryption A-TC'

20 indicates that the purchaser's processing unit A
encrypts a message using an encryption key for the
transaction management device TC, and the transaction
management device TC decrypts the message using a
decryption key for the purchaser's processing unit A.

25 The word 'encryption' includes digital authentication,

\\
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perforns a final settlenent by transferring required noney to the
processing unit of the seller's financial institution 4 (S254), and the
processing unit of the seller's financial institution 4 transmts the 45
transfer notification to the seller's processing unit 2 (S258). If the
final settlenment request has not been entered, then the processing unit of
the purchaser's 36 financial i nstitution 3 transmts a “demand
notification of the final settlenment request to the transacti on nanagenent
device 5 (S260). According to the notification, the transacti on nmanagenent
device 5 5 transmts a demand for the final settlenent request to the
seller's processing unit 2 (S262). In response to the demand, the seller's
processing unit 2 transmts the final settlenment request to the transaction
managenent device 5 (S264), and the 10 tramacti on managenent device 5
transmts the final settlenent request containing a request for receipt of
transfer to the prendssiamg emcryptiohe psiobaser' softnpanckel i fierit theon 3

wth authentlcat|og OLhager s processing unit A of the transaction

management device TC. Furthermore, it also includes

an encryption using a combination of a plurality of
5 keys and an encryption using a message digest

function. That is, the message is encrypted in such

a way that it can be decrypted (or confirmed) only by.

a receiver of the message. The subsequent processes

are described as, for example, A - TC, and the
10 detailed expianation is omitted here.

ACcording to the third embodiment, information
is transmitted and received through the transaction
management device 5 as a rule. That is, the
transaction management device 5 receives encrypted

15 information from a transmitter, decrypts the
information using a decryption key for the
transmitter, then re-encrypts the information using
an encryption key for the receiver with the.
authentication of fhe transaction management device

20 5, and transmits it to the receivef.

For example, when a goods purchase request is
transmitted in step 170, the transaction management
device 5 receives encrypted goods purchase request
information, accesses the purchaser information DB 51

25 to authenticate the purchaser, retrieves the

“___‘“_______“‘_‘~_
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seller (B) (S266). As a result, the processing unit 15 of the purchaser's
financial institution 3 transfers noney in the final settlenent process as
descri bed above if the condition of the final settlenent is satisfied
(S254). If the condition is not satisfied, the result is transmtted to the
seller's processing 20 wunit 2 through the transaction managenent device 5
(S268 and S270). The process of nonitoring the paynment process site is
described by referring to FIG 8. The site nonitor indicates the nonitor of
the term The 25 transaction nmanagenent device 5 forcefully performs the
paynent process as a third-party witness organization if the purchaser does
not perform a necessary paynent process (a final settlenment adm ssion
request) within a predeternmned term 30 Therefore, the transaction
managenent device 5 determ nes whether or n@8 the paynent has been nade
(S280) as shown in FIG 8. |If the paynent has not been nade yet, the
paynent site m)nl téﬁcirypﬁéppokﬁﬁdfpsng)a PPECh@SthérP@r whef eFﬁ@Yp&im}nt

Sie o ror 55 e bRk Bph YL A6 L A U Bt e,
set using the receppircidke Qéqhaétgooﬂ%ﬁ,n 1O S ddYdd B bpodel pUBENase
information in the transaction management DB 535,

5 retrieves from the encryption key management DB 50 the
encryption key for the seller who is the receiver of
the information, and re-encrypts the goods purchase
information with the authentication of the transaction
management device 5. In step 172, the re-encrypted

10 goods purchase information is transmitted to " the
seller's processing unit 2.

Thus, the transaction management device 5 always
functions as an intermediate when information is
transmitted or received, decrypts the received

15 information using the decryption key, retrieved from
the encryption key management DB 50, for the
transmitter, and stores the decrypted information in
the transaction management DB 55. Simultaneously, it
re-encrypts the information using the encryption key;

20 retrieved from the encryption key management DB, for
the receiver, and +transmits the re-encrypted
information to the receiver.

The processes S170 through S210 shown in FIG. 5

are the same as those according to the first

25 embodiment of the present invention except the
_______‘*_____‘_ﬁ_ﬁ
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certification informati on or the decryption key 40 delivery date as the
start point of the term |If the paynent process shown in FIG 7 is not
performed within the term a 'site-over' is determned (S284). Then, the
transacti on managenent device 5 determ nes whether or not the process is -

being provisionally 45 settl ed. I f not, a paynment demand notification is
I ssued to the purchaser's processing unit 1 (S288). If the process is being
provisionally settled, a final settlenment adm ssi on request

(request for 37 substitution) and a third-party w tness
authentication are transmtted to the processing unit of the purchaser's
financial institution 3 (S292). The processing wunit of the

pur chaser's financial 5 institution 3 assunes that the purchaser has

i ssued a final settlenent request based on e third-party authentication
of the transacti on managenent device 5, and the paynent process is
forcefully perfor migransacis oy swregeners2dievige Yhas3as) ivicermgdiagethe 10
processes in and after step 252 shown i FLG 17, 108 PILTERL gLbenlRl tor

With the configuration according to the third
embodiment of the present invention, the following

5 effects can be obtained.

First, it is not necessary to exchange encryption
and decryption keys between the purchaser's processing
unit 1 and the seller's processing unit 2 by mediating
the tranémission and receipt of information among the

10 processing units 1 +through 4 by the transaction
management device 5. Therefore, the security is
improved and it is not necessary to generate and
change an encryption/decryption key for each
transaction.

15 Second, since the transactidn.management device
5 can totally manage the proceedings of transactions,
the copformity'pf the.transactions can be obtained and
a problem can be successfully avoided among the
processing unifs 1 through 4.

20 The fourth embodiment of the present invention
is described below by referring to FIGs. 6 through 10.

The system according to the fourth embodiment has
the configuration similar to that according to the

third embodiment (FIG. 4), and is different in that

25 digital contents are processed as objects of
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time point (S236) when the transaction managenent device 5 transmts the
decryption key as shown in FIG 6. Since the fact that the purchaser has
received the 15 contents and denmanded the decryption key is stored in the
transacti on managenent DB 55 of the transacti on nanagenent device 5
(third-party witness), the purchaser cannot reject the final settlenent
adm ssion request. Therefore, the transacti on managenent device 20 5 can
performthe above described automatic paynment process. The above
described cancellation request notification process is described by
referring to FIG 9. 25 The cancel |l ati on process is started when the
purchaser does not |ike the digest of the digital contents and transmts a
transaction cancel | ation request to the transaction managenent device 5
(S230). As shown in step 330 in FIG 9, the78ransaction 30 managenent

device 5 transmts a cancellatlon reﬁgsst notification to the seller’
processing unit 2. W535% ?xﬁﬁﬁﬁ?%ﬁ?%ﬁPr@ﬁﬁ@g?mﬁBFlFFE&FFon

Eﬂg sgglférssprocegsk@@ )uBbks: nB@réé%gﬁ%&HE%fﬁﬂ‘ 2 iy E&%&Q%%e with St
processing uni nqui res the goods sal es nmanagenent
DB 20 and the nonegheniafermattibl 2dmmhetikearionsnbutt B@seoak ehet kRird
party witness.
5 A 'transaction of digital contents' is referred
to as opposed to a 'transaction of goods', that is,
a transaction of tangible goods. In other words, a
transaction of digital contents refers to a
transaction of intangible goods such as software, etc.
10 circulated through a network, and is different from
the transaction of tangible goods in that digital
contents can be so easily copied that they cannot be
objects to be returned. .Therefore, according to the
present embodiment, the transaction management device
15 5 manages the transaction as the third-party witness
organization. |
According to the present embodiment, unlike the
above described embodiment;'wheﬁ necessary access is
not gained from the seller's processing unit 2 (B) or
20 the purchaser's processing unit 1 (A) within a
predetermined time during the payment process or the
cancellation process, a settlement process oxr a
cancellation process are forced to be performed at the
:esponsibility of the transaction management device

25 -5 (TC) as shown in FIGs. 8, 9, and 10.
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goods has been paid (in the case of prepaynent) (S332). If the paynent has
been made, the transaction managenent device 5 transmts a transfer request
to 40 the transacti on managenent device 5 to return noney to the purchaser
(S334). Upon receipt of the request, the transaction managenment device 5
i nquires the encryption key managenent DB 50, seller information DB 52,
financial institution information DB 53, 45 transaction managenent DB 55,
and return-of-goods site nonitor DB 57, and transmts the request for
recei pt of transfer to the processing unit of the seller's financial
institution 4 with the authentication of the 38 seller (B) (S336). In
response to the request, the processing unit of the seller's financial
institution 4 accesses the account rmanagenent DB 40, and transfers
the 5 predeterm ned anmount of noney fromthgéaccount of the seller to the
purchaser's predeterm ned account (account managenent DB 30) in the
purchaser's financial i AsnormelosetSd4fentWisreadss tisind¢seriledebédbowed,
the processing unit of the seller's
by referring to FIGs. 6 and 7.
In the present embodiment, the explanation about
the process of issuing provisional settlement money
5 is omitted. The provisional settlement money can be
that in the first embodiment of the present invention,
or the settlement account money in +the second
embodiment. The processes similar to those in- the
above described embodiments are omitted here. In the
10 present embodiment, the transaction management device
5 decrypts and re-encrypts information, but the
detailed explanation is omitted here.
First, the purchaser's processing unit 1
transmits an order of goods and the provisional
15 settlement money to the transaction management device
5 (s8220). 'Then, the transaction management device 5
enters the goods purchase information and the
provisional settlement money information in the
transaction management DB 55, and re-encrypts and
20 transmits the information to the seller's processing
unit 2 (8222). The seller's processing unit 2
accesses the goods sales management DB 20, confirms
the stock, retrieves digital contents, and transmits
them to the purchaser's processing unit 1 (S224). The
25 transmitted digital contents include 'digest' and
*K'\%
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10 financial institution 4 notifies the transaction managenent device
5 of the transfer result, and enters the result. The processing unit of the
purchaser's financial institution 3 transmts a transfer notification to
the 15 purchaser's processing unit 1 (S342), thereby termnating a
refund process. On the other hand, if it is determned in step S332 that

t he paynent has not been made (not prepaid), then it is determ ned whet her
or not the provisional 20 paynent has been nade, that is, the

provi sional settlenent can be applied to the transaction (S344). If it is
determ ned that the provisional paynent has not been made, that is, if the
paynment is made after or upon recei pt of the goods, then the seller's 25
processing unit 2 notifies the transaction g@nagenent device 5 of the
cancel | ati on adm ssi on (S346). In this casé€, since the paynment has not

been made, and the ,pur r, has pot..seen the djgital ;contents (has not
recei ved the goods fg}rﬁ&%ise pur cﬂhas?é'lgeég% ylﬁasé 36:trgta(%' Cg%%g%.orl:.heor an
transaction.  Thergft@icuctite vdif d B aEdh €EnENAJRABBEAERY! €8 Thdas
entered the cancellation in the predeterm ned encryption key managenent DB

50, purchaser infodigeson DEhSlpusehaseri atogentar®l 1B HRfoxmell t ofinshet | on

management DB 55, contents. The digest is transmitted without

5 encryption. The contents, that is, the body of the

digital contents, are encrypted using a different

encryption key for each purchaser. Unless there is

a different contents decryption key pro&ided from the

seller for each purchaser, the contents cannot be

10 | accessed. Furthermore, an illegal copy can be easily

traced by printing, into a plurality of portions of

the contents; seller's different blind signatures for

respective purchasers.

The seller;s processing unit 2 transmits the

15 contents decryption key to the transaction management

device 5 in step 226. The transaction management

device 5 stores the key information as transaction
informétion in the transaction management DB 55.

Upon receipt of the digital contents, the

20 purchaser checks the digest (S225). If the'purchaser

likes the digeSt, he or she issues a request for the

contents decryption key (S234) to the trahsact;on

management device 5. Thus, through a request from the

purchaser's processing unit 1 for the contents

25 decryption key, the purchaser's intention to pay for
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35 the transaction managenent device 5 transmts a cancellation

conpl eti on notification to the purchaser's processing unit 1 (S348).
If it is determ ned that the provisional paynment has been made in the
process in step S332, that is, 40 if the paynent is nmade using provisional
settl ement noney, then the seller's processing unit 2 transmts a

provi sional settlenent cancellation request to the transaction nanagenent
device 5 (S350). The transacti on managenent device 5 enters this
request 45 in the predetermined DBs 50, 52, 53, and 55, and transmits the
provi sional settlenent cancellation request to the processing unit at the
purchaser's financial institution 3 wwth the authentication of the 39
seller (B) (S352). On the other hand, the transaction nanagenent device 5
determ nes whet her or not the final settled@%t execution request has been

received fromthe ellecr epocessm unit d 5tae

{ransacti on manageliiht SRS SR (HETURRRL antPhoriTTaTTAen

E; ﬁgglsls ; {llgolrllm t atpddeySRdherdsviddanciah bastunaltidhebOf( t¥&-d-party
witness) by entering the request in the transaction
management DB 55.

5 Next, +the <transaction management device 5
transmits the contents decryption Kkey to the
purchaser's processing unit 1 (S236). The purchaser's
processing unit 1 decrypts the contents using the
contents decryption key. If the contents can be

10 successfully decrypted, the final set'tlement admission
request process shown in FIG. 7 is performed (S241).
If the contents cannot be successfully decrypted, they
are transmitted to the transaction management device
5 with a cancellation request (S240). The transaction
15 management device 5 issues a request for digital
contents to the seller's processing unitl 2 to confirm
whether or not the digital contents can be decrypted
at a céncellation request (S242). In response to the
request, the seller's processing unit 2 transmits the
20 encrypted digital contents to the transaction
management device 5 (S244). Then, the .transaction
management device 5 tries to decrypt the encrypted

contents using the contents decryption key is the

device 5. If the contents can be decrypted, the
25 decryption key is transmitted to the purchaser's
N




Next, the processing unit at the purchaser's financial institution 3
determ nes in step 354 whether 10 or not a final settlenent request (or

final settlenment adm ssion request) has been received. If yes, the
processing unit at the purchaser's financial institution 3 cancels
the request, transmts a provisional settl enment cancel l ation

conpletion 15 notification to the purchaser's processing unit 1 (S360),

and transmts a final settlenment request cancellation conpletion
notification to the seller's processing unit 2 through the transaction
managenent device 5 (S356 and S358). 20 The site nonitor process in
the cancell ation process is described by referring to FIG 10. The site
nonitor process in the cancellation process_is perforned when the seller's
processing unit 2 does not perform any procggs (S334, S346, or S350) 25 for

cancel| atton al thoyglcaceanselLalion [egupEl MgMLH! o2 4" s UsRRahegel vec
Therefore, the sit@apRRit Ofhd S G dhenagt hgageateht8bhOnakedpeahce
notification is issued in step 30 0 as shown in FIG 9. As shown in FIG
10, the transacti omofigerndon des cecrarsmisttedet eton nekewhptilrehaserrist it
has processing unit 1 (S248).
5 The final settlement admission process (S241) is
described below by referring to FIG. 7.
In the payment process, the purchaser's
processing unit 1 first transmits a final sejttlement
.~ admission request to the transaction manageménf device
10 5 (S250). The transaction management device 5 enters
| it in the transaction management DB 55 and transmits
the final settlement admission request. to the
processing unit of the purchaser's financial
institution 3 with the autheritication of the purchaser
15 (A) (8252). The authentication of the purchaser
refers to the information indicating that the
transaction management device 5 has confirmed the
purchaéer information. |
The processing unit of the purchaser's financial
20 institution 3 confirms, through the provisional
settlement money management DB 31, whether or not it
has received a final settlement request (execution
request) from the seller's processing unit 2 (S253).

If the processing unit of the purchasér's financial

25 institution 3 has already received the final

e
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received a cancell ation process substitution request (S380). If yes, the
transacti on managenent device 5 35 i ndependently perfornms the cancell ation
process in and after step 386 without the site nonitor and regardl ess of
the notification fromthe seller's processing unit 2. The cancell ation
process is the sane as the 40 process in and after step 332 showmn in FIG 9
except that the transacti on managenent device 5 determ nes in steps 386 and
398 respectively as shown in FIG 10 whether or not the paynent has been
made and whether or not the provisional settlenent has been made, which 45
are determned in S332 and S344 respectively by the seller's processing
unit 2 as shown in FIG 9. Therefore, the detailed explanation is omtted
here. Thus, the process can be perforned w LRout a 40 seller's
confirmation because the transacti on nmanagenent device 5 can certify

oS 3 BeLY eRREIaRI, A chRSE LhaPSegl OO prdeRgsung!
purchase the digitahi¢onbént sheangirchaser's financial institution 3
performs a final settlement by transferring required
money to the processing unit of the seller's financial
5 institution 4 (S254), and the processing unit of the
seller's financial institution 4 transmits the
transfer notification to the seller's processing unit

2 (sS258).
If the final settlement request has not been
10 entered, then the processing unit of the purchaser's
financial institution 3 transmits a demand
notification of the final settlement request to the
transaction management device 5 (S260). According to
the notification, the transaction management device
15 5 transmits a demand for the final settlement request
to the.seller‘s processing unit 2 (S262). In response
to the demand, +the seller's processing unit 2
transmits the final settlement request to the
transaction management device 5 (S264), and the
20 transaction management device 5 transmits the final
settlement request containing a request for receipt
of transfer to the processing unit of the purchaser's
financial institution 3 with authentication of the
seller (B) (S266). As a result, the processing unit

25 - of the purchaser's financial institution 3 transfers
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because the transaction managenent device 5 stores all records of the
transacti on. Ther ef or e, the transacti on managenent device 5 can
qui ckly and exactly perf.orma cancellation process by functioning 10 as a
third-party witness regardl ess of the current intention of the purchaser.
On the other hand, if the cancellation process substitution request is not
recei ved, the transacti on managenent device 5 perforns the site nonitor in
steps 15 382 and 384, and determnes a 'site over' as long as the seller's
processing unit 2 does not performthe process shown in FIG 9 within a
nmonitor term and perforns the cancellation process in and after step 386
without a confirmation of the seller's processing 20 unit 2. Wth the above
descri bed configuration, the foll ow ng effeéa can be obtained. First, since
t he transacti on managenent device 5 nmedi atesS~a transaction, the effect

obtained with 25 Rgherence Lis ! pengySLellunbh oy ffe%'}ﬂ 85 C88sBBined

real i zed. Second, iI'gital contents are proce ransm ssi on of
provi si onal settl egpayrenuieythddcandetivpt ic kky Einkle shtttledercOonignt s

are nediated 30 and nmanaged. Therefore, the transacti on managenment
satisfied (S254). If the condition is not satisfied,
the result is transmitted to the seller's processing
5 unit 2 through the transaction management device 5
(S268 and S270).

The process of monitoring the payment process
site is déscribed by referring to FIG. 8. The site
monitor indicates the monitor of the term. According

10 to the present embodiment, the transaction management
device 5 forcefully performs the payment process as
a third-party witness organization if the purchaser
does not perform a necessary payment process (a final
settlement admission request) within a predetermined
15 term.

Therefore, the transaction management device 5
determines whether or not the payment has been made
(5280).as shown in FIG. 8. If the payment has not
been made yet, the payment site monitor is performed

20 (S282). As for the term of the payment site monitor,
a system site monitor term (for example, 7 days) or
the site monitor term in the third-party delivery
certification information is set using the receipt
date of the goods in the third-party delivery

25 certification information or the decryption Kkey
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device 5 certifies the transm ssion processes as a third-party wtness

or gani zati on. As a result, processes can be automatically perforned
according to the information stored in the transaction managenent 35 DB 55
even if a seller or a purchaser does not take necessary procedures within a
predeterm ned period. Therefore, a transaction settlenent process can be
performed easily, safely, quickly, and certainly. According to the

previ ously described system 40 when a transaction of electronic
contents is perfornmed, the transaction managenent device 5 is used as the
third-party witness. However, FIGs. 11 and 12 relate to a systemfor

di stribution of physical goods, and include a deliverer's processing unit 6
(delivery 45 managenent device) provided at a house-to-house delivery
agent, etc. as a third-party wtness organliﬁﬁlon As shown in FIG 11, the

del i verer's processjng, 41 unit 6 conprises a dellver%enanagenent DB 60.
Since ot her conponéftiSi¥e®Y Jafke &S ttb"et 588 tabedPHi R theFrexm4, Ifhdhe

expl anation of thegdsiitbelcedl® shown in FIG. 7 is not performed

within the term, a 'site-over' is determined (S284).

Then, the transaction management device 5 determines

5 whether or not the process is being provisionally

settled. If not, a payment demand notification.is

issued to the purchaser's processing unit 1 (S288).

If the process is being provisionally settled, a final

settlement admission request (request for

10 substitution) and a third-party witness authentication

are transmitted to the processiﬁg unit of the

purchaser's financial institution 3 (S8292). The

processing unit of the purchaser's financial

institution 3 assumes that the purchaser has_issuéd

15 a final settlement request based on the third-party

authentication of the transaction management device

5, and the payment process is forcefully performed in

the pfocesses (S292 through S318) similar to the
processes in and after step 252 shown in FIG. 7.

20 The payment site monitor is started from the time

point (S236) when the transaction management device

5 transmits the decryption key as shown in FIG. 6.

Since the fact that the purchaser has received the

contents and demanded the decryption key is stored in

25 the transaction management DB 55 of the transaction

e ——
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operations of the systemis described below by 5 referring to FIG 12.
First, assune that the seller's processing unit 2 has received an order
fromthe purchaser's processing unit 1. That is, the seller's processing
unit 2 has received provisional settlenent noney and 10 goods purchase
information from the purchaser's processing unit 1. In this case,
the seller's processing unit 2 first transmts a goods delivery request to
the deliverer's processing unit 6 (S422). The deliverer's processing unit 6
enters goods 15 delivery information in the delivery nmanagenent DB 60, and
delivers requested goods to the purchaser or a receiver A specified by the
purchaser (S424). The deliverer's processing unit 6 receives a receipt
certificate containing authentication fromthe 20 purchaser's processing
unit 1 (S426), and enters the certificate i A3the delivery managenent DB 60
together with the deliver ate, The deliverer! rocessing unit 6
trgnsnits del i ver y™POEG] ceidpydce rg%ei€kh%£§T§%?E%ligﬁg?ﬁﬁﬁgdin§he

aut hentication frogtheaza PULARGE He fod¥ RRESEIALL lgalﬁt%hjen(e?fﬁzﬁbmiggioﬁm ers

t he delivery managénent DB 60 wth the delivery date. e deliverer's
processing unit 6 treguesit.s THerafdre/ether esathsacthon mandgemeit davieet he
seller’s processi ncbl can perform the above described automatic payment

5 process.
The above described cancellation request
notification process is described by referring to FIG.
0. _

The cancellation process is started when the
10 purchaser does not like the digest of the digital
contents and transmits a transaction cancellation
request to the transaction management device 5 (S230).
As shown in step 330 in FIG. 9, the transaction
management device 5 transmits a cancellation request
15 notification to the seller's processing unit 2. Upon
receipt of the cancellation request notification, the
seller's processing unit 2 performs the cancellation
process. First, the seller's processing unit 2
inquires the goods sales management DB 20 and the
20 money management DB 21 whether or not the cost of the
goods has been paid (in the case of prepayment)
(S332). If the payment has been made, the transaction
management device 5 transmits a transfer request to
the transaction management device 5 to return money

25 to the purchaser (S334). Upon receipt of the request,
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unit 2 (S428). The delivery result report information 30 contains the
recei pt certification of the purchaser's processing unit 1 and the

aut hentication of the deliverer's processing unit 6. These pi eces of
information are entered in the goods sal es managenent DB 20 and 21 of the
seller's processing unit 2. 35 Then, the seller's processing unit 2

determ nes whether or not a final settlenent request has been issued
($430). If it has not been issued yet, a unit to which the final settlenent
request is issued is determned in step 432. The final settlenent request
40 destination can be either (a) the processing unit of the seller's
financial institution 4, or (b) the processing unit of the purchaser's
financial institution 3. Since the procesggs of the final settlenent
execution request (S434 through S440, S442 t hrough 446) are simlar

to the above descr]j gq rocesses of %pe frnal S tt&ene equest  the
det ai |l ed expl anati gﬁ i SCOMTIR T BEnaFeRE byt ARY ﬁ%n? &P&é‘ F‘ﬁe gl}é?l er's

processi ng 42 ughkbrgphasni keyethanigehend Iﬁ?tSd,ef@éEI@i(efﬂfbﬂﬁatz.on

DB 52, financial institution information DB 53,

transaction management DB 55, and return-of-goods site

5 monitor DB 57, and transmits the request for receipt

of transfer to the processing unit of the seller's

financial institution 4 with the authentication of the

seller (B) (S336).

In response to the request, the processing unit

10 of the seller's financial institution 4 éccesses the
account management DB 40, and transfers the
predetermined amount of money from the account of the
seller to thel purchaser's predetermined account
(account management DB 30) in the purchaser's

15 financial institution (S340). When the transfer is
performed, the processing wunit of the seller's
financial institution 4 notifies the transaction
managément device 5 of the transfer result, and enters
the result.

20 The procéssing unit 6f the purchaser's financial
institution 3 transmits a transfer notification to the
purchaser's processing wunit 1 (S342), thereby
terminating a refund process.

On the other hand, if it is determined in step

25 S332 that the payment has not been made (not prepaid),

‘““‘-~—~_~_‘_
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request, it starts the site nonitor for the final settlenent adm ssion
request (S448 through S452). The site nonitor is perfornmed to forcefully
execute the 5 final settlenent if the final settlenment execution request
has been issued but the transfer of noney has not been confirmed, or if no
ret urn-of - goods process has been perfornmed. A reasonabl e nunber of days is
set as a nonitor termrequired froman execution 10 request to a transfer
of noney. If the nonitor term has passed without a final settlenent
conpletion notification ($450), the seller's processing unit 2
forcefully starts t he final settl ement adm ssion request process as a
result of 15 a 'site over' (S$S452). The final settlenent adm ssion request
process is perfornmed based on the fact that the house-to-house deliverer
(deliverer's processing unit function3 as a third-party W t ness

or gani zation for certlfylng the dellver of goods, and 20 a purchaser
cannot deny his or 8" ik "}:ﬁ.#/ %‘rﬁf %%d@%mr@g@qmal

B e e e STk D SR G
certification (housetikduise ok ipeeappldidd o aHeo treinddiidel i(\eIer) S
processing unit 6)
If it is determined that the provisional payment has
5 not been made, that is, if the payment is made after
or upon receipt of the goods, then the seller's
processing unit 2 notifies the transaction management
device 5 of the cancellation admission (S346). In
this case, since the payment has not been made, and

10 the purchaser has not seen the digital- contents (has
not received the goods yet), the purchaser only has
to cancel the transaction. Therefore, after the
transaction management device 5 has entered the
cancellation in the predetermined encryption key

15 management DB 50, purchaser information DB 51, seller
information DB 52, and transaction management DB 55,
the transaction management device 5 transmits a
cancellation completion notification to the
purchaser's processing unit 1 (S348).

20 If it is determined that the provisional payment
has been made in the process in step S8332, that is,
if the payment is made using provisional settlement
money, then the seller's processing unit 2 transmits

a provisional settlement cancellation request to the

25 transaction management device 5 (8350). The

T




to the processing unit of the purchaser's financial institution 3. The
processing unit of the purchaser's financial institution 3 checks that the
request is 30 issued with the third-party certification (S456). |If the
request is recognized as valid, then the destination of the transfer is
determned in step 462. When transfer is addressed to the seller’'s
financial institution, nmoney is transferred to the account of 35 the
seller Bin the seller's financial institution (S464). |If noney has been
transferred, the processing unit of the seller's financial institution 4
notifies the seller's processing unit 2 of the transfer (S466). On the
other hand, if noney is transferred to 40 the seller's processing unit 2,
then the processing unit of the purchaser's financial institution 3
transmts electronic noney to the seller's Bﬁocessing unit 2 ($468),

t her eby terninating the final settlenent. Wth the above
descri bed confi gur ?6§ac§19Hlm?nﬁ&%mﬁﬁﬁMQQﬁ%E9cﬁg%ﬁF%%§|Bhl§tH§HuFﬁ§n t he

ol e, e Py e BB B ok B AT V543 1 e 54 G’
transmits the provisional settlement cancellation
request to the processing unit at the purchaser's

5 financial institution 3 with the authentication of the
seller (B) (S352). On the other hand, the transaction
management device 5 determines whether or not the
final settlement execution request has been received
from the seller's processing unit 2 (S362). If yes,

10 the transaction management device 5 cancels the

request and notifies the processing unit at the

seller's financial institution 4 of the cancellation.

Next, the processing unit at the purchaser's

financial institution 3 determines in step 354 whether

15 or not a final settlement request (or final settlement

admission request) has been received. If ves, the

processing unit at +the purchaser's financial

institution 3 cancels the request, <transmits a

provisional settlement cancellation complétion

20 notification to the purchaser's processing unit 1

(8360), and transmits a final settlement request

cancellation completion notification to the seller's

processing unit 2 through the transaction management
device 5 (S356 and S358).

25 The site monitor process in the cancellation
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43 be added to the provisional settlenent noney. Therefore, the settlenent
process can be performed through the third-party certification even if the
pur chaser does not issue a final settlenent admi ssion 5 request.
Therefore, the settlenent process can be performed quickly and definitely.
Referring now to FIGs. 13 through 15, an alternative systemis described.
The system of FIGs. 11 and 12 conprises the deliverer's processing unit 10
6 for delivering goods to a purchaser, whereas the systemaccording to

FI Gs. 13 through 15 further conprises a deliverer's processing unit 7 for
delivering returned goods as shown in FIG 13. The deliverer's processing
unit 7 also conprises a 15 delivery managenent DB 70. FIG 14 shows a
normal settlenent process. FIG 15 shows a rgsurn-of-goods process. In FIG
14, the deliverer's processing unit 7 for returning goods does not work,

but the deliverer' s, 0cessi 00suitifed By 2% e IS HETLNG H9OU50 Or KS.
First, purchaser's processing unit ﬁ traﬁ§n1ts a goods order request and
provi si onal settlenment noney stiaet htositder propeesesia Nghenidaricd 148t )on
Based on them the seller's processing unit 2 confirns the
process is performed when the seller's processing unit
2 does not perform any process (S334, S346, or S350)
5 for cancellation although a cancellation réquest
notification has been received from the transaction
management device 5 (S330) as shown in FIG. 9.
Therefore, the site monitor is started when the
cancellation request notification is issued in step
10 330 as shown in FIG. 9.

As showh in FI1G. 10, the transaction management
device 5 first determines whether or not it has
received a cancellation process substitution request
(S380). 1If yes, the tranéaction management device 5

15 independently performs the cancellation process in and
after step 386 without the site monitor and regardless
of the notification from the seller's processing unit
2.

The cancellation process is the same as the

20 process in and after step 332 shown in FIG. 9 except
that the transaction management device 5 determines
in steps 386 and 398 respectively as shown in FIG. 10
whether or not the payment has been made and whether
or not the provisiopal settlement has been made, which

25 are determined in S332 and S344 respectively by the

‘\\
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25 stock in the goods sal es managenent DB 20. |If there is no stock, then
the result is transmtted (returned) to the purchaser's processing unit 1
together with the received provisional settlenent noney (S482). If there
is any stock, the notification is transmtted 30 to the purchaser’'s
processing unit 1 (S484). Then, the seller's processing unit 2 transmts a
final settlenment request (request for receipt of transfer) to the
processing unit of the purchaser's financial institution 3 (5S486). The
processing unit of the 35 purchaser's financial institution 3 checks
the contents (S488), and notifies the seller's processing unit 2 of the
result (S490). If the check result indicates 'OK , the processing unit of
the purchaser's financial institution 3 notbéies the seller's 40

processing unit 2 of the result only. However, if the check result

I ndicates 'NG, the_r W | L1t 1 e_sel ' c%i§ ngqunit 2
together with the %5%3%21%na?réé?$$£%%nﬁgﬁﬂﬁe§b F% t §6?§SE?? i ndi‘caf és
"NG, the seller' shpireFessl, nghendbtrdiletuerplbhat4bn REOYNSL@BAl here.

settlenent noney regardless of the delivery of goods (S492). If the

result indicates 'OK Thushe the| peecespr seesshegregfiormed withoutts a

goods delivery seller’'s confirmation because the transaction

5 management device 5 can certify as a <third-party
witness that the purchaser's processing unit 1 has not
received a digital contents decryption key and does
not intend to purchase the digital contents, and
because the transaction management device 5 stores all

10 records of the transaction. Therefore, the
transaction. management device 5 can quickly and
exactly perform a cancellation process by functioning
as a third-party witness regardless of the current
intention of the purchaser.

15 On the other hand, if the cancellation process
substitution request is not received, the transaction
management device 5 performs the site monitor in steps
382 and 384, and determines a 'site over' as long as
the seller's processing unit 2 does not perform the

20 process shown in FIG. 9 within a monitor term, and

performs the cancellation process in and after step
-386 without a confirmation of the seller's processing
unit 2.

With the above described configuration, .the

25 following effect can be obtained.

—
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44 notification to the purchaser's processing unit 1 (S494), and transmts
a goods delivery request to the deliverer's processing unit 6 (S496). The
deliverer's processing unit 6 returns a receipt certification 5 (receipt)
to the seller's processing unit 2 (S498). On the other hand, based on the
delivery request received by the deliverer's processing unit 6, the
house-t o- house deliverer delivers the goods to the purchaser (S500). The
purchaser's processing unit 1 10 issues a receipt certification
(S502), and the deliverer's processing unit 6 adds deliverer

aut hentication to the receipt certification and transmts themto the
seller's processing unit 2 (S504). 15 In step 506, the purchaser
confirnms a delivered goods. If the purchaser is satisfied with the goods,
he or she issues a final settlement admi ssi8RA request to the processing
unit of the purchaser's financial institution 3 5502%. Based qn the
request, the 20 procefdFsE. Fince dhe (HeAnRR apageqpeqpt hdpyice

nstitution 3 Urangffoss Lies oMot o EHESEEF SO0 Ln L ddie ATOUAL Of

the seller in the se r'
third embodiment can be realized.

Second, when digital contents are processed, the
5 transmission of provisional settlement money and a
decryption key of the digital contents are mediafed
and managed. Therefore, the transaction management
device 5 certifies the transmission processes as a
third-party Witness organization. As a result,
10 processes can be automatically performed according to
the information stored in the transaction management
DB 55 even if a seller or a purchaser does not take
necessary procedures within a predetermined period.
Therefore, a transaction settlement process can be

15 performed easily, safely, quick;y, and certainly.
The fifth embodiment is described by referring

to FIGs. 11 and 12.

.Aécording to the fourth embodiment of the present
invention, when a transaction of electronic contents
20 is performed, the transaction management device 5 is
used as the third-party witness. However, the fifth
embodiment refers to a system for distribution_of
physical goods, and includes a deliverer's proceséing
unit 6 (delivery management device) provided at a

25 house-to-~house delivery agent, etc. as a third-party

\
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financial institution (S512). The processing unit of the seller's financial
institution 4 transmts a 25 transfer notification to the seller's
processing unit 2 (S514). The processing unit of the purchaser's
financial institution 3 transnmits the transfer result to the purchaser's
processing unit 1 (S510). Thus, the normal settlenent process term nates.
30 I f the purchaser is not satisfied wwth the goods in step S506,
then the return-of-goods process shown in FIG 15 is perforned. In this
return-of-goods process, either the deliverer's processing unit 6 for
normally delivering goods or the deliverer's 35 processing unit 7 for
returni ng goods can be used. Described below is the process perforned by
the deliverer's processing unit 7. First, the purchaser's processing unit 1
requests the deliverer's processing unit 7 90 deliver 40 goods to be -
returned (S520), and receives the request receipt certification (receipt)
(S522). The deIiveWé¢n¥s§eﬁﬂwémézﬁﬁé°@oods to be returned to the seller

(8524),_and receives th r t ce%ﬁ#fl ti & §5§ &eTh% urch%§er
processing unit 1 store edgo PatEREETC & PRPCESSION
(receipt) in the raha&nsoeba@@%ersequaauwa&@gﬁﬁaabelaanvuBala@,. bageeeOon
the receipt, transmts a provisional settlenent
other components are similar to those according to the
5 first embodiment, the explanation of them is omitted.
The operations of the system is described below by
referring to FIG. 12.
First, assume that the seller's processing unit
2 has received an order from the purchaser's

10 processing unit 1. That is, the seller's processing
unit 2 has received provisional settlement money and
goods purchase information from the purchaser's
processing unit 1. In this case, the seller's
processing unit 2 first transmits a goods delivery

15 request to the deliverer's processing unit 6 (S422).
The deliverer's processing unit 6 enters goods
delive;y information in the delivery management DB 60,
and delivers requested goods'fo the purchaser or a
receiver A specified by the purchaser (S424).

20 The deliverer's processing unit 6 receives a
receipt certificate containing authentication‘ from the
purchaser's processing unit 1 (S426), and enters the
certificate in the delivery management DB 60 together
with the delivery date. The deliverer's processing

25 unit 6 transmits delivery result receives a receipt

—_—
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cancel l ati on request and a returned goods acceptance
to the processing unit of the purchaser's financial institution 3

45 certification

(S528). The processing wunit of the purchaser's financial institution
3 transmts the receipt result to the 5 purchaser's processing unit 1

(S530). The transaction nmanagenent device 5 does not

I edi ately perform

a transaction cancellation process, but sets the nunber (X) of days for

adj ust mrent (S532),
returned goods is

or refused (a clai

the return of goods to the processing unit 8% the purchaser's financi al

and nonitors whether or not a claim210 about the

received fromthe seller. That is, the seller checks the
returned goods and determ nes whether the return of goods can be admtted
m agai nst the return.of goods) in step 538. Then, the
seller transmts an 15 admi ssion of the return of goods or a clai magainst

institution 3 (S540). The processing unit of the purchaser's financial

institution 3 noni

cerfificpaiipnagdintuding r auhenilcarigsbdsteem anthe

adm ssion of the returﬂa%Lrgoods whil e t he

10

15

20

25

purc S processing unit 1 (S426), and enters the
delivery management DB 60 with the delivery date. The
deliverer's processing unit 6 transmits the delivery
result report information to the seller's processing
unit 2 (S428). The delivery result report information
contains the receipt certification of the purchaser's
processing unit 1 and the authentication of the
deliverer's processing unit 6. These pieces of
information are entered in the goods sales management
DB 20 and 21 of the seller's processing unit 2.
Then, the seller's processing unit 2 determines
whether or not a final settlement request has been
issued (S430). If it has not been issued yet, a unit
to which the final settlement request is issued is
determined in step 432. The final settlement request
destingtion can be either (a) thé processing unit of
the seller's financial institution 4, or (b) the

processing wunit of +the purchaser's financial

institution 3. Since the processes'of the final

settlement execution request (S434 through S$440, S442
through 446) ére similar to the above described
processes of the final 'settlement request, the
detailed.explanation is omitted here.

On the other hand, after the seller's processing

\'

—
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nunber of days for adjustnent

I's decrenmented by 1 every day (S546 through

Sb54). If a return-of-goods claimis issued, then a claimflag is set ON
(S544), and the purchaser's processing unit 1 is informed of 25 the claim

(S542) wi t hout

of days for adjustnment becones O without a claimflag set ON (S546),
processing unit of the purchaser's financi al

provi sional settlenent cancellation process (S558), and notifies the
purchaser's processing unit 1 of the process (S556). Wth the

configuration,

11 and 12 can 35 be realized. Additionally, the nunber of days for
adjustnment is set and a claimis processed based on the third-party
certification of the house-to-house deliver@2 by using the house-to-house

deliverer Y as a third-party wtness organization for

rel easing the provisional settlenent process. If the nunber
t he
institution 3 30 perforns a

the effect simlar to that obtained with reference to Fl Gs.

return of 40 goods.

The systemwith retdidnc? thesrl tesued tihepufhnad iseobienent eregutigm ng

the systemwi th referenc

t o, FI 1 ' .that th
management devi ce geﬁﬂﬁisgt'eosl%nﬁet%ﬁﬁglég‘ea ?’r%ﬁls%%{‘?‘%ﬂ%a cirﬁ {:ﬁr\%n%%nal
settlement system gbl4abimn®dabififb{dn tbRL® (SHAB through S452). The

10

15

20

25

site monitor is performed to forcefully execute the
final settlement if the final settlement execution
request has been issued but the transfer of money has
not been confirmed, or if no return-of-goods process
has been performed. A reasonable number of days is
set as a monitor term required from an execution
request to a transfer of money.

If the monitor term has passed without a final
settlement completion notification (S450), the
seller's processing unit 2 forcefully starts the final

settlement admission request process as a result of

a 'site over' (S452). The final settlement admission

request process is performed based on the fact that
the hopse-to-house deliverer (deliverer's processing
unit 6) functions as a third-party witness
organization for certifying the delivery of goods, and
a purchaser cannot deny his or her intention of
purchasing the gbods unless the purchaser returns the
goods. _
Therefore, the seller's processing unit 2
transmits the final settlement admission requesf with
the third-party certification (house-to-house-delivery
\

. This S,
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conponent s descri bed above are assigned the sane nunbers and the detail ed
explanation is omtted here. The transaction process flow is described

bel ow 46 by referring to FIG 17. The purchaser's processing unit 1
transmts a goods order request and provisional settlenent noney to the
seller's processing unit 2 through the 5 transaction nmanagenent device 5
(S570 and S572). At this time, the transaction nanagenent device 5
decrypts and re-encrypts information and enters the transaction in the
transacti on managenent DB 55 as described with reference to FIGs. 4 and 5.
10 The seller's processing unit 2 stores the received

provi si onal settlenent noney in the provisional settlenent noney
managenent DB 21, accesses goods sal es managenent DB 20, to check the stock
of the goods, and transmits the result 15 @8tification and a final
settlenent request to the transaction managenent device 5 (S574).

The transaction maeggdidicaddonceH thordesliverer s theocesstaat ikt 6)

franagement " LB 55 a@% H&%P%&Qééééﬁ%&@tiﬁit of the purchaser's financial

institution 3. The processing unit of the purchaser's

financial institution 3 checks that the request is

5 issued with the third-party certification (S456). If

the request is recognized as valid, then the

destination of the transfer is determined in step 462.

When transfer is addressed to the seller's financial

institution, money is transferred to the account of

10 the seller B in the seller's financial institution

(S464). If money has been transferred, the processing

unit of the seller's financial institution 4 notifies

the seller's processing unit 2 of the transfer (5466).

On the other hand, if money is transferred to the

15 seller's processing unit 2, then the processing unit

of the purchaser's financial institution 3 transmits

elect:onic_money to the seller's processing unit 2
(S468), thereby terminating the final settlement.

With the above described configuration, a third-

20 party witness organization other than the seller and

the purchaser exists as in the fourth embodiment of

the present invention, and the authentication data can

be added to the provisional .settlement money.

Therefore, the settlement process can be performed

25 through the third-party certification even if the

\\\
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result notification to the purchaser's processing unit 20 1 (S576). The
final settlenment request is transmtted together with the authentication of
the seller Bto the processing unit of the purchaser's financial
institution 3 (S578). The processing unit of the purchaser’'s financi al
institution 3 stores themin the 25 final settlenent managenent DB 32, and
transmts the entry result to the transacti on managenent device 5 (S580).
On the other hand, the seller's processing unit 2 transnmts a goods
delivery request to the 30 deliverer's processing unit 6 for delivering
goods (S582). The deliverer's processing unit 6 transmts the acceptance
certification (receipt) to the seller's processing unit 2 (S584). The
deliverer's processing unit 6 transmts the 35 acceptance entry of goods
delivery to the transacti on managenent devi & 5 (S586), and delivers the
goods to the purchaser (S588). Upon receipt of the goods, the purchaser

i ssues recei pt certRYreAsen dags RetdépEver ar fimsb@Ee ttipueny jadesdasion
processing unit 6 40 _enters recei pt_,certi atiqp in_the dghi ery

h fli
managenent DB 60,5¢ %ﬁfttraﬁ&ﬁ%?gor?hetﬁ%ﬂﬁﬁ?ﬁféﬂﬁq|f?%%f? R geter
with deliverer authdtfSahd®pdERRE 50 |RIfhi¥agessi ng unit 2 (S592).

The sixth embodiment of the present invention is
5 described below by referring to FIGs. 13 through 15.
The system according to the fifth embodiment
comprises the deliverer's processing unit 6 for
delivering goods to a purchaser, whereas the system
according to the present embodiment further comprises
10 a deliverer's processing unit 7 for delivering
returned gdods as shown in FIG. 13. The deliverer's
processing unit 7 also comprises a delivery management
DB 70.

FIG. 14 shows a normal settlement process. FIG.
15 15 shows a return-of-goods process. In FIG. 14, the
deliverer's processing unit 7 for returning goods does
not work, but the deliverer's processing unit 6 for

delivering goods works. '
First, purchaser's processing unit 1 transmits
20 a goods order request and provisional settlement money
to the seller's processing unit 2 (S480). Based on
them, the seller's processing unit 2 confirms the
stock in the goods sales management DB 20. If there
is no stock, then the result is transmitted (returned)

25 to the purchaser's processing unit 1 together with the
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On the other hand, upon receipt of the goods, 45 the purchaser confirns
the goods (S593), and transmts a final settlenent adm ssion request
to the transaction managenent device 5 when the goods are acceptable
(S594). 47 The transacti on nmanagenment device 5 enters a final settlenent
adm ssion request in the transacti on managenent DB 55. If the final
settl enent request has been entered, the final settlenent adm ssion request
5is transmtted to the processing unit of the purchaser's financi al
institution 3 together with the authentication of the purchaser A on
condition of the entry (S596). Based on them the processing unit of the 10
purchaser's financial institution 3 transfers noney to the account of the
seller in the seller's financial institution (S600), and the processing
unit at the seller's financial institution 4si ssues a transfer notification
to the seller's processing unit 2 (S602). 15 Wen the processing unit at
t he purchaser's fi rereisled NnSiovidional keatlbmeatt htormepey s48R)i.ssugg a
resul t
there is any stock, the notification is transmitted
to the purchaser's processing unit 1 (S484). Then,
the seller's processing unit 2 transmits a £final
5 settlement request (request for receipt of transfer)
to the processing unit of the purchaser's financial
institution 3 (S486). The processing unit of the
purchaser's financial institution 3 checks the
contents (S488), and notifies the seller's processing
10 unit 2 of the result (S490). If the check result
indicates 'OK', the processing unit of the purchaser's
financial institution 3 notifies the seller's
processing unit 2 of the result only. However, if the
check result indicates 'NG', the result is transmitted
15 to the seller's processing unit 2 together with the
provisional settlement money. If the result indicates
'NG', the seller's processing unit 2 returns the
provisional settlement money regardless of the
delivery of goods (S492).
20 If the result indicates 'OK', +the seller's
processing unit 2 transmits a goods delivery
notification to the purchaser's processing unit 1
(S494), and transmits a goods delivery request to the
deliverer's processing unit 6 (S496). The deliverer's

25 processing unit 6 returns a receipt certification

—_—
—_—
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notification to the purchaser's processing unit 1 through the transaction
managenent device' 5 (S604 and S606). 20 When a purchaser transfers
noney i nformation containing provisional settlenment infornmation to a seller
and the goods are delivered to a third party as a goods receiver, the
personal information about the goods receiver is added to the noney

I nformati on 25 containing the provisional settlenent information contai

a paynent |D.

receiver confirms the receipt of the goods. If the result is 'OK, the

goods receiver

the paynent I D and the personal information about the receiver. If the
confirmation result is 'NG, the goods receiver issues a return-of- goods

request to the deliverer,

certification information 35 received from the deliverer, and
requests the cancétb@eﬁwﬁ)otOthbepse&lerdBaprseesséngnunichzthS4aﬁher

hand, if a purchaser is not_satijsfi | t i ved.go i n ste 593
t he return-of - goods pr055%§h§h8ﬁﬂeFﬁP¢$%3 ‘i tP%rﬁgilvgﬁy Tequeskg
shown in FIG 18, thedielkir t5Pf eii00ds1 Prargsssi f:r%h%%tsﬁﬂgbhﬁirta”ém EhbN9 @

returned goods delivery

10

15

20

25

house to-house deliverer delivers the goods to the
purchaser (S500). The purchaser's processing unit 1
issues a receipt certification (S502), and the
deliverer's processing wunit 6 adds deliverer
authentication to the receipt certification and
transmits them to the seller's processing unit 2
(8504).

In step 506, the purchaser confirms a delivered
goods. If the purchaser is satisfied with the goods,
he or she issues a final settlement admission request
to the ﬁrocessing unit of the purchaser's financial
institution 3 (S8508). Based on the request, the
processing unit of the purchaser's financial
institption 3 transfers the cost of the purchased
goods to the account of the seller in the seller's
financial institution (8512). The processing unit of
the seller's financial institution 4 transmits a
fransfer notification to the seller's processing unit
2 (S514). The processing unit of the purchaser's
financial institution 3 transmits the transfer result
to the purchaser’'s processing unit 1 (S510).

Thus, the normal settlement process terminates.

ni ng

As in the case where a purchaser receives goods, the goods

I ssues a final settlenent adm ssion 30 request according to

transmts the fir86 third-party return-of-goods

t hen
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request to the deliverer's processing unit 7 for delivering the goods to be
returned fromthe purchaser's processing unit 1 (S620). The returned 45
goods delivery request is entered in the delivery managenent DB 70 of the
deliverer's processing unit 7, ‘and returned goods acceptance certification
I's issued to the purchaser's processing unit 1 (S622). 48
Si mul t aneously, the deliverer's processing unit 7 accesses the transaction
managenent device 5, and enters the acceptance of the returned goods
delivery request (S624). The acceptance of the returned goods 5 delivery
request contains the information about a purchaser, the details about the
purchase of goods, the information about a seller, and the authentication
of a deliverer. The deliverer delivers returned goods to the seller (S626).
10 Then, the purchaser's processingy unit 1 transmts the
provisional settlenent cancellation request to the transaction management
device 5 (S628), and therf rmsanidchas@anagendnt sdexseeed RDtRIthé tgddds he
transacti on managenent DB 55. The transaction
in step S506, then the return-of-goods process shown
- in FIG. 15 is performed. In this return-of-goods
process, either the deliverer's processing unit 6 for
5 normally delivering goods or the deliverer's
processing unit 7 for returning goods can be used.
Described below is the process performed by the
deliverer's processing unit 7.
First, the purchaser's processing ‘unit 1 requests

10 the deliverer's processing unit 7 to deliver goods to
be returned (S520), and receives the requést receipt
certification (receipt) (8522). The deliverer Y
delivers the goods to be returned to the seller
(S524), and receives the receipt certification (S526)

15 The purchaser's processing unit 1 stores the
returned goods receipt certification (receipt) in the
return-of-goods request management DB 12, and, based
on the receipt, transmits a provisional settlement
cancellation request and a refurned goods acceptance

20 certification +to the processing unit of the
purchaser's financial institution 3 (S5528). The
processing wunit of the purchaser's financial
institution 3 transmits the receipt result to the
purchaser's processing unit 1 (S530).

25 The - transaction management device 5 does not

R
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15 management device 5 transmits “the provisional settlenent

cancel |l ation request, pur chaser authenticati on, a
ret urn-of -goods request, and deliverer authentication to the processing
unit at the purchaser's financial institution 3 (S630). 20 The

processing unit at the purchaser's financial institution 3 enters these
data in the database, and sets the nunber of days X as an adjustnent term
The adjustnent termis set to nonitor a return-of-goods adm ssion or a

cl ai m agai nst return-of-goods froma 25 seller. If a claim against
return-of-goods 1is received during the adjustnent term the provisional
settlenent rel ease process described |ater is suppressed. The adj ust nent
term X (nunber of days) is obtained by addi ng additional days such as the
30 average nunmber of days for delivery and98he number of all owance days in
consideration of delivery delay, etc. to the nunber Y of days n rnglly
required to checkimmeddatedy gRRKEOTM TRe HRARRACTHAN dﬁ?écngPt on

adj ustnent is COSQ#%E%ﬁ%}ar h@g QEEQ thedaxuﬁgewhi?§%§5$%ergg gn- efgoods

request is issue ‘deli'verer's processing uni rocessing unit
at the purchaser' gdfjudament (55S2)} lindmchitds whethbe pumitaseclaim
processing unit 1 of the result through the transaction managenent
about the returned goods is received from the seller.
S That is, the seller checks the returned goods and
determines whether the return of goods can be admitted
or refused (a claim against the return of goods) in
step 538. Then, the seller transmits an admission of
the return of goods or a claim against the return of
10 goods to the processing unit of the purchaser's
financial institution 3 (S540).

The proceséing unit of the purchaser's financial
institution 3 monitors a claim against the return of
goods or an admission of the return of goods while the

15 number of days for adjustment is decremented by 1
every day (S546 through S554). If a return-of-goods
claim is issuéd, then a claim flag is set ON (S544),
and thé purchaser's processing unit 1 is informed of
the'claim (S542) without releasing the provisional

20 settlement process.

If the number of days for adjustment becomes 0
without a claim flag set ON (S546), the processing
unit of the purchaser's financial institution 3

performs a provisional settlement cancellation process

25 (S558), and notifies the purchaser's processing unit

—
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40 device 5 (S636).

acceptance certifi

unit 7 notifies the transacti on managenent device 5 of the conpletion of

returned goods del

(S640). The transaction managenent device 5 enters it in the database,

On the other hand, a seller issues returned goods

cation to a deliverer (S638). The deliverer's processing

i very upon receipt of the receipt 45 certification

and notifies the processing unit at the purchaser's fi nanci al

institution 3 of t
date is given to t
institution 3 at t
financial institut

he conpl etion (S642). 49 Since the actual delivery
he processing unit at the purchaser’'s fi nanci al

his time point, the processing unit at the purchaser's

ion 3 newWwy sets 5 the termof the nunber Y of days

starting with the delivery date as the above described adjustnment term The
s normally required to chegk goods. Thus, the return

nunber Y of days i

of goods can be nore correctly nonitored by newy setting the adjustnent

10 term Next, thke pfotbespngcem$t(&556he purchaser's financi al
institution 3 enters the result of a retu

10

15

20

25

With the conflguratlon the effect similar to
that obtained in the fifth embodiment can be realized.
Additionally, the number of days for adjustment is set
and a claim is processed based on the third-party
certification of the house-to-house deliverer by using
the house-to-house. deliverer Y as a third-party
witness organization for return of goods.

The seventh embodiment of the present invention
is described below by referring to FIGs. 16 through
18. |

The system according to the seventh embodiment
of thé present invention is obtained by designing the
system according to the sixth embodiment (FIG. 13) in
such a way that the transaction management device 5
mediates and manages a transaction as in the third
embodiment as shown in FIG. 16. The components
described above are assigned the same numbers and the
detailed explanation is omitted here.

The transaction process flow according to the
present embodiment is described below by referfing_to
FIG. 17.

The purchaser's processing unit 1 transmits a
goods order request and provisional settlement money

to the seller's processing unit 2 through the
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of - goods conpletion entry in the transaction nanagenent device 5
(S646), and the transaction 15 managenent device 5 notifies the
purchaser's processing unit 1 of the conpletion of the return of goods
(S648). On the other hand, the seller checks the returned goods, and
determnes in step 650 whether or 20 not the return of the goods can be
admtted. Wen the return of goods is admtted, the seller notifies the
processing unit at the purchaser's financial institution 3 of the
adm ssion through the transacti on nanagenent device 5 (S652 and S654). The
processing 25 wunit at the purchaser's financial institution 3
perfornms the provisional settlenent release process (cancellation of
freezing the account, etc.) according to the notification, and transmts a
provi sional settlenment release notificationl®@ the transaction 30
managenent device 5 (S656). The transaction nanagenent device 5
transnits the purtdRRRACELQN Ranpgenpntudavice & (SO aneliSH7dal At

settl enent release otlflcatlon 865 | f the return of ods, i S, not
S {Cod i § o naer e | O R Rrandaddiod Sl End IO R A . 5

When the return of cﬁ&%ﬁé &l ?éméﬁéf’ﬁaté heng#6thetisn PAAGCERIRSsURiHe 2
determnes in step 660
transaction in the transaction management DB 55 as
5 described according to the third embodiment.

The seller's processing unit 2 stores the

received provisional settlement money in the

provisional settlement money management DB 21,

accesses goods sales management DB 20, to check the

10 stock of the goods, and transmits the result
notification and a final settlement request to the

transaction management device 5 (8574). The

transaction management device 5 stores them in the

transaction management DB 55 and transmits only the

15 result notification to the purchaser's processing unit

1 (S576). The final settlement request is transmitted

together with the authentication of the seller B to

the processing unit of the purchaser's financial

institution 3 (S578). The processing unit of the

20 purchaser's financial institution 3 stores them in the

final settlement management DB 32, and transmits the

entry result to the transaction management device 5

(s580).
On the other hand, the seller's processing unit
25 2 transmits a goods delivery request to the
This Sheet
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whet her or not there is a clain1against the return of goods. If yes, the
claimagainst the return of goods 40 is entered in the transaction
managenent device 5 (S662). The claimis further entered in the delivery
managenent DB 70 of the deliverer's processing unit 7, and a
return-of-goods claimflag is set ON' (S666). The notification of the
return-of-goods claimis 45 transmtted fromthe transacti on managenent
device 5 to the purchaser's processing unit 1 (S668). Thus, the
return-of-goods process termnates. Wth the above descri bed configuration,
t he 50 follow ng effects can be obtained. That is, the transaction
managenent device 5 can coll ectively manage the proceedi ngs of the
transaction of goods to check the consistency of the transaction. 5
Addi tionally, a seller or a substitutigin of transactions can proceed
with the transaction according to the authentication information froma
deliverer by usingdeldeereersr prdamssdelg wenitigbgdmds deliivertngvgoedsY for
returni ng goods as the third- 1Q _party w tnesses. Therefare, the %oods
transaction (S582). The deliverer's processing unit 6 transmi

the acceptance certification (receipt) to the seller's

processing unit 2 (S8584).

5 The deliverer's processing unit 6 transmits the
acceptance entry of goods delivery to the transaction
management device 5 (S586), and delivers the goods to
the purchaser (S588). Upon receipt of the goods, the
purchaser issues receipt certification +to the

10 deliverer (S590). The deliverer's processing unit 6
enters the receipt certification in the delivery
management DB 60, and transmits +the receipt
certification together with deliverer authentication
to the seller's processing unit 2 (S592).

15 On the other hand, upon receipt of the goods, the
purchaser confirms the goods (S593), and transmits a
final settlement admission request to the transaction
management device 5 when the goods are acceptable
(S594).

20 The transaction management device 5 enters a
final settlement admission request in the transaction
management DB 55. If the final settlement request has
been entered, the final settlement admission request

is  transmitted to the processing unit of the

25 purchaser's financial institution 3 together with the
T




settl enment process can be quickly and certainly perforned. According to the
exanple with reference to FIGs. 15 19 and 20, a magnetic card or an IC
card, etc. are used as information storage nediumused in the transfer of
provi sional settlenent noney. That is, with reference to FIGs. 1 through
18, the-provisional settlenent noney is stored as data in 20 the noney

managenent DB 11 of the purchaser's processing uni t 1, and
transferred t hrough conmuni cati ons between comruni cati ons devi ces such as
servers, etc. However, the provisional settlenent noney is not limted to

this application, but can be 25 issued as information storage nedium FIG
19 shows the entire configuration of the system ‘The conponent al so
appearing in the above described systemis assigned the sane identification
nunber and the detail ed explanation is om ti@2d here. 30 In FIG 19,
termnal units 80 and 81 at a financial institution are term nals (ATM
termnal units, et@utheshicaitdononifi thet purhbkapendde sy mprdiitiomof the

fi nanci al institut%%% 3 2@% é. A purchaser A accesses the purchaser's
processing unit 1 Q@ i )35 termnal unit 80 at the financi al

i nstitution, and receivg%S@dprgﬁisgggﬁ[ sgﬁéleggggeégm}%y A1k 824 ssued
purchaser’'s financial institution 3 transfers money

5 to the account of the seller in the seller's financial
institution (S600), and the processing unit at the
seller's financial institution 4 issues a transfer
notification to the seller's processing unit 2 (S602).

When the processing unit at the purchaser's financial

10 institution 3 transfers the money, it issues a result
notification to the purchaser's processing unit 1
through the transaction management device 5 (S604 and

S606).

When a purchaser transfers money information

15 containing provisional settlement information to a
seller and the goods are delivered to a third party

as a goods receiver, the personal information about

the goods receiver is added to the money information
containing the provisional settlement information

20 containing a payment ID. As in the case where a
purchaser receives goods, the goods receiver confirms

the receipt of the goods. if the result is 'OK', the

goods receiver issues a final settlement admission
request according to the payment ID and the personal

25 information about the receiver. If the confirmation
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as a storage nediumin which the provisional settlenment noney information
Is stored in a nagnetic storage unit. Sinmultaneously, the purchaser
receives 40 a final settlenent adm ssion request card 83, which stores the
final settlenment adm ssion request information, issued through the term nal
unit 80 at the financial institution. The pur chaser transmts t he
provi sional 45 settlenent noney card 82 to a seller upon or before receipt
of goods. The seller applies the provisional settlenent noney card 82 to
the termnal unit 81 at the financial institution, and inputs
aut henti cati on 51 informati on and payee information into the term nal
unit 81 at the financial institution. Then, the termnal unit 81 at the
financial institution can issue a final settlenment request to the
processing 5 unit at the purchaser's finangpgl institution 3 and a fi nal
settlenment execution request to the processing unit at the seller's
financial institutdesult iAt 'NBI's tharwjoddie reeetdvesl issués8d mitudis-of-
financial institution_ collects the provisional settlenment noney

goods request to the deliverer, transmits the first

thlrd-party return-of -goods cert:.fz.cat:.on information

received from the deliverer, and requests the

5 cancellation of the provisional settlement.

On the other hand, if a purchaser is not
satisfied with received goods in step 593, then the
return-of-goods process shown in FIG. 18 is perf_ormed.

As shown in FIG. 18, the return-of-goods process

10 is started by transmitting a returned goods delivery
request to the deliverer's processing unit 7 for
delivering the goods to be returned from the
purchaser's processing unit 1 (S620). The returned
goods delivery request is entered in the delivery

15 management DB 70 of the deliverer's processing unit
7, and returned goods acceptance certification is
issued to the purchaser's processing unit 1 (S622).
Simultaneously, the deliverer's processing unit 7
accesses the transaction management device 5, and

20 enters the acceptance of the returned goods delivery
request (S624). The acceptance of the returned goods
delivery request contains the information about a
purchaser, the details about the purchase of goods,
the information about a seller, and the authentication

25 of a deliverer. The deliverer delivers returned goods .

—_—
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10 card 82 and issues a receipt indicating that the final settlenent is

executed. Thus, an illegal reuse of a card can be avoided by collecting the
provi sional settlenent noney card 82, thereby legally reusing the card
| ater on. 15 On the other hand, after checking received goods, the

purchaser transmts a final settlenent adm ssion request to the processing
unit at the purchaser's financial institution 3 through the termnal unit
80 at the financial institution using 20 the final settlenent adm ssion
request card 83 storing final settlenent adm ssion request information. The
final settlenent adm ssion request card 83 is also collected by the
termnal unit 80 at the financial institution for |egal reuse. 25

Then, the process flow of the system is described furthernore in
detail by referring to FIG 20. First, the jpga chaser requests the
processing unit at the purchaser's financial institution 3 30 through the
termnal unit 80 atot khbef spdderalS6R68fHi.tution to i ssue a provisional

settlenment noney card (S700). The processing unit at the purchaser's
financial  institutionTh8N,EheEchaserd s presaRtindinichdntrepsnhts

checks the bal ancethgtﬁroﬁ.sgf&)tal settlement cancellation request to the

transaction management device 5 (S628), and the

5 transaction management device 5 enters it in the

transaction management DB 55. The transaction

management device 5 transmits the provisional

settlement cancellation request, purchaser

authentication, a return-of-goods request, and

10 deliverer authentication to the processing unit at the
.purchaser‘s financial institution 3 (S8630). -

The processing uhit at the purchaser's financial
institution 3 enters these data in the database, and
sets the number of days X as an adjustment term. The

15 adjustment‘term is set to.monitor a return-of-goods
admission or a claim against return-of-goods froﬁ a
seller. If a claim against return-of-goods is
received during the adjustment term, the provisional
settlement release process described later is

20 suppressed. The adjustment term X (number of days)
is obtained by adding additional days such as the
average number of days for delivery and the number of
allowance days in consideration of delivery delay,
etc. to the number Y of days normally required to

25 check returned goods. The number of days for

—

——
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35 generates provisional settlement noney information in the provisional
settl enment noney nmanagenent DB 31, and issues fromthe termnal unit the
provi si onal settlenent noney card 82 storing the information (S720).
Practically, the terminal unit 80 stores a 40 nunber of card bases, and a
card reader/witer provided in the termnal unit 80 enters provisional
settlenent noney information in the magnetic recording unit of the card
base. Then, a card is output and issued to a purchaser. 45 Then,
t he purchaser issues a purchase request to the seller, and transmts the
provi sional settlenent noney card (S730). After checking the purchase
request and the provisional settlenent noney card 82 52 (S740), the
seller transmts the goods to the purchaser (S750). The purchaser checks
the goods (S760). If the purchaser is satigfgsed with the goods, then the
purchaser applies the final settlenent 5 adm ssion request card 83 to the
termnal unit 80, addustasart is cofpwesd sefddeirentviadnitis dayr eaueRicho the
processing unit at the purchaser's financi al
a return-of- -goods request is issued to the deliverer's
processing unit 7.
The processing unit at the purchaser's financial
5 institution 3 notifies the purchaser's processing unit
1 of the result through the transaction management
device 5 (S636). On the other hand, a seller issues
returned goods acceptance certification to a deliverer
(S638). The deliverer's processing unit 7 notifies
10 the transaction management device 5 of the completion
of returned goods delivery upon receipt of the receipt
certification (S640).  The transaction management
device 5 enters it in the database, and notifies the
processing unit at the purchaser's financial
15 institution 3 of the completion (S642). .
Since the actual delivery date is given to the
processing unit at the purchaser's financial
institution 3 at this time point, the processing unit
at the purchaser's financial institution 3 newly sets
20 the term of the number Y of days starting with the
delivery date as the above described adjustment term.
The number Y of days is normally required to check
goods. Thus, the return of goods can be more
correctly monitored by newly setting the adjustment

25 term.

e
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institution 3 (S770). If the processing unit at the purchaser's financi al
institution 3 accepts the final 10 settlenent adm ssion request, it is

di spl ayed on the termnal unit 80 (S780). On the other hand, after the
seller delivers the goods, applies the provisional settlenment noney card 82
to the termnal unit 81 at the financial 15 institution, and inputs the
transfer destination of the cost (reservation of the destination). The
informati on and the reservation of the destination stored in the

provi sional settlenent noney card are transmtted to the processing unit at
the purchaser's 20 financial institution 3 (S790). The processing unit at
the purchaser's financial institution 3 accesses the provisional settlenment
noney managenent DB 31, conpares themwi th the provisional settlenment noney
informati on to check them (S800), notifies i1dge 25 termnal unit 81 at the
financial institution operated by the seller (S810), and displays the check
result. If the check resmelt,i sStiK prbeekstiay setit esenttheqpagsthhser's
accepted, and the reservation of the transfer destination is made, then the

termnal unit 30 §irapcdmat 1REFLYUEEPR T ERtETS ShEVFeFBhEICL & FRENERT
money card 82 as'”?}%ggg?:agy (BePetridnthent3ed Nas besfL collgabadyibREN

t he processing uni
management device 5 (S646), and the transaction

5 management device 5 notifies the purchaser's
processing unit 1 of the completion of the return of
goods (S648).

On the other hand, the seller checks the returned

goods, and determines in step 650 whether or not the

10 return of the goods can be admitted. When the return
of goods is admitted, the seller notifies the
processing unit at +the purchaser's financial
institution 3 of the admission through the transaction
management device 5 (S652 and S654). The processing

15 unit at the purchaser's financial " institution 3
performs the provisional settlement release process
(cancellation of freezing the account, etc.) according

to the notification, and transmits a provisional
settlement release notification to the transaction

20 management device 5 (S656). The transaction
management device 5 +transmits the purchaser's
processing unit 1 of the provisional settlement
release notification (S658). If the return of goods

is not admitted within the adjustment term, this

25 process is not performed.
This Sheet Has Beg,
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purchaser's financial institution 3 transfers noney to the processing unit
at the seller's financial 35 institution 4 (S830), and the processing unit
at the seller's financial institution 4 issues a transfer notification to
the seller based on the noney transfer (S840). In step S850, the processing
unit at the 40 purchaser's financial institution 3 issues a final
settlenent (paynent) conpletion notification to the purchaser. In these
processes, the nornmal paynent process term nates. 45 In step S760,
if the received goods are not desired goods, the purchaser returns the
goods to the seller (S860). The seller enters the return of the goods in
t he goods sal es managenent DB 20, and returns 53 the provisional
settl enent noney card 82 to the purchaser (S870). Upon receipt of the
provi sional settlenment noney card 82, the pl@ZThaser applies the provisional
settlenment noney card 82 to the termnal 5 unit 80 at the financi al
institution and inputs fhen the return of goods is not admitted, the
seller's processing unit 2 determines in step'660
whether or not there is a claim against the return of
goods. If yes, the claim against the return of goods
5 is entered in the transaction management device 5
(S662). The claim is further entered in the delivery
management DB 70 of the deliverer's processing unit
7, and a return-of-goods claim flag is set ON (S666).
The notification of the return-of-goods claim is

10 transmitted from the transaction management device 5
to the purchaser's processing unit 1 (S668).

Thus, the return-of-goods process terminates.
With the above described configuration, the
following effects can be obtained.

15 That is, according to the present embodiment, the
transaction management device 5 can collectively
manage the proceedings of the transaction of goods to
check the consistency .of the transaction.
Additionally, a seller or a substitution of

20 transactions can proceed with the transaction
according to the authentication information from a
deliverer by using a deliverer Z for delivering goods
and. a deliverer Y for returning goods as the third-
party witnesses. Therefore, the goods transaction

25 settlement process can be quickly and certainly
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provi sional settlenment noney cancellation process to transmt the nmessage
to the processing unit at the purchaser's financial institution 3 (S880).
Based on this, the processing unit at the purchaser's financial 10
institution 3 instructs the termnal unit 80 to delete the information

. witten in the card, and automatically collects the card (S910). 1In case
of an error, an error nessage is displayed (S900). Wth the above descri bed
configuration, even a 15 purchaser or a seller having no comrunications
devi ces such as servers, etc. can use the electronic provisional settlenent
system Additionally, since the necessary procedure can be followed only
by applying the provisional settlenent noney card to an 20 ATM t her eby
savi ng ti.me- consuni ng i nputting operations for the purchaser and
seller. Accordingly, when the purchaser iss08s a final settlenent adm ssion
request, the purchaser can manually input the final settlenent adm ssion

request 25 into gpewdvmet.n nal unit. However, since it is necessary to
I nput vari ous |nfornat| such as ods chase i nformation, etc., the
manual input is a tlne céh? LBfn&h?hQrPFRQF dovendion

admi ssi on request Csarégs%%lséae &%ﬁ%ﬂéﬁﬂ%&% 944 c00 A e Tinal

settlement adni ssion reques
Accordlng to the eighth embodiment of the present

5 invention, a magnetic card or an IC card, etc. are
used as information storage medium used in the
transfer of provisional settlement money.

That is, according to the above described first
through sevénth embodiments, the provisional

10 settlement money is stored as data in the money
management DB 11 of the purchaser's processing unit
1, and transferred through communications between
communications devices such as servers, etc. However,
the provisional settlement money is not limited to

15 this application, but can be issued as information
storage.medium.

FIG. 19 shows the entire configuration of the
system. The component alsc appearing in the above
described embodiment is aséigned the same

20 identification number and the detailed explanation is
omitted here.

In FIG. 19,. terminal units 80 and 81 at a
financial institution are terminals (ATM terminal
units, etc.) connected online to the processing units

25 at the financial institution 3 and 4. A purchaser A
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can be correctly issued. When the purchaser transfers the noney
informati on containing the provisional settlenent information to the
seller, and transmts the goods to 35 the third party as a goods receiver,

t he purchaser adds the personal information about the goods receiver to the
noney i nformation containing the provisional settlenent information

I ncl uding a paynent ID. The goods receiver confirnms the receipt of the
goods as 40 in the case where the purchaser receives the goods. If the
result is "OK, then the goods receiver issues a final settlenent adm ssion
request according to the paynment ID and the personal information about the
goods receiver. If the confirmation result is '"NG, 45 the goods receiver

i ssues a return-of-goods request to the deliverer, transmts the first
third-party return-of-goods certification L@Pornation received from the

deliverer, and issues a provisional 54 settlement cancell ation
request. Next, thacssgaseithe parehaseyss arogasssng sini tudsehreiegh ithen

reference to FIGSterﬁJHéﬁmﬁth Bbhéf the financial institution, and

receives a provisional settlement money card 82 issued

as a storage medium in which the provisional
5 settlement money information is stored in a magnetic

storage unit. Simultaneously, the purchaser receives

a final settlement admission request card 83, which

stores the final settlement admission request

information, issued through the terminal unit 80 at
10 the financial institution.

The purchaser  transmits the provisional
settlement money card 82 to a seller upon or before
receipt of goods. The seller applies the provisional
settlement money card 82 to the terminal unit 81 at

15 the financial institution, and inputs authentication
information and payee information into the terminal
unit 81 at the financial institution. Then, the
terminal unit 81 at the financial institution can
issue a final settlement request to the processing

20 unit at the purchaser's financial institution 3 and
a final settlement execution request to the processing
unit at the seller's financial institution 4. At this
time,. the terminal unit 81 at the £inancial
institution collects the provisiona; settlement money

25 card 82 and issues a receipt indicating that the final

\
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I's, the purchaser's processing unit 1, the seller's 5 processing unit 2,
the processing unit at the purchaser's financial institution 3, the
processing unit at the seller's financial institution 4, the transaction
managenent device 5, the deliverer's processing unit 6, and the deliverer's
processing unit 10 7 are descri bed bel ow. The function of each of the units
descri bed bel ow may not be used in sonme of thepreviously described systens,
but is used in other systens. First, the transacti on nanagenent device 5 is
15 expl ai ned for conveni ence. The transacti on managenent device 5 nedi ates
the information comuni cati ons anong the purchaser's processing unit 1, the
seller's processing unit 2, the processing wunit at the purchaser's
financial 20 institution 3, the processing unit at the seller's financial
institution 4, the deliverer's processing wnbt 6, and the deliverer's
processing unit 7. The transaction managenent device 5 has the follow ng
functions. 25 setflemdnt tie déxemsaad omMhenagenetiltlayml cedsdasf tae
function of transmtting and receiving data through the_ uni que encryption
protocol of each dF@¥dheCParkehi aveidy dQMuF?%k%ﬁgéPgmﬁéﬁiHrQﬁ*ﬁ%HQEche

settlement money card 82, thereby legally reusing the
card later on.

5 On the other hand, after checking received goods,
the purchaser transmits a final settlement admission
request to the processing unit at the purchaser's
financial institution 3 through the terminal unit 80
at the financial institution wusing +the final

10 settlement admission request card 83 storing final
settlement admission request information. The final
settlement admission request card 83 is also collected
by the terminal unit 80 at the financial institution
for legal reuse.

15 Then, the process flow of the system is described
furthermore in detail by referring to FIG. 20.

First, the purchaser requests the processing unit
at the purchaser's financial institution 3 through the
terminal unit 80 at the financial institution to issue

20 a provisional seftlement money card (S700). The
processing unit at +the purchaser's financial
institution 3 accesses the account management DB 30,
checks the balance, etc. (S710), generates provisional
settlement money information in <the provisional

25 settlement money management DB 31, and issues from the

—_—
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transm ssion and recei pt between the units. 30 Second, when the
transacti on managenent device 5 nedi ates the provisional settlenent
process, the transaction managenent device 5 nonitors whether or not the
purchaser issues a final settlenent adm ssion request or a return-of-goods
request within a 35 predeterm ned period.. If no respondent processes are
performed, the third-party delivery certification information is used as
aut hentication information and the final settlenent adm ssion request is
i ssued by the transacti on managenent device 5 as a substitute. 40
Third, the transaction managenent device 5 nonitors where or not the
seller issues a return-of- goods cancellation request. If the
cancel l ation request is not issued within a predeterm ned period, the
transacti on managenent device 5 uses the thitd- 45 party return-of-goods
certification information as authentication I nformati on, and | ssues
the cancel | ati on r RRinals unktbthe t previsboneh, satshenastt moneycidand
managenent devi ce 82 555torlq1egdl teeslr;[{lo%!;[art%%%ac(té% )o.f (%’Iz%létailca r;’t’er]t Se’ the
terminal unit 80 stores a number of card bases, and
a card reader/writer provided in the terminal unit 80
5 enters provisional settlement money information in the
magnetic recording unit of the card base. Then, a
card is output and issued to a purchaser.
Then, the purchaser issues a purchase request to
the seller, and transmits the provisional settlement
10 money card . (8730). After checking the purchase
request and the provisional settlement money card 82
(S740), the seller transmits the goods to the
purchaser (5750). The purchaser checks the goods
(s760). If the purchaser is satisfied with the goods,
15 then the purchaser applies the £final settlement
admission request card 83 to the terminal unit 80, and
transmits a final settlement admission request to the
processing unit at the purchaser's financial
institution 3 (S770). If the processing unit at the
20 purchaser's financial institution 3 accepts the final
settlement admission request, it is displayed on the
terminal unit 80 (S780).
On the other hand, after the seller delivers the
goods, applies the provisional settlement money card

25 82 to the terminal unit 81 at ‘the financial

—
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transacti on managenent device 5 has the function of managi ng the decryption
key of the digital contents encrypted by the seller's processing unit 2 and
5 transmtted to the purchaser's processing unit 1; transmtting the
decryption key to the purchaser; and issuing a third-party W t ness
certification information. Fifth, in addition to the fourth function, the
10 transacti on nmanagenent device 5 has the function of determ ni ng whet her
or not the digital contents are defective; notifying the purchaser's
processing unit 1 of the defectiveness when they are defective; and
transmtting a decryption key again to the purchaser 15 when it is
defective. Sixth, when the transacti on managenent device 5 nediates the
deliverer, the seller (goods delivery requester), and the purchaser (goods
receiver), the transacti on nanagenent devi cel®d has the function of 20
accepting the entry of the third-party delivery certification information
from the deliveranstignsdensi apdudinputs e 7trareter | dgstimathonyosf t he
first third-part

Rt g T P2l LS O 00 657 Ll £RL) Ol S GLIRLL o1 copbfving
third- party retypRoeha®98HS andefttd f LeabL9Atioh" ¥ "Bld OBestination
stored in the provisional settlement money card are
5 transmitted to the processing unit at the purchaser's
financial institution 3 (S790). The processing unit
at the purchaser's financial institution 3 accesses
the provisional settlement money management DB 31,
compares them with the provisional settlement money
10 information to check them (S800), notifies the
terminal unit 81 at the financial institution operated
by the seller (S810), and displays the check result.
If the check result is OK, the final settlement
request is accepted, and the reservation of the
15 transfer destination is made, then the terminal unit
81 automatically collects the provisional settlement
money card 82 as used money (S820). If the card has
been collected, then the processing unit at the
purchaser's financial institution 3 transfers money
20 to the processing unit at the seller's financial
institution 4 (S830), and the processing unit at the
seller's financial institution 4 issues a transfer
notification to the seller based on the money transfer
(S840). |
25 In step S850, the processing unit at the
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certifying that the seller has received the returned goods. To attain the
above descri bed functions, the 30 transacti on nanagenent device 5 is
designed as shown in FIG 21. That is, the transaction managenent device
5 conprises an operation control unit 1010 for controlling the entire
system a conmunications control unit 1020 for |ine-connection to each unit
35 which data is transmtted to or received from a database control unit
1040 for controlling each database; a transaction managenment process unit
1500 for executing each function of the transaction managenent device 5; an
| nput / out put process unit 40 1030; and a nenory (random access nenory)

1050. The dat abase control unit 1040 manages and controls the encryption
key managenment DB 50; the purchaser information DB 51 (purchaser's
processi ng unit i nformation nmanagenent 113DB) ; t he seller 45

I nformation DB 52 (seller's processi ng unit information
managenent DB); tHepu¥chasger b ﬁma@h@m@ionnﬁﬁﬁGP¢ﬁ9P0ﬁ3DBS§Qe§fﬁnahb¢%A

Lostitution’ process PRt (pbPhehlT" t8RpLetEBRIRT Y e1caPbn o Ehe

purchaser.
In these processes, the normal payment process
5 terminates.

In step 8760, if the received goods are not
desired goods, the purchaser returns the goods to the
seller (S860). The seller enters the return of the
goods in the goods sales management DB 20, and returns

10 the provisional settlement money card 82 to the

| purchaser (S§870). Upbn receipt of the provisional
settlement money card 82, the purchaser applies the
provisional settlement money card 82 to the terminal
unit 80 at the financial institution and inputs the

15 provisional settlement money cancellation process to
transmit the message to the processing unit at the
purchaser’s financial institution 3 (S880). Based on
this, the processing unit at the purchaser's financial
institution 3 instructs the terminal unit 80 to delete

20 the information written in the card, and automatically
coliects the card'(SQIO). In case of an error, an
error message is displayed (S900).

With the above described configuration, even a
purchaser or a seller having no communications devices

25 such as servers, etc. can use the electronic
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56 information DB 54 (deliverer's processing unit information nmanagenent
DB); the transaction nanmagenent DB 55; the final settlenent site nonitor DB
56; and the return-of-goods site nonitor DB 57 as shown in 5 FIG 21. The
configuration of the above descri bed databases nmanaged and controlled by

t he dat abase control unit 1040 is shown in FIG 22. That is, the purchaser
information DB 51, the 10 seller informati on DB 52, the financi al
institution information DB 53, and the deliverer informati on DB 54 manages
t he necessary information such as an I D, a network address, the

transm ssion/recei pt protocol, etc. required in transmtting/receiving data
to and 15 fromthe units such as the purchaser's processing unit 1, the
seller's processing unit 2, the processing unit at the financial
institution 3 and 4, the deliverer's proceskl4g units 6 and 7. The
encryption key nanagenent DB 50 manages an 20 encryption key and an
encryption protocomngyaaﬁhnah(sexnﬂemﬁnt suﬁﬂbmn thdﬂshlonahgyanﬁlnce

receiving data to and fromeach unit. tion keys 12 11 0,
100 hnd 1350 1 or WidnPanEeoaTE 1A RS bt ol tHbiaked | By By

i nformation indi categ by RAGReIPlovisional settlement money card to an
ATM, thereby saving time-consuming inputting
5 operations for the purchaser and seller.

According to the present embodiment, when the
purchaser issues a final se'ttlement admission request,
the purchaser can manually input the final settlement
admission request into an ATM terminal unit. However,

10 since it is.necesSary to'input various information
such as goods purchase information, etc., the manual
.input is a time-consuming operation. Using the final -
settlement admission request card 83, the operation
is not required, and the final settlement admission

15 . request can be correctly issued.

When the ©purchaser transfers the money
information contalning the provisional settlement
information to the seller, and transmits the goods to
the third party as a goods receiver, the purchaser

20 adds the personal information about the goods receiver
to the money information containing the provisional
settlement information including a payment ID. The
goods receiver confirms the receipt of the goods as

in the case where the purchaser receives the goods.

25 If the result is 'OK', then the goods receiver issues
%QM— —_
-
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25 information stored in the purchaser information DB 51, the seller
information DB 52, the financial institution information DB 53, and the
seller information DB 54. Furthernore, the transaction managenent DB 55 30
stores the contents of each transaction, t he proceedi ngs of the
transaction, and the authentication information based on which the
transaction is processed. That is, it stores goods order information 1330,
paynent managenent information 1340, delivery 35 nanagenent information
1360, and return-of-goods nmanagenent information 1370 referred to through a
paynent | D 1310 and a transaction status 1320, as shown in FIG 22. Then,
the final settlenent site nonitor DB 56 is 40 a database for use in
nonitoring a final settlenment adm ssion request and a return-of-goods
request after receipt of goods as descri bed1sbove. After receipt of the
goods delivery certification, the goods order information 1330 is
transferred to a fanGinaktsdthimmens adimiesion requbBtidd6ofdingutwttthe The

ret urn-of -goods site nonjt DB 57 j dat abase, f use nltorlng a
cancel | ati on reque%?Y‘U\?\%Jﬁ 35)’00%“‘; Eh?et%rﬁé’d"ags ’d%g%?‘F%HP%bg‘g T Wheer
goods receiver. If the confirmation result is 'NG',
the goods receiver issues a return-of-goods request
5 to the deliverer, transmits the first third-party
return-of-goods certification information received
from the deliverer, and issues &a provisional
settlement cancellation request.
Next, the components of the system according to
10 the above described first through eighth embodiments,
that is, the purchaser's processing unit 1, the
seller's'processing unit 2, the processing unit at the
purchaser's financial institution 3, the processing
unit at the seller's financial institution 4, the
15 transaction management device 5, the deliverer's
processing unit 6, and the deliverer's processing unit
7 are described below.
The function of each of the units described below
may not be used in some of the first through eighth
20 embodiments, but is used in other embodiments.
First, the transaction management device 5 is
explained for convenience.
The transaction management device 5 mediates the
information communications among the purchaser's

25 processing unit 1, the seller's processing unit 2, the

———
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57 receiving returned goods, the goods nanagenent information 1370 is
stored as return-of-goods managenent information for use in return-of-goods
site nonitoring. 5 In the above described information, t he
encryption key managenent DB 50, the transaction managenent DB 55, the
final settlement site nonitor DB 56, and the return-of-goods site nonitor
DB 57 are described below further in detail. 10 FIG 23 shows the
configuration of the data stored in the encryption key managenent DB 50. An
encryption key 1110 of the transacti on managenent device 5 includes an
aut henti cati ng organi zation certificate 1114 of a transaction 15 nmanagenent
device containing a secret key K (S, TC) 1112 of the transaction managenent
device 5 and a public key K (P, TC). A purchaser key 1120, a seller key
1130, a financial institution key 1140, andik6 deliverer key 20 1150 incl ude
a device ID 1121, a common key 1122 for each device ID, a device
aut henti cati ng or gamorassisimgcergnitcatee 483 pumghasexdch fdeencéal | D,
a
institution 3, the processing unit at the seller's
financial institution 4, the deliverer's processing
unit 6, and the deliverer's processing unit 7. The
5 transaction management device 5 has the following
functions.
First, the transaction management device 5 has
the function of transmitting and receiving data
through the unique encryption protocol of each of the
10 transmitter and the receiver when it mediates the
transmission and receipt between the units.
Second, when the transaction management device
5 mediates the provisional settlement process, the
transaction management device S5 monitors whether or
15 not the purchaser issues a final settlement admission
request or a return-of-goods request within a
predetermined period. If no respondent processes are
pérformed, the third-party delivery certification
information is used as authentication information and
20 the final settlement admission request is issued by
the transaction management device 5 as a substitute.
Third, +the transaction management device 35

monitors where or not the seller issues a return-of-

goods cancellation request. If the cancellation
25 request is not issued within a predetermined period,
T
\
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transm ssion/receipt-exclusive cormmon key 1124 between the transaction
managenent devi ce and each device, and 25 a
transm ssion/recei pt-exclusive pair keys 1125 between transaction

managenent device and each device as shown in FIG 23. The
transm ssi on/recei pt- exclusive pair keys 1125 contains a public key 1126
and a secret key 1127. 30 The characteristics of the encryption

and decryption using the above described encryption keys are descri bed
bel ow by referring to FIG 24. First, the background of the encryption and
decryption according to the present case is described. 35 General ly,
in a goods order, paynent in electronic noney, transm ssion of digital
contents, transm ssion, transfer, etc. of electronic noney through a final
settlenment, etc. in the electronic comerca,l?rivacy cannot be protected or
may be 40 illegally used if an electronic nessage is transmtted or

recei ved as a pl ai sheetrangacitéos ganagement devHods Susesisthe stbirvd-

key/ public key nethod in which different keys,are used for_encryption and
dotryption inel udi RE*EHe TeATR QIRIARIS ekt FAPEReR) TECTIRCIO: BRA

O o v B ABSLABALLBR, o ] CRREDN St PO
cancellation request as a substitute.

5 Fourth, when the transaction management device'
5 mediates the transaction of digital contents, the
transaction management dewvice 5 has the funétion of
managing the decryption key of the digital contents
encrypted by the seller's processing unit 2 and

10 transmitted to the purchaser's processing unit 1;
transmitting the decryption key to the purchaser; and
issuing a third-party witness certification
information.

Fifth, in addition to the fourth function, the

15 transaction management device 5 has the function of
determining whether or not the digital contents are
defective; notifying the purchaser's processing unit
1 of the defectiveness when they are defective; and
transmitting a decryption key again to the purchaser

20 when it is defective.

Sixth, when the transaction management device 5
mediates the deliverer, the seller (goods delivery
requester), and the purchaser (goods receiver), the

transaction management device 5 has the function of

25 accepting the entry of the third-party delivery
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and decryption including the DES (data encryption 58 standard) nethod,
the FEAL (fast encryption algorithm nethod, etc. have been devel oped.
Usi ng the above descri bed net hods, nessages are transnmitted after being
encrypted so that the third parties cannot read 5 them The current
encryption nethods are classified into the followng two types. In the
first type of encryption nethod, a transmtter requests tqo receive a public
key which is an encryption key of a receiver, or obtains a public 10 key
after receiving the receiver's authentication certificate so that nessages
can be encrypted using the public key. The receiver uses his or her own
secret key which forns a pair with the public key to decrypt the received

nmessages. 15 In the second type of encryption nethod, a transmtter
encrypts el ectronic nmessages using a comomikey which is an encryption key
of the transmtter. The transmitter also encrypts the transmtter's

common key using tkertdiddicaeion punfermdtiqy sEépamat ethe obialtedrepds
transnmts the encrypted
processing units 6 and 7; accepting the entry of the
first third-party zreturn-of-goods certification
information certifying that zreturn of goods has
5 occurred; and accepting the entry of the second third-
party return-of-goods certification information
certifying that the seller has received the returned
goods.

To attain the above described functions, the

10 transaction management device 5 is designed as shown
in FIG. 21. That is, the transaction management
device 5 comprises an operation control unit 1010 for
controlling the entire system; a communications
control unit 1020 for line-connection to each unit

15 which data is transmitted to or received from; a
database control unit 1040 for controlling each
database; a transaction management process unit 1500
for executing each function of the transactibn
management device 5; an input/output process unit

20 1030; and a memory (random access memory) 1050.

The database control unit 1040 manages and
controls the encryption key management DB 50; the
pufchaser information DB 51 (purchaser's.processing
unit information management DB); the seller

25 information DB 52 {seller's processing unit
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key together with the encrypted nessages so that the receiver can decrypt

t he encrypted nessages. The receiver decrypts the encrypted key using his
or her own secret key to obtain the transmtter's comon key, 25 and
decrypts the encrypted nessages using the obtained transmtter's common
key. However, if the transmtter's common key is prelimnarily
transmtted to the receiver, only the nessages are encrypted before

transm ssion using the transmtter's comon 30 key. However, in the above
descri bed conventional encrypt nmethods, when a transmtter encrypts a
message using his or her comon key, the transmitter has to publish it to
anot her person (receiver). Therefore, 35 the common key should be changed

each time to avoid an illegal use or to protect privacy. If a nessage is
encrypted using the receiver's public key, BHL%onplicated process of
obtaining the receiver's public key should be perforned. If the

transmitter sends 4@ forvartd oannasapenentndB hesthyydinanailed dastitutdioner
t he receiver's publlc key can he e . dat abase sq that the

naged in .t
transmitter does ndPIR% tPGnoPPal Zg&?ﬁnFﬁéqréG@F&@Pt§°BubPF8°E§§1n9n
this case, however n%_ ggﬁgegﬁgl I %8‘?&%&?&% argﬁ).and 32 45geller
e galne

synchroni zati on can e recelv ub
information DB 54 (dellverer s processing unit
5 information management DB ); the transaction management
DB 55; the final settlement site monitor DB 56; and
the return-of-goods site monitor DB 57 as shown in
FIG. 21.
The configuration of the above described
10 databases managed and controlled by the database
control unit 1040 is shown in FIG. 22.

That is, the purchaser information DB 51, the
seller information DB 52, the financial institution
information DB 53, and the deliverer information DB

15 54 manages the necessary information such as an ID,
a network address, the transmission/receipt protocol,
etc. required in transmitting/receiving data to and
froﬁ the units such as the purchaser's.processing unit
1, the seller's proceésing unit 2, the processing unit

20 at the financial institution 3 and 4, the deliverer's
processing units 6 and 7.

The encryption key management DB 50 manages an
encryption key and an encryption protocol specific to

each unit used in transmitting and receiving data to

25 and from each unit. Encryption keys 1110, 1120, 1130,
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key i s changed, thereby generating the possibility that nessages cannot be
correctly transmtted to the receiver. 59 A nethod of solving the above
descri bed problemis an encryption/decryption nmethod through the
transacti on managenent device 5 according to the present invention as shown
in FIG 24. 5 : In FIG 24, the synbol representing an
encryption key is, for exanple, K (a (b), O. a indicates the type of
encryption key, P indicates a public key, S indicates a secret key, and C
i ndicates a common key. C indicates the owner of the encryption 10 key of
a. b indicates a user of the transacti on managenent device 5 (TC) when
the owner Cis the transaction managenent device 5 (TC), and indicates the
transacti on managenent device 5 (TC) when the owner ¢ is a user of the
transacti on managenment device 15 5 (TC). iHwe user has the only and unique
encryption key to be used in the comunications with the transaction
managenent devi ce 514andahﬁelkép ifsrnetichubhishedet vefberédii td phrdyughAn
encryptlon key with
the attribute information indicated by each unit
information stored in the purchaser information DB 51,
the seller information DB 52, the financial
5 ~institution information DB 53, and the seller
information DB 54. _
Furthermore, the transaction management DB 55
stores the contents of each transaction, the
proceedings of the transaction, and the authentication
10 information - based on which the transaction is
processed. That is, it stores goods order information
1330, paymenf management information 1340, delivery
management information 1360, and return-of-goods
management information 1370 referred to through a
15 payment ID 1310 and a fransaction'status 1320, as
shown in FIG. 22.
Then, the final settlement site monitor DB 56 is
a database for use in monitoring a final settlement
admission request and a return-of-goods request after
20 receipt of goods as described above. After receipt
of the goods delivery certification, the goods order
information 1330 is transferred to a final settlement
site monitor DB 1400 for monitor.
The return-of-goods site monitor DB 57 is a

25 database for use in monitoring a cancellation request

.
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no entry of b can be published if the ower C desires. 20 Assune
that, in FIG 24, a transmtter 1200 (A) sinultaneously transmts the sane
el ectronic nmessage to a plurality of receivers 1220 (B) and 1230 (C), or
transmts different electronic nmessages to respective receivers 1220 (B)
and 1230 (C). In these cases, the 25 transmtter 1200 (A) encrypts an

el ectroni c nessage containing the receiver identification informtion
(receiver's unit I D personal information, etc.) using one of the three
types of encryption keys entered in the transacti on nanagenent device 5
(TO ([1] 30 transmtter's common key K (C, A), [2] unique common key K
(C(A), TC between a transmtter and the transacti on managenent device 5
(TO, and [4] unique public key K (P(CT), A between a transmitter and the
transacti on managenent device 5 (TC)) or [3z2the 35 transmtter's secret
key K(S,A) for a digital signature. Then, the transmtter 1200 (A)

transmts the encryhefad gaodsd raxd Creterngd &9 descaribad iabowenagriest
device (TC) 5. At this tinme, the transmtter 1200 (A) need not
consi der the encryBeFreaving kapsugheghe gaeds vertha 22000ds aﬁanagsmept)

Ihe Lanseet on TIASEIRAL 1B, 57D ([f) | BbALR'© 4J° BRELYRLLRoHRK,
i nformation management information for use in return-of-goods site
5 monitoring.
In the above described information, the
encryption key management DB 50, the transaction
'management DB 55, the final settlement site monitor
DB 56, and the return-of-goods site monitor DB 57 are
10 described below further in detail.
FIG. 23 shows the configuration of the data
stored in the encryption key management DB 50.
An éncryption key 1110 of the transaction
management device 5 includes an authenticating
15 organization certificate 1114 of a transaction
management device containing a secret key K (S, TC)
1112 of the transaction management device 5 and a
public key K (P, TC).
A purchaser key 1120, a seller key 1130, a
20 . financial institution key 1140, and a deliverer Kkey
1150 include a device ID 1121, a common key 1122 for
each device ID, a device authenticating organization
certificate 1123 .for each device Ip, a
transmission/receipt-exclusive common key 1124 between

25 the transaction management device and each device, and

—_—
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(transmtter's device ID, personal information, etc.) 45 in the received
el ectroni c nessage, and decrypts the received information by retrieving one
of the four types of decryption keys for the transmtter 1200 (A) 60
([1] transmtter's common key 1122 K (C, A), [2] unique comon key 1124 K
(C(A), TC) between a transmtter and the transaction nanagenent device 5
(TG, [3] transmtter's public key 1123 K(P,A), and 5 [4] unique secret key
1127 K (S(TC), A) between a transmitter and the transacti on nmanagenent
device (TC)). Then, the transacti on nmanagenent device 5 (TC) refers to the
encryption key managenent DB 50 10 according to the receiver's
identification information in the decrypted el ectronic nessage, re-encrypts
the el ectronic nessage received fromthe transmtter 1200 (A) using one of
the four types of encryption keys for the r¥EZZiver 1220 (B) or the receiver
1230 (©), and 15 transmts the re-encrypted electronic nessage to the
receiver 1220 (B) er tiransmisision/r2eeipd-extiasing tpaes okeescr kpebon
keys are: a recelV%Et%eggpgggnggétion management device and each device

‘as shown in FIG. 23. The transmission/receipt-

exclusive pair keys 1125 contains a public key 1126

5 and a secret key 1127.

The characteristics of the encryption and
decryption using the above described encryption keys
are described below by referring to FIG. 24.

First, the background of the encryption and

10 decryption according to the present embodiment is
described.

Generally, in a goods order, payment in
electronic money, transmission of digital contents,
transmission, transfer, etc. of electronic money

15 through a final settlement, etc. in the electronic
commerce, privacy cannot be protected or may be
illegally used if an electronic message is transmitted
or received as a plain text.

Various encryption methods such as a secret

20 key/public key method in which different keys are used
for encryption and decryption including the RSA
(Rivest-Shamir-Adleman) method, the DSA (digital
signature algorithm) method, etc., and a common key
method in which the same key is used for encryption

25 and decryption including the DES (data encryption

- — e N
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K(C O ([1]

and [1]"); a unique common key K (C(b), TC) between a
receiver and the transacti on managenent 20 device (TC) ([2]' and [2]");
receiver's public key K(P,C ([3]' and [3]"); and a uni que public key K

a

(P(TC), C) between the receiver and the transacti on managenent device (TC).
The C and the b indicate B or C. 25 Upon recei pt of information,

recei ver 1220 (B) or 1230 (C) refers to the transmtter's identification
information in the electronic nmessage. If a nediator is the transaction

managenent device 5 (TC), the encrypted nessage is decrypted using one of

30 the three ([1]'"'' a receiver's commopn key K (C, O; [2]''" a unique

common key K (C(b),
device 5 (TO);

receiver and the transaction nanagenent devi2® 35 (TC)) anong the four

types of encryption keys entered in the transacti on nmanagenent device 5
a retpgidasrd smesbedy ey NERS, Cf asThercrypiciom e lgenihmed
&H] ttegﬁand received .thr ugh ﬁ%e trapsacti on 40

(TG, or [3]'

el ectroni c message is_tr
managenent devi ce SRS

rcf‘é‘se&z\’ﬁeé RBERYAEL] Ohdsdaddyl %Teh%%aﬁé‘lﬁiéé’é&' i £ ey

consi deri ng
that a

t he

10

15

20

25
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being encrypted so that the third parties cannot read
them. The current ehcryption methods are classified
into the following two types.

In the first type of encryption method, a
transmitter requests to receive a public key which is
an encryption key of a receiver, or obtains a public
key after receiving the receiver's authentication
certificate so that messages can be encrypted using
the public key. The receiver uses his or her own
secret key which forms a pair with the public key to
decrypt the received messages.

In the second type of enéryption method,
transmitter encrypts electronic messages using a
common key which is an encryption key of the
transmitter. The transmitter also encrypts the
transmitter's common key using the receiver's public
key separately obtained and transmits the encrypted
key together with the encrypted messages so that the
receiver can decrypt the encrypted meséages. The
receiver decrypts the encrypted key using his or her

own secret key to obtain the transmitter's common key,

‘and decrypts the encrypted messages using the obtained

t he

TC) between a receiver and the transacti on managenent
and [4]"''" a unique secret key K (S(TC), C between the

\_
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third party may read the nmessage, whereas the receiver can safely receive .
the nmessage wi thout considering the 45 transmtter's encryption key. Each
of  the f our t ypes of encryption keys/decryption keys shown in
FIG 24 is not only 61 i ndependently used, but also used in an
appropriate conbination wth other encryption keys/decryption keys. For
exanple, a transmtter (A or TC) . can encrypt an el ectronic nessage using
atransmtter's 5 comon key K(C, A or K(C TC, and transmt the
encrypted nessage together with a conmon key encrypted using the uni que
public key K(P(TC), C (where c is Aor. B, C between the transmtter and
the receiver (TCor B, ©. 1In this case, the receiver decrypts the 10
encrypted conmon key using a secret key, and decrypts the electronic
message using the decrypted common key. To ipathernore inprove the security
of the electronic nessage, the transmtter 1200 (A) can also execute a
digital signature axanspairttedf'd hecohment hetdy cati onHowveaeppssape usheg t he
transmtter's secret key K(S, A), assign a blind signature using the

transmitter"s common key is preliminarily transmitted

to the receiver, only the messages are encrypted

before transmission using the transmitter's common

5 key.

However, in the above described conventional
encrypt methods, when a transmitter encrypts a message
using his or her common key, the transmitter has to
publish it to another person (receiver). Therefore,

10 the common key should be changed each time to avoid
an illegal use or to protect privacy. If a message
is encrypted using the receiver's public key, a
complicated process of obtaining the receiver's public
key should be performed. If the transmitter sends

15 second and subsequent messages to the same receiver,
the receiver's public key can be managed in the
database so that the transmitter does not have to
obtain again the receiver's public key. In this case,
however, the management file becomes large, and no

20 synchronization can be gained if fhe receiver's public
key is changed, thereby generating the possibility
that messages cannot be correctly transmitted to.the
receiver.

A method of solving the above described problem

25 is an encryption/decryption method +through the

-_—
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transmtter's common key K(C, A), and encrypt the entire nessage using t
only and uni que encryption key K(C(A), TC or K(P(TC, A between the

transmtter 20 and
aut henti cati on can

re-encrypts the nessage and sends it to the receiver,

t he transacti on managenent device (TC). Thus, the

he

be correctly perfornmed and an illegal use or wite can
be avoi ded. However, when the transacti on managenent device 5 (TC)

managenent device 5 (TC) does not decrypt the blind signature, but

transmts it as 'blind'.

55 is described belowin detail by referring to FIG  25. As shown i

FIG 25, the transaction 30 nmanagenent DB 55 stores the paynent

the 25 transacti on

The configuration of the transaction managenent DB

n

| D 1310,

the transaction status 1320, the goods order information 1330, the paynent
managenent information 1340, the delivery napagenent information 1360,

the return- of-goods managenent information 1370. 35 The paynent
1310 i ndi cat es t he ttansdctimn emanagemendr ddevibe fayaenbribngs tet esthe ned
when an order of goods is placed between the purchaser_ and the seller,

and referred to R¥RSPDY IRYSREIUN 28 Shovahdht ikt i9f-al |

the subsequent 40 delivery ad 58t tLQIRRALAr 10BRESenTfqt SRARAN Y G

1320 indi cates the

10

15

20

25

key is, for example, K (a (B), v). o indicates the
type of encryption key, P indicates a public key, S
indicates a secret key, and C indicates a common key.
¥ indicates the owner of the encryption key of a. 8
indicates a user of the transaction management device
5 (TC) when the owner y is the transaction management
device 5 (TC), and indicates the transaction
management device 5 (TC) when the owner Yy is a user
of the transaction management device 5 (TC). The user
has the only and uniqﬁe encryption key to be used in
the communications with the transaction management
device 5, and the key is not published to the third
party. An encryption key with no entry of B can be
published if the owner y desires.

Assume that, in FIG. 24, a transmitter 1200 (A)
simultaneously trahsmits the same electronic message
to a plurality of receivers 1220 (B) and 1230 (C), or
transmits different electronic messages to respective
receivers 1220 (B) and 1230 (C). In these cases, the
transmitter 1200 (A) encrypts an electronic message
containing the receiver identification information

(receiver's unit ID, personal information, etc.) using

and
I D

steps including

at us
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proceedi ng step of a transaction, and is required to check whether or not
the transaction proceeds wth correct steps. The transaction status is
described 45 later by referring to FIG 26. The goods order infornmation
1330 contains details of ordered goods 1331, purchaser information 1332,

seller information 1333, an order date and tine 62 1334, and digital
contents information 1336 as shown in FIG 25. The purchaser information
1332 and the seller i nformation 1333 contain t heir own

aut hentication information. Furthernore, a decryption 5 key 1335 required
in the sales of digital contents is stored when it is provided fromthe
seller. Then, it is managed by the transacti on managenent device 5. The
paynent managenent information 1340 contains the noney information about
provi sional settlenent 10 noney, etc. that 126 a noney type 1341,
purchaser's financial institution information 1342 (issuing financial
i nstitution informaheonf, thel tbree typeacodll enaosyptionokeyaf enharednith343,
an amount of noney 1344, an issue date and tine 1345, and. a provisional
the ‘transaction management device 5 TC) ([1]
transmitter's common key K (C, A), [2] unique common
key K (C(A), TC) between a transmitter and the
5 transaction management device 5 (TC), and [4] unique
public key K (P(CT), A) between a transmitter and the
transaction management device 5 (TC)) or [3] the
transmitter's secret key K(S,A) for a digital
signature. Then, the transmitter 1200 (A) transmits
10 the encrypted electronic message to a transaction
management device (TC) 5. At this time, the
transmitter 1200 (A) need not consider the encryption
keys .0of the receivers 1220 (B) and 1230 (C).
The transaction management device 5 (TC) refers
15 to the encryption key managément DB 50 according to
the transmitter's identification - information
(transmitter's device ID, personal information, etc.)
in the received electronic message, and decrypts the
received information by retrieving one of the four
20 types of decryption keys for the transmitter 1200 (A)
([1] transmitter's common key 1122 K (C, A), [2]
unique common key 1124 K (C(A), TC) between a
transmitter and the transaction management device 5

(TC), ([3] transmitter's public key 1123 K(P,A), and
25 {4] unique secret key 1127 K (S(TC), A) between a

_
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15 settlenment date and tine 1346. It further contains the information
about the proceedings fromthe provisional settlenent to the final
settlenent, that is, the discrimnation as to whether or not the final

settl ement request has been issued, which is set at 20 the final settlenent
request fromthe seller, and the issue date and tinme 1347, a payee 1348 of
final settlenent, the discrimnation as to whether or not the purchaser has
admtted the final settlenent, and the adm ssion date and tine 1349, the
discrimnation 25 as to whether or not the final settlenent has been

conpl eted, and the conpletion date and tine 1350. The paynent nmanagenent

I nformati on 1340 further contains the information about the proceedi ngs of
a provisional settlement cancellation request through return of 30 goods,
that is, the discrimnation as to whether or2mot the purchaser has issued a
provi sional settlenent cancellation request and whether or not it has been
processed, and the trssmideter anddt ivhe 13Fdnshisidns cmamagenentn deviiece

whet her or not the seller has 35 issued a provisional settlenent

cancel l ation requeéﬂx§HH whet her or not it has been processed, and the

I ssue date and tinme 135%ngggd.ﬁng 5L 0Nk 9 %géeﬁgn 8&9?&e°% quﬁthe

provi si onal settlenent ha een cancel ed, and t ancell at1on date d
tinme 1353. refers to the encryption key management DB §0
5 according to the receiver's identification information

in the decrypted electronic message, re-encrypts the
electronic message received from the transmitter 1200
(A) using one of the four types of encryption keys for
the receiver 1220 (B) or the receiver 1230 (C), and

10 transmits the re-encrypted electronic message to the
receiver 1220 (B) or the receiver 1230 (C). The four
types of encryption keys are: a receiver's common key
K (C, v) ([1]' and [11"); a unique common key K (C(B),
TC) between a receiver and the transaction management

15 device (TC) ([2]' and [2]"); a receiver's public key
K(P,y) ([{31' and [31"); and a unigque public key K
(P(TC), ¥) between the receiver and the transaction
management device (TC). The y and the B indicate B
or C.

20 Upon receipt of information, the receiver 1220
(B) or 1230 (C) refers *to the transmitter's
identification information in the electronic message.
If a mediator is the transaction management device 5
(TC), the éﬁcrypted message is decrypted using one of

25 the three ([l1]''' a receiver's common key K (C, ¥);

WA
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40 The delivery managenent information 1360 is stored and managed
when the deliverer's processing units 6 and 7 nediate. It contains
deliverer information 1361 and details of delivery 1362 which are necessary
for delivery, a final settlenent site 45 nonitor term 1363 in which a fina
settl ement adm ssion request and a return-of-goods request are nonitored
after receipt of goods, delivery requester information 1364 including the
aut henti cation of a 63 delivery requester, del i vered goods
recei pt information (receipt date and tinme 1365, recei pt authentication
1366, and third-party delivery certification 1367) including
third-party delivery 5 certification 1367 issued by the deliverer's
processing units 6 and 7 upon recei pt of delivered goods. As described
above, the third-party delivery certificati d281367 i s used when the
transacti on managenent device 5 (TC) issues, on behalf of the 10
purchaser, a final 2kt!'enanunddmies siammaregkest Ki f(HB Xi nBE) sbetwerpnta

adm ssi on request or return-of-goods reguest is .issued from the purchaser
or the goodsq receJI.ver and gge transaction management gevg.ce g (TC):

and [4]''' a unique secret key K (S(TC), y) between
the receiver and the transaction management device

5 (TC)) among the four types of encryption keys entered
in the transaction management device 5 (TC), or [3]''"'
a receiver's secret key K(S,¥v).

Thus, when én encrypted electronic message is

transmitted and received through the transaction
10 management device 5 (TC), the transmitter transmits

a message without <considering the —receiver's

encryption key and without the possibility that a

third party may read the message, whereas the receiver

can safely receive the message without considering the
15 transmitter's encryption key.

Each of the four types of encrypfion
keys/decryption Eeys shown in FIG. 24 is not only
independently used, but also used in an appropriate
combination with other encryption keys/decryption

20 keys. For example, a transmitter (A or TC) can
encrypt an electronic message using a transmitter's
common key K(C, A) or K(C,TC), and transmit the
encrypted message together with a common key encrypted
using the unique public key K(P(TC), y) (where y is

25 A or B, C) between the transmitter and the receiver

\\Hh
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receiver within a predeterm ned period after receipt of the goods. 15

The return-of-goods managenent information 1370 basically stores
information simlar to the delivery managenent information 1360. In this
case, inportant data are a site nonitor term 1373 for a return-of- goods
claim in nonitoring a return-of-goods 20 confirmation/clai'mafter
recei pt of returned goods, first third-party return-of-goods certification.
1375 and 1376 issued by a deliverer when a goods receiver issues a
return-of-goods request, second third-party return-of-goods certification
1377 and 1378 issued by 25 a deliverer when the seller receives returned
goods, the discrimnation as to whether or not a return-of- goods
confirmati on has been issued after the seller receives returned goods, and
the issue date and tinme 1379, and the discri2z@ nation as to whether or not
the 30 return-of-goods claimhas been issued, and the issue date and tine
1380. The first th{F& parBy ¢kt uln thisgoade, cthe iddasitvearn deR7ypdsdthe76,

and the second third- Eg té return- OL-goods certlflcqélon 1377 nd 1378 are
used when a cancel PRF qGeRPoPSKeE URIPR R SHCTHeiEYr 2 Fﬁ‘e"YP 8l | er
if no return-of- Qﬁ@déléeﬁ£bﬁﬂétdé§§é§e h%h&kgntﬁé %&b‘&n&n&d gayed
fromthe seller wwthin a predeterm ned period after receipt

To furthermore improve the security of the
5 electronic message, the transmitter 1200 (A) can also
execute a digital signature as a part of the
authentication of a message using the.transmitter's
secret key K(S,A), assign a blind signature using the
transmitter's common key K(C,A), and encrypt the
10 entire message using the only and unique encryption
key K(C(A), TC) or K(P(TC), A) between the transmitter
and the transaction management device (TC). Thus, the
authentication can be correctly performed and an
illegal use or write can be avoided:. However, when
15 the transaction management device 5 (TC) re-encrypts
the message and sends it to the receiver, the
transaction management device 5 (TC) does not decrypt

the blind signature, but transmits it as 'blind’'.
The configuration of the transaction management
20 'DB 55 is describéd below in detail by referring to
FIG. 25. As shown in FIG. 25, the transaction
management DB 55 stores the payment ID 1310, the
transaction status 1320, the goods order information
1330, the.payment management information 1340, the

25 delivery management information 1360, and the return-

_—
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of returned goods. The transaction status 1320 is described bel ow 40 by
referring to FIG 26. As shown in FIG 26, the transaction status 1320
stores the proceedi ngs of each of the processes A order through delivery
of goods (A-1 to A-6), B. settlenent for a normal transaction (B-1, B-2),
and 45 C. cancellation at return-of-goods (CG1 to C6). It includes
process generation date and tinme 1321 and 1326, a result (OK/ NG

1322 and 1327, and authentication information 1323 and 1328 which is
used 64 as evidence. The transaction status 1320 is managed after being
di vided into a physical goods transaction and a digital contents
transaction. As for the transaction status 1320, the status 5 changes in
this order. Therefore, the transacti on managenent device 5 checks the
consi stency between the transaction status 1390 and the transnmitted data
when the transactio enent devi %e 5 recelves ﬁgzﬁtransactlon data from

each device in ord@% 980 Hfignggengnk, fnfprmatipn, acci dent due to an
il l-egal The payment ID 1310 indicates the key of the

entire records. The payment ID is determined when an
order of goods is placed between the purchaser and the
5 seller, and referred to when information is
transmitted in all steps including the subsequent
delivery and settlement for goods.
The transaction status 1320 indicates the
proceeding step of a transaction,; and is required to
10 check whether or not the transaction proceeds with
correct steps. The transaction status is described
later by referring to FIG. 26.
The goods order information 1330 contains details
of ordered goods 1331, purchaser information 1332,
15 seller information 1333, an order date and time 1334,
and.digital contents information 1336 as shown in FIG.
25. The purchaser infbrmation 1332 and the seller
inform-ation 1333 contain their own authentication
information. Fyrthermore, a decryption key 1335
20 required in the sales of digital contents is stored
when it is provided from the seller. Then, it is
managed by the transaction management device 5.
The payment management information 1340 contains
the money information about provisional settlement
25 money, etc. that is, a money type 1341, purchaser’s
\\
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operation or m stake, thereby perform ng successful control during the
processes. The configurations of the final settlenent site nonitor DB 56
and the return-of-goods site nonitor DB 15 57 are described bel ow by
referring to FIGs. 27A and 27B. The final settlenent site nonitor DB 56
shown in FIG 27A is generated upon recei pt of goods as descri bed above,
and stores a paynent ID 1401, a final 20 settlenent site nonitor term
1402, a discrimnation as to whether or not a final settlenent has been
made, and the final settlenent date and tine 1403, and a discrimnation as
to whether or not there is a switch to a return-of-goods site nonitor set
when the return- 25 of-goods occurs, and the switch date and tinme 1404.
The return-of-goods site noni-tor DB 57 shown in FIG 27B is generated when
a return-of-goods request is issued as descnrighed above, and stores a
paynent 1D 1421, a return-of-goods site nonitor term 1422, and 30 a
discrimnation as tpinM&etdel ofinBeitatRbAVi inFddhmatdbhl eMBBW2 CoaPeihqtion

is i ssued, and the cancell ation date and tinme 1423. A transaction
managenent process ﬁlﬂi@anﬁ%i§ﬁ§i¥vﬁuth°ﬁlJ@f%“a%i%cSEﬂ)éGrBQmamm ail.
35 As shown lrrlls :&.1%1: on inr}f% sactlbgg nggagn nr:l:t of money 1344,

an issue date and time 1345, and a provisional

5 settlement date and time 1346. It further contains
the information about the proceedings from the
provisional settlement to the final settlement, that

~ is, the discrimination as to whether or not the final
settlement request has been issued, which is set at

10 the final settlement request from the seller, and the
issue date and time 1347, a payee 1348 of £final
settlement, the discrimination as to whether or. not

the purchaser has admitted the final settlement, and

the admission date and time 1349, the discrimination

15 as to whether or not the final settlement has been
completed, and the completion date and time 1350. The
payment management information 1340 further contains

the information about the proceedings of a prov:j.sional
settlement cancellation request through return of

20 goods, that is, the discrimination as to whether or
not the purchaser has issued a provisional settlement
cancellation request and whether or not it has been
processed, and the issue date and time 1351, the
discrimination as to whether or not the seller has

25 issued a provisional settlement cancellation request

_—
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process unit 1500 conprises an encryption/decryption process 1520, a goods
order process 1600, a noney issue process 1700, a noney paynent process
1740, a goods delivery acceptance process 1800, a goods 40 delivery
recei pt process 1820, a final settlenment request process 1900, a final
settl enent adm ssion process 1960, a digital contents key acceptance
process 2000, a digital contents recei pt _
confirmation/cancell ation process 2100, a returned 45 goods delivery
accept ance process 2200, a returned goods delivery receipt process 2220, a
provi sional settlenent cancell ation acceptance process 2300, a returned

goods confirmation/cl ai macceptance process 65 2340, a final settlenent
site nonitor process 2400, and a return-of-goods site nonitor process 2500.
In t he data transm ssion/receipt, {48 encryption/decryption

process 1520 decrypts data 5 encrypted by atransmitter when it receives
the data, and trangid swhdensat araicdtf LHCRYB bRen tpriddised) eakdY RhieON

key exclusively used for a receiver. This process is a common process used
in the other 15 issue date and time 1352, and the discrimination as
to whether or not the provisional settlement has been
canceled, and the cancellation date and time 1353.

5 The delivery management information 1360 is
stored and managed when the deliverer's processing
units 6 and 7 mediate. It contains deliverer
information 1361 and details of delivery 1362 which
are necessary for delivery, a final settlement site

10 monitor term 1363 in which a final settlement
admission request and a return-of-goods request are
monitored after receipt of goods, delivery requester
information 1364 including the authentication of a
delivery requester, delivered goods receipt

15 information (receipt date and time 1365, receipt
authentication 1366, and third-party delivery
certification 1367) including third-party delivery
certification 1367 issued by +the deliverer's
processing units 6 and 7 upon receipt of delivered

20 goods. As described above, the third-party delivery
certification 1367 is used when the transaction
manageﬁent devicé 5 (TC) issues, on behalf of the
purchaser, a final settlement admission request if no
final settlement admission request or return-of-goods

25 réquest is issued from the purchaser or the goods
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processes. 10 Each process fromorder to deliver of goods is
performed in the processes fromthe goods order process 1600 to the goods
delivery recei pt process 1820. The final settlenent request process 1900
and the final settlenment adm ssion process 1960 are 15 processes for a
normal settlenent. On the other hand, the digital contents key acceptance
process 2000 and the digital contents receipt confirmation/cancellation
process 2100 are provided for a process specific to the sales of 20

digital contents. The processes fromthe returned goods delivery
acceptance process 2200 to the returned goods confirmation/clai macceptance
process 2340 are the processes from acceptance of return-of-goods to

cancel | ati on of settlenent. 25 The final settlement site nonitor
process 2400 is, as described above, a proceggs of nonitoring a period from
the delivery of goods to the final settlenment or the return of goods. The

return-of - goods sirkedIRirt ¥/ithiacesprédlteiPinkdr peaipar agttek e83@pithe
occurrence of return-of-goods to the cancellation of provisional
settl ement. Each oPfi ikhef @dogi®i-ng processes i s described bel ow by referring

to the flow of the proc%%%?%ei%%%ﬂof-goods management information 1370

basically stores information similar to the delivery

5 management information 1360. In this case, important
data are a site monitor term 1373 for a return-of-

goods claim in monitoring a return-of-goods
confirmation/claim after receipt of returned goods,

first third-party return-of-goods certification 1375

10 and 1376 issued by a deliverer when a goods receiver
issues a return-of-goods request, second third-party
return-of-goods certification 1377 and 1378 issued by

a deliverer when the seller receives returned goods,

the discrimination as to whether or not a return-of-

15 goods confirmation has been issued after the seller
receives returned goods, and the issue date and time

1379, and the discrimination as to whether or not the
return-of-goods claim has been issued, and the issue

date and time 1380. The first third-party return-of-

20 goods certification 1375 and 1376, and the second
third-party return-of-goods certification 1377 and

1378 are used when a cancellation request is issued

on behalf of the seller if no return-of-goods
confirmation or return-of-goods claim is issued from

25 the seller within a predetermined period after receipt
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in and after FIG 28. 35 First, the encryption/decryption process
1520 is described by referring to FIG 28. The encryption/decryption
process 1520 functions in the data transmi ssion/receipt to and from each
devi ce. If it receives data in step 1522, the 40
transmtter-exclusive decryption key 1120 is retrieved fromthe encryption
key managenment DB 50 in the transacti on managenent device 5 as descri bed
above in step 1524. In step 1526, the data encrypted using the
transm tter-exclusive encryption key is decrypted 45 using the retrieved
key. When data is transmtted after a predeterm ned process is perforned,
it is determned in step 1528 whet her or not the data shoul d be
transmtted. In 66 step 1530, receiver information is extracted froma
receiver information managenent DB such as 3w seller information DB 52,
and the transmtter-exclusive encryption key 1120 is retrieved fromthe
encryption 5 key nagagemerheBBgbBdsn step 1532. In step 1534, the
transm ssion data is encrypted using the encryption .
The transaction status 1320 is described below
by referring to FIG. 26.
As shown in FIG. 26, the transaction status 1320
5 stores the proceedings of each of the processes A.
order through delivery of goods (A-1 to A-6), B.
settlement for a normal transaction (B-1, B-2), and
C. cancellation at return-of-goods (C~1 to C-6). It
includes process generation date and time 1321 and

10 1326, a result (OK/NG) 1322 and 1327, and
authentication information 1323 and 1328 which is used
as evidence. The transaction status 1320 is managed
after being divided into a physical goods transaction
and a digital contents transaction.

15 - As for the transaction status 1320, the status
changes in this order. Therefore, the transaction
management device 5 checks the consistency between the
transaction status 1320 and the transmitted data when
the transaction management device 5 receives the

20 transaction data from each device in order to avoid
a passing-over or an accident due to an illegal
operation or mistake, thereby performing successful
control during the processes.

The configurations of the final settlement site

25 monitor DB 56 and the return-of-goods site monitor DB
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key 1120. In step 1536, the encrypted data is transmtted according to
the receiver information. When a transaction is nedi ated between two 10
devices, the transmtter's encrypted electronic nessage is decrypted in
t he above descri bed procedure, and then re-encrypted using the receiver's
encryption key for transm ssion as shown in FIG 24. In the process flowin
the transaction 15 managenent process unit 1500, all transm ssion and
recei pt processes are perfornmed as the process shown in FIG 28 in
principle. Then, if a final settlenent adm ssion request or a
return-of-goods request is nonitored after recei pt 20 of goods by a goods
receiver, and no such requests have been detected within a predeterm ned
period, then the third-party delivery certification information is
transmtted as authentication information, agg a final settlenment adm ssion
request is issued by a substitute 25 such as the goods delivery receipt

process 1820, the MPidrd LUEAIBS TRARIW by FUAFPIAP VS 3V | H720hnd
process 2100, the final settlenent adm ssion process 1960, the final
settl ement request 3#Bcess 1900, and the final settlenment site nonitor

process 2400. 30 These roces;gs are perforned based on the
third-party delivery cerit¥ifdfdlosetFderegh SitegmpRitor DB 56 shown in

FIG. 27A is generated upon receipt of goods as
5 described above, and stores a payment ID 1401, a final
settlement site-mbnito: term 1402, a discrimination
as to whether or not a final settlement has been made,
and the final settlement date and time 1403, and a
discfimination as to whether or not there is a switch
10 to a return-of-goods site monitor set when the return-
of-goods occurs, and the switch date and time 1404.

The return-of-goods site monitor DB 57 shown in
FIG. 27B is generated when a return-of-goods request
is issued as described above, and stores é payment ID

15 1421, a return-of-goods site monitor term 1422, énd
a discrimination as to whether or not a provisional
settlement cancellation _ is issued, and the
cancellation date and time 1423.

A transaction management process unit 1500 shown

20 in FIG; 21 is described below in detail.

As shown in FIG. 21, the transaction management
process unit 1500 comprises an encryption/decryption
process 1520, a goods order process 1600, a money
issue process 1700, a money payment process 1740, a

- 25 goods delivery acceptance process 1800, a goods
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t he delivery managenent information 1360 in the final settlenent site
monitor DB 56 and the transaction managenment DB 55. The
third-party delivery 35 certification 1367 in the final settlenent

site nonitor DB 56 and the transacti on managenent DB 55 is set

i n the goods

delivery recei pt process 1820 for common goods, and in the digital contents

recei pt confirmation/cancellation process 2100 for digital 40 contents.
process flow in the goods delivery receipt

33. In the goods delivery recei pt process 1820, the deliverer's
processing unit 6 or 7 inforns that delivered goods 45 are received by a

goods receiver

substitute) when comon goods are delivered, and the information is

ent er ed. As shown in FIG 33, if there i3y 67 problemfound in a

The

process 1820 is shown in FIG

(a purchaser or a receiver specified by the purchaser or a

transaction status consistency check (step 1824), then the final settlenent
site nonitor term ddf3vend tlecdlgt vorgcesseiy@20,nf ar riEnaIn $86b1lénéht1367
(the third-party delivery certification

10

15

20

25

request process 1900, a final settlement admission
process 1960, a digital contents key acceptance
process 2000, a | digital contents receipt

confirmation/cancellation process 2100, a returned

'goods delivery acceptance process 2200, a returned

goods delivery receipt process 2220, a provisional
settlement cancellation acceptance process 2300, a
returned goods confirmation/claim acceptance process
2340, a final settlement site monitor process 2400,
and a return-of-goods site monitor process 2500.

In the data transmission/receipt, the
encryption/decryption process 1520 decrypts data
encrypted by a transmitter when it receives the data,
and transmits the data after encrypting it using an
encryption key exclusively used for a receiver. This
process is é common process used in the other ‘15
processes.

Each process from order to deliver of goods is
performed in the processes from the goods order
process 1600 to the goods delivery receipt process
1820. The final settlement request process 1900 and
the final settlement admission process 1960 are
processes for a normal settlement.

On the otheér hand, the digital contents key
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5 by the deliverer's processing units 6 and 7) in the delivery managenent
I nformati on 1360 I n the transacti on managenent DB 55 are set (step
1828), the final settlenment site nonitor DB 56 is generated (step 1830),
and stored in the transaction status (step 10 1832). Using the DB 56, it
I's nmonitored whether or not a final settlenent request or a return-of-goods
request has been issued. In processing digital contents as shown in FIG

37, the final settlenment site nonitor term 1363 and 15 the delivery
recei pt informati on 1365/1366/ 1367 (the third-party delivery certification
by the transacti on nanagenent device 5) in the delivery managenent

i nformation 1360 in the transacti on nanagenent DB 55 can be set when a
decryption key is transnmtted to the 20 purchaser's processing unit 1 in
step 2112 in the digital contents receipt cesfirmation/cancellation process
2100 (the entire flowis described later), and a simlar nonitor can be

realized by generatddiibgtiendd Nplrocekkl 2600 wrie #BBI t@igDPab6.cotirents
Then, a final settlenent admi ssion request froma goods receiver. is

processed in the firedeigttconfhrmaghdnicancelbation] yecess sALOA iareF| G
35, 0 the final settlenpnt adul sgi on process 1360, the, dgha of e i
digital contents. The processes from the returned
5 goods delivery acceptance process 2200 to the returned
goods confirmation/claim acceptance process 2340 are
the processes from acceﬁtance of return-of-goods to
cancellation of settlement.

The final settlement site monitor process 2400

10 is, as described abox}e, a process of monitoring a
period from the delivery of goods to the £final
settlement or the return of goods. The return-of-
goods site monitor process 2500 monitors a period from
the occurrence of return-of-goods to the cancellation

15 ~of provisional settlement. '

Each of the following processes is described
below by referring to the flow of the processes shown
in and after FIG. 28.

First, the encryption/decryption process 1520 is

20 described by referring to FIG. 28.

The encryption/decryption process 1520 functions
in the data transmission/receipt to and from each
device. If it receives data in step 1522, the
transmitter-exclusive decryption key 1120 is re_'trieved

25 from the encryption key management DB 50 in the

* This Sheet Has

it



30 settlenent adm ssion 1349 of the paynent nmanagenent information 1340 in
the transacti on managenent DB 55 is set as "admtted"” in step.1968. Then,
in step 1970, a final settlenment adm ssion request is transmtted together
with the authentication of the 35 receiver to the purchaser's financial
institution, and the final settlenent process is perforned in the
purchaser's financial institution. At this tinme, if the final settlenent
request (request for receipt of transfer which is described in detai

| ater) has been 40 issued, the final settlenment process term nates.
Therefore, in and after step 1980, the data of the final settlenent 1350 in
t he paynent managenent information 1340 in the transacti on nanagenent DB 55
is updated into 'conpleted , and the transaction 45 status 1320 is updated
into '"B-2 (final settlenent)'. Furthernore, 18Be data of the final

settlenment 1403 of the final settlenment site nonitor DB 56 is _set to

‘conpl eted', and -t Herapsachien (hapaggueny sdevéee S| ps deggrihedsaboer ims

o s SE&Y YRS BRWES) (S e k' RELDDcBL S4AR5IGU
transmitter-exclusive encryption key is decrypted
using the retrieved key.

5 When data is transmitted after a predetermined
process is performed, it is determined in step 1528
whether or not the data should be transmitted. In
step 1530, receiver information is extracted from a
receiver information management DB such as the seller

10 information DB 52,' and the transmitter-exclusive
encryption key 1120 is retrieved from the encryption
key management DB 50 in step 1532. In step 1534, the
transmission data is encrypted using the encryption
key 1120. In step 1536, the encrypted data is

15 transmitted according to the receiver information.

When a transaction is mediated between two
devicgs, the transmitter's .encrypted eledtronic
message is decrypted in the above described procedure,
and then re-encrypted using the receiver's encryption

20 key for transmission as shown in FIG. 24.

| In the process flow in the transaction management
process unit 1500, all transmission and receipt
processes are performed as the process shdwn in FIG.
28 in principle.

25 Then, if a final settlement admission request or
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financial institution returns a demand for a request for receipt of
transfer which is necessary to perform5 the final settlenent process.
Ther ef or e, a notification of a demand for a request for receipt of
transfer is transmtted to the seller (step 1988). The final settlenent
request process 1900 is described below by referring to FIG 34. 10

After the seller has delivered goods, the final settlenent request process
1900 functions as an internediate in the process of issuing a request to
the purchaser's financial institution the final settlenent (transfer) of
the provisional settlenent 15 noney received from the purchaser

The final settlenent request process 1900 is processed in the processing
unit of the purchaser’'s financial institution 3 when both the seller's
final settlement request and the purchaser'gzdinal settlenent adm ssion 20
request have been issued accordingly. In the process shown in FIG 34, when

a request for receigdlrefurin-dtsigodss regueisted sf momitddecackireeri Retbeptl902,
a consi stency check is nade between a request for receipt of transfer and a

transaction 25 statfs g9rds cpy 1804004 Feseiver,c@End saensychhzerueslts

{ransact] on st atus 132090 B A5 AP RN UPRISIEL DR D104, O chEn"

the third-party delivery certification information is

5 transmitted as authentication information, and a final

settlement admission request is issued by a substitute

such as the goods delivery receipt process 1820, the

digital contents receipt confirmation/cancellation

process 2100, the final settlement admission process

10 1960, the final settlement request process 1900, and
the final settlement site monitor process 2400.

These processes are perfofmed based on the third-

party delivery certification 1367 contained in the

delivery management information 1360 in the £final

15 settlement site monitor DB 56 and the transaction

management DB 55. The third-party delivery

certification 1367 in the final settlement site

monitor DB 56 and the transaction management DB 55 is

set in the goods delivery receipt process 1820 for

20 common goods, and in the digital contents receipt

confirmation/cancellation process 2100 for digital

contents.
The process flow in the goods delivery receipt
process 1820 is- shown in FIG. 33. In the goods

25 delivery receipt process 1820, the deliverer's

—_—
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delivery)', "A-5 (receiving delivery)', and 'B-1 (final settlenent

adm ssion)' when the third-party 30 witness such as a transaction
managenent center in the sales of digital contents, a goods deliverer, etc.
exi sts. When no third-party wi tness exists, the transaction status 1320
shoul d be one of 'A-3 (provisional settlenent)' and 'B-1 (final settlenent
35 adm ssion)' Since no final settlenment adm ssion request has been issued
in'A-3 (provisional settlenent)', 'A-4 (accepting delivery)', and 'A-5
(receiving delivery), only the request for receipt of transfer is accepted
40 (steps 1908 through 1912). On the other hand, -since the final settlenent
adm ssi on request has been entered in 'B-1 (final settlenent adm ssion)',
the final settlement process request is transmtted to the purchaser's
financial institution, and the final 45 setid®enent process is perforned
(steps 1920 through 1936). A return-of-goods request for general goods is
accepted in the repupgedsgogdsndel ibvery 7acefdame ethat 68elivered goods

are received by a goods receiver (a purchaser or a
receiver specified by the purchaser or a substitute)

when common goods are delivered, and the information
5 is entered. As shown in FIG. 33, if there is no
problem found in a transaction status- consistency
check (step 1824), then the final settlement site
monitor term 1363 and the delivery receipt information
1365/1366/1367 (the third-party delivery certification

10 by the deliverer's processing units 6 and 7) in the
delivery management information 1360 in  the
transaction management DB 55 are set (step 1828), the
final settlement site monitor DB 56 is generated (step
-1830), and stored in the transaction status (step

15 1832). Using the DB 56, it is monitored whether or
not a final settlement request or a return-of-goods

request has been issued.

In processing digital contents as shown in FIG.

37, the final settlement site monitor term 1363 and

20 the delivery receipt information 1365/1366/1367 (the
third-party delivery certification by the transaction
management device 5) in the delivery ménagement
information 1360 in the transaction management DB 55

can be set when a decryption key is transmitted to the

25 purchaser's processing unit 1 in step 2112 in the

—
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process 2200 for accepting and entering the delivery of return-of-goods
fromthe deliverer's processing unit 7 as described |Ilater. At this
time, the discrimnation as to whether or not the final 5 settlement site
nonitor is switched to a return-of- goods site nonitor, and the date and
time 1404 are set in the final settlenent site nonitor DB 56, and the
return-of-goods site nonitor DB 57 is generated. Afterwards, the nonitor is
performed in the return-of- 10 goods site nonitor process 2500. The return
of goods for digital contents is accepted in the digital contents
recei pt confirmation/cancellation process 2100. In the process 2100,
areply is received fromthe purchaser 15 who receives digital contents
(step 2102), and the contents of the request is determ ned (step 2104) as
shown in FIG 37. If the purchaser tries theadi gest of the contents and is
not satisfied with them a purchase cancellation request is issued and
based on 20 it thedigdwadi otehterts| ererdipaneehfarnaribagduanteDlaeess | S
performed in step 2140. In this process, as shown in FIG 38, the

di scrimination as PEFORESENEL08r (Fhe antdge £Rowoia deqqribest lededy ,sknd

nonitor is performed,_ .and the date and ti,oe are. set.in the final 25
settlenment site rmofti t m%glgé'foné'ntd)r't KT At iz Y génerafing the

final settlement site monitor DB 56.

5 Then, é final settlement admission request from
a goods receiver is processed in the final settlement
admission process 1960.

As shown in FIG. 35, in the final settlement

admission process 1960, the data of +the final

10 settlement admission 1349 of the payment management
'information 1340 in the transaction management DB 55

is set as 'admitted" in step 1968. Then, in step

1970, a final settlement ' admission request is
transmitted together with the.authentication of the

15 receiver to the purchaser's financial institution, and
the final settlement process is performed in the
purchaser's financial institution. At this time, if

the final settlement request (request for receipt of
transfer which is described in detail later) has been

20 issued, the final settlement process terminates.
Therefore, in and after step 1980, the data of the

final settlement 1350 in the payment management
information 1340 in the transaction management DB 55

is updated into 'completed', and the transaction

25 status 1320 is updated into 'B-2 (final settlement)'.
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site nonitor DB 57 is generated in step 2144. Afterwards, the nonitor is
performed in the return-of- goods site nonitor process 2500. At this
time, a cancellation request notification is transmtted to 30 the seller
(step 2152) to dermand for a cancell ation process through confirmtion of
return-of-goods by the seller. The process of nonitoring a final settlenent
adm ssion request or a return-of-goods request is 35 perfornmed by the final
settlenment site nonitor process 2400. As shown in FIG 44, each record of
the final settlement site nonitor DB 56 is periodically read in steps 2402
and 2404. Fromthe records, a record is extracted in which both the final
settlenment 1403 set 40 as 'settled and the settlenent date and tine, and
the switch to the return-of-goods site nonitor set as 'yes' and the switch
date and time are not set, additionally, thg4inal settlenent adm ssion
1349 of the correspondi ng paynent managenent 1 nformation 1340 45 in the

transaction managefRiicHeBmird,S thel aah, ofNthd NeidLr @é@:tlén{éﬁﬁﬁqtﬁdan@:'f
settlenent site nonitor term 1402 expires. Si nce his record
i ndi cates a transaidte ofiihal whitthemehtnaliteetndreiton @Hnﬁé&xﬂlset to
'completed', and the date and time are alsoc set. If
the seller has not issued a final settlement request
5 (request for receipt of transfer), the purchaser's
financial inétitution returns a demand for a request
for receipt of transfer which is necessary to perform
the final settlement process. Therefore,- a
notification of a demand for a request for receipt of
10 transfer is transmitted to the seller (step 1988).
The final settlement request process 1900 is
described below by referring to FIG. 34.
After the-selier has delivered goods, the final
settlement request process 1900 functions as an
15 intermediate in the process of issuing a request to
the purchaser's financial institution the final
settlement (transfer) of the provisional settlement
money received from the purchaser. The £final
settlement request process 1900 is processed in the
20 processing unit of the purchaser's financial
institution 3 when both the seller's final settlement
request and the purchaser's final settlement admission
request have been issued according to the present
embodiment.

25 In the process shown in FIG. 34, when a request

—
e —
—
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70 request or a return-of-goods request has not been issued within a
predeterm ned term after recei pt of goods, a final settlenment adm ssion
request containing the purchaser information 1332, the purchaser's 5
financial institution information 1342, and the anmount of noney 1344 of the
transacti on managenent DB 55 is transn1tted together with the third-party
delivery certification 1367 of the delivery managenent information 1360 to
the purchaser's financial 10 institution on behalf of the receiver in step
2406. Then, the financial institution perforns the final settlenent
process. The transaction status 1320 is changed into 'B-1 (final settlenent
adm ssion)'. If the seller has not issued a final settlenent request 15
(request for receipt of transfer) at this time point, the purchaser's
financial institution returns a demand for g éeceipt of transfer to the
sell er because it is necessary in the final &3tt1 enent process. Therefore,

a_request for the delpndlornd SGpi ploflelransl ebdbs 2 Leaio Bl aliiad e

seller (step 2420) [ S” T 10T € ( I"er !ssues
a return-of-goods cancetéstioon ) eﬂueéhsié-f:eﬁcﬁa&ﬁébka'ﬁboﬂladée%'éQ:SIeeri @ not

Issued within a
request for receipt of transfer and a transaction
status in step 1904. To pass the consistency check,
5 the transaction status 1320 of the transaction
management DB 55 should be one of 'A-4 (accepting
delivery)', 'A-5 (receiving delivery)', and 'B-1
(final settlement admission)’ when the third-party
witness such as a transaction management center in the

10 sales of digital contents, a goods deliverer, etc.
exists. When no third-party witness exists, the
transaction status 1320 should be one of 'A-3
(provisional settlement)' and 'B-~1 (final settlement
admission)'

15 Since no final settlement admission request hés
been issued in 'A-3 (provisional settlement)’', 'A-4‘
(accepting delivery)', and 'A-5 (receiving delivery),
only the request for receipt of transfer is accepted
(steps 1908 through 1912). On the other hand, since

20 the final settlement admission request has been
entered in 'B-1 (final settlement admission)’', the
final settlement process request is transmitted to the
purchaser's financial institution, and the final
settlement process is performed (steps 1920 through

25 1936).

**‘“‘“~—-__h§_;__
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pr edet er m ned peri od, a cancellation request 25 - containing t he
third-party return-of-goods certification information is issued by the
transacti on managenent device 5 as a substitute. This process is normally
performed by the return-of-goods site nonitor process 2500 as expl ai ned
bel ow. 30 The process of issuing a cancellation request as a
substitute is perforned based on the return-of-goods site nonitor DB 57 and
the first third-party return- of-goods certification 1375 and 1376 and the
second third-party return-of-goods certification 1377 and 35 1378 stored
in the return-of-goods managenent information 1370 in the transaction
managenent DB 55. As described |later, the return-of-goods site nonitor DB
57 and the first third-party return-of-goods certification 1375 and 1376
and the second third-party 40 return-of-gootié4certification 1377 and 1378
in the transaction managenent DB 55 are set by the returned goods delivery
accept ance process 2200 AarcRtumenref1gomts grraliesie| forr general pgopdscdss

2220 for physical good d,set by the digital 45 i pt
cont i it | on cancelSRSESF o 1 c£08) AR Bt Grads RohtERFE. RERRRERSSoni y
the first third-pagydddidydl -QRo%Rcdepiling' Gald @Rtk 1HFeenkOhed Gy

contents.

of return-of-goods from the deliverer's processing

5 unit 7 as described later. At this time, the
discrimination as to whether or not the final
settlement site monitor is switched to a return-of-

goods site monitor, and the date and time 1404 are set

in the final settlement site monitor DB 56, and the

10 return~of-goods site monitor DB 57 is generated.
Afterwards, the monitor is performed in the return-of-

goods site monitor process 2500.

The return of goods for digital contents is

accepted in the digital contents receipt

15 confirmation/canceliation process 2100. In the
process 2100, a reply is received from the purchaser

who receives digital contents (step 2102), and the
contents of the request is determined (step 2104) as
shown in FIG. 37. If the purchaser tries the digest

20 of the contents and is not satisfied with them, a
purchase cgncellation request is issued and based on

it the prbvisional gsettlement cancellation request
process is performed in step 2140. In this process,

as shown in FIG. 38,'the discrimination as to whether

25 or not a switch to a return-of-goods site monitor is
T
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71 In any -case, the return-of-goods site nonitor term 1422 is set in the
return-of-goods site nonitor DB 57. Using the return-of-goods site nonitor
DB 57, it is nonitored whether or not a cancellation request 5 is issued

t hrough a return-of-goods adm ssion fromthe seller within a predeterm ned
period. The cancellation request through return of goods is nonitored in
the return-of-goods site nonitor process 2500, and the process flowis
shown in FIG 10 45. |In steps 2502 and 2504 of the process flow, each
record in the return-of-goods site nonitor DB 57 is periodically read.
Fromthe records, a record is extracted in which both the provisional
settlenment cancellation 1423 set as 'canceled' and the settlenent 15 date
and tinme, and the return-of-goods confirmation 1379 of the correspondi ng
ret ur n- of - goods nmanagenent information 1370 i t he transacti on managenent
DB 55 are not set, and the termset in the Teturn-of-goods site nonitor

whi ch a cancel | at i BE T RuRSr PRPoREh arar o oo S Caron Rae TRAE been
settlement site monitor DB 56, and the return-of-goods
site monitor DB 57 is generated in step 2144.
Afterwards, the monitor is performed in the return-of-
5 goods site monitor process 2500. At this time, a
cancellation request notification is transmitted to
the seller (step 2152) to demand for a cancellation
process through confirmation of return~of-goods by the
seller.

10 The process of monitoring a final settlement
admission request or a return-of-goods request is
performed by the final settlement site monitor process
2400. As shown in FIG. 44, each record of the final
settlement site monitor DB 56 is periodically read in

15 steps 2402 and 2404. From the records, a record is
extracted in which both the final settlement 1403 set
as 'settled' and the settlement date and time, and the
switch to the return-of-goods site monitor set as
'ves' and the switch date and time are not set,

20 additionally, the final settlement admission 1349 of
the corresponding payment management information 1340
in the transaction management DB 55 is not set, and
the term set in the final settlement site monitor tém
1402 expires. Since this record indicates a

25 transaction for which a final settlement admission

————
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i ssued fromthe seller within a predetermned termafter goods have been
returned. Furthernore, in step 2506, it is confirnmed that no

: return-of-goods claim25 has been issued by sel ecting in step 2506 a
~record for which the return-of-goods claim 1380 in the return- of-goods
managenent i nformation 1370 in the transacti on managenent DB 55 has
not been set. In this transaction, a cancellation request is 30

transmtted to the purchaser's financial institution on behalf of the
seller. Since a provisional settlenent cancellation is made in a
provi si onal paynment electronic settlenment system (step 2508), the
transaction status 1320 in transaction managenent DB 35 55 is set as 'CG4
(return-of -goods confirmation)', and a final settlenent stop instruction
containing the second third-party return-of:geods certification 1378 in the
r et ur n- of - goods managenent information 1370 he first third-party

return-of - goods certdfjaatign 40 ddfy dpradial t 2bauea! alS) noddd o

t he paynment managenen or mati on transaction managenent

55, and a provi si ojalsue twetrein sapﬁeaéaérmﬂné®quesm afeetr aeegiiptedf 0
the processing unit of the purchaser's financial institution 3 on 45
behal f of the sel | @oads apdfiratsettdementpadniggdon FRAYRHE CONTRENINX of

the purchaser’s f'@%gnigurchaser information 1332, the purchaser's
5 financial institution information 1342, and the amount
of money 1344 of the transaction management DB 55 is
transmitted together with the third-party delivery
certification 1367 of +the delivery management
information 1360 to the purchaser's financial

10 institution on behalf of the receiver in step 2406.
Then, the financial institution performs the £final
settlement process. The transaction status 1320 is
changed into 'B-1 (final settlement admission)'. If

the seller has not issued a final settlement request

15 (request for receipt of transfer) at this time point
the purchaser's financial institution returns a demand

for a receipt of transfer to the seller because it is
necessary in the final settlement process. Therefore,

a request for the demand for receipt of transfer is

20 transmitted to the seller (step 2420).

Then, it is monitored whether or not the seller
issues a return-of-goods cancellation request. If a
cancellation _requesf is not issued within a
predetermined period, a cancellation request

25 containing the third-party return-of-goods

—_—
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institution 3 perforns a cancellation process. After the conpletion of the
cancel |l ati on process by the 72 processing wunit of the purchaser's
financial institution 3, the term nation of cancellation is set in the
return-of - goods managenent information 1370 and the paynment managenent
information 1340 in the 5 transacti on managenent DB 55 in step 2518. In
step 2520, the transaction status 1320 is also set as 'C 6 (paynent

cancel lation)' . The return-of-goods confirmation 1379 and the
return-of-goods claim 1380 are set in the returned 10 goods
confirmation/claim acceptance process 2340. When a seller receives
returned goods, which are physical goods, froma deliverer, or when the
seller receives a cancellation request notification for digital contents
fromthe transacti on managenent 15 device pg7the seller has to notify the
transacti on managenent device 5 of a claimagainst the cancellation or the
ret ur n- of - goods t hreasti £ iwa i ihfokmanioh ietisgird BYOtise Wridhdaction

pr edet er mi ned peri od.
management device 5 as a substitute. This process is
normally performed by the return-of-goods site monitor
process 2500 as explained below.

5 The process of issuing a cancellation request as
a substitute is performed based on the return-of-goods
site monitor DB 57 and the first third-party return-
of-goods certification 1375 and 1376 and the second
third-party return-of-goods certification 1377 and

10 1378 stored in the return—of-éoods management

information 1370 in the transaction management DB 55.

As described later, the return-of-goods site monitor

DB 57 and the first third-party return-of-goods

certification 1375 and 1376 and the second third-party

15 return-of-goods certification 1377 and 1378 in the

transaction management DB 55 are set by the returned

goods delivery acceptance . process 2200 and the

returned goods delivery receipt process 2220 for

physical goods, and set by the digital contents

20 receipt confirmation/cancellation process 2100 for

digital contents. However, only the first third-party

return-of-goods certification is used for digital
contents.

In any case, the return-of-goods site monitor

25 term 1422 is set in the return-of-goods site monitor

Sheet Has Been Re; ‘p|aced

A



20" As shown in FIG 43, after receipt of a return- of-goods

confirmation or a
established, if a
transmtting a fi
settl enent cancel

return-of-goods c
information 1370

transaction status 1320 is set as 'C5 (return-of-goods claim',

suspendi ng the pr
the 35 transacti

I ssues a cancel | ati on request through return-of-goods.

request is not is
r et ur n- of - goods ¢
request, and the

return-of-goods claimin step 2342, cancellation is
return- of-goods confirmation is received, by
nal settlement stop instruction and a provisional 25

| ation request to the purchaser's financial institution in
and after step 2350. If a return-of-goods claimis received, it is
confirmed that the process is in the site nonitor term and then the

| ai m 1380 of the return-of-goods 30 nanagenent

in the transaction nmanagenent DB 55 is set, and the

escription. In t he above descri bed processes,

t her eby

on managenent device 5 nonia®rs whether or not the seller

s&d 5.t hUsiagptkdeteturment pgoodsl, site ndnirtbpdE B7,

If the cancell ation

ertification information is added to 40 _ the cancellation

carcdrl BPnrditoreduelether| Qs rft iy FAeallaidan request

management device §sa§s§u§fib§ﬂic%\g¢]1§-sa5 I‘%@Brnt—g‘%-giaghgaédrﬁfg%:gﬁxfx Sfazﬁsgﬁ’ ‘the

(decryption key f

5

10

15

20

25

of digrtal con cceptancé process
seller within a predetermined period.

The cancellation request through return of goods
is monitored in the return-of-goods site monitor
process 2506, and the process flow is shown in FIG.
45. In steps 2502 and 2504 of the process flow, each
record in the return-of—goods site monitor DB 57 is
periodically . read. From the records, a record is
extracted in which both the provisional settlement
cancellation 1423 set as 'canceled' and the settlement
date and time, and the return-of-goods confirmation
1379 of thé corresponding return-of-goods ménagement
information 1370 in the transaction management DB 55
are not set, and the term set in the return-of-goods
site monitor term 1422 expires. Since this record
indicates a transaction for which a cancellation
request through return-of-goods édmission has not been
issued from the seller within a predetermined term
after goods have been returned. Furthermore, in step
2506, it is confirmed that no return-of-goods claim
has been issued by selecting in step 2506 a record for
which the return-of-goods claim 1380lin the return-

of-goods management information. 1370 in the

This Sheet Has Been eﬁlaced '
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45 digital contents receipt confirmation/cancellation pr
mai nly descri bed bel ow as functions of nanagi ng the decryption key for the

di gi tal

contents to be encrypted by a seller and transmtted

purchaser, transmtting the decryption key to the purchaser,
certification information of a third-party witness, etc. in
sales of digital contents. 5 Wen a seller transmts encrypted

di gi tal

contents to a purchaser, the seller simnultaneously t

decryption key for use in decrypting the digital contents to
transacti on managenent device 5. The digital contents key ac
process 2000 10 receives and processes the decryption key (
shown in FIG 36. In step 2004, the decryption key is stored
decryption key 1335 for digital contents inléfe goods order

1330 in the transacti on managenent DB 55, and the transaction 15

ocess 2100 are

73 to a
I Ssui ng
medi ating the

ransmits a
t he
cept ance
step 2002) as
in the
i nf ormati on

of

managenent  devi ce tERNSACTIigH managenent BB SRhas MXtoLeen &t- 1361
}Qesetdellvery ”anaQGQBpttﬂfg(¥f§ﬁé§5%£§@p'aTESnEEfEE@EEhOQeEEQE%S1%320

10

15

20

25

transmitted to the purchaser's fihancial institution
on behalf of the seller. Since a provisional
settlement cancellation is made in a provisional
payment electronic settlement system (step 2508), the
transaction status 1320 in transaction management DB
55 is set as 'C-4 (return-of-goods confirmation)', and
a final sett;ement stop instruction containing the
second third-party return-of-goods certification 1378
in the return-of-goods management information 1370
(the first third-party return-of-goods certification
1376 for digital contents) added to the payment
management information 1340 in the transaction
management DB 55, and a provisional settlement
cancellation request are transmitted to the processing
unit of the purchaser's financial institution 3 on
behalf of the seller in and after step 2510. Thus,
the processing unit of the purchaser's financial
institution 3 performs a cancellation process. After
the completion of the cancellation process by the
processing .unit of +the purchaser's financial
institution 3, the termination of cancellation is set
in the return-of-goods management information 1370 and

the payment management information 1340 in the

—_—
———
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as 'A-4 (accepting delivery) (step 2006). The stored decryption key 1335 is
herei nafter nanaged by the 20 transacti on managenent device 5. In t he
di gi tal contents - recei pt confirmation/cancellation process 2100,
the contents of a request froma purchaser about the transmtted digital
contents (encrypted) are received and 25 processed as shown in FIG
37 (step 2102). I f the purchaser returns a decryption key transm ssion
request, then the purchaser intends to purchase the digital contents, and
the decryption key 1335 for digital contents in the goods order information
1330 30 of the transaction nmanagenent DB 55 stored in the digital contents
key acceptance process 2000 is retrieved in step 2110 on condition that the
transaction status 1320 is 'A-4 (accepting delivery)' (step 2106). The
retrieved key is transnmitted to the 35 purk¥@ser in step 2112. The
transaction status 1320 is set as 'A-5 (receiving delivergg' (step 2108).
Then, the del i F&@psacties managemesytndl orP 1955518062288 7 (LR S¥SParty

deIivery-certificab%%% b*hghgrg£§$§%ggég%6g@$%9f$ﬁ§ti%kﬁﬂééa% t %gngﬁggenent

delivery 40 nmanagénent’ T nfornma ransacti o
DB 55 and the site (pajmedft ahtelIaZioh)trhe return-of - goods managenent

I nformation 1370 are set

The return-of-goods confirmation 1379 and the
5 return-of-goods claim 1380 are set in the returned
goods confirmation/claim acceptance process 2340.
When a seller receives returned goods, which are
physical goods, from a deliverer, or when the seller
receives a cancellation request notification for
10 digital contents from the transaction management
device 5, the seller has to notify the transaction
management device 5 of a claim "against the
cancellation of the return-of-goods through the
confirmation of returned goods within a predetermined

15 period.

As shown in FIG. 43, after receipt of a return-
of-goods confirmation or a return-of-goods claim in
step 2342, cancellation is established, if a return-
of-goods confirmation is received, by transmitting a

20 final settlement stop instruction and a provisional
settlement cancellation request to the purchaser's
financial institution in and after step 2350. If a
return-of-goods claim is received, it is confirmed
that the process is in the site monitor term, and then

25 the return-cf-goods claim 1380 of the return-of-goods

—
\\
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(step 2114). Si mul t aneously, the final settlenent site nonitor DB 56 is
generated (step 2116). The data 45 obtained by copying the final '
settlenment site nonitor term 1363 of the delivery managenent information
1360 in the transacti on managenent DB 55 is set as the final settlenent
site nonitor term 1402 of the final 74 settlenment site nonitor DB 56. In

nmedi ating the sales of digital contents in the above

descri bed

process, the transacti on nanagenent device 5 nanages the decryption key
of the 5 digital contents encrypted by the seller and transmitted to the
purchaser, transmts the decryption key to the purchaser, and issues the

certification information of the third-party w tness.

In nediating the

sales of digital contents, the 10 transacti on managenent device 5

determ nes whether or not the contents recejygd by the purchaser are
acceptable. If it determ nes that the contents are not acceptable, it is
notified to the pumghasRimentd |{nfdrneiidrN NEIAd haint hendeckyRhsaBthan | s

defective, 15 then the decryption key is re-transmtted to the
management DB 55 is set, and the transaction status

1320 is set as 'C~5 (return-of-goods claim)', thereby

suspending the prescription.

5 In the above described processes, the transaction

management device 5 monitors whether or not the seller

issues a cancellation request through return-of-goods.

If the cancellation request is not issued within a

predetermined period, the third-party return-of-goods

10 certification information is added to the cancellation

fequest, and the cancellation request is issued by the

transaction management device 5 as a substitute.

Then, the digital contents key (decryption key

for digital contents) acceptance process 2000, and the

15. digital contents receipt confirmation/cancellatidn

process 2100 are mainly described below as functions

of managing the decryption key for the digital

contents to be encrypted by a seller and transmitted

to a purchaser, transmitting the decryption key to the

20 purchaser, issuing certification information of a

third-party witness, etc. in mediating the sales of

digital contents.

When a seller transmits

encrypted digital

contents to a purchaser, the seller simultaneously

25 transmits a decryption key for use in decrypting the

—
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pur chaser. This is explained by referring to the digital contents receipt
confirmation/ cancel l ati on process 2100. This process is perforned when
contents cannot be decrypted in the determination in step 2104 20 in

t he digital contents recei pt confirmation/cancellation
process 2100 shown in FIG 37. For exanple, assune that, in step 2112 shown
in FIG 37, a decryption key is transmtted to the 25 purchaser's
processing unit 1, but the purchaser cannot decrypt the digital contents.
At this tinme, the purchaser may return a purchase cancell ati on request
together with the un-decrypted digital contents. This corresponds to the
case in which 30 contents cannot be decrypted (inpossible decryption of
contents). First, the condition for acceptigg the request is that the
transaction status 1320 is 'A-5 (receiving ?ivery)', and the final

settlenment site nongtar r 020 ' | |t or
DB 56 does not expirarlta'd)j(tcfgaf(g'[r8 nnlet%éit]t%oﬁz’g %%&&%ﬂ%ﬁ%ﬁ%ﬁ%ﬁeﬁ%@e
decryption check propcesgd rniac}iaialz%te’dtsj ke RIdEptRhash irfirie s 2000

contents (encrypted) received by the purchaser or the decryption key are
defective. 40 regegd vesd) asltomrocessesothef detrypibiey fewr sta R002)

as shown in FIG. 36. In step 2004, the decryption key

5 is stored in the decryption key 1335 for digital

contents in the goods order information 1330 in the

transaction managemenf DB 55, and the transaction

management device 5 is set in the deliverer

information 1361 of the delivery management

10 information 1360. The transaction status 1320 is set

as 'A-4 (accépting delivery) (step 2006). The stored

decryption key 1335 is hereinafter managed by the
transaction managemeﬁt device 5. '

In the dijital contents receipt

15 confirmation/cancellation process 2100, the contents

of a request from a purchaser about the transmitted

digital contents (encrypted) are received and

proceséed as shown in FIG. 37 (step 2102). If the

purchaser returns a decryption key transmission

20 request, then the purchaser intends to purchase the

digital contents, and the decryption Kkey 1335 for

digital contents in the goods order information 1330

of the transaction management DB 55 stored in the

digital contents key acceptance process 2000 is

25 retrieved in step 2110 on condition that the
This Sheet Hoc

i



process. In step 2162 shown in FIG 39, the seller is requested to
transmt the contents which are the sanme as the contents (encrypted)
transmtted to the purchaser. Then, it is confirned in step 2168 that 45
the contents transmtted fromthe seller match the contents (encrypted)
transmtted fromthe purchaser. If they don't match, it is determ ned that
the contents transmtted fromthe seller to the purchaser 75 are
defective, and that the contents newy transmtted fromthe seller to the
transacti on managenent device 5 are correct, and the correct contents are
transmtted to the purchaser. If the above described 5 contents match each
other in steps 2168 and 2170, the contents are decrypted using the
decryption key 1335 managed by the transacti on nanagenent device 5.
Furthernore, the seller is requested to trans®it the non-encrypted digital
contents after encrypting them 10 wusing a seller's comon key excl usive
for transm ssion tGersantmmmaswbmnsniaa@ehsntAfﬁﬂﬂaQFQHniﬂg'@El4yﬁrwﬁ'step
2180, the newly returned digital contents are decrypte conpar wi,.th the
di gi t al conten?s (step 21&%). The retrieved key fg)transml eéﬂ¥o Qﬁe

purchaser in step 2112. The transaction status 1320

is set as 'A-5 (receiving delivery)' (step 2108).

5 Then, the  delivery receipt information
1365/1366/1367 (third-party delivery certification by
the transaction management device 5) of the delivery
management information 1360 in the transaction
management DB 55 and the site monitor term 1373 of the

10 return-of-goods management information 1370 are set
(step 2114). Simultaneously, the final settlement
site monitor DB 56 is generated (step 2116). The data
obtained by copying the final settlement site monitor
term 1363 of the delivery management information 1360

15 in the transaction management DB 55 is set as the
final settlement site monitor term 1402 of the final
settlement site monitor DB 56.

In mediating the sales of digital contents in the
above described process, the transaction management

20 device 5 manages the decryption key of the digital
contents encrypted by the seller and transmitted to
the purchaser, transmits the décryption key to the
purchaser, and issues the certification information
of the third-party witness.

25 In mediating the sales of digital contents, the

_ This Sheet Has Been RTi
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decrypted in step 2172 as in the state before 15 encryption, and it is
confirmed that they match each other. If they match each other, then
it is determned that the decryption key used by the purchaser is
defective, the decryption key 1335 nmanaged by the transacti on nmanagenent
device 5 is 20 transmtted again to the purchaser in step 2184, and a
decryption process is requested again. |If the above described contents do
not match each other in step 2180, then it is determ ned that the digital
contents (encrypted) first transmtted 25 fromthe seller to the purchaser
are defective, and a process of re-transmtting the contents is perforned.
In and after step 2186, the delivery reception information 1365/1366/ 1367
of the delivery nmanagenent information 1360 in the transaction 30
managenent DB 55 and the site nonitor term 1843 of the return-of-goods
managenent information 1370 are set in the state before transm ssion of the
decryption key, anctdamsdatiain sanbgement devécevhidoreriiieds iwhetddlext @d. | n
step 2192, since it is determned that 35 the_contents first transmtted

fromthe seller tolqfe phiech&OBreRTE JEPERiVEE, BY S nfBE@SS ( REe
sel ler that the trapsy Ssian, shopt d; 5tALLeWhifed NEnsONLRAL 8oARENALIGSE fOT

continuation of the transacti on.
not acceptable, it is notified to the purchaser. If

5 it is determined that the decryption key is defective,
then the decryption key is re-transmitted to the
purchaser. This is explained by referring to the
digital contents receipt confirmation/cancellation
process 2100. This process is performed when contents

10 cannot be decrypted in the determination in step 2104
in the digifal contents receipt
confirmation/cancellation process 2100 shown in FIG.
37. | |

For example, assume that, in step 2112 shown in

15 FIG. 37, a deéryption key is transmitted to the
purchaser's processing unit 1, but the purchaser
cannot decrypt the digital contents. At this time,
the purchaser may return a purchase cancellation
request together with the un-decrypted digital

20 contents. This corresponds to the case in which
contents cannot be decrypted (impossible decryption
of contents).

First, the condition for accepting the request
is that the transactién status 1320 is 'A-5 (receiving

25 delivery)', and the final settlement site monitor term

——— .
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In the above described process, the transaction 40 nmanagenent device 5
determ nes whet her or not the contents received by the purchaser are
defective in nediating the sales of digital contents. If it is determ ned
that the contents are defective, the purchaser is informed of it and the
process of re- 45 transmtting the decryption key to the purchaser is
performed. Furthernore, in nmediating the deliverer's processing unit, the
seller's processing unit, and the 76 purchaser's or the receiver's
processing unit, the functions of accepting the entry of the third-party
delivery certification information of the deliverer's processing unit,
accepting the entry of the first 5 third-party return-of-goods
certification information certifying that a return-of-goods request has
been i ssued, and accepting the entry of thesgcond third- party
r et ur n- of - goods certification I nformation certifying that the seller
has received returndd2geddthel fiand espltaecmedtbyitel mpningrt DBt 56 doeds
delivery recei pt process 1820, the returned goods deIiveﬁy
not expire (determinations in step 2154 and 2156).
In the decryption check process in step 2160, it is
determined whether the contents (encrypted) received
5 by the purchaser or the decryption key are defective.
FIG. 39 shows the flow of the decryption check
process. In step 2162 shown in FIG. 39, the seller
is requested to transmit the contents which are the
same as the contents (encrypted) transmitted to the
10 purchaser. Then, it is confirmed in step 2168 that
the contents transmitted from the seller match the
contents (encrypted) transmitted from the purchaser.
If they don't match, it is determined that the
contents transmitted from the seller to the purchaser
15 are defective, and that the contents newly transmitted
from the seller to the transaction management device
5 are correct, and the correct contents are
transmitted to the purchaser. If the above described
contents match each other in steps 2168 and 2170, the
20 contents are decrypted using the decryption key 1335
managed by the transaction management device 5.
Furthermore, the seller is requested to transmit the
non-encrypted digital contents after encrypting them
using a seller's common key exclusive for transmission

25 to the transaction management device (step 2174). In
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acceptance process 2200, and the returned goods delivery receipt process
2220. The third-party delivery certification is 15 entered in the goods
delivery recei pt process 1820. The first third-party return-of-goods
certification is entered in the returned goods delivery acceptance process
2200. The second third-party return-of-goods certification is entered in
the returned goods 20 delivery receipt process 2220. Since the process of
accepting an entry of the third-party delivery certification in the goods
delivery recei pt process 1820 has been described by referring to FIG 33,
the detailed description is 25 omtted here. Next, the returned goods
del i very acceptance process 2200 is described below by referring to FIG
40. In step 2202, a notification that the deliverer received froma goods
receiver a request to deliver 30 goods to bgsreturned and the goods, is
recei ved. Then, after checking for consistency of the transaction
status 1320 in stept22042180c tbei newdy sateomiaqt digitdl cabntentsniaaened

in the received notjification is stored_in the first t ird-gfrty 35
return-of - goods cefECYRReon 129mPAFRA 13vathn (e r edightart - gSogdents

_ managenent infornab%%&yﬁ%@&i Qnthgtep 2172 as in the state before

encryption, and it is confirmed that they match each
5 other. If +they match each other, then it is

determined that the decryption key used by the

purchaser is defective, the decryption key 1335

managed by the transaction management device 5 is

transmitted again to the purchaser in step 2184, and
10 a decryption. process is requestéd again. _

If the above described contents do not match each
other in step 2180, then it is determined that the
digital contents (encrypted) first transmitted from
the seller to the purchaser are defective, and a

15 process of re-transmitting the contents is performed.
In and after step 2186, the delivery reception
information 1365/1366/1367 of the delivery management
information 1360 in the transaction management DB 55
and the site monitor term 1373 of the return-of-goods

20 management information 1370 are sét in the state
before transmissioh.of the decryption key, and the
final settlement site monitor DB 56 is deleted. 1In
step 2192, since it is determined that the contents
first transmitted from the seller to the purchaser are

25 defective, it is informed to the seller that the

_\“—
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transacti on managenent DB 55 in steps in and after step 2208. Then, the
return-of-goods site nonitor swwtch 1404 in the final settlenent site
nonitor DB 40 56 is set as 'switched', and the date and time is set. The
return-of-goods site nonitor DB 57 is generated, and the transaction status
1320 is set as '"C-1 (accepting a return-of-goods request)’. The
subsequent site nonitor is perfornmed in the return-of- 45 goods site
nonitor process 2500. The return-of-goods site nonitor term 1422 of the
return-of-goods site nonitor DB 57 is set based on the nunber X of days for
adjustnent in consideration of the delivery term 77 Furthernore, the
returned goods delivery receipt process 2220 receives a notification that
the seller has received returned goods fromthe deliverer together with the
seller's receipt certification in 5 step 22¢27as shown in FIG 41. After

t he consj stency check of the transaction status 1320, a seller's
certificate cont dirangpisdilon sheelestart wistethe centedtsanddigestt or ed
in the second third-party return-of- %Pods certification 1377 and 1378 in

t he for continuation of the transaction.

In the above described process, the transaction

management device 5 determines whether or not the
5 contents received by the purchaser are defective in
mediating the sales of digital contents. If it is
determined that the contents are defective, the
. purchaser is informed of it and the process of re-
transmitting the decryption key to the purchaser is

10 performed.

Furthermore, in mediating the deliverer's
processing unit, the seller's processing unit, and the
purchaser's or the receiver's processing unit, the
functions of accepting the entry of the third-party

15 delivery certification information of the deliverer's
processing unit, accepting the entry of the first
third-party return-of-goods certification information
certifying that a return-of-goods request has been
issued, and accepting the entry of the second. third-

20 party return-of-goods certification information
certifying that the seller has received returned goods
are explained by referring to the goods delivery
receipt process 1820, the returned goods delivery
acceptance process 2200, and the returned goods

25 delivery receipt process 2220.
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10 return-of-goods managenent information 1370 of the transaction
managenent DB 55, and the return-of-goods site nonitor term 1422 of the
return-of-goods site nonitor DB 57 is set again based on the determ ned
nunber Y of days for adjustnment in and after step 15 2228. Afterwards,
the return-of-goods site nonitor process 2500 nonitors the cancell ation by
return-of- goods using the site nonitor term The provisional settlenent
cancel l ati on request acceptance process 2300 receives a provisional 20
settlenment cancellation request fromthe purchaser in step 2302 as shown in
FIG 42, updates the paynent managenent information in the transaction
managenent DB 55 in step 2312, and transmts the provisional settlenent
cancel l ation request to the purchaser's 25 financial institution in step
2316. Thus, in nediating the deliverer's pregggssing unit, the seller's
processing wunit, and the purchaser's or the receiver's processing unit,

the transaction rranagerreme @R r@e pardgtdsl Svd e celiti¥ iekt3dn! s érhiéﬁed)arty
delivery certification information of the deliverer's processing unit,
~accepts the entry dn tthe gppgds @%li‘deﬁmlt%»cemmmmsgoéégocer'me|ii§fa-ts1bn

| nformation cert! fuhngd hatr eldnh: Ofe G00R "SINSH IS P T it 20
in the returned goods delivery acceptance process
5 2200. The second +third-party return-of-goods
certification is entered in the returned goods
delivery receipt process 2220.
Since the process of accepting an entry of the
third-party delivery certification in the goods
10 delivery receipt process 1820 has been described by
referring to FIG. 33, the detailed description is
omitted here.
Next, the returned goods delivery acceptance
process 2200 is described below by referring to FIG.
15 40. In step 2202, a notification that the deliverer
received from a goods receiver a request to deliver
goods to be returned and the goods, is received.
Then, after checking for <consistency of the
transaction status 1320 in step 2204, the deliverer's
20 receipt certification contained in the received
notification is stored in the first third-party
return-of-goods certification 1375 and 1376 in the
return-of-goods management information 1370 in the
transaction management DB 55 in steps in and after

,25 step 2208. Then, the return-of-goods site monitor

T




35 third-party return-of-goods certification information certifying t hat
has received returned goods. Described belowis the procedur

the seller

t he transacti on managenent device 5 not described yet 40 above.

e of

These are

all preferred procedures of the present invention. The goods order process
1600 nedi ates the order of goods between the purchaser's processing unit 1
and 45 the seller's processing unit 2 in the procedure shown in FIG 29.
When the order of goods is placed in the procedure in steps 1602 through
1608 in the goods order process 1600, the transacti on managenent DB 55

78 is generated using the paynent
Af t er war ds,

key (step 1

612) .

t hrough the key. 5
pur chaser requests the processing unit at theggpurchaser's financi al

i nstitution

3

10

15

20

25

to

When t he purchaser places an order of goods,

i ssue
switch 1404 in the final settlement site monitor DB

56 is set as 'switched', and the date and time is set.
The return-of-goods site monitor DB 57 is generated,
and the transaction status 1320 is set as 'C-1
(accepting a return-of-goods request)’'. The
subsequent site monitor is performed in the return—of—
goods site monitor process 2500. The refurn-of-goods
site monitor term 1422 of the return-of-goods site
monitor DB 57 is set based on the number X of days for
adjustment in consideration of the delivery térm.

Furthermore, the returned goods delivery receipt

'process 2220 réceives a notification that the seller

has received returned goods from the deliverer
together with the seller's receipt certification in
step 2222 as shown in FIG. 41. After the consistency
check of the transaction status 1320, a seller's
certificate containing the seller's receipt
certification is stored in the second third-party
return-of-goods certification 1377 and 1378 in the
return-of-goods management information 1370 of the
transaction management DB 55, and the return-of-goods
site monitor term 1422 of the retufn-of-goods site
monitor DB 57 is set again based on the determined
number Y of days for adjustment in and after step

2228. Afterwards, the return-of-goods site monitor

—_—
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provi sional settlenent noney in the procedure shown in FIG 30 in the noney
i ssue process 1700. If the 10 issue of .provisional settlenent noney is K
in step 1716, the contents of the provisional settlenment noney is witten
to the paynent managenent information 1340 of the transaction nmanagenent DB
55 in step 1718, and the subsequent settlenment proceedi ngs are managed. 15
When the process is perforned in the procedure as shown in FIG 31, an

i ntermedi ate process is performed in the noney paynent process 1740 when

t he purchaser makes paynent (provisional settlenment) for the goods to the
sell er using provisional settlement 20 noney or settlenment account noney.
In this procedure, the provisional settlenent date and tine 1346 is witten
to the paynent managenent information 1340 of the transaction managenent DB
55 in step 1750, and the noney i nf or mati opgg cont ai ni ng t he

. provisional 25 settlenent information through the provisional

. settlement noney olprdueseet2dGOTaRiniaeel thacd 1l dtrians fyr mecturm-ids-
seller through the transaction management device 5 in step 1756. The
notification, that tgﬁé’dcfelqﬁﬂé?%rthﬁa§1éa:é}9cf\éd=°30 temfe delivery of goods from

the seller 1o received hhOm s delde o al@ese SIL Y6 b Wnfodt? 1S

entered in the goods del’ accep ance process
acceptance process 2300 receives a provisional

5 settlement cancellation request from the purchaser in
step 2302 as shown in FIG. 42, updates the payment
management information in the transaction management
DB 55 in step 2312, and transmits the provisional
settlement cancellation request to. the purchaser's

10  financial institution in step 2316.
Thus, in mediating the deliverer's processing
“unit, the seller's processing unit, and the
'purchaser's or the receiver's processing unit, the
tranéaction management device 5 accepts the entry of
15 the third-party delivery certification information of
the deliverer's processing unit, accepts the entry of
the first third-party return-of-goods certification
information certifying that a return-of-goods request
has been issued; and accepts the entry of the second
20 third-party return-of-goods certification information
certifying that the seller has received returned

goods.

Described below lis the procedure of the
transaction management device 5 not described yet

25 above.
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in a transaction of physical goods in the procedure shown in FIG 32.

shown in FIG
“fromthe deliverer
del i very managenent

at the
fi nanci al
I ssued and accepted by the above described term nal

fi nanci al

institution 3 and 4, and the portable storage nedia 82 and 83
units as provisional

in the goods delivery acceptance process 1800, the

As

32, when a 35 delivery acceptance notification is received

i nformati on 1360 of the transacti on managenent DB 55 is
generated (step 1808). Described below are the termnal units 80 and 81 40
institution connected to the processing unit at the

settl enment noney cards or final settlenent 45 adm ssion request cards.

According to the exanple with reference to FIGs. 19 and 20, the term nal

unit 80 at the financial institution operated by a purchaser and the

t er m nal
are referred to.

functions operated by boii t hg S8l |§Epa@d

the 5 termnal unit 80' at the financial institution.

79 unit 81 at the financial insjgjution operated by a seller
In the follow ng explanation, a termnal unit having the

ukBE PHAEHRGE L& & fieRrddded s

5
10

15

20

25

preferred embodiments.

The goods order process i600 mediates the order
of goods between the purchaser's processing unit 1 and
the seller's processing unit 2 in the procedure shown
in FIG. 29. When the order of goods is placed in the
procedure in steps 1602 through 1608 in the goods
order process 1600, the transaction management DB 55
is generated using the payment ID normally numbered
by the seller as a key (step 1612). Afterwards, the
proceedings of a transaction are managed through the
key.

When the purchaser places an order of goods, the
purchaser requests the processing unit at the
purchaser's financial institution 3 to issﬁe
provisional settlement money in the procedure shown
in FIG. 30 in the money issue proéess 1700. If the
issue of provisional settlement money is OK in step
1716, the contents of the provisional settlement money
is written to the payment management information 1340
of the transaction management DB 55 in step 1718, and
the subsequent settlement proceedings are managed.

When the process is performed in the procedure
as shown in FIG. 31, an intermediate process is

performed in the money payment process 1740 when the

—
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The termnal unit 80" at the financial institution is operated by a
purchaser and a seller, transmts and receives transaction information to
and fromthe processing unit at the purchaser's financial 10 institution 3
and 4, and have the follow ng functions. First, the termnal unit 80" has
the function of issuing the provisional settlenent noney card 82 for use in
"a purchaser's issuing a provisional settlenent request. 15 Second,
it has the function of allowi ng the purchaser to performa final settlenent
adm ssion process based on provisional settlenent. Third, it has the
function of processing a final settlenment request fromthe seller who uses
a received 20 portable storage nedium The termnal unit 80" at the
financial institution is designed as shown in FIG 46, and conprises an
operation control unit 3010 for controlling hge entire system a

comuni cations 25 control unit 3020 Iine- cotRécted to the processing units

h h
ransm {1 and r ectibalieat pifes SHPEhe AR LAY S AL B on

and transm ssion anghéegeo@s tof Clavéé et cusiy fpnividivordl fsaetlement
institution; an IC card reader/witer 3001;

money or settlement account money. In this procedure,

the provisiocnal settlement date and time 1346 is

5 written to the payment management information 1340 of

the transaction management DB 55 in step 1750, and the

money information containing the provisional

settlement information through the provisional

settlement money or the settlement account money is.

10 transferred to the seller through the transaction
management device 5 in step 1756.

The notification that the deliverer has accepted

the delivery of goods from the seller is received from

" the deliverer's processing units 6 and 7 and is

15 entered in the goods.delivery acceptance process 1800

in a transaction of physical goods in the procedure

shown .in FIG. 32. As shown in FIG. 32, when a

delivery acceptance notification is received from the

deliverer in the goods delivery acceptance process

20 1800, the delivery management information 1360 of the

transaction management DB 55 is generated (step 1808).

Described below are the terminal units 80 and 81

at the financial institution connected to the

processing unit at the financial institution 3 and 4,

25 and the portable storage media 82 and 83 issued and

—_—_

—_—
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~a display (touch panel) 3002 for i.nputting information froma purchaser and
~a seller, and displaying receipt information fromthe processing units at
the financial institution 3 and 4; a collected card storage box 3003 35 for
col l ecting used cards; and a new card storage box 3004 for storing new
cards. The storage disk 3030 can be an arbitrary DASD (direct access
storage device). The operation control unit 3010 conprises a file control
unit 3011, an input/output control unit 3012, 40 a nenory file 3013; and a

process unit 3014. The process unit 3014 conprises a portable storage
medi um i ssue process 3510, a final settlenent adm ssion process 3550, and a
final settlenent request process 3600. 45 The provi sional :

settlement noney card 82 (portable storage nmediun) is, for exanple,
designed to have an I C chip 3101 on a plaszigscard material as shown in
FIG 47. The menory Iayout 3110 of t he | 80 chip 3101 is designed as

shown in FIG 47, ALLPIN el ol OdbSEANBEAS AdhATRY GRIEY a5
qguest from a purchaser, I na set ement adm ssi on
provisional settlement money cards or final settlement
admission request cards.

According to the eighth embodiment of the preseﬁt

5 invention, the terminal unit 80 at the financial

institution operated by a purchaser and the terminal

unit 81 at the financial institution operated by a

seller are referred to. In the following explanation,

a terminal unit having the functions operated by both

10 the seller and the purchaser are described as the
terminal unit 80' at the financial institution.

The terminal unit l80' at the financial
institution is operated by a purchaser and a seller,
transmits and receives transaction information to and

15 from the processing unit at the purchaser's financiél
institution 3 and 4, and have the following functioné.

First, the terminal unit 80' has the function of
issuing the provisional settlement money card 82 for
use in a purchaser’s issuing a provisional settlement

20 request.

Second, it has the function of allowing the
purchaser to perform a final settlement admission
process based on provisional settlement.

Third, it has the function of processing a final

25 settlement request from the seller who uses a received
LTI




request froma seller, or a collection process. 5 Practically, it
conprises a paynent |D 3111, issue information, final settlenent request

i nformation, collection information, provisional settlenent noney
informati on or electronic noney information 3122. Anong the information,
the issue information conprises 10 an issue date and tinme 3112, issuing
financial institution information 3113, issuing financial institution
branch office information 3114, and issuing termnal unit information 3115.
The final settlement request information conprises a final 15
settlenment request date and tine 3116 based on a final settlenent request
from the seller, and final settlenent request termnal unit information
3117. If the final settlenent request information is witten, the

provi sional settlement noney card 82 is 20 ggghi bited from being reused
until it is collected. Then, the collection information conpri ses a

coll ection date andp@fﬂgb341§toﬁagglﬁé&iﬁmm)financial institution
i nformation 3119, a collecting financial institution branch office

information 3120, and a ?Becol’qeé@tmﬁé t eemdhal 80rit a%fothati dﬁi@malEach

of the processes perfo by the termnal ;unit 80' at th i al

institution is desc+?ﬁéggﬁﬁl¥%féﬁw 199N 55 ?ﬂpfﬁﬂw Zg Ang

after FIG comprises an operation control wunit 3010 for
5 controlling the entire system; a .communications

control unit 3020 line-connected to the processing

units at the purchaser's financial institution 3 and

4 to and from which data is transmitted and received;

a storage.disk 3030 for storing input information and

10 transmission and receipt information to and from the
financial institution; an IC card reader/writer 3001;

a display (touch panel) 3002 for inputting information

from a purchaser and a seller, and displaying receipt
information from the pfocessing units at the financial

15 institution 3 and 4; a collected card storage box 3003
for collecting used cards; and a new card storage box

3004 for storing new cards. The storage disk 3030 can

be an arbitrary DASD (direct access storage device).

The operation control unit 3010 comprises a file

20 control unit 3011, an input/output control unit 3012,
a memory file 3013; and a process unit 3014. The
process unit 3014 comprises a portable storage medium
issue process 3510, a final settlement admission
process 3550, and a final settleﬁent request process

25 3600.

\
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48. 30 First, the portable storage nediumissue process 3510 is
descri bed as a portabl e storage nediumissuing function. The portable

storage nedi umissue process 3510 issues a provisional

settl ement noney

card (I C card) 35 as a portable storage nedi um storing noney information
contai ning provisional settlenent information with goods purchase
i nformati on through an operation of a termnal unit at financial

institution by a purchaser as shown in FIG 48. 40

In step 3512, a

provi sional settlenent noney (I C card type) issue request screen is

di spl ayed on the display 3002 to accept issue request
paynment | D, purchaser information, issuing financial

i nformati on such as a
nstitution, etc.

(step 3514). Then, the 45 contents of the issue request infornmation input

in step 3516 is confirmed. If the contents Zgg nor ma
a new | C card exists in the new card storag ox 3004

i ssue request 81 infopgpti g i3t EAREM Rttt

in step 3518, and if
in step 3520, then

PEOSES S BA-MN (g2

(portable storage medium) is, for example, designed

———

il

10

15

20

25

to have an IC chip 3101 on a plastic card material as
shown in FIG. 47. The memory layout 3110 of the IC
chip 3101 is designed as shown in FIG. 47, and
corresponds to a provisional settlement money iséue
request from a purchaser, a final settlement admission
request from a seller, or a collection process.
Practically, it comprises a payment ID 3111, issue
information, final settlement request information,
collection informatioh, provisional settlement money
information or electronic money information 3122.
Among the information, the issue information comprises
an issue date and time 3112, issuing financial
institution information 3113, issuing financial
institution branch office information 3114, and
issuing terminal unit information 3115. The final
settlement request information comprises a final
settlement request date and time 3116 based on a final
settlement request from the seller, and £final
settlement request terminal unit information 3117.
If the final settlement request information is
written, the provisional settlement money card 82 is
prohibited from being reused until it is collected.

Then, the collection information comprises a

e

e ——
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the purchaser's financial institution 3 in step 3522. Then, it is confirned
.in step 3524 that the informati on has been successfully transmtted. A5
process result is received fromthe processing unit of the purchaser's
financial institution 3 in step 3528. If the process result fromthe -
processing unit of the purchaser's financial institution 3 is nornmal in
"step 3530, the provisional settlenment noney 10 information containing the
goods purchase information is witten together with issue information to
the storage disk 3030. Anew ICcard is extracted fromthe new card storage
box 3004 in step 3534, and the provisional settlenent noney informtion and
I ssue 15 information witten to the storage disk 3030 are witten to

t he provi si onal sett| enment noney i nformation 3122 and the issue
information (issue date and time 3112, ,fgsuing financial

institution information 3113, issuing.financral institution branch 20

of fice information Jhlrh.@aiuh idad Bgql @ERLNS1 18014 M LR qs-?éal{a-aqf the
| C chip nenory 3110 gf the new I C card ug%ng tﬁé I C card reégeﬁ'mmlfér

3001. If it is. confirigtedcuticdn ainformeatiicort 81190 ahiqplizastieen fioramiilal
performed in step 3538, then a 25 process termnation indication is

di spl ayed on the dildEitwom | hrapep FfEcandnfremaiians 3420, ouepdt @

collecting terminal unit information 3121.

5 Each of the processes performed by the terminal
unit 80' at the financial institution is described by
referring to the process flow shown in and after FIG.
48.

First, the portable storage medium issue process

10 3510 is described as a portable storage medium issuing
function.

The portable storage medium issue process 3510
issues a provisional settlement money card (IC card)
as a portable storage medium storing money information

15 containing provisional settlgment information wifh
goods purchase information through an operation of a
terminal unit at financial institution by a purchaser

as shown in FIG. 48.

In step 3512, a provisional settlement money (IC

20 card type) issue request screen is displayed on the
display 3002 to accept issue request information such
as a payment ID, purchaser information, issuing
financial institution, etc. (step 3514). Then, the
contents of the issue reguest information input in

25 step 3516 is confirmed. If the contents are normal

This Sheet Has Been R'erlaced
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in step 3542. If input contents are not correct in step 3518, if new cards
are running short in step 3520, if the transm ssion process is not normally
30 perforned in step 3524, if the process result is not correct in step
3530, or if awite to.the ICchip is not nornmally perfornmed in step 3538,
then an error nmessage is edited in step 3544, and the nessage is displayed
on the display 3002.in step 3546. 35 The final settlenment adm ssion
process 3550 is described below as a function of transmtting a final

settl enent adm ssion request to financial institution based on a portable
- storage nmedium The final settlenment adm ssion process 3550 is 40
performed as shown in FIG 49 to accept a final settlenent adm ssion
request by the purchaser's operating the termnal unit 80" at financial
institution. In FIG 49, the final settleneg§7adnission 45 acceptance
screen is displayed on the display 3002 in Step 3552-to accept final

sett| enent adm sSi ofy i g0 TRI1ON HE A% D258 TP Do '

pur chaser information, uing financial institution
card storage box 3004 in step 3520, then issue request

information is transmitted to the processing unit of
the purchaser's financial institution 3 in step 3522.
5 Then, it is confirmed in step 3524 that the
information has been successfully transmitted. A
process result is received from the processing unit
of the purchaser's financial institution 3 in step
3528. If the process result from the processing unit
10 of the purchaser's financial institution 3 is normal
in step 3530, the provisional settlement money
information containing the goods purchase information
is written together with issue information to the
storage disk 3030. A new IC card is extracted from
15 the new card storage box 3004 in step 3534, and the
provisional settlement money information and issue
information written to the storage disk 3030 are
written +to the provisional settlement money
information 3122 and the issue information (issue date
20 and +time 3112, issuing financial institution
information 3113, issuing financial institution branch
office information 3114, and issuing terminal unit
information 3115) of the IC chip memory 3110 of the

new IC card using the IC card reader/writer 3001.

25 If it is confirmed that a write to the IC chip
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82 information, etc. If the contents of the final settlenent adm ssion

i nformation input in step 3554 are confirmed and the contents are correct
in step 3558, then the final settlenent adm ssion information 5 is
transmtted to the processing unit of the purchaser's financial institution
3 in step 3560. It is confirmed in step 3562 that the information has been
successfully transm tted. A process result is received fromthe
processing unit 10 of the purchaser's financial institution 3 in step 3566.
If the process result fromthe processing unit of the purchaser's financi al
institution 3 is normal in step 3568, the process term nation screen (final
settlenent adm ssion acceptance indication) Is 15 displayed on the

di splay 3002 in step 3570. |If the input contents are not correct in step
3558, if the transm ssion process is not nopgglly perforned in step 3562,
and if the process result is not correct in step 3568, then an error

i Spl ay 3002 10 St oS5 0r e Deser Bl bEr oy Rt Bal Poot 1] Sment SFoctiest
~process 3600 as a fpmotess teraminewhoncdindicedilicectismgdpsplaped srortye
fredi um display 3002 in step 3540, and the card 82 is output
in step 3542. If input contents are not correct in
5 step 3518, if hew cards are running short in step
3520, if the transmission process is not normally
-performed in step 3524, if the process result is not
correct in step 3530, or if a write to the IC chip is
not normally performed in step 3538, then an error
10 message is edited in step 3544, and the message is
displayed_on the display 3002 in step 3546.

The final settlement admission process 3550 is
described below as a function of transmitting a final
settlement admission request to financial institution

15 baséd on a portable storage medium. .

The final settlement admission process 3550 is
performed as shown in FIG. 49 to accept a final
settlement admission request by the purchaser's
operating the +terminal wunit 80' at financial

20 institution. .

In FIG. 49, the final settlement admission

acceptance screen is displayed on the display 3002 in

step 3552 to accept final settlement admission

information such as a purchase;‘-input payment ID,

25 purchaser information, issuing financial institution
Has Been Reilaced



25 The final settlenent request process 3600 is a process of
accepting a final settlenent request through a seller's operation of
termnal units of financial institution and the provisional settlenent
money card 82 (1C card) received fromthe purchaser 30 as shown in FIG 50
and 51. First, in step 3602, a final settlenent request screen is displayed
on the display 3002. In step 3604, the provisional settlenent noney card
82 inserted by the seller is accepted. In step 3606, 35 information
stored on the IC chip is read using the I1C card reader/witer 3001. If the
information is correctly read in step 3608, then a paynent ID, issue

I nformation, final settlenent request information, and provisional 40
settlenment noney information are witten to the storage di sk 3030 of the
termnal unit 80" in step 3610. Then, in sggp 3612, the paynent ID, issue
information, final settlenent request information, and provisional

sett| ement noney 1nfd}.fxﬁH1EE3éﬁ ONetcare 4% t{:ﬁésrﬂdﬂﬁﬂuﬁé) b#e PROCESHA
unit of the purchaser's financial institution 3 or the processing unit of

the seller's finansettiemint vddnisslion finformatomii Lnpdtt hat sttep 3554
transmssion is noggglgogggigégﬁgnént%%e%ontents are correct in step
3558, then the final settlement admission information
5 is transmitted to +the processing unit of the

purchaser's financial institution 3 in step 3560.

It is confirmed in step 3562 that the information
has been successfully transmitted. A process result
is received from the processing unit of the

10 purchaser's financial institution 3 in step 3566. If
the process result from the processing unit:of the
purchaser's financial institution 3 is normal in step
3568, the process termination screen (final éettlement
admission accéptance indication) is displayed on the

15 display 3002 in step 3570. If the input contents are
not correct in step 3558, if the transmission process
is not normally performed in step 3562, and if the
process result is not correct in step 3568, then an
error message is edited in step 3572, and the message

20 is displayed on the display 3002 in step 3574.

Described below is the final settlement request
process 3600 as a function of automatically collecting
portable storage medium.

The final settlement request process 3600 is a

25 process of accepting a final settlement request
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83 3614, then a process result is received fromthe processing unit of the
I nformation receiver's financial institution 3 or 4 in step 3618. If the
process result of the processing unit of 5 the financial institution 3 or 4
.is normal in step 3620, it is determned whether -or not t he
correspondi ng provi sional settlement noney has accepted the final
settlenent adm ssion in step 3622. If it is accepted, then the final
settlenment admi ssion 10 information is witten to the storage di sk 3030 in
step 3624, and then witten to the 1C chip nenory 3110 of the provisional
settlenment noney card 82 using the I1C card reader/witer 3001. After
the final settlenent request I nformati on and collection 15
information are witten to the storage disk 3030 in step 3626, they are
witten to the final settlenent request infqﬁqption (final settlenent
request date and tine 3116, final settlenent request term nal unit

T T gon ST SSRcERNC L in 4 pkRRh Ut (sabhgthtonyfie pao
financial institutifinanenah dhstieutdbdbnrandi dthe3p26yvisbbhelt sefgtlement
money card 82 (IC card) received from the purchaser
as shown in FIG. 50 and 51.
5 | First, in step 3602, a final settiement request
screen is displayed on the display 3002. In step
3604, the provisional settlement  money card 82
inserted by the seller is accepted. In step 3606,
information stored on the IC chip is read using the
10 IC card reader/writer 3001.
If the information is correctly read in step
3608, then a payment 1D, issue information, £final
settlement request information, and provisional
settlement money information are written to the
15 storagé disk 3030 of the terminal unit 80' in sfep
3610. Then, in step 3612, the payment ID, issue
information,. final settlement request information, and
provisional settlement money information are
transmitted to the processing unit of the purchaser's
20 financial insfitution 3 or the processing unit of the
seller's financial_institutioh 4. If it is confirmed
that the transmission is normally performed in step
. 3614, then a process result is received from the
processing unit of +the information receiver's

25 financial institution 3 or 4 in step 3618.

\
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termnal unit information 3121) in the I C chip nmenory 3110 using the IC
3001. If it is 25 confirnmed that a wite to the I1C chip
has been normally perforned in step 3628, then the received IC card is
collected in the collected card storage box 3003 in step 3630, and the
final settlenment termnation indication is displayed on the display 30 3002
in step 3632. If the correspondi ng provisional settlenent noney has not

card reader/witer

accepted the final
settl enment request

settlenment admi ssion in step 3622, then the final
information is witten to the storage disk 3030 in 35

step 3636, and then it is witten to the final settlenment request

I nformation (final
settl enment request

settlenent request date and tine 3116, fi nal
termnal unit information 3117) in the IC chip nmenory

3110 of the IC card using the IC card readenhwiter 40 3001. |If it is
confirmed in step 3638 that a wite to the IC chip has been normally

performed, then a final

on the display 3002 in step 3640. If a read fromthe |IC chip is not
normal |y 45 perfor g i fiegppiasodnsitd tufdop, Sh9n 4 & HP6@§§S’#§ FieRP

normal |y performnmed

36281 ep 13:6141s' I dRM19ERSS GASYRLL! S 1Pt R8LM €Gnd "

-step 3620, and if awite

10

15

20

correspondlng provisional settlement money has
accepted the final settlement admission in step 3622.
If it is accepted, then the final settlement admission
information is written to the storage disk 3030 in
step 3624, and then written to the IC chip memory 3110
of the provisional settlement money card 82 using the
IC card zreader/writer 3001. After the £final
settlement request information and collection
information are written to the storage disk 3030 in
step 3626, they are written to the final settlement
request information (final settlement request date and
time 3116, final settlement request terminal unit
information 3117) and the collection information
(collection date and time 3118, collecting financial
institution information 311é,-éollecting financial
institution branch office information 3120, collecting

terminal unit information 3121) in the IC chip memory

+ 3110 using the IC card reader/writer 3001." If it is

25

confirmed that a write to the IC chip has been
normally performed in step 3628, then the received IC
card is collected in the collected card storage box

3003 in step 3630, and the final settlement

i
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the 1C chip is not normally perforned in steps 3628

84 and 3638, then an

~error nessage is edited in.step 3642, the nessage is displayed on the

di splay 3002 in step 3644, and a prOV|S|onaI settlenment noney card is
output in step 3646. 5 The deliverer's processing units
(delivery managenent device) 6 and 7 are described below by referring to
FIG 52 and the subsequent figures. The above described systemwth
reference to FIGs. 6 through 10 includes the deliverer's processing unit 10
6 for delivering normal goods and the deliverer's processing unit 7 for
delivering returned goods. Since these units can be designed to have the
sane configuration, the device having the function of both units is

herei nafter referred to as a deliverer's 15 processing unit 6'. The
delivery managenent DB 60' of the delivererigaprocessing unit 6' has the
functions of the delivery managenment DB 60 and the delivery managenent DB
70 to manage the nagmlirtetioter yn@dcatien r esuidispllageddon 26he displiRe

deliverer's processi ngz unit 6' has the

10

"~ 15

20

25

in step 3632.

If the cor:_:'esponding provisional settlement money
has not accepted the final settlement-admission in
step 3622, then the final settlement request
information is written to the storage disk 3030 in
step 3636,. and then it is written to the final
settlement request information (final settlement
request date and time 3116, final settlement request
terminal unit information 3117) in the IC chip memory
3110 of the IC card using the IC card reader/writer
3001. If it is confirmed in step 3638 that a write
to the IC chip has been normally performed, then a
final settlement request acceptance message is
displayed on the display 3002 in step 3640. '

If a read from the IC chip is not normally
performed in step 3608, if the transmission process
is not normally performed in step 3614, if the process
result is not correct in step 3620, and if a write to
the IC chip is not normally performed in steps 3628
and 3638, then an error message is edited in step
3642, the message is displayed on the display 3002 in
step 3644, and a provisional settlement money card is
output in step 3646."

The deliverer's processing units (delivery

———
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follow ng functions. First, based on a goods delivery request froma seller
(seller's processing unit 2), the deliverer's processing unit 6' stores
goods delivery information. 25 Wen goods are delivered to a
receiver, the deliverer's processing unit 6" generates the third- party
delivery certification information containing the receipt signature of a
receiver or the substitute signature and a paynent ID related to the goods
30 purchase. Second, based on the receiver's returned goods delivery
request, the returned goods delivery information is stored and the first
third-party return-of-goods certification information containing 35 the
recei pt signature of the receiver who requests the return of goods or the
signature of a substitute and a paynent ID related to the goods purchase is
generated. Third, when returned goods are dekgvered to the 40 seller,

the second third-party return-of-goods certification information

contai ni ng the recahdragefart udevitehhas sehder aie adpsypebéd| Balehatig to
t he goods purchase is_generated. Fourth, returned goods delivery acceptance
45 receipt certifixefeBRlRGnt@ifiGg 52 pagnshe swbseguery figures. The

above described fourth embodiment of the present
invention includes the deliyerer's processing unit 6

5 for delivering normal goods and the deliverer's
processing unit 7 for delivering returned goods.
Since these units can be designed to have the same
configuration, the device having the function of both
units is hereinafter referred to as a deliverer's

10 processing unit 6'. The delivery management DB 60'
of the deliverer's processing unit 6' has the
functions of the delivery management DB 60 and the
delivery management DB 70 to manage the normal
delivery and the return of goods. -

15 The deliverer's processing uhit 6' has the
following functions.

First, based on a goods delivery request from a
seller (seller's processing unit 2), the deli&erer's
processing unit 6' storeé goods delivery information.

20 When goods are delivered to a receiver, the
deliverer's processing unit 6' generates the third-
party delivery certification information containing
the receipt signature of a receiver or the substitute
signature and a payment ID related to the 'goods

25 purchase.
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to the goods purchase is issued to the receiver. Fifth, the third-party
delivery certification informati on containing the receipt signature of a
85 receiver and a paynent IDrelated to the goods purchase is notified
after delivery of goods to the seller. Sixth, when the transaction
managenent device 5 5 nedi ates, the above described third-party delivery
certification information, the first and second third- party
return-of-goods certification infornmation are entered in the transaction
managenent device 5. To attain the above described functions, the 10
deliverer's processing unit 6' conprises an operation control unit 4010 for
controlling the entire system a conmunications control unit 4012 for

| i ne-connection to each of the units 1, 2, 3, 4, and 5; a database control
unit 4020 for controlling each database; a lpygelivery nmanagenment process
unit 4480; an input/output process unit 4014; and nenory 4016 as shown in

FI G 52. The database conkeebnd!i thaded0 crenagesrédel ¢iek | & eryriiPRag egBBlisDB
60" containing delivery
‘ delivery request, the returned goods delivery
information is stored and +the first third-party
return-of-goods certification information containing
5 the receipt signature of the receiver who requests the
return of goods or the signature of a substitute and
a payment ID related to the goods purchase 1is
generated.
Third, when returned goods are delivered to the
10 seller, the second third-party return-of-goods
certification information containing the receipt
signature of the seller and a payment ID related to
the goods purchase is.generated.
Fourth, returned goods delivery acceptance
15 receipt certification containing a payment ID related
to the'goods purchase is issued to the receiver.
Fifth, the third-party delivery certification
information containing the receipt signature of a
receiver and a payment ID related to the goods
20 purchase is notified after delivery of goods to the
seller.
Sixth, when the transaction management device 5
mediates, the above described third-party delivery
. certification informétion, the first and second third-

25 party return-of-~goods certification infdrmation are

—
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I nformation 4200 and returned goods delivery 20 information 4300, a
delivery requester information nmanagenent DB 4400, and a delivery
destination information managenent DB 4450. A delivery managenent process
unit 4480 conprises a delivery acceptance process 4500, a 25 delivery
recei pt process 4600, a return-of-goods acceptance process 4700, and a
returned goods recei pt process 4800. Next, each database nanaged by the
dat abase control unit 4020 is described below by referring to 30 FIGs. 53A
and 53B. As shown in FIG 52, the delivery nanagenent DB 60 conprises the
delivery information 4200 and the returned goods delivery information
4300. The delivery information 4200 contains, as shown in 35 FIG 53A, a
delivery 1D 4210 which is basic information for use in managi ng the
delivery by a deliverer; delivery details 4244; a payment |D 4220 which is
a key to the purchase of goods t hrough t he conmuni cati ons anong

persons such as a_selidFea A LHINEASIoE R mainatt |dbyise DI chase of

goods; delivery requester information 4230 and aut'hentication of the
requester 4231; deliveryraleaticadahi dthe egbope iddsmmiidadnfdddbiand, the
aut henti cation of the destination
deliverer's processing unit 6' comprises an operation
control unit 4010 for controlling the entire system;
5 a communications control unit 4012 for line-connection
to each of the units 1, 2, 3, 4, and 5; a database
control unit 4020 for controlling each database; a
delivery management process unit 4480; an input/output
process unit 4014; and memory 4016 as shown in FIG.
10 52.

The database control unit 4020 manages the
delivery management DB 60' containing delivery
information 4200 and returned goods delivery
information 4300, a delivery requester information

15 management DB 4400, and a delivery destinatibn
information management DB 4450.

A.delivery management process unit 4480 comprises
a delivery acceptance process 4500, a delivery receipt
process 4600, a return-of-goods acceptance process

20 4700, and a returned goods receipt process 4800.
| Next, each database managed by the database
control unit 4020 is described below by referring to
FIGs. 53A and 53B.

As shown in FIG. 52, the delivery management DB

25 60 comprises the delivery information 4200 and the

e
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4241; deliverer authentication 4250; a site nonitor 45 term 4260 for
goods receipt confirmation,; a discrimnation as to whether or not a

notification that goods have been delivered to a receiver

has been given to

a delivery requester upon delivery of the 86 goods to the receiver, and
a notification date and tinme 4270; and a discrimnation as to whether or
not an entry has been made in the transacti on managenent device 5, and an
entry date and tinme 4280. The core 5 information of the third-party
delivery certification corresponds to the delivery destination receipt
I nformati on 4240 and aut hentication of the destination 4241, and the
del i verer authentication 4250. The returned goods delivery infornmation 4300
10 contains information 4310, 4311, and 4320 simlar to the delivery
i nformati on 4200; a site nonitor term 4330 fige a return-of-goods claim a
discrimnation as to whether or not an entry has been nade in the
transacti on nanagenssturised cegdodand delisrdry daifforametikn t4300 4340 Twl
4350; and first and second return-of- goods certifjcation information 4360

and 4370 as shown

10

15

20

25

delivery information 4200 contains, as shown in FIG.
53A, a delivery ID 4210 which is basic information for
use in managing the delivery by a deliverer; delivery
details 4211; a payment ID 4220 which is a key to the
purchase of goods through the communications among
persons such as a seller, a purchaser, etc. involved
in the purchase of goods; delivery requester
information 4230 and authentication of the requester
4231; delivery destination receipt information 4240
and authentication of the destination 4241; deliverer
authentication 4250; a site monitor term 4260 for
goods receipt confirmation; a discrimination as to
whether or not a notification that goods have been
delivered to a receiver has been given to a delivety
requester upon delivery of the goods to the receiver,
and a notification date and time 4270; and a
discrimination as to whether or not an entry has been
made in the transaction management device 5, and an
entry date and time 4286. The core information of the
third-party delivery certification corresponds to the
delivery destination receipt. information 4240 and
authentication of the destination 4241, and the
deliverer authentication 4250.

The returned goods delivery information 4300

\%\\
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in FIG 53A. The discrimnation as to whether or not an entry has been nade
I n the transacti on managenent device 5 20 and the date and tine
informati on are represented by two types of information, that is, the first
return- of-goods certification entry 4340 and the second return-of-goods
certification entry 4350. The first return-of-goods certification entry
4340 indicates 25 -whether or not the first return-of-goods certification

i nformati on 4360 has been entered in the transacti on nanagenent device 5,
and the second return-of-goods certification entry 4350 indi-cates whet her
or not the second return-of-goods certification information 4370 30 has
been entered in the transacti on managenent device 5. The first

r et ur n- of - goods certification informati on 4360 contains a paynent |ID
4361, delivery requester information 4362 aRg<7aut hentication of the
requester 4364, and deliverer authentication 4366. 35 The second

return-of - goods cerébhtashsOinfofnsthén 046 4@,/ 043DD} adnG £320YFBR 14D 4871,
del ivery destination receipt information 4372 and authentication of the
destination 4374, d‘éh$véﬁéﬁ~V&E|‘VhémﬂQ§-’aﬁtd@n4%0ran§ gigel impayiytagatkermd

tinme 4378. 40 aut he tlcatl n th
i nf ormati on 4200 anﬁsgﬁ f%ﬁt?na EA o5 yid c%afﬂé 81588 imlna¥1on as

to whether or not an entry has been made in the
5 transaction management device 5 and an entry date and
time 4340 and 4350; and first and second return-of-
goods certification information 4360 and 4370 as shown

in FIG. 53A.
The discrimination as to whether or not an entry
10 has been made in the transaction management device 5
and the date and time information are represented by
two types of information, that is, the first return-
of-goods certification entry 4340 and the second
return-ocf-goods certification entry 4350. The first
15 return-of-goods certification entry 4340 indicates
whether or not the first return-of-goods certification
information 4360 has been entered in the transaction
management device 5, and the second return-of-goods
certification entry 4350 indicates whether or not the
20 second return-of-goods certification information 4370
has been entered in the transaction managemeht device
5. The first return-of-goods certification
information 4360 contains a payment ID 4361, delivery
requester information 4362 and authentication of the

25 requester 4364, and deliverer authentication 4366.

\
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returned goods delivery information 4300 can be authentication of a

substitute.

As shown in FIG 53B, the contents of the 45 delivery

on

-requester information managenent DB 4400 are al nost the sanme as the
contents of the delivery destination information managenent DB 4450, and
contain the requester or destination |ID 4410, 87 attribute informati
(nanme, address, tel ephone nunber, etc.) 4412, transm ssion/recei pt

managenment

t he

i nformati on (address, | D, etc.) 4414, and

aut henti cation information (encryption key, etc.) 5 4416. Each of the
processes of the delivery managenent process unit 4480 is described bel ow
by referring to FIG 54 and the subsequent figures. FIG 54 shows the
process flow of the delivery 10 - acceptance process 4500. The deliver
accept ance process 4500 accepts a delivery r est froma seller in ste
4510, generates delivery information 4200 in steps 4520 and 4530, and

stores it in the deph¥eLy-BRE2PEERPH-OB-§00ds TEret PL8ALEORt EREShEEL LS

10

15

20

25

4370 contains a payment ID 4371, delivery destination
receipt information 4372 and authentication of the
destination 4374, deliverer authentication 4376, and
a delivery date and time 4378. .

The authentication 4241 in +the delivery

information 4200 and the authentication 4364 in the

returned goods delivgry information 4300 can be
authentication of a substitute.

As shdwn in FIG. 53B, the contents of fhe
delivery requester information management DB 4400 are
almost the same as the contents of the delivery

destination information management DB 4450, and

y
p

e

contain the requester or destination ID 4410,

attribute information (name, address, telephdne
number, etc.) 4412, transmission/receipt management
information (address, ID, etc.) 4414, and
authentication information (encryption key, etc.)
4416.

Each of the processes of the delivery management
process unit 4480 is described below by referring to

FIG. 54 and the subsequent figures.

FIG. 54 shows the process flow of the delivery

acceptance process 4500. The delivery acceptance

process 4500 accepts a delivery request frqm a seller

i

i
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15 paynment I D 4220 received fromthe seller, the delivery requester (that
is, a seller) information 4230 and aut hentication of the requester 4231,
and the site nonitor term 4260 for goods receipt confirmation. |If the
transacti on managenent device 5 nediates, it is 20 notified of the

i nformation (step 4550). FIG 55 shows the process flow of the delivery
.recei pt process 4600. First, the goods receipt certification
information is received fromthe delivery destination in step 4610. If the
receiver 25 is absent, the authentication of a substitute (menber of the
famly, etc.) can be accepted if the substitute can show his or her
identity. Then, in step 4620, third-party delivery certification
information i s generated. The third-party delivery certification 30
information is obtained by addi ng the delivarer authentication 4250 to the
delivery destination receipt information 4240 and aut hentication 4241
stored in the delivinystepos4itd) cerdedites ddbivdety vinformmaigenetZ0OAKO' .
In step 4630, the third- 35 party delivery certification informatjion is

gi ven to the deIive??eP%qﬁégsederﬂﬁﬁﬂzt SBEPTRR HhndfeiRt dphivers

nedi ates, the tran | t dewice .S, nafd. £ of,
I nformation (step Z‘g‘g’é}é?&&qjﬁ%ﬁ?gﬁﬂgadél i ég(réy gg%dn%ngﬁ%%gcénﬁhﬁ%rﬁ otrhn’eat I on
4240 and payment ID 4220 received from the seller, the delivery

5 requester (that is, a seller) information 4230 and
authentication of the requester 4231, and the site
monitor term 4260 for goods receipt confirmation. If
the transaction management device 5 mediates, it is
notified of the information (step 4550).

10 FIG. 55 shows the process flow of the delivery
receipt process 4600. First, the goods receipt
certification information is received from fhe
delivery destination in step 4610. If the receiver
is absent, the authentication of a substitute (member

15 of the family, etc.) can be accepfed if the substitute
can show his or her identity. Then, in step 4620,
third-party delivery certification information is
generated. The third-party delivery certification
information is obtained by adding the deliverer

20 authentication 4250 +to the delivery destination
receipt information 4240 and authentication 4241
stored in the delivery information 4200 in the
delivery management DB 60'. In step 4630, the third-
party delivery certification information is given to

25 the delivery requester. If the transaction management

_—
—_—
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40 authentication 4241 in the delivery information 4200 in the delivery

managenent DB 60', the deliverer authentication 4250,

the discrimnation as

to whether or not the notification to the delivery requester has been nade
and the notification date and tine 4270, and 45 the discrimnation as to
whet her or not an entry has been nade in the transacti on managenent device
5, and the entry date and tinme 4280 are updated (step 4660). The above

descri bed process has the foll ow ng 88 functions.
to the goods delivery request fromthe seller, goods
I's stored. When the goods are delivered to

That is, in response
delivery information
a receiver, the

third-party delivery certification 5 information containing the receiver's

reception signature or a substitute's signature, and
to the goods purchase is generated. The thifggparty

a paynent ID related
del i very

certification I nformati on containing the paynent ID related to the goods
10 purchase is ent getfidd 3 hiRedilaasnCithe tFameRtitn dRitatRnerftldeRAId®! €,

the seller is informed of the third-party delivery

certification

i nformati on 5 is notified of this information (step 4650). Then,

10

15

20

25

the delivery destination receipt information 4240 and
authentication 4241 in the delivery information 4200
in the delivery management DB 60', the deliverer
authentication 4250, the discrimination as to whether
or not the notification to the delivery requester has
been made and the notification date and time 4270, and
the discrimination as to whether or not an entry has
been méde in the transaction management device 5, and
the entry date and time 4280 are updated (step 4660).

The above described process has the following
functions. That is, in response to the goods delivery -
request from the seller, goods delivery information
is stored. When the goods are delivered to. a
receiver, the third-party delivery certification
information containing the receiver's receptidn
signature or a substitute's signature, and a payment
ID related to the goods purchase is generated. The
third-party delivery certification information
containing the payment ID related to the goods
purchase is entered in the transaction  management
dévice. Furthermore, the seller is informed of the
third-party delivery certification information

containing the receiver's receipt signature and the

This Sheet Has
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containing the receiver's receipt signature and the paynent IDrelated to
t he goods purchase after the 15 delivery of the goods. Then, the

r et ur n- of - goods acceptance process 4700 is described by referring to the
process flow shown in FIG 56. The return-of-goods acceptance process 4700
20 starts when a request is received froma goods receiver (purchaser or a
person specified by the purchaser) or a substitute for the goods receiver.
However, if the substitute issues a request, the substitute has to show his
or her identity. First in 25 the return-of-goods acceptance process
4700, a returned goods delivery request is received in step 4710. The
returned goods delivery information 4300 is generated in step 4720, and
stored in the delivery nanagenent DB 60' in step 4730. The stored contents
30 are the paynent | D 4320 received fromthggieceiver, the del i very
request er I nformation 4362 and aut hentication of the requester 4364,

and the site nonit @ayimen® 4380ré Datéd I €bUrhelgdiniifSp@tdhdge TAEBer| Rhat ep
4740, the first th|r -party return-of-goods 35 certification information

is generated. delivemys ofnfidyengoodi$ -i s obt ai ned by adding the deliverer

authentication 4366 to EI‘he de rln\a/%:r tt.trr%q%e -goods acceptance process 4700

is described by referring to the process flow shown
5 in FIG. 56.

The return-of-goods acceptance process 4700
starts when a request is received: from a goods
receiver (purchaser or a person specified by the
purchaser) or a substitute for the goods receiver.

10 However, if the substitute issues a request, the
substitute has to show his or hef identity. First in
the return-of-goods adceptance process 4700, a
returned goods delivery request is received in step
4710. The returned goods delivery information 4300

15 is gengrated in step 4720, and stored in the delivefy
management DB 60' in step 4730. The stored contents
are the payment ID 4320 received from the :eceiver,
the delivery requester information 4362 and
authentication of the requester 4364, and the site

20 monitor term 4330 for a return-of-goods claim. Then,
in step 4740, the first third-party return-of-goods
certification information is generated. This
information is obtained by adding the deliverer

authentication 4366 " to the delivery requester

25 information 4362 and authentication 4364. It is
_ -
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information 4362 and authentication 4364. It is issued to a delivery
requester as a receipt 40 certification fromthe deliverer (step 4750).
If the transaction managenent device 5 nediates, the transaction
managenent device 5 is notified of this information (step 4770). Then,
in step 4780, the first return-of-goods certification information 4360 45
and the first return-of-goods certification entry 4340 in the returned
goods delivery information 4300 in the delivery managenent DB 60" are
‘updat ed. The above descri bed process has the foll ow ng 89 functions.
That is, the returned goods delivery information is stored at a returned
goods delivery request froma goods receiver, and the first third- party
r et ur n- of - goods certification i nformati on 5 containing the signature of
a receiver who issues a return-of-goods requast or the signature of a
substitute, and a paynent ID related to the purchase of goods is generated.
The third-party retissuel- dgoods celelivexy i onequéstenti as ceant areceipt he
payment 10 ID rel ated tg_the, ur chase 0fé£¥mb is entered in the
certification from the iverer (step 4750). If the
transaction management device 5 mediates, the
transaction management device 5 is notified of this
5 information (step 4770). Then, in step 4780, <the
first return-of-goods'certification information 4360
and the first return-of-goods certification entry 4340
in the returned goods delivery information 4300 in the
delivery management DB 60' are updated. _

10 The above described process has the following
functions. That is, the returned goods delivery
information is stored at a reﬁurnéd goods delivery
request. from a goods receiver, and the first third-
party —return-of-goods certification information

15 containing the signature of a receiver who issues a
return-of-goods request or the signature of a
substitute, and a payment ID related to the purchase
of goods is generated. The third-party return-of-
goods certification information containing the payment

20 ID related to the purchase of goods is entered in the
transaction management device. Furthermore, returned
goods delivery acceptance receipt certification
containing the payment ID related to the purchase of
goods is issued to the receiver.

25 Next, the returned goods receipt process 4800 is

—
e
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transacti on managenent device. Furthernore, returned goods delivery
‘acceptance receipt certification containing the paynment IDrelated to the
‘purchase of goods is issued to the receiver. 15 Next, the returned
‘goods receipt process 4800 is described by referring to the process fl ow
shown in FIG 57. Wien a deliverer is requested by a purchaser to deliver
returned good, the deliverer delivers goods 20 to be returned to the
delivery destination, that is, the seller of the goods. In the

ret ur ned- goods recei pt process 4800, in step 4810, returned goods
acceptance certification is received fromthe seller. In response to the

certification, the second return- 25 of-goods certification information is

generated in step 4820. This information is obtained by adding the
deliverer authentication 4376 and the delivemgg date and tine 4378 to the
delivery destination receipt information 4372 in the returned goods
delivery 30 infornisenid@dObynrelferteéhgyeny timenapyeoests RGO skiowh in
aut hentication 4374. If the transaction nmanagenent device 5 nedi ates, the
transaction managen®He- de¥ice 5 is notified of this information (step

4830). Then, in step 4849 _1he & EELDL-LDI g p@%&%séeea W2 o @SSP o

certlflcation 4370, the secon f n- of
deliver returned good, the deliverer delivers goods

5 to be returned to the delivery destination, that is,
the seller of the goods. In the returned-goods
receipt process 4800, in step 4810, returned goods
acceptance certification is received from the seller.
In response to the certification, the second return-

10 of-goods certification information is generated.in
step 4820. This information is obtained by adding. the
deliverer authentication 4376 and the delivery date
and time 4378 to the delivery destination receipt
information 4372 in the returned goods delivery

15 information 4300 in the delivery management DB 60' and
authentication 4374. If the transaction management
device 5 mediates, the transaction management device
5 is notified of this information (step 4830). Then,
in step 4840, the second third-pafty return-of-goods

20 certification 4370, the second return-of-goods
certification entry 4350, and the site monitor term
‘4330 for the return?of-goods claim in the returned
goods delivery information 4300 in the delivery
management DB 60' are updated. The site monitor term

25 4330 is determined at arrival of returned goods.
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certification entry 4350, and the site nonitor term 4330 for the
return-of-goods claimin the returned goods delivery information 4300 in
t he delivery managenent DB 60' are updated. The site nonitor term 40 4330
is determ ned at arrival of returned goods. The above described process has
the follow ng functions. That is, when returned goods are delivered to a
seller, the second third-party return-of-goods certification information
containing the receipt 45 signature of the seller and a paynent ID rel ated
to the purchase of goods is generated, and the second third-party
return-of-goods certification information containing the paynent 1D rel ated
to the purchase of 90 goods is entered in the transacti on managenent
device. Next, the processing unit at the purchaser's or the seller's
financial institution 3 and 4 are descri bedilgal ow. The processing unit at
the financial 5 institution 3 corresponds to the processing unit at the
purchaser's financial inThetabove Jemcribedrmosssssighasi tthel fdEleeiner' s
financial institutiogn 4, .

functions. That is, when returned goods are delivered

to a seller, the seqond third-party return-of-goods

certification information containing +the receipt

5 signature of the seller and a payment ID related to

the purchase of goods is generated, and the second

third-party return-of-goods certification information

containing the payment ID related to the purchase of

goods is entered in the transaction management device.

10 Next, the processing unit at the purchaser's or
the seller's financial institution 3 and 4 are
described below. The processing unit at the financial
institution 3' corresponds to the processing unit at
the purchaser's financial institution 3 or the

15 processing unit at the seller's financial institution
4. .

The processing unit at the financial institution
3' is provided in a financial institution for issuing
provisional settlement money to a purchaser, admitting

20 final settlement, canceling provisional settlement,
issuing final settlement request from a seller, making

payment based on the contents of a request for receipt

of transfer, canceling transfer provisional
settlement, monitoring provisional settlement
* 25 cancellation site according to return-of-goods, etc.,
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The processing unit at the financial institution 10 3" is provided in a
financial institution for issuing provisional settlenent noney to a
purchaser, admtting final settlenment, canceling provisional settlenent,

i ssuing final settlenent request froma seller, making paynent based on the
contents of a request for receipt 15 of transfer, cancel i ng transfer .
provi si onal settlenent, noni tori ng provi si onal settl enent

cancel lation site according to return-of-goods, etc., and has the foll ow ng
functions. First, a provisional settlenment noney issue 20 request is
accepted fromthe purchaser and provisional settlenent noney is issued.
Second, a final settlenent request is accepted fromthe seller after
recei pt of the provisional settlenent noney. 25 Third, a final

settl enent adm ssion request is accepted fra@st he purchaser after receipt
of the goods. A paynent process is perfornmed for the seller according to
request i nfornati onafdrhascehet followimsfEundhidnsied in the final

settlenment request. 30 If, the final settlenment reguggt i s not accepted from
the seller, then the fi =€t t I2nEFCYHESS e4&nERGRE. BOURYh, 1SSue

provisi onal settl enpoiusSP o bakkPred from the purchaser and provisional

| settlement'money is issued.

5 Second, a final settlement request is accepted
from the seller after receipt of the provisional
settlement money.

Third, a final settlement admission request is
accepted from the purchaser after receipt of the
10 goods. A pajmént proceés is performed for the seller
according to request information for receipt of
transfer included in the final settlement request.
If the final settlement request is not accepted from
thé seller, then the final settlement request is
15 demanded. |
Fourth, a provisional settlement cancellation
request according to returned goods can be accepted
from the purchaser.
Fifth, when the purchaser requests return-of-
20 goods to a deliverer, the first third-party return-of-
goods certification can be accepted " from the
deliverer.
Sixth, when the deliverer transmits returned
goods to the seller, the second third-party return-of-

25 goods certification is accepted from the transaction

il Bﬂff||l11aced



'request according to returned goods can be accepted 35 fromthe purchaser.
Fifth, when the purchaser requests return-of- goods to a deliverer, the
first third-party return-of- goods certification can be accepted fromthe

deli verer. 40

Si xth, when the deliverer transmts returned goods to

the seller, the second third-party return-of- goods certification is
accepted fromthe transacti on managenent device 5. Seventh, when the
returned goods are sonmewhat 45 defective, then a return-of-goods clai mcan
be accepted froma seller. Eighth, when goods are successfully returned, a
returned goods receipt notification is accepted from 91 the seller.
Ni nt h, when the purchaser perforns a return-of- goods process, the
_provisional settlenment cancellation site is nonitored. 5 . To attain
the above described functions, the processinggunit at the financi al

‘institution 3' is

10

15

20

25
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management device 5.

Seventh, when the returned goods are somewhat

defective, then a return-of-goods claim c¢can be

accepted from a seller.

Eighth, when goods are successfully returned, a

returned goods receipt notification is accepted from

the selier.

Ninth, when the purchaser performs a return-of-

goods process, the provisional settlement cancellation

site is monitored.

To attain the above described functions, the

processing unit at the financial institution 3' is

designed as shown in FIG. 58. That is, the processing

unit at the financial institution 3' comprises an

operation control unit 5010 for controlling the entire

system; a communications control unit 5020 for line-

connection to each of the units 1, 2, 5, 6, and 7 to

or from which information is transmitted or received;

a database control unit 5040 for controlling each

database; a financial process unit 5700 for performing

each of the functions of the processing unit at the

financial institution 3'; an input/output process unit

5030; and memory 5050.

The database control unit 5040 comprises an

account management DB .5100, a money management DB



designed as shown in FIG 58. That is, the processing unit at the financial
institution 3 conprises an operation control unit 5010 for controlling the
entire 10 system a communications control unit 5020 for |ine- connection
to each of the units 1, 2, 5, 6, and 7 to or fromwhich information is
transmtted or received; a database control unit 5040 for controlling each
dat abase; a financial process unit 5700 for performng 15 each of the
functions of the processing unit at the financial institution 3'; an

i nput / out put process unit 5030; and nenory 5050. The database control unit
5040 conprises an account nmanagenent DB 5100, a noney nmanagenent DB 20
5200, a provisional settlenent noney nmanagenent DB 5300, an electronic
noney managenent DB 5400, a final settlenent information nanagenent DB
5500, and return- of-goods nmanagenent DB 56@87as shown in FIG 58. The
financial process unit 5700 conprises a 25 provisional settlenent noney and
el ectroni c noney i s32@0 pr ecgeovisidnad fsewtlasirnt enentyr egnegematnde @BNCe
process 5750, a final settlement adm ssion request acceptance process 5800,

a provisional sett|3tRt FNFRIATHIGE MOFETsPARBFEPLARCEE p $Rs 2 Finakso,
chepI ;‘ig or Oggis;d%%g%%éﬁgem e i ORIRaGERERE S 5500, | S ELLAD-
of-goods management DB 5600 as shown in FIG. 58.

5 The financial process unit 5700 comprises a
provisional settlement money and electronic money
issue process 5710, a final settlement request
acceptance process 5750, a final settlement admission
request acceptance process 5800, a provisional

10 settlement cancellation request acceptance process
5850, a  first third-party return-of-goods
certification information acceptance process 5900, a
second third-party return-of-goods certification
information acceptance process 5920, a return-of-goods

15 claim notification acceptance process 5940, a returned
goods receipt notification acceptance process 5960,
and a provisional settlement cancellation site monitor
process 5980.

FIG. 59 shows the concept of the configuration

20 of each database managed by the database control unit
5040.

As shown in FIG. 59, the account information of
a purchaser is managed in the account management DB

5100. The account information is linked to the money

25 management DB 5200, and the issue state of the

——— .
——
—
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second third-party return-of-goods certification information acceptance
process 5920, a return-of-goods claimnotification acceptance process 5940,
a returned 35 goods receipt notification acceptance process 5960, and a
provi sional settlenent cancellation site nonitor process 5980. FIG 59
shows the concept of the configuration of each database nanaged by the

dat abase control unit 40 5040. As shown in FIG 59, the account information
of a purchaser is managed in the account managenent DB 5100. The account
information is linked to the noney nanagenent DB 5200, and the issue state
of the 45 provisional settlenent noney and the settlenment account noney is
managed i n the noney nanagenent DB 5200. The provisional settlenent noney

and el ectronic noney referred to through the information in DB 5200 92
are stored in the provisional settlenent noagg nmanagenent DB 5300 and the
el ectroni ¢ noney managenent DB 5400. The final settlement state of

the provisional setprevbsiond@leys@ttbement OnidnePnesnd the settlement
. account money is managed in the money management DB
5200. The provisional settlement money and electronic
money referred to through the information in DB 5200
5 are stored in the provisional settlement money
management DB 5300 and the electronic money management
DB 5400. The final settlement state of the
provisional settlement money or electronic money
stored in the DBs 5300 and 5400 is managed and storéd
10 in the final settlement information management DB
5500. The purchaser's return-of-goods state is
managed in the return-of-goods management DB 5600.
Each of the databases is described in detail by
referring to FIGs. 60A, 60B, 60C, 60D, 60E, and 61.
15 As shown in FIG. 60A, the account management DB
5100 is uéed for management of the purchasers'
existing account information, and generated using an
account number 5101 as a key. An account information
5102 contains personal information 5103 including the
20 address, name, and phone number, etc. of a purchaser
and is used to confirm the purchaser. An account
balance 5104 represents the balance of the account +
balance of creditable amount - balance of used credit.

The money management DB 5200 is generated using

25 an account number 5201 as a key as shown in FIG. 60B,
—_—
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5 stored in the DBs 5300 and 5400 is managed and stored in the final
settlenent informati on nanagenent DB 5500. The purchaser's
return-of-goods state 1is managed in the return-of-goods managenent DB
5600. Each of the databases is described in detail by 10 referring to FIGs.
60A, 60B, 60C, 60D, 60E, and 61. As shown in FIG 60A, the account
managenent DB 5100 is used for managenent of the purchasers' existing
account information, and generated using an account nunber 5101 as a key.
An account information 15 5102 contains personal information 5103 incl uding
t he address, nane, and phone nunber, etc. of a purchaser and is used to
confirmthe purchaser. An account bal ance 5104 represents the bal ance of
t he account + bal ance of creditable amount - bal ance of used credit. 20

The noney nmanagenment DB 5200 is generated ugghg an account nunber 5201 as a
key as shown in FIG 60B, and is linked to the account nmanagenent DB 5100.

Each time a purchasftdiiss UdnkpdotostRdadcEhint aiaiigemanty DBNE100eCtEadH C
money (after adding goods purchase 25 information), a provisional
‘settl ement noney i s%ﬂ@e bR BRERhESTR LeRMNesS QTG Ionh e tElanerdaimanay 5204

bal ance 5104 s o, TRE SISVIECBRE Y chBAE Shoft e OB o MBS 1 o
b, information), a provisional settlement money issue
5 ﬁalance 5203 and electronic money issue balance 5204
are updated to manage fhe issuable 1limit amount.
‘Assuming that the account balance 5104 is a, the
provisional settlement money issue balance 5203 is b,
and the electronic money issue balance 5204 is ¢, a
10 2 b + ¢ holds. Provisional settlement money
managemeht information 5205 contains the 1link
information to the provisional settlement money
management DB 5300, and electronic money management
information 5206 contains the link information to the
15 electronic money management DB 5400.

FIG. 60C shbws the provisional settlement money
management DB 5300. The provisional settlement money
management DB 5300 stores the provisional settlement
money issued to a purchaser. That is, as shown in

20 FIG. 60C, the provisional settlement money contains
a provisional settlement money ID 5301, a payment ID
5302, an amount 5303, an issue date and time 5304, a
goods purchase information 5305, financial institution
identification (authentication) information 5306,

25 payee information 5307, a discrimination as to whether

- ——
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30 and the el ectronic noney issue balance 5204 is ¢, a= b + ¢ holds.
Provi sional settlenment noney managenent information 5205 contains the
link information to the provisional settlenent noney managenent DB 5300,
and el ectroni c noney managenent 35 information 5206 contains the |ink
information to the el ectroni c noney managenent DB 5400. FIG 60C shows the
provi si onal settlenent noney managenent DB 5300. The provisional settlenent
noney managenent DB 5300 stores the provisional settlenment 40 noney issued
to a purchaser. That is, as shown in FIG 60C, the provisional settlenent
noney contains a provisional settlenent noney ID 5301, a paynent |D 5302,
an anount 5303, an issue date and tinme 5304, a goods purchase information
5305, financial institution 45 identification (authentication) information
5306, payee information 5307, a discrimnatil®f as to whether or not a final
settl ement request has been issued by a seller and its date and tinme 5310,
a discrimnation ©°oBNeE 3 finmt matdenant F9qurgt fhas heamiissguad on

request has been isas %eed.l.lbé/r %@&%@aag%eaggdi%fmgabtflo, a discrimination

as to whether or not a final settlement admission

request has been issued by a purchaser and its date

5 and time 5311, and issuing financial institution blind

signature information 5312. In the provisional

settlement money, the goods purchase information 5305

- contains purchase goods information, number X of days

for adjustment (X = average number of days for

10 delivery + number of days for return-of—goodé claim

acceptance + number of additional days for allowance),

and number Y of days for adjustment (Y = number_of

days for return-of-goods claim acceptance). The payee

information 5307 contains seller information 5308

15 including the address, name, phope number, etc. of the

seller, and request. for receipt of transfer

information 5309 such as a payee (seller), payment
method, etc.

FIG. 60D shows the electronic money management

20 DB 5400. The electronic money stored in the

electronic money management DB 5400 is preiiminarily

issued to a purchaser so that the purchaser can add

- goods purchase information to it. After it is paid

to the seller, the seller issues a final settlement

25 request. Most of the items in the electronic money
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and tinme 5311, and issuing financial institution blind signature

I nformati on 5312. In the provisional 5 settlenent noney, the goods
purchase informati on 5305 contai ns purchase goods information, nunmber X of
days for adjustnent (X = average nunber of days for delivery + nunber of
days for return-of-goods claimacceptance + nunber of additional days for
al l onance), 10 and nunber Y of days for adjustnent (Y = nunber of days for
ret ur n- of - goods cl ai m acceptance). The -payee information 5307 contains
seller information 5308 including the address, name, phone nunber, etc. of

the seller, and request for receipt of transfer 15 information 5309
such as a payee (seller), paynent nethod, etc. FIG 60D shows the
el ectroni c noney managenent DB 5400. The electronic noney stored in

the el ectronic noney managenent DB 5400 is pgelimnarily 20 issued to a
purchaser so that the purchaser can add goods purchase information to it.

After it is paid t ddegainerns t9RGeldiRit i ssUestend 5803 ,5E404 5405,
request. Mst of the itens in the el ectroni ¢ noney management DB 5400, t hat
i's, items 5403, 54(BR0GAGA072554680654690784HU0$5419409nd554b2 *va based

5412 are based on the nﬁﬁe?{ﬁrranagggﬁg\%%%?ng %% 526—5))A/evq_{dwever'| slgl f{serent

fromthe noney nan _
different from the money management DB 5200 in that

5 the electronic money ID can be a source ID 5401 and
an additional child ID 5402, and contains blind
signature information 5413.

FIG. 60E shows the final settlement information
management DB 5500. The record stored in the final
10 settlement information management DB 5500 is generated
when a final settlement admission from a purchaser or
a final settlement request from a seller is received,
and the final settlement requeét' for the money
information containing <the provisional settlement
15 information is issued to a financial institution. The
generated record is used in the subsequent management.
The final settlement information management DB 5500
is generated using a payment ID 5501 as a key, and
contains a money type 5502 indicating either the
20 settlement account money or the provisional settlement
money; a provisional settlement money ID or an
electronic money ID 5503; and a discrimination as to
whether or not a final settlement has been made and

its date and time 5504.
25 Next, the return-of-goods management ﬁB 5600 is

\
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the el ectronic noney ID can be a source I D 5401 and an additional child ID
5402, and contains blind 30 signature information 5413. FIG 60E shows the
final settlenent information nmanagenent DB 5500. The record stored in the
final settlenment information managenment DB 5500 is generated when a fina
settlement adm ssion froma purchaser or 35 a final settlenent request
froma seller is received, and the final settlenent request for the noney
i nformati on containing the provisional settlenent information is issued to
a financial institution. The generated record is used in the subsequent
managenent. 40 The-final settlenent information managenent DB 5500 is
generated using a paynent |ID 5501 as a key, and contains a noney type 5502
indicating either the settlement account nmoney or the provisional
settl ement noney; a provisional settlenment mgrey ID or an 45 electronic
nmoney | D 5503; and a discrimnation as to whether or not a final settlenent
has been nmade and idescaikedrinklowndbybT@ferieng tbhEIGet 61 n- ofheamsturn-
managenment DB 5600 i s 94 )
of-goods management DB 5600 is generated when a
provisional settlement cancellation request with the
first third-party return-of-goods certification is
5 received from a purchaser of goods, and the generated
database is used in the subsequent management. The
return-of-goods management DB 5600 is generated using
a payment ID 5601 as a key, and comprises a return-of-
goods management information 5602 for use in managing
10 the information about a deliverer who receives a
return-of-goods request from the purchaser, a return-
of-goods request date and time, etc.; a money type
5603 (either settlement account money or provisional
settlement money); a provisional settlement money 1D
15 or a electronic money ID 5604; a provisional -
settlement cancellation request date and time and
authentication 5605; a provisional settlement
cancellation request date and time and authentication
5605; a delivery ID 5606; a number of days for
20 adjustment 5607 required for site monitor of final
settlement after delivery of goods to a purchaser and
provisional settlement cancellation in a return-of-
goods process; a return-of-goods claim information
date and time and authentication 5608; a returned

25 goods delivery completion notification date and time

—_—
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descri bed below by referring to FIG 61. The return- of-goods nanagenent DB
5600 i s generated when a provisional settlenent cancellation request wth
the first third-party return-of-goods certification is 5 received froma
pur chaser of goods, and the generated database is used in the subsequent
managenent. The return-of-goods managenent DB 5600 is generated using a
paynent | D 5601 as a key, and conprises a return-of- goods managenent

i nformati on 5602 for use in managing 10 the information about a deliverer
who receives a return-of-goods request fromthe purchaser, a return-

of - goods request date and tine, etc.; a noney type 5603 (either settlenent
account noney or provisional settlenent noney); a provisional settlenent
noney ID 15 or a electronic noney |ID 5604; a provisional settlenent
cancel | ati'on request date and tine and aut he®8i cation  5605; a

provi si onal settl enment cancellation request date and tine and

aut henti cati on 560%nda deythantigarizgo6; S&0hunbandof adayetuen-2F~goods

adj ust mrent 5607 requjred for site nitor of fin settlenment after
del i very of goods %@“&%ase‘?‘o% Gy ongF‘%?ettl nt E¥RRel | &%n in
a return-of- goods RILHBSSictilce Weigof - goods clai minformation date and

time and aut hentication 5608, a returned 25 goods delivery conpletion
notification date and tiNext, each of the processes 5710 through 5980

5 contained in +the banking process unit 5700 are
described below by referring to FIGs. 62 through 70.

FIG. 62 is a flowchart showing the provisional

settlement money and electronic money issue process

5710. First, in the provisional settlement money and

10 electronic money issue process 5710, a provisional
settlement money or electronic money issue request is
received from the purchaser's processing unit 1 (step
'5712). Then, based on the protocol of a provisional
settlement money and electronic money issue requeét,

15 the format is checked, the number of digits and the
item type of each item are checked for attribute,
whether or not the personal identity confirmation
informatioﬁ is input is checked, and the financial
institution i@entifier is checked for validity (steps

20 5714 and 5716). If the check result is NG, the
purchaser's processing unit 1 is informed of an error

(step 5734). If it is normal, the account management

DB 5100 is continuously accessed.based on the account
number contained in the request (steps 5718 and 5720).

25 If there are no account records as a result of

—
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and aut hentication 5609; and a return-of-goods admni ssion notification
date and time and authentication 5610. Next, each of the processes
5710 through 5980 30 contained in the banking process unit 5700 are
descri bed bel ow by referring to FIGs. 62 through 70. FIG 62 is a flowhart
showi ng the provisional settlenent noney and el ectroni c noney issue process
5710. First, in the provisional settlenent noney and 35 el ectronic noney

I ssue process 5710, a provisional settlenent noney or el ectronic noney

I ssue request is received fromthe purchaser's processing unit 1 (step
5712). Then, based on the protocol of a provisional settlenent noney and

el ectronic noney issue request, 40 the format is checked, the nunber of
digits and the itemtype of each itemare checked for attribute, whether or
not the personal identity confirmation infolgdtion is input is checked, and
the financial institution identifier is checked for validity (steps 45
5714 and 5716). |¥he mqﬁmmrtbal40¢@mmmma§e5190prmSﬁh@

unit 1 is informed of errpr 5734 it i,s normal, the account
ranagerrent DB 5100 N4 ST bR BELE6s U Eab P GEREdotBue Sreor
(step 5734). If there is an account record, then the
confirmation information of the contents of the
5 provisional settlement money or the electronic money
issue request is compared with the personal
information in the account information entered in the
record so that the wvalidity of the purchaser is
checked.

10 ' Furthermore, the issue amount of the provisional
settlement money or electronic money issue request is
compared with the balance in the record and credit
information, and it is checked whether the balance +
creditable amount - used credit amount is larger or

15 smaller than the issue amount (steps 5722 and 5724).
If an error occurs in the check process, the
purchaser's processing unit 1 is notified of the
contents of the error (step 5734)- If the result of
a check is normal, then the issue amount is subtracted

20 from the balance of the account record, the balance
(including the amount of used credit amount) is
updated, and the corresponding account record in the
account management DB 5100 is overwritten.

Furthermore, the money management DB 5200 is

25 accessed using the account number. If the issued
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95 nunber contained in the request (steps 5718 and 5720). If there are no
account records as a result of the access to the account nanagenent DB
5100, then the purchaser's processing unit 1 is infornmed of the error 5
(step 5734). If there is an account record, then the confirmation

I nformati on of the contents of the provisional settlenent noney or the

el ectronic noney issue request is conpared with the personal information in
the account information entered in the 10 record so that the validity of

t he purchaser is checked. Furthernore, the issue anmount of the provisional
settl enment noney or electronic noney issue request is conpared with the

bal ance in the record and credit 15 information, and it is checked whet her
t he bal ance + creditable anobunt - used credit amount is larger or snaller
than the issue anmount (steps 5722 and 5724)198f an error occurs in the
check process, the purchaser's processing unit 1 is notified of the 20
contents of the er mumeystiypes A%t the |fravsicesal tsedftlemendc knareynorthen
then the issue amount is, subtracted fromthe _bal ance of the account record,

the bal ance (includfy t}RSURAMOWTE ustd cREdPE afBunts s pProvisional

settlement money issue balance, the number of issued
pieces as the provisional settlement money management

5 | information is updated, and the provisional settlement
money IDs for the number of issue requests are newly
numbered and stored additionally. If the money type
is the settlement account money, then the issue amount
is added to tﬁe electronic money issue balance, the

10 number of issued pieces is updated as electronic money
management information, and the electronic money IDs
for the number of issue requests are newly numbered
and stored additionally. If there is no money
management DB 5200, then the DB is generated (STORE).

15 If the money management DB 5200 exists, it is
rewritten (step 5726).

If the type of issued money is provisional
settlement money, then the provisional settlement
money management DB 5300 is generated by storing a

20' provisional settlement money ID, an issue amount, an
issue date and time, issuing financial institution
identification (authentication) information, etc. in
a record for each of the newly numbered provisional
settlement money IDs. If the provisional settlement

25 money requires the use management, then goods purchase

\ﬁ\
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updat ed, and the correspondi ng account record in the 25 account nmanagement
DB 5100 is overwitten. Furthernore, the noney nmanagenent DB 5200 is
accessed using the account nunber. If the issued noney type is the

provi sional settlenent noney, then the issue amount is added to the
provi sional 30 settlenent noney issue bal ance, the nunber of issued pieces
as the provisional settlenent noney managenent information is updated, and
the provisional settlenment noney I Ds for the nunber of issue requests are
new y nunbered and stored additionally. If the noney type 35 is the

settl ement account noney, then the issue anmobunt is added to the electronic
noney i ssue bal ance, the nunber of issued pieces is updated as el ectronic
noney nmanagenent information, and the electronic noney |IDs for the number
of issue requests are newy nunbered 40 and96stored additionally. | f
there 1is no noney managenent DB 5200, then the DB is generated (STORE). |f
the noney managenerinBer@2tlorxesds payee sinfmmatiom (3repadded) .td fthee

t f d | ttl t § th t he -
oY 0vi Si onal et {1 ertRfOTn P REEREnEPBE=3800 | & JERGId: S4B TYTEr 14 a
provi si onal sett! ey popgy D: 3pb3EHRLATRARL 187t Yook panthg

I ssuing financi al rtution
information and payee information and stored therein

5 (step 5728). If the type of money is settlement
account money, a record containing nedessary
information is generated similarly.

Then, the generated contents are stored as the
provisional settlement money management DB 5300 or the
10 electronic money management DB 5400 (step 5730).
Finally, the provisional settlement money or
electronic money is generated based on the record
generated in the money management DB 5200 and the
provisional settlement money management DB 5300 or the
15 electronic money management DB 5400, and is then
transmitted to the purchaser's processing unit 1 (step
5732).
FIG. 63 is a flowchart showing the process of the
final settlement request acceptance process 5750.
20 First, in step 5752, the final settlement request
acceptance process 5750 accepts a final settlement
request from the seller's processing unit 2.
Next, in the processes in steps 5754 through
5778, the contents of a final settlement request is
25 checked for validity, and the request for receipt of
T
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96 identification (authentication) information, etc. in a record for each
of the newy nunbered provisional settlenent noney IDs. |If the provisional
settl ement noney requires the use nanagenent, then goods purchase 5
i nformati on and payee infornmation are added to the record and stored

t herein. A blind signature is generated for inportant itens in the goods
purchase i nformati on and payee information and stored therein (step 5728).
If the type of nobney is settlenent 10 account noney, a record

containing necessary information is generated simlarly. Then, the
generated contents are stored as the provisional settlenment noney
managenent DB 5300 or the el ectronic noney managenent DB 5400 (step 5730).
15 _ Finally, the provisional settlenent noney or electronic noney is
generated based on the record generated in &B& noney nmanagenent DB 5200 and
the provisional settlenment noney management DB 5300 or the electronic nDney
nmanagenment DB 5400, trarsfer inderrgtionanonteingdtin the fineh=ssttiement

processing unit 1 (§é§893€3§L set in the provisional settlement money

management DB 5300 or the electronic money management
DB 5400. If no payment ID is set, the payment ID in

5 the final settlement request is set and the DB is
updated.

If a final settlement admission request has been
accepted already, the correlation check is made in the
final settlement information management DB 5500. If

10 the check result is normal, the final settlement
information management DB 5500 is updated and a
payment process is performed based on the contents of
the request for receipt of transfer in the provisional
settlement money management DB 5300 or the electronic

15 money management DB 5400. If a final settlement
admission requesf has not been issued, the final
settlement information is set as 'not made'’ and the
final settlement information management DB 5500'ié
generated.

20 FIG. 64 1is a flowchart showing the final
settlement admission request acceptance process 5800.
The final settlement admission request acceptance
process 5800 accepts a final settlement admission
request from the purchaser's processing unit 1 and the

25 transaction management device 5 in step 5802.
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FIG 63 is a flowhart show ng the process of the final settlenent request
accept ance process 5750. First, in step 5752, the final settlenent request
25 acceptance process 5750 accepts a final settlenent request fromthe
seller's processing unit 2. Next, in the processes in steps 5754 through
5778, the contents of a final settlenent request is checked for validity,
and the request for receipt of 30 transfer information contained in the
final settlenment request is set in the provisional settlenent noney
managenent DB 5300 or the electronic noney managenent DB 5400. If no
paynent IDis set, the paynent IDin the final settlenment request is set
and the DB is 35 wupdated. If a final settlenent adm ssion request has been
accepted al ready, the correlation check is nade in the final settlenent

i nformati on managenent DB 5500. If the checkggesult is normal, the final
settlenent 40 information managenent DB 5500 is updated and a paynent
process is perfornmed basrdxdp tine tloat prbeeskbeshein equeps BBO4L etierPphglof
transfer in the provisional settlenment noney managenent DB 5300 or the

el ectroni c money nmaP@dénethe EEIRRkREd fﬂnalasﬁﬁﬁéﬁmgéﬁtP@ﬁ%ﬁFiQB re@#essi on

request has not beepsissuetles A5 T LARLaTEY! | I chl' ¥1TRY Olelf1&findS

not made' and the *
admission requester is checked for authorization. If

5 the check results are normal, the final settlement
admission request information is set in the
provisional settlement money management DB 5300 or the
electronic money management DB 5400. If the payment
ID of the DB is not set, then the payment ID in the

10 final settlement admission request is set and the DB
is updated. )

If a final settlement request-has been received,
the correlation check is made in a final settlement
information management DB. If the check result is

15 normal, a payment process is performed bésed on the
contents of the request for receipt of transfer in the
provisional settlement money management DB 5300 or the
electronic money management DB 5400. If a final
settlement request has not been issued, the final

20 settlement information is set as 'not made' and the
final settlement information management DB 5500 is
generated. Furthermore, a demand notification for the
final settlement request is issued to the seller's
processing unit 2 or the transaction.management device

25 5.
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final settlement information managenent DB 5500 i s generated.
Is a flowmhart show ng the final

process 5800. The final settlenent adm ssion request acceptance process

5800 accepts a final

processing unit 1 and the transaction nmanagenent device 5 in step 5802.
Next, in the processes in steps 5804 through 5832, the accepted final
settl ement adm ssion request is checked for validity, and the final
settlenment 10 adm ssion requester is checked for authorization. If the
check results are normal, the final settlenent adm ssion request

information is set 1in the provisional settlenent noney managenent DB
5300 or the el ectronic noney managenent DB 5400.
then the payment IDin tH®%inal settlenent adnission

the DB is not set,

request is set and the DB_is updated. |f a final setilenent request has
been received, the correF&firofochscie iKlonahent sheving e (PEPEhsional

10

15

20

25

settlement cancellation request acceptance process
5850. The provisional settlement cancellation request

acceptance process 5850 accepts a provisional

' settlement cancellation request from the seller's

processing unit 2 or the transaction management device
5 in step 5852. Then, in the processes in steps 5854
through 5872, the wvalidity of the contents of the
accepted provisional settlement cancellation and the
authorization of the provisional settlement
cancellation requester are checked. If the check
results are normal, a flag indicating that provisional
settlement cancellation has occurred is set in the
provisional settlement money management DB 5300 or the
electronic money management DB 5400, -and the
provisional settlement money management DB 5300 or the
electronic money management DB 5400 are updated.
furthermore, provisional settlement cancellation
request information (acceptance date and time,
requester information, etc.) in the return-of-goods
management DB 5600 ié set to generate the return-of-
goods management DB 5600. A provisional settlement
cancellation acceptancé notification is issued to a
provisional settlement cancellation requester.

FIG. 66 is a flowchart showing the first third-

—_—
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settlenment admi ssion 5 request fromthe purchaser’'s

If the paynment 15 |ID of

97 FIG 64
settl enment adm ssion request acceptance
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20 information managenent DB. |If the check result is normal, a paynent
process is perforned based on the contents of the request for receipt of
transfer in the provisional settlenment noney managenent DB 5300 or the

el ectroni ¢ noney managenent DB 5400. If a final 25 settlenent request
has not been issued, the final settlenent. information is set as 'not nade'
and the final settlenent information managenent DB 5500 i s generated.
Furthernore, a demand notification for the final settlenent request is
issued to the seller's 30 processing unit 2 or the transaction nmanagenment
device 5. FIG 65 is a flowhart show ng the provisional settlenent
cancel | ati on request acceptance process 5850. The provisional settlenent
cancel l ati on request 35 acceptance process 5850 accepts a provisional
settlement cancellation request fromthe sefP@r's processing unit 2 or the
transacti on managenent device 5 in step _5852. Then, in, the processes in

p ¢ ,
steps 5854 through BSFAY t REWEPAtr§osast heCebht BHERTHPR t hd NPT E A d
provisional set!| el falifdl | Qs andobfe i 2ald Beap©6902" Nene
t cance { b I

provi si onal settl eme at1on requester are checke ‘t he check
results are nornal firdtd agthiddeptirng t hedtynrove S+gieds Selddrifilcation
cancel l ation has occurred is set in the
' information acceptance process 5900 accepts the first
5 third-party return-of-goods certification information
from the purchaser's processing unit 1 or the
transaction management device 5.
Then, in the processes in steps 5904 through
5914, the validity of the accepted first third-party
10 return-of-goods certification information, and the
authorization of the requester of the first third-
party return-of-goods certification information
requester are checked. If the check results are
normal, then the number X of days for adjustment is
15 obtained to monitor the number of days for adjustment.
The number X of days for adjustment is computed by the
equation X = number of days for delivery in goods
purchaée information + number.of days for acceptance
of return-of-goods claim in goods purchase information
20 + predetermined number of additional days for
allowance -~ (first third-party retﬁrn-of-goods
certification information acceptance date - return-of-

goods request acceptance date in first third-party

return-of-goods certification information). The
25 obtained number X of days for adjustment is set in the
This Sheet Has Been Replaced
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45 provi sional settlenent noney nanagenment DB 5300 or the el ectronic noney
managenent DB 5400, and the provisional settlenment noney nanagenent DB 5300
or the electronic noney managenent DB 5400 are updat ed. 98 Furthernore,
provi sional settlenent cancellation request information (acceptance date
and tinme, requester information, etc.) in the return-of-goods nanagenent DB
5600 is set to generate the return-of- 5 goods nmanagenent DB 5600. A
provi si onal settlenent cancellation acceptance notification is issued to a
provi sional settlenent cancellation requester. FIG 66 is a flowhart
showing the first third- party r et ur n- of - goods certification
informati on 10 acceptance process 5900. First, in step 5902, the first
third-party return-of-goods certification information acceptance process
5900 accepts the first third-party return-ofegoods certification

I nformation fromthe purchaser's processing unit 1 or the 15 transaction

- managenent devi ce Scetthamof-gddids peoagesesti PB 36k 8804thédraiprrsdies, the

validity of the acceé)t od rl]:almrasgtengeqxl1:r dDBt)agré&/O is updated.
- FIG. 67 is a flowchart showing the second third-
party return-of-goods <certification information
5 acceptance process 5920. In step 5922, the second
third-party return-of-goods certification information
acceptance process 5920 accepts the second third-party
return-~of-goods certification information from the
transaction management device 5. Then, in the
10 processes in. steps 5924 through 5934, the validity of
the contents of the second third-party return-of-goods
certification information, and the authorization are
checked. If the check results are ﬁormal, the number
Y of days for adjustment is obtained to monitor the
15 number of days for adjﬁstment. The number Y of days
for adjustment is computed by the equation ¥ = number
of days for acceptance of return-of-goods in goods
purchase information - (second third-party return-of-
goods certification- information acceptance date -
20 seller receipt date in second third-party return-of-
goods certification information). The obtained number
Y of days for adjustment is set in the return-of-goods
ﬁanagement DB 5600, and the return-of-goods management

DB 5600 is updated.

25 FIG. 68 is a flowchart showing the return-of-
Sheet Hai Tﬂenlllleilaced




return-of-goods certification information, and the authorization of the
requester of the first third- 20 party r et ur n- of - goods certification

i nformati on requester are checked. If the check results are normal, then
t he nunber X of days for adjustnent is obtained to nonitor the nunber of
days for adjustnent. The nunber X of days for adjustnent is conputed by the
25 equation X = nunber of days for delivery in goods purchase information
+ nunber of days for acceptance of return-of-goods claimin goods purchase
i nformati on + predeterm ned nunber of additional days for allowance -
(first third-party return-of-goods 30 certification information
acceptance date. - return-of- goods request acceptance date in first
third-party return-of-goods certification information). The obt ai ned
nunber X of days for adjustnment is set in th@z2return-of-goods managenent DB
- 5600, and the return-of- 35 goods managenent DB 5600 is updated. FIG 67 is
a flowchart . show ngadds setand triotidkiqedriton aceepltancé gooutsess  5940.
certification i nformati on acce tanc process 5920. In step 5922, the

second third- party Fi&Shn- 3 g '|C§PﬁbnrﬁﬁP6Pﬁ9FF69°Q§ aE@éﬁﬂbnce
process 5920 acceptg,difig sqqopd aégﬁggaﬂéée%r&?édég Bl gQQQB?ﬁe&[ tr'efth%t I on
nagénment  devi ce  b. en,

i nformation fromthe transaction t he
of~-goods claim from the seller's processing unit 2 or
5 the transaction management device 5. Then, the
processes in steps 5044 through 5958 are performed,
and the wvalidity of the contents of the accepted
return-of-goods claim notification and _ the
authorization of the return-of-goods claim
10 nbtification.requester are checked. If the check
results are normal, then the return-of-goods claim
acceptance déte and time and the return-of-goods claim
notification requester information are set in the
return-of-gdods claim information 5608 6f the return-
15 of—goods management DB 5600, and the return-of-goods
management DB 5600 is updated. The return-of-goods
claim notification requester is notified that a
return-of-goods claim notification has been accepted,
and the purchaser's processing unit 1 is notified that
20 a return-of-goods claim has been issued.

FIG. 69 is a flowchart showing the returned goods
receipt notification acceptance process 5960. The
returned goods receipt notification acceptance process
5960 accepts a return-of-goods receipt notification

25 from the seller's processing unit 2 or the transaction
‘_\
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processes in steps 5924 through 5934, the validity of the contents of the
second third-party return-of-goods 45 certification information, and the
aut hori zation are checked. If the check results are normal, the nunber Y of
days for adjustnent is obtained to nonitor the nunber of days for

adj ustment. The nunber Y of days 99 for adjustnment is conputed by the
equation Y = nunber of days for acceptance of return-of-goods in goods
purchase information - (second third-party return-of- goods certification
i nformati on acceptance date - 5 seller receipt date in second third-party
return-of- goods certification information). The obtained nunber Y of days
for adjustnent is set in the return-of-goods managenent DB 5600, and the

r et ur n- of - goods managenent DB 5600 is updated. 10 FIG 68 is a

fl owchart show ng the return-of- goods clai &8otification acceptance
process 5940. First, in step 5942, the return-of-goods claimnotification
accept ance process MERageRsEhidevigetulfrenr 5863ds cThem fFhanpuRcesses ' s

processing unit 2 qi, 19¢o}0° 5ol BRI BBBBISIRN pelliita, Sana WY
validity of the contents of the accepted return-of-
goods receipt notification and the authorization are
5 checked. If the check results are normal, the
returned goods receipt notification acceptance date
and time, and the requester information of the
returned goods receipt notification are set in the
return-of-goods.admission notification 5610 in the
10 return-of-goods management DB 5600, the number of days
for adjustment 5607 are cleared to O, and the return-
of-goods management DB 5600 is updated. Furthermore,
if return-of-goods claim information is set, then an
invalid flag for return-of-goods claim information is
15 set. |
If the final settlement information management
DB 5500 exists, it is deleted and the ambunt of the
provisional settlement money management DB 5300 or the
electronic money management DB 5400 is subtracted from
20 the balance of the provisional settlement money issue
balance or the balance of the electronic money issue
balance in the money management DB 5200, and the money
management DB 5200 is updated.

The amount to be canceled is added to the account

25 balance in the account management DB 5100, and the
. _~¥_\—Mﬁ_
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processes in steps'5044 through 5958 are perfornmed, and the validity of the

contents of the accepted return-of-goods claim notification and
t he aut hori zati on of t he r et ur n- of - goods claim?20 notification
requester are checked. If the check results are normal, then the

ret urn-of - goods cl ai m acceptance date and tine and the return-of-goods
claimnotification requester information are set in the return-of-goods
claiminformati on 5608 of the return- 25 of-goods managenent DB 5600, and
t he return-of-goods managenent DB 5600 is updated. The return-of-goods
claimnotification requester is notified that a return-of-goods claim
notification has been accepted, and the purchaser's processing unit 1 is
notified that 30 a return-of-goods claimhas been issued. FIG 69 is a

fl owchart showing the returned goods recei p#Q%otification acceptance

process 5960. The returned goods recei pt_notification acceptance prQgess
5960 accepts a ret RO goRANIIRNANE 388 noPtPPcadi®on ‘f?‘%ﬁfe{%‘e sel &Z’ﬂa s

Phe processes | n s CERy adEhaty 86kt RangR g H Iy e e D S el o
the contents of th@lacReRindd mOnkyN mahagemett DBCSKPED whiichi balsi becaome t he
40 aut horization are checked. If the check results are
unnecessary through the cancellation is deleted after
5 a predetermined allowance period in order to avoid
possible trouble. A cancellation completiop
notification is transmitted to a returned goods
receipt notification requester and the purchaser's
processing unit 1.
10 FIG. 70 is a flowchart showing the provisional
settlement cancellation site monitor process 5980.
" The provisional settlement cancellation site monitor
process 5980 performs the processes in steps 5982
through 5998 once a day, and checks the contents of
15 the return-of-goods management DB 5600. If the
information about the return-of-goods admission
notification 5610 ‘exists in the return-of-goods
manageﬁent DB 5600, the process similar to the
provisional settlement cancellation process shown in
20 FIG. 69 is performed.
If the return-of-goods ciaim information 5608
exists, the process terminates without changing the
number of days for adjustment 5607. If neither the

return-of-goods admission notification 5610 nor the

25 return-of-goods claim information 5608 exists, then
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normal , the returned goods receipt notification acceptance date and
tinme, and the requester information of the returned goods receipt
notification are set in the return-of-goods adni ssion notification 45 5610
in the return-of-goods managenent DB 5600, the nunber of days for

adj ust nrent 5607 are cleared to O, and the return- of-goods nmanagenent DB
5600 i s updat ed. Furthernore, if return-of-goods claim 100
information is set, then an invalid flag for return- of-goods claim
information is set. If the final settlenment information managenent DB 5500
exists, it is deleted and the amount of the 5 provisional settlenment noney
managenent DB 5300 or the el ectronic noney managenent DB 5400 is subtracted
fromthe bal ance of the provisional settlenent noney issue bal ance or the.
bal ance of the electronic noney issue bal ané®3i n the noney managenent DB

5200, and, the roney, 40 TRRISHEN' B8, RE00 LS pdzhed, The AUt 1P 8o o
and the account nanSREM okl 5100t fehddt €ance1d€ion request 5605
exists. If the provisional settlement cancellation
request 5605 exists, the number of days for adjustment
5 5607 is checked. If the number of days for adjustment
is zero, the process similar to the provisional
settlement cancellation process in FIG. 69 is
performed. If the number of days for adjustment is
not zero, then 1 is subtracted from the number, and
10 the return-of-goods management DB 5600 is updatéd.
Next, the practical configuration of the
purchaser's processing wunit 1 is described 'by
referring to FIG. 71 and subsequent figures.
The purchaser's processing unit 1 is provided for
15 a purchaser to- perform operations from order to
settlement in purchasing goods, and to issue a return-
of-goods requeét. The purchaser's processing unit 1
has.thé following functions.
First, an issue request for money information
20 containing provisional settlement information which
is finally settled based on the confirmation of the
contents of the goods received from a seller after
transferring to the seller is made.
Second, an entry request for goods purchase
25 information is issued for the money information
—_—
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provi sional settlenent noney nmanagenent DB 5300 or the 15 el ectronic noney
managenent DB 5400 whi ch has becone unnecessary through the cancellation is
del eted after a predeterm ned all owance period in order to avoid possible
troubl e. A cancellation conpletion notification is transmtted to a
returned goods 20 receipt notification requester and the purchaser's
processing unit 1. FIG 70 is a flowhart show ng the provisional

settlenment cancellation site nonitor process 5980. The provi sional
settlenment cancellation site nonitor 25 process 5980 perfornms the processes
I n steps 5982 through 5998 once a day, and checks the contents of the

ret ur n- of - goods managenent DB 5600. If the information about the

ret urn-of -goods adm ssion notification 5610 exists in the return-of-goods
30 nanagenent DB 5600, the process sinmilar 2@ the provisional settlenent

cancel | ation process shown in FIG 69 is perforned. |f the return-of-goods
cl ai minformation Sevdadnifng theh@rovdedenale sHttdeaent tRFEE™etdRdi-ng t he

S ool o SR or SR GRAE ohiopuighehe il agods
-0f -goadds clarminformation 5608
exists, then it isgghaeked whpidier ivcoraiatibn | dontaahiiog Obrokdsional
settlement information is transferred to a seller, and
5 purchaser's personal identity confirmation information
is transmitted.
Fourth, based on'the confirmation of the contents
of the received goods, a final .settlement admission
" request is issued when the goods are normal, a return-
10 of-goods request is issued when goods are not normal,
a first third-party return-of-goods certification
information certifying that a return-of-goods request
has been received is accepted, and a provisional
settlement cancellation request is issued.
15 : To attain this, the purchaser's processing unit
1 is designed as shown in FIG. 71. In FIG. 71,'the
purchaser's processing unit 1 comprises an operation
controi unit 6010 for controlling the entire system;
a communications control unit 6020 for line-connection
20 to each of the seller's processing unit 2, the
processing unit of the purchaser's financial
institution 3, the transaction management device 5, .
the deliverer's processing units 6 and 7; a database

control unit 6040 for controlling each database; a

25 payment process unit 6600 for performing each process
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provi sional settlenent cancellation request 5605 40 exists. |If the

provi si onal settlenment cancellation request 5605 exists,

for adjustnent 5607 is checked. If the nunber of days for adjustnent is
zero, the process simlar to the provisional settlenment cancellation

process in FIG 69

Is 45 perfornmed. If the nunber of days for adjustnent

not zero, then 1 is subtracted fromthe nunber, and the return-of-goods

managenent DB 5600

i s updated. Next, the practical configuration of the

t he nunber of days

i's

101 purchaser's processing unit 1 is described by referring to FIG 71 and

- subsequent figures.

The purchaser's processing unit 1 is provided for a

purchaser to performoperations fromorder to 5 settlenent in purchasing

goods, and to issue a return- of-goods request.

unit 1 has the fol

ow ng functions. First, o7 ssue request for noney

i nformati on containing provisional settlement information which 10 is
finally settled basefl tine therctoder Matpgracedfsiinte utdt ant anoinphe gevise

recei ved froma sel

10

15

| er after
6030; and a memory 6050.

As shown in FIG. 71, the database control unit
6040 manages a goods purchase management DB 6100, a
money management DB 6200, a provisional settlement
money management DB 6300, an electronic money
management DB 6400; a final settlement admission
request management DB 6500; and a return-of-goods
regquest management DB 6600.

The payment process unit 6800 includes and
performs the money information issue request process
6610, the goods order process 6650, and the goods
receipt and return-of-goods process 67CO as shown in
FIG. 71. ' |

Each of the databases managed by the databaée
control unit 6040 is described below by referring to
FIGs. 72A, 72B, 72C, 72D, and 73.

The cbnfiguration of +the g¢goods purchase

" management DB 6100 is shown in FIG. 72A. A péyment

20

25
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ID 6101 is a key ID for management of money
information, final settlement, and return of goods.
Goods purchase information 6102 is goods purchase
detailed ihfo:mation containing the information about
a seller. An order date and time 6103 indicates the

date and time of a goods purchase order. A payment

S
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transferring to the seller is nade. Second, an entry request for goods
purchase information is issued for the noney information 15 containing the
provi sional settlenent information. Third, a goods order request is issued
to a seller, noney information containing provisional settlenent
information is transferred to a seller, and purchaser's personal identity
confirmation information 20 is transmtted. Fourth, based on the
confirmation of the contents of the received goods, a final settlenent

adm ssion request is issued when the goods are normal, a return- of-goods
request is issued when goods are 25 not normal, a first third-party
return-of-goods certification information certifying that a return-of-
goods request has been received is accepted, and a provisional settlenent
cancel l ation request is issued. To attain tRP§, the purchaser's processing
unit 30 1 is designed as showmn in FIG 71. In FIG_ 71, the purchaser's
processing unit 1 dREISesSHM opks atd orPaERRR B! RAFROB01FIDr e%HMBIRA | ng

the entire system p%'ézgg r&i“gat ip%%i%gl%g?fa] t%gtgéﬁ_%gtf Or%+%r§§ﬁ€0@{}e§é i on

to each of the sell%r OCéssi'ng umni proces ani 0

the purchaser's AFddwi}st absi gobdkyt igtit.3, $pecifoasacheAn aNBRAGHERIEr
device 5, places an order. A money type 6105 indicates the type
5 of money (settlement account money/provisional
settlement money, etc.) for the payment. A money ID
6106 is an ID of paid electronic money or proviéional
settlement money. A provisional payment date and time
6107 is a date and time of the provisional settlement.
10 A final settlement admission date and time 6108 is a
date and time of the purchaser's final settlement
admission. A seller information 6109 includes the
name, address, office, bank information, electronic
money payment .destination, etc. and contains
15 authentication 6110. The authentication 6110 is an
authentication of the seller for +the seller

- information 6109.
The money management DB 6200 stores, as shown in
FIG. 72B, account information 6201 containing the
20 information about a settlement account (financial
institution, account number); a provisional settlemem:
money issue balance 6203; an elecfronic money issue
balance 6204; provisional settlement money management'
information 6205; and electronic money management

25 information 6206. The provisional settlement money
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the deliverer's processing units 6 and 7; a database control unit 6040 for
controlling each database; a paynent process unit 6600 for perform ng each
process 40 of the purchaser's processing unit 1; an input device 6030; and
a menory 6050. As shown in FIG 71, the database control unit 6040 nmanages
a goods purchase managenent DB 6100, a noney nmanagenent DB 6200, a
provi si onal settlenent 45 noney managenent DB 6300, an el ectronic noney
managenent DB 6400; a final settlenent adm ssion request nanagenent DB
6500; and a return-of-goods request managenent DB 6600. 102 The paynent
process unit 6800 includes and perforns the noney information issue request
process 6610, the goods order process 6650, and the goods receipt and
ret urn-of -goods process 6700 as shown in 5 FIG 71. Each of the databases
managed by the database control unit 6040 i20%escribed bel ow by referring
to FIGs. 72A, 72B, 72C, 72D, and_73. The configuration of thefgoods
pur chase management information 6205 is pointer information
(1link information) to the provisional settlement money
management DB 6300, and the electronic money
management 6206 is pointer information to the
5 electronic money management DB 6400.

The contents of the provisional settlement money
management DB 6300 include a provisional settlement
money ID 6301, a payment ID 6302, an amount 6303, an
issue date and time 6304, goods purchase information

10 6305 linked to money, issuing financial institution
information 6306, and a final ' settlement or
provisional settlement cancellation completion date
and time 6307. Among them, the provisional settlement
money ID 6301 is a money ID numbered by a financial

15 institution when it is issued, and relates to 'a
payment ID. The final settlement or provisional
settlement'cancellation completion date and time 6307
indicates the date and time when the life cycle of the
provisional settlement money has been terminated

20 through the completion of the final settlement or
provisional settlement cancellation.

The configuration of the £final settlement
admission request management DB 6500 is shown in FIG.
72C. In FIG. 72C, a payment ID 6501, a money type

25 6502, and a money ID 6503 correspond to the same items

——

——
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10 rmanagenment DB 6100 is shown in FIG 72A. A paynent ID 6101 is a key ID
for managenent of noney information, final settlenent, and return of goods.
Goods purchase information 6102 is goods purchase detailed information
containing the informati on about 15 a seller. An order date and tinme 6103
I ndicates the date and tinme of a goods purchase order. A paynent nethod
6104 is a paynent nethod (for exanple, prepaynent, provisional settlenent,
paynment after recei pt of goods, etc.) specified when a purchaser 20 places
an order. A noney type 6105 indicates the type of npney (settl enent
account noney/provisional settlenment noney, etc.) for the paynent. A noney
I D 6106 is an I D of paid electronic noney or provisional settlenent noney.
A provisional paynent date and tinme 25 6107 is a date and tine of the
provisional settlenment. A final settlenment 2a3Rission date and tine 6108 is

a date and tinme of the purchaser's final settlenent admi ssion. A seller
i nformation 6109 ikt Utk F9RATBRSChaRe aaanagamert, DhAOG nf dFrmtfinal

O e S0, D20 B | RN Ty, gol anfThRES o5y
the seller for d&!&.‘esﬁ@:ﬁd@rtd aﬁerf@ﬁap@e@c&%memaamghaﬁnaaemdm
- 6200 stores, as shown in

time 6108 of the goods purchase management DB 6100.

5 A final settlement completion notification date and
time 6505 is a date and time on which the completion
of the final settlement has been received from the
financial institution after a final settlement
admission request is issued.

10 The return-of-goods request management DB 6600
is generated when return of goods arises. The
configuration is shown in FIG. 72D. The contents of
the DB 6600 include items 6601, 6602, and 6603 based
on the final settlement admission request management

15 DB 6500, and a date and time 6604, a deliverer 6605,
and a first third-party return-of-goods certification
6606 as receipt information (return-of-goods request
information) when a return-~of-goods request is issued
to the third-party witness such as the deliverer's

20  processing unit.. It further includes a
discrimination as to whether or not a provisional
settlement cancellation request has been issued and
its date and time 6607 when a provisional settlement
cancellation request through return-of-goods is

25 notified for financial institution; and a

I
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35 FIG 72B, account information 6201 containing the information about a
settl enment account (financial institution, account nunber); a provisional
settl ement noney issue bal ance 6203; an el ectronic noney issue bal ance
6204; provisional settlement noney managenent 40 information 6205; and
el ectroni c noney managenent information 6206. The provisional settlenent
noney nmanagenent i nformation 6205 is pointer information (link information)
to the provisional settlenment noney managenent DB 6300, and the el ectronic
noney 45 managenent 6206 is pointer information to the electronic
nmoney managenent DB 6400. The contents of the provisional settlenent noney
managenment DB 6300 include a provisional settlement 103 noney I D 6301, a
paynent | D 6302, an anmount 6303, an issue date and tine 6304, goods
pur chase i nformation 6305 |inked to noney, ?%%U|ng financial institution
i nformati on 6306, _.and final settlenent rovisional settlenent
oG cRB

cancel | ati on conpl &ﬁs(ﬁflﬂé‘tr@%‘r?d‘ t35e %gﬂ‘Tet fe BFRYSLon
set t'l ement noney | RA30brich® FBRGY1 1 IBHDRES] erA LAY and its

date and time 6608.
The electronic money management DB 6400 manages
5 the information shown in FIG. 73. The electronic
money managed in the electronic money management DB
6400 is, unlike the provisional settlement money,
issued by a financial institution without £first
specifying its use. That is, this electronic money
10 is referred to as settlement account money. In FIG.
73, the upper portion corresponds to the management
information of +the electronic money (settlement
account money) issued by a financial institution, and
the lower portion corresponds to the electronic money
15 information containing the provisional settlement
information indicating that the purchaser has paid to
the seller a part of the electronic money to purchase
specific goods. |
The management information shown in the wupper
20 portion contains an electronic money ID 6401 of issued
money, an issue amount 6402 for the time being, a
valid term 6403, a final settlement type (final
payment type) drawing information 6404 and its
accumulated amount 6405, a provisional settlement type

25 (provisional payment type) drawing information 6406
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institution when it is issued, and relates to a paynent |D. The fi nal
settlenent or provisional 10 settlenent cancellation conpletion date and
time 6307 indicates the date and tine when the life cycle of the

provi sional settlenent noney has been term nated through the conpl etion of
the final settlement or provisional settlenent cancellation. 15 The
configuration of the final settlenent adm ssion request managenent DB
6500 is shown in FIG 72C. In FIG 72C, a paynent |ID 6501, a noney type
6502, and a noney I D 6503 correspond to the sanme itens in the goods

pur chase managenent DB 6100. The final 20 settlenment adm ssion request date
and tinme 6504 corresponds to the final settlenent adm ssion date and tine
6108 of the goods purchase nanagenent DB 6100. A final settlenent
conpletion notification date and tinme 6505 ixlZza date and tinme on which the
conpletion 25 of the final settlenent has been received fromthe financi al
institution after aahfnitssaccimubateddncwibrbdBhuesd an issuedbalbace

r et ur n- of - goods rqugég managenent DB 6600 i s generated when return of
goods ari ses. The configuration is shown in FIG 72D. The contents of

the DB 6600 include itempnE6fdnedolitsodite £A0BRANINY thE HEB8isional
~settlenent adm ssion request managenent
settlement information in the lower portion indicates

5 a part of the issue amount 6402 drawn as a provisional
settlement type. Therefore, the money ID is specified
by adding a child ID 6410 to a source ID 6409 (same
as the ID 6401 in the upper portion). Other items
6411, 6412, 6413, 6414, 6415, and 6416 are all based

10 on the provisional settlement money management DB
6300. However, +the settlement account money 1is
provided with a blind signature by a purchaser when
it is drawn, and is different from the provisional
settlement money to be provided with a blind signature

15 by a financial institution.

The process procedure of each process in the
purchaser's processing unit 1 ié descriﬁed below by
referring to FIG. 74 and subsequent figures.

By referring to FIG. 74, the procedure of a money

20 information issue reéuest process 6610 is described
as a function of issuing provisional settlement'money..

As shown in FIG. 74, information about a
financial institution to which an issue of provisional
settlement money is requested, and information

25 relating to the issue request such as an amount, etc.

S T
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DB 6500, and a date and tine 6604, a deliverer 6605, and a first
third-party return-of-goods certification 35 6606 as receipt information
(return-of-goods request information) when a return-of-goods request is
issued to the third-party witness such as the deliverer's processing unit.
It further I ncl udes a discrimnation as to whether or not a
provi si onal 40 settl enent cancell ation request has been issued and its date
and tinme 6607 when a provisional settlenment cancellation request through
return-of-goods is notified for fi nanci al i nstitution; and a
discrimnation as to whether or not the provisional 45 settlenent
cancel | ati on has been conpleted and its date and tine 6608. The el ectronic

noney managenent DB 6400 manages the information shown in FIG 73. The
el ectronic 104 noney managed in the elec?lﬁnlc nnney managenent DB 6400
i's, unlike the provisional settlenent noney, |issue a_financi al

institution w thout®¥® ridiPEhHdd BFeRy6pL < E@eth?H&‘Pn?% ”iﬁﬂré“%tpt&ﬂ AGFue
money 5 is referredads Sildd S l10 ACHHN AR (b1) 45 determined

within a range.of the account balance 5104 of the
account management DB 5100 shown in FIG. 61A. Then,

5 in step 6614, information such as an account number
is input. It is determined in step 6616 whether or
not it is necessary to add goods purchase information.
If yes, the goods purchése information is added in
step 6618. 1In step 6619, the generated issue request

10 is transmitted to ‘the processing unit of the
purchaser's financial institution 3.

Then, in step 6622, a process résult is received
from the processing unit of the purchaser's financial
institution 3, and the process result is checked in

15 @ step 6624. If the process result is normal, then the
provisional settlement money information received from
the processing . unit of the purchaser's financial
institﬁtion 3 is stored in the provisional settlement
money management DB 6300 using the provisional

20 settlement money ID 6301 as a key in step 6626. 1In
step 6628, the provisional settlement money issue
balance 6203 in the money management DB 6200 is
updated (b = b + bl). If the process result is not
normal in step 6624, an error process is performed in

25 step 6630.
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FIG 73, the upper portion corresponds to the managenment information
of the electronic noney (settlenent account noney) issued by a financial
institution, and the | ower portion corresponds to the 10 electronic

noney i nformation cont ai ni ng the provisional settlenent information

I ndicating that the purchaser has paid to the seller a part of the

el ectroni ¢ noney to purchase specific goods. The managenent information
shown in the upper 15 portion contains an electronic noney |ID 6401 of

i ssued noney, an issue amount 6402 for the time being, a valid term 6403, a
final settlenent type (final paynent type) drawing information 6404 and its
accunul ated anount 6405, a provisional settlenent type 20 (provisional
paynent type) draw ng information 6406 and h&; accurul at ed anmount 6407, and
an issue bal ance 6408. The noney informatioft*Containing the provisional

Ssue amount 6402 dr awn "R 5t SYCERoR L AR E T wRErD f a0 e

money I D is specifistidy BsldpDgcédCchhlidpkBvE418nkd det@UubaRnkD (e
as the 1D 6401 in the upper portion). Oher itens 6411, 6412, 6413, 6414,
6415, and 6416 are tsnan%g%wcsoto oh SeHe 9n cid sleswtibed e mafenming to
managenent DB FIG. 75

5 After receiving goods information from +the
seller's processing unit 2 in step 6652 in the goods
.order process-6650, goods are selected in step 6654.
In step 6656, a goods order request containing the
number of goods, the amount of the orders, a payment

10 method, personal information, - etc. added to goods
information is transmitted to the seller's processing
unit 2.
Then, the process result (detail of purchase) is
received from the seller’s processing unit 2 -in step
i5 6660. The process result is checked in step 6662.
If the result is normal, the provisional settlement
money issue process is performed in step 6664. The
personél identity confirmation information is set in
the provisional settlement money information in step
20 6666, and the provisional settlement money is
transmitted to the seller's processing unit 2 in step
6668 .. |
The process result is received from the seller’'s

processing unit 2 in step 6672. The process result

25 is checked in step 6674. If the result is normal, a
—_—
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6300. However, the settlenent account noney is provided with a blind
signature by a purchaser when it is drawn, and is different fromthe

provi sional settlenent noney to be provided with a blind signature 35 by a
‘financial institution. The process procedure of each process in the
_purchaser's processing unit 1 is described below by referring to FIG 74
~and subsequent figures. By referring to FIG 74, the procedure of a 40
.noney information issue request process 6610 is described as a
function of issuing provisional settlenent noney. As shown in FIG 74,

I nformati on about a financial institution to which an issue of provisional
45 settlenment noney is requested, and information relating to the

i ssue request such as an anount, etc. are input in step 6612 in the noney
i nformation i ssue request process 6610. The &kBunt (bl) is det er m ned

105 within a range of the account bal ance_5104 of the account managenent DB
5100 shown in FIG @PRdsThBHFCPL{ﬁS& ebe8R9d, it gPRRERTRS uth a'%h%ngg&@éjﬁmt

number purchase management DB 6100 using the payment ID 6101
as a key in step 6676. In steps 6662 and 6674, if the
process result is not normal, an error process is

5 performed in step 6678.
Next, a goods receipt and return-of-goods process
6700 is described by referring to FIG. 76 as a
function of issuing a final settlement admission
request based on the confirmation of goods.

10 .In the goods receipt and return-of-goods process
6700, goods are received in step 6701, and the
contents of the goods are confirmed in step 6702. If
the goods are correctly delivered according to the
order, final settlement admission information is input

15 in step 6704, and is transmitted to the processing
unit at the purchaser's financial institution 3 in
step'§706.

Then, the process result is received from the
processing unit at the purchaser's financial

20 institution 3 in step 6710. The process result is
checked in step 6712. If it is normal, then a final

. settlement admission record is generated in the fihal
settlement admission request management DB 6500 using
the payment ID 6101 as.a key, and final settlement

25 admission information such as the final settlement

I
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is input. It is determned in step 6616 whether or 5 not it is necessary to
add goods purchase information. |If yes, the goods purchase information is
added in step 6618. In step 6619, the generated issue request is
transmtted to the processing unit of the purchaser's financial institution

3. 10 Then, in step 6622, a process result is
processing unit of the purchaser's financial institut
result is checked in step 6624. |If the process result

received fromthe
ion 3, and the process
is normal, then the

provi sional settlenment noney information received from15 the processing

unit of the purchaser's financial institution 3 is stored in the
provi sional settlenent noney nenagenent DB 6300 using the provisional
settlement noney ID 6301 as a key in step 6626. In step 6628, the
provi sional settlenent noney issue 20 bal aBdé 6203 in the noney
managenment DB 6200 is updated (b = b + bl). If the process result is not

normal in step 6628dBIsTieR TeMRYEdate ARG GFiRR) §

4t SFEB6IE FeKiing

goods order process Og4{xWhich a 25 goods order is placed and
provi sional settlenent: noney is transferred to a seller is described by

referring to FIG 75. AfderthecetNenghgnadsiEnkbengoods far@nddrective,

10

15

20

25

then a return-of-goods request is transmitted to the
deliverer's processing unit 7 in step 6718. In step
6722, a process resdlt is received from the
deliverer's processing unit 7, and the process result
is checked in step 6724. If the result is normal,
then a return-of-goods request record is generated in
the return-of-goods request management DB 6600 using
the payment ID 6101 as a key in step 6725. In step
6724, the first third-party return-of-goods
certification indicating that +the return-of-goods
process has been successfully performed when the goods
are passed to the deliverer is received.

Then, in step 6728, the first third-party return-
of-goods certification is set in the first third-party
return-of-goods certification 6606 in the return-of-
goods request management DB 6600, and a provisional
settlement cancellation request provided with the
first third-party return-of-goods certification is
transmitted to the processing unit at the purchaser's
financial institution 3. The process result is
reéeived from the processing unit at the purchaser's

financial institution 3 in step 6732, and the process

i



seller's processing unit 2 in step 6652 in the goods 30 order process
6650, goods are selected in step 6654. In step 6656, a goods order request
cont ai ni ng the nunber of goods, the amount of the orders, a paynent nethod,
personal information, etc. added to goods information is transmtted to the
seller's processing 35 wunit 2. Then, the process result (detail of
purchase) is received fromthe seller's processing unit 2 in step 6660.

The process result is checked in step 6662. If the result is normal, the
provi sional settlenent 40 noney issue process is perforned in step 6664.
The personal identity confirmation information is set in the provisional
settlenent noney information in step 6666, and the provisional settlenent -
noney is transmtted to the seller's procesii?g unit 2 in step 45 6668.
The process result is received fromthe sel & s processing unit 2 in step

o2 e Drscess, ALl 5o MRS 3t E0eB0 bl | LAY WRaedeoLy
normal, then the provisional settlement cancellation
request 6607 in the return-of-goods request management
DB 6600 is set as 'issued' in step 6736, and its date

5 and time is set. If the process results are not
normal in steps 6712, 6724, and 6734, ‘an error process
is performed in step 6738.

Next, the seller's processing unit 2 is described
below by réferring to FIG. 77 and subsequent figures.
10 The seller's processing unit 2 is provided for
performing operations from order acceptance to
settlement and managing return-of-goods when a seller
sells goods. This unit has the following functionsf
First, an order from a purchaser of goods is
15 accepted, money information containing the provisional
settlement information from the purchaser is accepted,
and a request is issued to make final settlement after

the goéds are transmitted to a goods receiver.
Second, after a receiver has received goods, it
20 is monitored whethér or not a final settlement
admission_ request or a return-of-goods request has
been issued. If.a final settlement admission request
or a return-of-goods request is not issued within a
predetermined period, a third-party delivery

25 certification information indicating that the receiver

.

——
————
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pur chase managenent DB 6100 using the paynent ID 6101 as a key in step
6676. In steps 6662 and 6674, if the process result is not normal, an error
process is 5 perfornmed in step 6678. Next, a goods receipt and

ret urn-of -goods process 6700 is described by referring to FIG 76 as a
function of issuing a final settlenment adm ssion request based on the
confirmati on of goods. 10 In the goods receipt and return-of-goods
"process 6700, goods are received in step 6701, and the contents of the
goods are confirnmed in step 6702. If the goods are correctly delivered
according to the order, final settlenent adm ssion information is input 15
in step 6704, and is transmtted to the processing unit at the purchaser's
financial institution 3 in step 6706. Then, the process result is received
fromthe processing wunit at the purchas&l8s financial 20 institution
3 in step 6710. The process result is checked in step 6712. If it is
normal , then a finahasemecgived athe sgpodsr deoradded gaserantthenpicaikion nal

2% Key, and {1 nal TREPFPERLAR. 2NGRRPESTORTRY o el BIPSULRIER § TR Thal
settl enent adnissiogeggggﬁéﬁtdgéﬁigggoﬁif@hﬁggg, etc. is set in
Third, a cancellation reguest notification
5 relating to return of goods is accepted, a provisional
settlement cancellation request is issued in response
to the cancellation request notification, and a
return-of-goods claim request is issued based on a
confirmation of the contents of returned goods when
10 the returned goods are not normal.
To attain the above described functions, the.
seller's processing unit 2 is designed as shown in
FIG. 77. The seller's processing unit 2 comprises an
- operation control unit 7010 for controlling the entire
15 system; a communications control unit 7020 for line-
connection to each of the purchaser's processing unit
1, the_processing'units at the purchaser's financial
institution 3 and 4, the transaction management device
5, the deliverer's processing units 6 and 7; a
20 database control unit 7040 for controlling each
database; a sales management process unit 7600 for
performing each process of the seller's processing
unit 2; an input/output device 7030; and memory 7050.
The database control unit 7040 controls and
25 manages a goods management DB 7100, a sales management

—_—
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step 6716. On the other hand, if the goods are defective, then a
return-of-goods request is transmtted to the 30 deliverer's processing
unit 7 in step 6718. In step 6722, a process result is received fromthe
deliverer's processing unit 7, and the process result is checked in step
6724. If the result is normal, then a return-of-goods request record is
generated in 35 the return-of-goods request managenent DB 6600 using the
paynent | D 6101 as a key in step 6725. In step 6724, t he first
third-party return-of-goods certification indicating that the

ret urn-of -goods process has been successfully -performed when the goods 40
are passed to the deliverer i's received. Then, in step 6728, the first
third-party return- of-goods certification is set in the first third-party
return-of-goods certification 6606 in the re4i® n-of - goods request
managenent DB 6600, and a 45 provisional settlenent cancellation request
provided with theDB 72P8y 2 p¥oYisient)y setelampentomapaand PBon

s transnitted to thaol 06es3ig Wk aheht® rOYLENRS fhngbhBRRCHE 7400,

institution 3.
a return-of-goods management DB 7500, and a digital

contents management DB 7550 as shown in FIG. 77.

5 A sales management process unit 7600 comprises
and performs +the processes of a goods order
acceptance, money information acceptance, and final
settlement request process 7610; a digital contents
transmission process 7700; a final settlement site

10 monitor and final settlement admission substitution
process 7750; a returned goods acceptance process
7850, a cancellation request acceptance process
through return of digital contents 7900; a
cancellation process through return of goods 7950; and

15 an execution term | monitor and non-execution
notification process 8000 as shown in FIG. 77.

FIG. 78 shows the concept ipdicating the
correlation between databases managed by the database
control unit 7040.

20 - The goods management DB 7100 contains the
information for management of the goods to be sold
among which digital contents are managed by the
digital contents management DB 7550.

The ordered goods are manéged by the goods code

25 of the goods management DB 7100. The order

—_—
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107 process result is received fromthe processing unit at the purchaser's
‘financial institution 3 in step 6732, and the process result is checked in

step 6734. If the result is normal, then the provisi

onal 5 settl enment

cancel l ati on request 6607 in the return-of- goods request nanagenent DB
6600 is set as '"issued' in step 6736, and its date and tinme is set. |If the

process results are not normal in steps 6712, 6724,
process is performed in step 6738. 10 Next ,

and 6734, an error
the seller's

processing unit 2 is described below by referring to FIG 77 and

subsequent figures. The seller's processing unit 2 i

s provided for

perform ng operations fromorder acceptance to 15 settlenent and managi ng

ret urn-of -goods when a seller sells goods. This unit

has the foll ow ng

~functions. First, an order from a purchaser 2¥0 goods i s accepted, noney
information containing the provisional settlenent information fromthe
purchaser is accept édfoZa&hdna rseguasaged ibysuehke t saleke rMfaragensatt | PBEN

after the goods are_transnmtted to a goods receiver.

recei ver has recei véd%§oods, THe | SE&H t HINPIRIEHer

Second, after a

DR npA00 {FRaFains

settlement adm ssi 0B LGIUeSha?" sBttEEMEAT ChofQPtahEguRSht "Bl Formation,

10

final settlement request management information, and
return-of-goods management information for use in
money information management, final settlement
management, and return-of-goods management required
for sales management. The provisional settlement
money management information is pointer information
to the provisional settlement money management DB
7300. The final settlement request management
information is pointer information to the final

settlement request management DB 7400. The return-of-

goods management information is pointer information

15

20

to the return-of-goods management DB 7500.

Each database is described in detail.

The goods management DB 7100 stores a goods code
7101 as a key; a goods classification 7102 for
identifying goods, digital contents, etc.; a goods
name 7103; goods sales information 7104; and a digital
contents management ID 7105. The goods sales

information 7104 contains the number of goods stocks,

' the sales price, the site monitor term for goods

25

receipt confirmation, the site monitor term for a

return-of-goods claim, an average number of days for

This ot
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25 been issued. If a final settlenment adm ssion request or a
return-of-goods request is not issued within a predetern ned peri od, a
third-party delivery certification information indicating that the

recei ver has received the goods is added as authentication 30 information,
thereby issuing as a substitute a final settlenent adm ssion request.

Third, a cancellation request notification relating to return of goods is
accepted, a provisional settlenent cancellation request is issued in
response 35 to the cancellation request notification, and a return-of-goods
claimrequest is issued based on a confirmation of the contents of returned
goods when the returned goods are not nornmal. To attain the above descri bed
functions, the 40 seller's processing unit 32&5 desi gned as shown in FIG
77. The seller's processing unit 2 conpriseS~an operation control unit 7010

for controlling thede%.ﬁ%é@,styﬁh{de@hea Wi@té .ﬁ}ngecﬂurﬁ-io'f-%gié or

| ine- connection to eac € purchaser’ s processing unit

processing units atclidien pucebptahce,l i saaciod iikdlartiteidonbd aftte 4 gddas

transacti on managenent device 5, the deliverer's processing units 6 and 7;
a dat abase contr ol aurchasmdnfermedionobBPRgardch406 of the purchaser's

processing unit 1. The digital contents management
5 ID 7105 is link information to the digital contents
management DB 7550. '

FIG. 80 shows the sales management DB 7200. A
payment ID 7201 is key data to money information
management, final settlement management, and return-

10 of-goods management. A goods code 7202, an amount of
bill 7203, ofder information 7204, an order date and
time 7204°, purchaser information 7205, and
authentication 7206 are general goods order data. A
payment method classification 7207 is a payment method

15 specified by a purchaser when he or she places an
order (for example, settlement account money,
provisionai settlement money, etc.).

_Pfovisional setflement money management
information 7208 is pointer information for use in

20 management of payment money information based on the
payment method classification 7207, and points to a
record of the provisional settlement money management
DB 7300. A shipping date and time 7210, a purchaser
receipt date and time 7211, deliverer information

25 7212, and authentication 7213 contained in shipping

_—
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108 dat abase; a sal es managenent process unit 7600 for perforning each
process of the seller's processing unit 2; an input/output device 7030; and
menory 7050. The dat abase control unit 7040 controls and 5 nanages a goods
managenment DB 7100, a sal es managenent DB 7200, a provisional settlenent
nmoney nmanagenent DB 7300, .a final settlenent request managenent DB 7400, a
r et ur n- of - goods managenent DB 7500, and a digital contents managenent DB
7550 as shown in FIG 77. 10 A sal es nmanagenent - process unit 7600
conprises and perfornms the processes of a goods order acceptance, noney

I nformati on acceptance, and final settlenent request process 7610; a
digital contents transm ssion process 7700; a final settlenent site 15
nonitor and final settlenent adm ssion substitution process 7750; a .
returned goods acceptance process 7850, a ca#eel | ation request acceptance

Drocess Lhroush ek Hebenichl Y4B oSSR Smect 00 ep S EA SO k"
I e T T S
Return-of-goods management information 7214 is pointer
information generated when return-of-goods arises, and
5 points to a record of the return-of-goods management
DB 75Q00. Final settlement request managemént
information 7215 is pointer information for management
of a final settlement request, and points to a record
of the final settlement request managément DB 7400.
10 An encryption key 7216 and a decryption key 7217 of
digital contents key information are information used
when digital contents are sold.

FIGs. 81A and 81B show the provisional settlement

money management DB 7300 and the final settlement
15 request management DB 7400 respectively.

First, the provisional settlement money
management DB 7300 is a database for storing money
inforrr;ation received from the purchaser when goods are
ordered. The database stores a payment ID 7301, a

20 money type 7302 (either settlement account money or
provisional setflement money), a receipt date and time
7303, and payment money information 7304. In the
information, +the payment money information 7304
depends on whether it is provisional settlement money

25 or settlement account money as shown in the second and
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correl ati on between dat abases managed by the database control unit 7040. 25
The goods managenent DB 7100 contains the information for nmanagenent
of the goods to be sold anong which digital contents are managed by the
digital contents managenent DB 7550. The ordered goods are managed by the
goods code 30 of the goods managenent DB 7100. The order
information is nmanaged by the sal es managenent DB 7200. The sales
managenent DB 7200 contains provisional settlenent noney nmanagenent
information, final settlenent request managenent information, and 35

r et ur n- of - goods managenent information for use in noney information

managenent , final settlenent managenent, and return-of-goods nanagenent
required for sal es managenent. The provisggg settl ement noney
managenent information is pointer I nformat i 40 to the provisional

settl ement noney NMBpRPETeRE . ;I% ? gfinal settlenment request
managenent informatron 1s pol orna ionto the final settlenent

request nmanagement DB 74fRe Jé@orﬁdetwm -sHowg) OfHils pPovaAgRItHY ] it Tadron | S
pointer information 45 to the return-of-goods managenment DB 7500. Each
dat abase is descri eeRey, oﬁé’t%qontﬁ#élsgéoé§°ﬁ&ﬁagé nge Bl emenyt RXE ?
goods code 7311,

a payment ID 7312 (the same as 7301), an amount

5 7313, an issue date and time 7314, goods purchase

information 7315, and issuing finanqial institution

information 7316. The entire provisional settlement

money haé a blind signature by issuing financial

institution (purchaser's financial institution). The

10 third row shows the settlement account money

(electronic money). Most of the items, that is, 7333,

7334, 7335, 7336, and 7337 are based on the

provisional settlement money, but the settlement

account money is different from the provisional

15 settlement money in that the money ID contains :  a

source ID 7331 and a child ID 7332 (additional 1ID),

and that the entire blind signature is executed by the
purchaéer.

The final settlement request management DB 7400

20 is a database generated when a money information final

settlement request including received provisional

.settlement information is issued to the financial

institution. As shown in FIG. 81B, a payment ID 7401

is a key as in other databases. The final settlement

25 financial institution information is required when a

—
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7101 as a key; a goods classification 7102 for 109 identifying goods,
digital contents, etc.; a goods nane 7103; goods sales information 7104;
and a digital contents managenent |ID 7105. . The goods sales

i nformati on 7104 contains the nunber of goods stocks, 5 the sales price,
the site nonitor termfor goods receipt confirmation, the site nonitor term
for a return-of-goods claim an average nunber of days for delivery, and
t he nunber of days for return-of-goods claimacceptance, and is inherited
by the goods 10 purchase information 5305 and 5406 of the purchaser's
processing unit 1. The digital contents managenent ID 7105 is |ink
information to the digital contents nanagenent DB 7550. FIG 80 shows the
sal es managenent DB 7200. A 15 paynent ID 7201 is key data to noney

i nformati on managenent, final settlenent nmaRagenent, and return- of-goods
managenment. A goods code 7202, an anount of bill 7203, order information
7204, an order dat efimallt sebtleqani’ requasthised ssuedf.or WisrorR reQOsst

and 20 authenticatjon 7208, are general  £90ds o1der 4248 o Aurchaser's
| financial institution, +the information about <the
financial institutioh and payee information (seller's
5 financial institution and account information) is set
in receipt-of-transfer requesting financial
institution information 7402. When a collection
execution request is issued to the seller's financial
institution, the information about the purchaser's
10 financial institution of a collection destination, the
information about the éeller's financial institution,
and the information about the account to which money
is transferred are set .in execution requesting
financial institution information 7403. A date and
15 time corresponding to each process ié set in each of
a final settlement request date and time 7404 and a
final settlement completion date and time 7405.

On the other hand, if goods are returned, a

provisional settlement or final settlement
20 cancellation process is performed. To manage the
process, provisional settlement cancellation
information 7406, a provisional settlement

cancellation request date and time .7407, final
settlement cancellation information 7408, and a final

25 settlement cancellation request date and time 7409 are
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paynent nethod cl assification 7207 is a paynent .method specified by a
“purchaser when he or she places an order (for exanple, settl enent
~account noney, provisional settlenent noney, etc.). 25 Pr ovi si onal
settl enment noney managenent information 7208 is pointer information for
use i n managenent of paynment noney information based on the paynent nethod
classification 7207, and points to a record of the provisional settlenent
noney managenent 30 DB 7300. A shipping date and tine 7210, a purchaser
recei pt date and tinme 7211, deliverer information 7212, and authentication
7213 contained in shipping information 7209 are information relating to the
delivery of goods, and provided by a deliverer. 35 Return-of-goods
managenent information 7214 is pointer information generated when
return-of-goods arises, and points to a rec@2® of the return-of-goods
managenment DB 7500. Final settlenent request managenent information
7215 is pointer inf®E®E®¥on for managenent 40 of a final settlenent

d
DB 7400, An eherypii on KBy 7218 AR -87uebRs  BRbpBlRRs; "B G

contents key infornaés€piBed b@i@ﬁﬂﬁflﬁ@féﬁﬁ&hgwwﬁlﬁﬁ@]t@i contents are -
sol d. 45 FIGs. 81A and 81B show the provisional
The return-of-goods management DB 7500 is
5 generated when returned goods are delivered to a
seller through a return-of-goods request from a goods
receiver to a deliverer, and used for management in
the future. Return-of-goods information 7501, a
purchaser's (or receiver's) return-of-goods request

10 date and time 7502, deliverer information 7503 and
authentication of the deliverer 7504, and seller's
returned goods receipt date and time 7505 contained
in the database are basic information of the second
third-party return-of-goods certification issued by

15 a deliverer. The seller receives returned goods,
confirms the contents of the returned goods, and
should notify the processing unit at the purchaser's
financial institution 3 of a return-of-goods admission
or a return-of-goods claim.

20 Each of the contents of the corresponding
notifications and their dates and times are set in
return-of-goods admission information 7506 and its
request date and time 7507, and return-of-gobds claim
information 7508 and its request date and time 7509.

25 If the seller admits the return-of-goods, then the

\_\\
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settl ement noney managenent DB 7300 and the final settlenent request
managenent DB 7400 respectively. First, t he provi si onal settl enment
noney 110 nmanagenent DB 7300 is a database for storing noney information
received fromthe purchaser when goods are ordered. The database stores a
paynent | D 7301, a noney type 7302 (either settlenent account noney or 5
provi sional settlenent noney), a receipt date and tinme 7303, and paynent
noney i nformation 7304. In the information, the paynent noney information
7304 depends on whether it is provisional settlenent noney or settlenent
account noney as shown in the second and 10 third rows shown in FIG 81A
The second row shows the provisional settlenent noney, and contains a
provi si onal settlenent noney ID 7311, a paynent |ID 7312 (the sanme as 7301),
an anmount 7313, an issue date and tine 731422g00ds purchase 15 information
7315, and issuing financial institution information 7316. The entire
provi si onal settl enpntcesatygghasurdthl i at sithat uparchaseslisng financial
institution (purchaser's finpancial institution). The

institution 3 performs a’ provisional settlement

cancellation process under a provisional settlement

state. If a final settlement has been completed, then

5 a final settlement cancellation process is performed.

The process result is set in the provisional
settlement cancellation information 7406 and its
request date and time 7407 or the final settlement
cancellation information 7408 and its request date and

10 time 7409 in. the final settlement request management
DB 7400 shown in FIG. 81B.

FIG. 83 shows the digital contents management DB
7550. In the information in the goods management DB
7100, information reléting to the digital contents is

15  managed in the digital contents management DB 7550.

The digital contents management DB 7550 contains
a digital contents management ID 7551 for linking to
the goods management DB 7100, a digital contents
classification code 7552, digest information 7533,

20 encryption identification type 7554, and contents
goods information 7555. The encryption identification
type 7554 specifies an encryption/decryption system
of digital contents. The digital contents are
encrypted by the system specified by the encryption

25 identification type 7554 and transmitted to the
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third row shows the settlenment account noney 20 (electronic noney). Mbst
of the itens, that is, 7333, 7334, 7335, 7336, and 7337 are based on the
provi si onal settlenent noney, but the settlenment account noney is different

“fromthe provisional
source ID 7331 and a child ID 7332 (additional ID), and that the entire

blind signature is executed by the purchaser. The final settlenent request

settlenent noney in that the noney ID contains a 25

managenent DB 7400 is a dat abase generated when a noney information final

30 settlenent

information is issued to the financial institution. As shown in FIG 81B, a

re

guest including received provisional settlenent

paynment I D 7401 is a key as in other databases. The final settlenent
financial institution information is required when a 35 final settlenent
request is issued.
purchaser's financial institution, the information about the financial

institution and payReTFhpseRat |'51he‘(‘s afar @ pursh@ss isnderegripfrdanghe

account informatio

financial instituti
request is issued tgrhhemsekkbar feohi 8aaCEa8L1&ASti tution,

Wien a request for receid®7 of transfer is issued to a

n%uféhgggrd'o de'c'}y_mzo%eceé pt ugin ransf e#elcorr}/ﬂ&%ﬁ'\s'[ Q9

ormati on When a coI execution
the infornmation

about the purchaser's

10

15

20

25

\
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Next, the procedure of the processes 7610 through
8000 performed by the sales management process unit

7600 is described below by referring to the process

" flow shown in and after FIG. 84.

First, the goods order acceptance, money
information acceptance, and final settlement request

process 7610 is described below as a function of

accepting a goods order and money and issuing a final

—

settlement request.

The procedure of the process 7610 is shown in
FIGs. 84 and 85. 1In the process 7610, a goods order
is first accepted from the purchaser's processing unit
1 in step 7611, and the contents received are
confirmed in step 7612. If the contents of the goods
order is correct in stép 7614, the goods management
DB 7100 is referred to through the goods code 7101 of
ordered goods in.step 7616. If there is a stock of
corresponding goods in step 7618, an order acceptance
notification is transmitted +to the purchaser's
processing unit 1 in step 7622. _

Then, provisional settlement money information

is received from the purchaser's processing unit 1 in

——
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financial institution of a collection destination, the 45 information
about the seller's financial institution, and the information about the
account to which noney is transferred are set in execution requesting
-financial institution information 7403. A date and 111 time
corresponding to each process is set in each of a final settlenment request
date and tine 7404 and a final settlenent conpletion date and tinme 7405. On

the other hand, if goods are returned, a 5 provisional settl enment or
final settl ement cancellation process is perforned. To manage t he
process, provi si onal sett| enment cancel l ation information 7406,

a provi si onal settlenent cancellation request date and tine 7407,

final 10 settlenent cancellation infornation 7408, and a final settlenment
cancel | ati on request date and tine 7409 are?€Bored. The return-of - goods

ranagerent 08 7500 kgegdeohbbbed eoupy [eLEHd 4o UG &2 dttonan
goods are deliveredséQtfement money and the validity of goods purchase
information received are checked in step 7628. 1If it
is determined in step 7629 that the check result is
5 correct, then the purchaser is confirmed in step 7630.
If the confirmation result is correct in step 7632,
then a payment ID is numbered in step 7634, a sales
management record is generated in the sales management
DB 7200 using the payment ID 7201 as a key in step
10 7636, and a provisional settlement money record is
generated in the provisional settlement money
management DB 7300 using the payment ID 7301 as a key
in step 7538. Then, order acceptance information is
transmitted to the purchaser's processing unit 1 in

15 ‘step 7640.
Then, it is determined in step 7642 whether or
not ordered goods are digital conténts. If they are
'physicél goods, it is determined in step 7644 whether
or not a delivery system exists. If yes, a goods
20 delivery request is transmitted to the deliverer's
processing unit 6 in step 7646. If a process result
is OK in step. 7652 after the process result is
received from the deliverer's processing unit 6 in
step 7650, then the deliverer.is requested to deliver

25 the goods in step 7654 and receives third-party

T~
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sell er through a return-of-goods request froma goods receiver to a
deliverer, and used for managenent in the future. Ret ur n- of - goods
information 7501, a 20 purchaser's (or receiver's) return-of-goods
request date and tinme 7502, deliverer information 7503 and aut henti cati on
of the deliverer 7504, and seller's returned goods recei pt date and tine
7505 contained in the database are basic information of the second 25
third-party return-of-goods certification issued by a deliverer. The
seller receives returned goods, confirnms the contents of the returned
goods, and should notify the processing unit at the purchaser's financial
institution 3 of a return-of-goods adm ssion 30 or a return-of-goods claim
Each of the contents of the correspondi ng nf%éfications and their dates and
times are set in return-of-goods adm ssion Thformati on 7506 and its request

date and tine 7507 geaand,dy8% UER@L | ai m i ' 7 nd its
request date and tine 7555% F%r?%efgggﬁ'gg'adm %Ig t%%@é gﬁjdr%]’of -%g‘gé’ sl,ngt hen
the processing uninfoxmattilon spehchssdate andi thnej adtd Nsid tedd AR The

perfornms a provisional settlement cancellation process under a provisional
settlenent 40 stat EnipPing idafie and efisit77He 8fetheomplescdanagements i nal

settlement cancel | g &gy 0CeEF L% PSFIQ IR Y500ds are digital contents

5 in 7642, then a digital contents transmission process
is performed in step 7700.

Furthermore, in step 7660, provisional settlement
money information is obtained from the provisional
settlement money management DB 7300, and a final

10 settlement request is transmitted to the processing
unit of thelpurchaser‘s financial institution.3 in
step 7662. A process result is received from the
processing wunit of the purchaser's financial
institution 3 in step 7666, and the process result is

15 checked in step 7668. If the process result is OK,
then a“ record is generated in the final settlement
request management DB 7400 using the payment ID 7401
as a key in step 7670, and final settlement request
information such as the final settlement request date

20 and time 7404, etc. is set.

| If the eontents are not correct in step 7614, if
goods corresponding to the order are not found in step
7618, if a check result is not correct in step 7629,

and if a confirmation result is not correct in step

25 7632, then a notification that a goods order cannot
This Sheet Hai|1‘3|e|:|eln llTrIliced




The process result

"information 7406 and its request date and tinme 7407 or the final

Is set in the provisional settlenent cancellation

sett!| enent

- 45 cancel lation information 7408 and its request date and time 7409 in the
‘final settlenent request nmanagenment DB 7400 shown in FIG 81B. FIG 83
tshows the digital contents managenent DB . 112 7550. In the information in
t he goods managenent DB 7100, infornmation relating to the digital contents

is managed in the digital contents nanagenment DB 7550. The digital contents

managenent DB 7550

5 contains a digital contents managenent |ID 7551 for

i nking to the goods managenent DB 7100, a digital contents classificat
nformati on 7553, encryption identification type 7554,

~code 7552, digest i

and contents goods information 7555. Th% cryption 10 identificat

“type 7554 specifies:

‘contents. The digit
encryption identifi
after a purchase

10

15

20

25

e—
.
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processing unit 1 in step 7674. If the process
results are NG in steps 7652 and 7668, then an error
process is performed in step 7676.

The procedure of the digital contents
transmission process 7700 is described below by
referring to FIG. 86. In step 7702, the digital
contents transmission process 7700 transmits the
digest information about digital contents :énd
encrypted digital.contents.

The digital contents transmission process 7700
refers to the digital contents management DB 7550
using the digital contents management ID 7105 of the
goods management DB 7100 as a key, and retrieves the
digest information 7553 of the corresponding digital
contents record. Furthermore, the contents goods
information 7555 is encrypted using the encryption key
7216 of the digital contents key information of the
sales management DB 7200. Theée data are transmitted
to the purchaser's processing unit 1 through the
transaction management device 5.

Then, in step 7704, the decryption key 7217 of
the digital contents key information in the sales

management DB 7200 is transmitted to the transaction

management device 5. Then, in step 7706, the shipping

B —

ecn Replaced
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i on

an encrypti‘on/ decryption system of digital
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15 is determ ned, the purchaser decrypts it using a decryption key
transmtted fromthe seller. Next, the procedure of the processes 7610
-through 8000 perforned by the sal es managenent process unit -7600 is

descri bed below by referring to the 20 process flow shown in and after FIG
84. First, the goods order acceptance, noney information acceptance, and
final settlenment request process 7610 is described bel ow as a function of
accepting a goods order and noney and issuing a final 25 settlenent
request. The procedure of the process 7610 is shown in FIGs. 84 and 85. In
t he process 7610, a goods order is first accepted fromthe purchaser's
processing unit 1 in step 7611, and the contents received are 30 confirned
in step 7612. If the contents of the goods order is correct in step 7614,

t he goods nanagenment DB 7100 is referred to28Arough the goods code 7101 of
ordered goods in step 7616. If there is a stock of correspondi ng goods in
step 7618, an orderinferpether BZONdis iSteamedodn $her sasastnavagement DB

DA S DT 02 A el el SR SRR oY SHBBRmRL A Y
step 7626, and the gpedihe@f EPBmPr @KbSi PR¥visional settlement money
management DB 7300 in step 7708, and a final
5 settlement request is transmitted to the transaction
management device 5.
Next, a return-of-goods request is monitored, and
a final settlement admission request is issued on
behalf of a purchaser if the return-of-goods request

10 is not issued within a predetermined period. The
final settlement site monitor and final settlement
admission substitution process 7750 is described below
by referring to FIG. 87 as the above described.
function. '

15 In the final settlement site monitor and final
settlement admission substitution process 7750, a
sales management record in the sales management DB
7200 is read once a day in step 7752, and the
processes in and after step 7754 are performed. If

20 the conditions of a final settlement are determined

- in step 7754, and if the final settlement has not been
completed yet, then the conditions of a return-of-
goods request is determined in step 7756. If there
is not return-of-goods request, it is determined in

25 step 7758 whether or not the monitor term (X days) has
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40 settlenent noney and the validity of goods purchase information received
are checked in step 7628. If it is determned in step 7629 that the check
result is correct, then the purchaser is confirmed in step 7630. If the
confirmation result is correct in step 7632, 45 then a paynment IDis
nunbered in step 7634, a sal es nmanagenent record is generated in the sales
managenent DB 7200 using the paynent ID 7201 as a key in step 7636, and a
provi si onal settlenent noney record is 113 generated in the provisional
settl enent noney managenment DB 7300 using the paynent ID 7301 as a key in
step 7538. Then, order acceptance information is transmtted to the
purchaser's processing unit 1 in 5 step 7640. Then, it is determned in
step 7642 whether or not ordered goods are-digital contents. If they are
physical goods, it is determned in step 76482whether or not a delivery

system exi sts. If yes, _a goods 10 delivery request is transmtted to the
deliverer's process‘i’%@s%i %Gtelrn shipmenlie. IF%a DcODLter tere &esn

step 7652 after the,Proc@sS,LESHA! tfRen the final settlement admission

request (as substitution) is issued to the processing
unit of the purchaser's financial institution 3 with
5 the third-party delivery certification received from
a deliverer in step 7760.
The returned goods acceptance process 7850 is
described below'by referring to FIG. 88.
In the returned goods acceptance process 7850,
10 returned goods are first received from the deliverer
in step 7852. The contents of the goods are
confirmed, and a retufn-of-goods management record is
generated in the return-of-goods management DB 7500
in step 7854. 1If the goods returned is defective in
15 - step 7856 , then claim information is transmitted to
the processing unit of the purchaser's financial
institution 3 in step 7858, and the return-of-goods
claim information 7508 such as the claim request date
and time 7509, etc. is set in the return-of-goods
20 management DB 7500 in step 7860. If the validity of
goods is confirmed in step 7856, then the cancellation
process through return of goods 7950 is performed in
step 7862.
The cancellation process through return of goods
25 7950 is described below by referring to FIG. 90.

—_—
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received fromthe deliverer's processing unit 6 in step 7650, then the
deliverer is requested to deliver 15 the goods in step 7654 and receives
third-party delivery certification. In step 7656, shipping

i nformati on such as date and tine, etc. is set in the shipping date and
time 7210 of the sal es managenent DB 7200. If the ordered goods are digital
contents 20 in 7642, then a digital contents transm ssion process is
performed in step 7700. Furthernore, in step 7660, provi si onal
settlenent noney information is obtained fromthe provisional settlenent
noney nmanagenent DB 7300, and 25 a final settlenent request is transmtted
to the processing wunit of the purchaser's financial institution 3 in
step 7662. A process result is received fromthe processing unit of the
purchaser's financial institution 3 in step28366, and the process 30 result
I's checked in step 7668. If the process result is OK then a record is
generated in the final sént|@Weencanceliatiomnpyeress DLBroagh uwsturn hef

payrent 1D 7401 25 Sekat 8" S0 2hRe kY B R oo lg ESSaent
L ctson ng' 1o’ REETIEIDS B ° MU CORER! 19 S 10362, cHEOUbina
settlement request management information 7215 in the

5 sales management DB 7200 is referred to in step 7954,
and the final settlement request management DB 7400

is referred to using the payment ID 7401 as a Kkey,
thereby confirming the conditions of the final
settlement. If the final settlement completion date

10 and time 7405 is set, then a final settlement
cancellation (transfer of money to a purchaser's
account) request is transmitted to the processing unit

of the purchaser's financial institution 3 in step

7955. If the final settlement completion date and

15 time 7405 is not set, then the provisional settlement
money management DB 7300 is referred to and it is
determined whether or not there is a record of
provisional settlement money corresponding to the
payment ID. If there is a record of provisional

20 settlement money, then a return-of-goods admission and
a provisional settlement cancellation request are
transmitted to the processing unit of the purchaser’s
financial institution 3 in step 7958. If there is no
record of the provisional settlement money, then a

-25 return-of~goods admission is +transmitted to the

it



7618, if a check result is not correct in step 7629, and if a confirmation
result is not correct in step 40 7632, then a notification that a goods
order cannot be accepted is transmitted to the purchaser's processing unit
1in step 7674. If the process results are NG in steps 7652 and 7668,
then an error process is performed in step 7676. 45 The procedure
of t he digital - contents transm ssion process 7700 is  described
below by referring to FIG 86. In step 7702, the digital contents
transm ssion process 7700 transmts the 114 digest information about
digital contents and encrypted digital contents. The digital contents
transm ssion process 7700 refers to the digital contents managenent DB 7550
5 using the digital contents managenent I D 7105 of the goods managenent DB
7100 as a key, and retrieves the digest inf@3dation 7553 of the
corresponding digital contents record. Furthernore, the contents goods

i nf ormati on 7555 | sPepeespind usvﬁd=th@fendﬂ¥pt|QHrKB9S§G $216f brandibal

digital contents keynsglguggéﬁqg fg éég% 7960. In step.7962, the record
in the return-of-goods management DB 7500 is updated.
The description of the procedure of the seller's
5 processing unit 2 not described yet is added. The
following piocedure of the unit should be provided as

a preferred embodiment of the present invention.
FIG. 89 shows the procedure of the cancellation
request acceptance process 7900 through the return of
10 | digital contents. In the cancellation request
acceptance process 7900, a request message about the
digital contents is received from the transaction
management device 5 in step 7902, and a return-of-
goods management record is generated in the return-of-
15 goods management DB 7500. Then, the contents of the
request is determined in step 7904. If it is a
digita; contents re-transmission request, then the
encrypted digital contenté transmitted to the
purchaser's processing unit 1 are re-transmitted to
20 the transaction management device 5. A decryption
| process result of digital contents is received from
the transaction management device 5 in step 7910, and
is confirmed in step 7912. If a decryption process
is not correctly performed in the transaction

25 management device 5, and a non-encrypted digital
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sal es managenent DB 7200. These data are transmitted to the purchaser's
processing unit 1 through the transacti on managenent device 5. Then, in
step 7704, the decryption key 7217 of 15 the digital contents key
information in the sal es managenent DB 7200 is transmtted to the
transacti on managenent device 5. Then, in step 7706, the shipping

I nformation 7209 is stored in the sal es managenent DB 7200, provi sional
settlement noney information is 20 obtained fromthe provisional settlenent
noney nmanagenent DB 7300 in step 7708, and a final settlenment request is
transmtted to the transacti on managenent device 5. Next, a return-of-goods
request is nonitored, 25 and a final settlenent adm ssion request is issued
on behalf of a purchaser if the return-of-goggg request is not issued
within a predeterm ned period. The final s | ement site nonitor and

fi I ttl t adm ' tLL ' 71 IS d ' d_bel 30
by et orring to FiGEdaes neStEtRbale R PR cERalARE, o eSiek Tpngee
settlement site nonitgrg angnbhndorsRirddr@da adig$ea0N coMtEntddit 498 RigRcess

7750, a sal es managenent record in the sales managenent DB 35 7200 is
read once a day in stmmsivisXed afterhencrypting them using an encryption

key between the seller's processing unit 2 and the

5 transaction management device 5 in step 7916. If a
confirmation process result of the digital contents

by the transaction management device 5 is received in

| step 7920 and the result is OK in step 7922, then the
process terminates. If the cancellation request is

10 received in'steps 7904 and 7914, and if the process
result is NG in step 7922, then it is determined in
step 7924 whether or not the provisional settlement
cancellation request can be admitted. If yes, the
cancellation process through return-of-goods 7950 is

15 performed in step 7928. ‘If not, the return-of-goods
claim information is transmitted to the transaction
management device 5 in step 7926, and the claim
requeét date and time 7509 of the return-of-goods
management DB 7500 is set.

20 Finally, the configuration in which it is
determined whether or not goods have been shipped is
described below by referring to the process flow shown
in and after FIG. 91.

First, the goods shipment execution term, that

25 is, payment condition information, is monitored. If
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processes in and after step 7754 are perforned. If the conditions of a
final settlenment are determned in step 7754, and if the final settlenent
has not been conpleted yet, then the conditions of a return-of- 40 goods

request is determined in step 7756. |If there is not return-of-goods
request, it is determined in step 7758 whether or not the nonitor term (X -
days) has passed after shipnent. If the nonitor term has already passed,

then the final settlenent adm ssion 45 request (as substitution) is issued
to the processing unit of the purchaser's financial institution 3 with the
third-party delivery certification received froma deliverer in step 7760.
115 The returned goods acceptance process 7850 is descri bed bel ow by
referring to FIG 88. In the returned goods acceptance process 7850,
returned goods are first received fromthe #d36verer 5 in step 7852.

The contents of the goods are confirned, and a return-of-goods
managenent record i SO§8SePECeBOtn ShARPPEEt WikhaR- gBoaZCRUEAGRNERTMPBLRSDO | n

step 7854. If the g%%gsﬁg§h'w¥3cond1(¥é§ninf%fﬂ5tlon is transmitted as

authentication information to issue a +transaction
cancellation request. The procedure of the execution

5 term monitor process 7970 is described as the above
described function. The execution term monitor
process 7970 is performed in the purchaser's
processing unit 1 or in a processing unit provided at
a goods receiver.

10 FIGs. 91 and 92 are flowcharts showing the
execution term monitor process 7970. In this
execution term monitor process 7970, an input of the
execution term reﬁuested by the purchaser is first
acéepted in step 7972, and the seller's processing

15. unit 2 is inquired in step 7974 whether or not the
execution term can be followed. If the inquiry result
is NG in step 7976, then the purchaser is ingquired in
step 7978 whether or not the execution term can be
changed. If the term can be changed, then a re-entry

20 of the execution term is accepted in step 7980, and
the processes in and after 7974 are repeated. If the
change is not accepted, the process terminates.

If the inquiry result is OK in step 7976, then
the execution term is set in +the provisional

257 settlement money in step 7982, and it is transmitted
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step 7856 , then claiminformation is transmtted to 10 the processing unit
of the purchaser's financial institution 3 in step 7858, and the

ret urn-of -goods claiminformation 7508 such as the claimrequest date and
time 7509, etc. is set in the return-of-goods managenent DB 7500 in step
7860. If the validity of 15 goods is confirnmed in step 7856, then the
cancel l ati on process through return of goods 7950 is perforned in step
7862. The cancel | ation process through return of goods 7950 is described
bel ow by referring to FIG 90. 20 In the cancell ation process

t hrough return of goods 7950, a record in the return-of-goods nmanagenent DB -
7500 is first read in step 7952, the final settlenent request managenent
information 7215 in the sal es managenent DB 7200 is referred to in step
7954, 25 and the final settlenent request n@@fgenent DB 7400 is referred to
using the paynent ID 7401 as a key, thereby confirmng the conditions

of the final setttengthe sellenesfiprocessinaenunitc@pl etThendatid akd

of money o a pur crigErrEiasd i Ferrq Tkl FEEEPaRcRF TeR 2 PRent ok8Es: ng
unit of the purchasghriénfithanekabuit?dhi a0l s3 4d) 15d Gor P rea fitPs.
final settlenment conpletion date and
- If vyes, then the provisional settlement money
5 corresponding to the object is searched in step 7986,
and the date and time of the execution term set for
the provisional settlement money is compared with the
current date and time in step 7988. If the current
date and time has not passed the date and time of the
10 execution term, then it is checked in step 7990
whether or not there is an input for confirmation of
the execution. |

If yes, confirmation information such as the
confirmation date and time, the name of the confirmor

15 etc. is set in the provisional settlement money in
step 7992, and the processes in and after step 7984
are repeated. If there is no input for confirmation,
then the processes in and after step 7984 are
repeated. When no monitor objects exist in step 7984,

20 the process terminates.

If the current date and time has passed the daté
and time of the execution term in step 7988, then the
issuing financial institution is informed of the
provisional settlement cancellation request together

25 with the provisional settlement money for which the
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time 7405 is not set, then the provisional settlenent 35 noney nanagenent
DB 7300 is referred to and it is determ ned whether or not there is a
record of provisional settlenment noney corresponding to the paynent 1D.

If there is a-record of provisional settlenent noney, then a

ret urn-of - goods adm ssion and 40 a provisional settlenent cancellation
request are transmtted to the processing unit of the purchaser's financial
institution 3 in step 7958. If there is no record of the provisional

settl enent noney, then a return-of-goods adnm.:ssion is transmtted to the 45
processing unit of the purchaser's financial institution 3 in step
7960. In step 7962, the record in the return-of-goods managenent DB 7500 is
updat ed. The description of the procedure of the seller's 116 processing
unit 2 not described yet is added. - The fol23®%ing is a preferred procedure
of the unit. FIG 89 shows the procedure of the cancellation request
acceptance process FIRFYHQIUFEThBRERFFRIILT Sty /P8R Birntid step

the cancellation rRfgest %ﬁﬁ?pt%ﬂﬁﬁmﬂhgﬁﬁiﬁx79Q%qu%sE%ﬁUeSEnﬁﬁéﬁagio%POUt
t he ’

containing a request date and time, etc. is set in the
provisional settlement money in step 7996, thereby
5 terminating the process.

Then, a goods order is accepted from a pﬁrchaser,
provisional settlement money settled through
confirmation notification that the goods have been
delivered is accepted, the execution term of the goods

10 delivery, that is, payment condition information, is
monitored. If the goods are not delivered within an
execution term, it is notified to a purchaser or a
goods receiver. The procedure of the execution term
monitor and non-execution notification process 8000

15 shown in FIG. 77 performed by-the seller's processing
unit 2 is described below as the above described
function.
| FIGs. 93 and 94 are flowcharts showing the
execution term monitor and non-execution notification

20 process 8000. In the process 8000, transmission
informétion is first accepted from é purchaser or a
goods receiver in step 8002, and a seller is inquired
in step 8012 whether or not goods can be shipped
within the execution term if the transmitted

25 information refers +to  an inquiry about the

_—
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digital contents is received fromthe transacti on managenent device 5 in
step 7902, and a return-of- goods nmanagenent record is generated in the
return-of- 10 goods nmanagenent DB 7500. Then, the contents of the request
is determned in step 7904. If it is a digital contents re-transm ssion
request, then the encrypted digital contents transmtted to the purchaser's
processing unit 1 are re-transmtted to 15 the transaction nmanagenent
device 5. A decryption process result of digital contents is received from
the transacti on managenent device 5 in step 7910, and is confirnmed in step
7912. |If a decryption process is not correctly perfornmed in the transaction
20 managenent device 5, and a non-encrypted digital contents

re-transm ssion request is issued in step 7914, then non-encrypted digital
contents are re- transmtted after encrypti@g@9them using an encryption key
"between the seller's processing unit 2 and the 25 transaction nmanagenent
device 5 in step 79d6nfitrfiaticondf riie iexequubesstessuln sfed BOGH gi tBE
contents by the transacti on managenent device 5 is received in step 7920

and the result is CRI®rISPEd FIRDS (PRI priR PRI NAe AN faﬁw
Cacel Lt o Tueheb 60k i ene TEMGPLLRS, W bdpid
then the execution term change request is issued to
5 the information transmitter, thereby terminating the
process.
If the transmission information is not an inquiry
about the confirmation of the execution term in step
8004, but is provisional settlement money in step
10 8006, then it is checked whether or not the execution
term is set in step 8008. If the execution term is
set, then it is checked in step 8010 whether or not
there is confirmation information about the execution
term. If there is confirmation information, then the
15 procesées in and after step 8016 are performed.
If the execution term is not set in step 8008,
the processes in and after step 8016 are performed.
If there is no confirmation information in step 8010,
then the processes in and after step 8012 are
20 performed. If the transmission information is not
provisional settlement money in step 8006, then the
process terminates.
In step 8016, the transmitter is informed that
the transmitted information has been correctly

25 received. Then, in step 8018, it is determined

——
—_—
———
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step 7924 whether or not the provisional settlenent cancellation request
can be adm tted. I f yes, the cancellation process through return-of-goods
7950 is 35 performed in step 7928. If not, the return-of-goods claim
information is transmtted to the transacti on nmanagenent device 5 in step
7926, and the claimrequest date and tine 7509 of the return-of-goods
managenent DB 7500 is set. 40 Finally, the <configuration in which
it is determ ned whether or not goods have been shipped is described bel ow
by referring to the process flow shown in and after FIG 91. First, the
goods shi pnent execution term that 45 is, paynent condition information,
Is nonitored. If goods are not shipped within an execution term then the
paynent condition information is transmtted as authentication information
to issue a transaction .-117 cancellation P&fuest. The procedure of the
execution term nonitor cess 7970ﬁ%8 descri bed as the abagve descrjbed

ro
functi on. The eYQEEBFBnOHeﬁ?ﬁ RFRorSHrIR e SECFYFHONs Yot JPORHEPR t he

purchaser’s object. If yes, the provisional settlement money
corresponding to the object is searched in step 8020,

and fhe execution term date and time set for <the

5 provisional settlement money is compared with the

current date and time in step 8022. If the current

date ana time has ﬁot passed the date and time of the

execution term, then it is checked in step 8024

whether or not there is an input indicéting that the

10 goods shipment has been executed.

If there is a corresponding input, then the
execution completion information such as an execution
date and time, the name of an execution confirmor,
etc. is set in the provisional settlement money in

15 step 8026, a corresponding final settlement request
process is performed in step 8028, and the processes
in and after step 8018 are repeated. If there is no
corresbonding input, then the processes in and after

- step 8018 are repeated. If there is no monitor object

20 in step 8018, then the process terminates.

If the current date and time has passed the date
and time of the execution term in step 8022, then the
non-execution information such as the non-execution
confirmation date and time, the reason for non-

25 execution, the name of a non-execution confirmor, etc.

-_\‘....
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5 processing unit 1 or in a processing unit provided at a goods receiver.
FIGs. 91 and 92 aré flowharts showi ng the execution term nonitor

process 7970. In this execution termnonitor process 7970, an input of
the 10 execution termrequested by the purchaser is first accepted in step
7972, and the seller's processing unit 2 is inquired in step 7974 whet her
or not the execution termcan be followed. If the inquiry result is NGin
step 7976, then the purchaser is inquired in 15 step 7978 whet her or not

t he execution termcan be changed. If the termcan be changed, then a
re-entry of the execution termis accepted in step 7980, and the processes
in and after 7974 are repeated. If the change is not accepted, the process
‘term nates. 20 If the inquiry result is OKin step 7976, then the
execution termis set in the provisional setulienent noney in step 7982, and
it is transmtted to the seller's processing unit 2. Then, it is
determned in step iQSéeﬁhenhpromisﬂumahnset¢kmmembrmdﬁéyvﬁﬂ(ﬂtéﬂuﬁo30
execution termis to be nonitored exists. yes,  then . the provisional

settlement noney cBREe$PBnIFAGSMELLRE 4B é&foFg‘egeéﬁhéﬁe@qqql%t}@é’e?M and
the date and time 3%?%H ﬁ%ﬁ%ﬁ%ﬁ"ﬁt§¥éBSgésiorthQ?eB&Oﬁé?ﬂi%ﬁtfﬁgiéﬁgm”“

noney i s conpar éd
process.

5 In the above described embodiment of the present
invention, the payment is made for the sales of
products such as physical goods and digital contents,
etc. However, similar systems can be applicable when
payment is made for services. In this case, a service

10 is an object item for which payment is to be made.

Each device or unit according to the present

embodiment can be designed using the information
processing unit (computer) as shown in FIG. 95. The
information processing device shown in FIG. 95

15 comprises a CPU (central processing unit) 8101, memdry
8102,'an input device 8103, an output device 8104, an
external storage device 8105, a media drive device
8106, and a network connection device 8107. These
components are interconnected through a bus 8108.

20 The memory 8102 stores a program and data used
for a process. The memory 8102 can be, for example,
ROM (read only memory), RAM (random access memory),
etc. The CPU 8101 performs a necessary process by
executing the program using the memory 8102.

25 - The input device 8103 is, for example, a

_—
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30 current date and time in step 7988. If the current date and time has not
‘passed the date and tinme of the execution term then it is checked in step

7990 whet her

If yes,

or not there is an input for confirmation of the execution.
confirmation informati on such as the confirmation date and tine,
the nane of the confirnmor etc. is set in the provisional settlenent noney

in step 7992, and t

there is no input for confirmation,

he processes in and after step 7984 are repeated. If

35

40 then the processes in and after step

7984 are repeated. When no nonitor objects exist in step 7984, the process
term nates.
the execution termin step 7988, then the 45 issuing financial institution
is informed of the provisional settlenent aEQ%ﬁllation request together

with the provisional settlenment noney for

If the current date and tine has passed the date and tine of

passed in step 7994
request ed

t he
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can be used when inputting an instruction and
information from a user. The output device 8104 is,
for example, a display, a printer, etc. and can be
used when outputting an inquiry, a process result,
etc. to a user.

The external storage device 8105 is, for example,
a magnetic disk device, an optical disk device, a
magneté-optical disk device, etc. The above described
program and data are stored in the external storage
device 8105, and loaded onto the memory 8102 for use
as necessary. The external storage device 8105 can
also be used as a datébase of various types.

The media drive device 8106 drives a portable
storage medium 8109, and accesses the stored contents.
The portable storage medium 8109 can be any computer-
readable storage medium such as a memory card, a
floppf disk, CD-ROM (compact disk read only memory),
an optical disk, a magneto-optical disk, etc. The
above described program and data are stored in the
portable storage medium 8109, and loaded onto the
memory 8102 for use as necessary.

The network connection device 8107 communicates
with other devices through an optional network (line)

such as a LAN (local area network), etc., and converts

It



provi sional settlenent noney in step 7996, thereby term nating the process.

5 Then, a goods order is accepted froma purchaser, provisional

settl enent noney settled t hrough confirmation notification that the

goods have been delivered is accepted, the execution termof the goods

delivery, that is, paynent condition information, is 10 nonitored. If the

goods are not delivered within an execution term it is notified to a

purchaser or a goods receiver. The procedure of the execution term nonitor
and non-execution notification process 8000 shown in FIG 77 perforned by

the seller's processing 15 unit 2 is described bel ow as the above descri
function. FIGs. 93 and 94 are flowcharts showi ng the execution term noni
and non-execution notification process 8000. In the process 8000,

bed
tor

‘transmission 20 information is first accepte®#3rom a purchaser or a goods

receiver in step 8002, and a-seller is inquired in step 8012 whet her or
goods can be shi ppedai@t for eamndaations-er When tie 39 peeessayy, the
information refers

execution termin stagﬁvtggsﬁ.%gﬁ' blf:" ﬁgglﬁé%ﬁ%&(?%#né lﬁieaés%h%ﬁ%ga%gfg%ggg? %%gg'sgé
and after step 8016eat@rpanf aeklee,! bnihehegannat 1684681 #RLE. the memory
8102 to be used.

5 FIG. 96 shows computer-readable storage media
capable of providing the program and data for the
information processing device shown in FIG. 95. The
program and data stored in the portable storage medium
8109 and an external database 8110 are loaded onto the

10 memory 8102.. The CPU 8101 executes the program using
the data and performs a necessary process.

As described above, according to the present
invention, a payer (purchaser of goods, service
requester, etc.) can indicate his or her payment

15 capacity to the payee (seller, service provider, etc.)
when he or she purchases goods or requests a service
by informing the payee of the money information
including the information about provisional settlement
settled at a notification that an object item of the

20 payment (providing goods, services, etc.) has been
executed. The payee can secure the expenses for the
goods'br services according to the money information.
Therefore, the payee can solve the problem of a
collection risk about goods and services.

25 - A payer or a confirmor who confirms the object

not

t he
in
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then the execution term change request is issued to the information
transmtter, thereby termnating the 30 process. If the transm ssion
information is not an inquiry about the confirmation of the execution term
in step 8004, but is provisional settlenment noney in step 8006, then it is
checked whether or not the 35 execution termis set in step 8008. |If the
execution termis set, then it is checked in step 8010 whet her or not there
is confirmation information about the execution term If there is
confirmation information, then the processes in and after step 8016
are 40 perforned. If the execution termis not set in step 8008, the
processes in and after step 8016 are perforned. If there is no confirmation
information in step 8010, then the processes in and after step 8012
are 45 perforned. I f the transm ssion infka@gmation i s not provisional
settlenent noney in step 8006, then the process termnates. In step 8016,
the transmtter is iBé@rmed t patmentll@dmits final settlement after

confirming +the contents (color, size, pattern,
quality, manufacturer's name, type, authentication,
etc.) of ordered goods and received goods after
5 receipt of the goods when the goods are purchased.
Therefore, the purchaser can obtain desired goods.
When the purchaser orders a service, the final
settlement is admitted after confirming the result of
the work performed by'a service provider (white-ant

10 exterminating, field work of cleaning and washing,
repairing a house, etc.), thereby easily avoiding
insufficient working. Therefore, both payer and payee
can be free of risk and the settlement process can be
successfully performed.

15 With the above described configuration, a payee
can confirm with authentication of the issuing
financial institution that the issuing financial
institution has secured in the account of the payer
the money information containing the provisional

20 settlement informatidn settled upon receipt of the
confirmation notification that the object item for
which payment is to be made has been executed.
Therefore, goods, services, etc. can be provided
without depending on a payer's personal credit.

25 Since the money information containing the
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the transmitted informati on has been correctly received. Then, in step
8018, it is determ ned whether or not there is an execution term nonitor
obj ect . | f yes, the provisional settlenent noney 5 corresponding to the
object is searched in step 8020, -and the execution termdate and tine set
for the provisional settlenent noney is conpared with the current date and
time in step 8022. If the current date and tinme has not passed the date and
time of the 10 execution term then it is checked in step 8024 whet her or
not there is an input indicating that the goods shipnment has been executed.
If there is a corresponding input, then the execution conpletion

I nformati on such as an execution 15 date and tine, the nanme of an
execution confirnor, etc. is set in the provisional settlenent noney in
step 8026, a corresponding final settlenment24®quest process is perforned in
step 8028, and the processes in and after step 8018 are repeated. If there
is no 20 corresponproyisdpngl t lsettlemeptocdgsiarnatian afneludesp 8hes are
repeated. If there,is no mognitoy object .in step

terminates. |f theiE5PF@ﬁF185t8£8Hg ??T&P?%%tﬁg§%gé%#h%ﬂg§P;B§X§gg%esgof
the execution termppest QheB0%uiMPne i R NOThSXLEMI O &84 CEBRELER Such
as the non-execution
necessary information according to more detailed
5 information at the final settlement and can
effectively avoid the occurrences of accidents in the
settlement performed in response to an illegal
settlement request. Furthermore, it prevents a payer
from using the money information containing the
10 provisional settlement information for other uses.
According to the present invention, since the
payment object information is encrypted (blinded)
using an encryption key so that only the issuing
financial institution can decrypt the information, the
15 money information can be prevented from being
illegally copied by a third party for other uses.
| Furthermore, according to the present invention,
a payer pays to a payee after the payer generates
provisional settlement information using electronic’
- 20 money having information for identifying whether or
not +the provisional settlement information is
contained. Final settlement is made after the payer
or a confirmor has éonfirmed the contents of the goods

or services provided from the payee. Therefore, both

25 payer and payee are free of risk, and the settlement

——
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confirmation date and tinme, the reason for non- execution, the nanme of a
non-execution confirnmor, etc. is set in provisional settlenent noney in
step 8030, and the transmitter is informed that goods have not 30 been

shi pped in step 8032, thereby term nating the process. Accordingly, the
paynent is made for the sales of products such as physical goods and
digital contents, etc. However, simlar systens can be 35 applicable
when paynent is made for services. In this case, a service is an object
itemfor which paynent is to be nade. Accordingly, each device or unit can
be designed using the information processing unit (conputer) as 40 shown in
FIG 95. The information processing device shown in FIG 95 conprises a CPU
(central processing unit) 8101, nmenory 8102, an input device 8103, an

out put device 8104, an external storage devi2dé 8105, a media drive device
8106, and a network connection 45 device 8107. These conponents are

i nt'er connect ed t hr oREACESBUSBLOBS FHECRERBEY LB1ERRiYMmad a plhg PREeH

data used for a pr OSS%QrmIHSS@Whé %i‘ggsgég cpf“ ’ele(ytr%)ﬁqrg)lngney whether

it is paid as final settlement electronic money
without provisional settlement information or as

5 provisional settlement electronic money with the
generated provisional settlement _ information.
Therefore, the electronic money can be - paid
effectively and safely depending on payment
conditions.

10 According to the present invention, when the
money information containing the provisional
settlement information is stored in a portable storage
medium such as a portable card, etc., a payer can
transmit payment to a payee online through a network,

15 etc. when purchasing goods, or can pay by directly
providing the portable storage medium. As a result,
the convenience in payment can be improved and the
opportunities that the goods are sold can be extended.

According to the present invention, the portable

20 storage medium can be issued from a terminal such as
an ATM, etc. connected to an issuing financial
institution. As a result, an ‘issue of a forged
portable storage: medium can be suppressed.
Furthermore, sincé a portable storage medium can be

25 issued by any terminal unit without designating a
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120 ROM (read only nenory),

.perfornms a necessary process by executing the program using the nenory

8102. The i nput
poi nting device,
an instruction

device 8103 is, for exanple, a 5 keyboard, a
a touch panel, etc., and can be wused when inputting
and information froma user. The output device 8104 is,

for exanple, a display, a printer, etc. and can be used when outputting
inquiry, a process result, 10 etc. to a user. The external storage

device 8105 s,

for exanple, a magnetic disk device, an optical disk

devi ce, a magneto-optical disk device, etc. The above descri bed program

data are stored in the external 15 storage device 8105, and | oaded onto
the nenory 8102 for use as necessary. The external storage device 8105

can al so be used as a database of various ty3#%s. The nedia drive device
8106 drives a portable storage nedi um 8109, and accesses the stored

‘contents. 20 The pospedi&ict bpagtiandi anpr8yey 6anp§§59nywb©nQQQBestseadable
storage nedi um such,as a

18848, e pifabn d SERPRYS gy SoN WHEALH rrge <

read only nenory),

10

15

20

25

medium at any time when a terminal unit is operable
even after the windows of the issuing financial
institution are closed. '

According to the present invention,.a payee puts

the portable storage medium transferred as

provisionally settled money information from a payer

into the terminal unit such as an ATM, etc. connected
to the issuing financial institution to issue a final
settlement request. Therefore, even a payee not
provided with a processing unit connected through a
network can process a transaction using the
provisional settlement system.

According to the present invention, when a
portable storage medium is issued from a terminal unit
such as an ATM, etc. connected to the issuing
financial institution, it is indicated whether or not
an autométic collection is performed upon completion
of a process. If it is indicated that a portable

storage medium is automatically collected, it can be

'co;lected upon confirmation of a process, thereby

avoiding illegal operations and saving resources by
re-using the portable storage medium.

Furthermore, according to the present invention,

RAM (random access nenory), etc. The CPU 8101

an

and
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above descri bed program and data are stored in the 25 portabl e storage
-medi um 8109, and | oaded onto the nenory 8102 for use as necessary. The

net wor k connecti on device 8107 conmuni cates with ot her devices through an
optional network (line) such as a LAN (local area network), etc., and
converts 30 data for comunications. Wen it is necessary, the above
descri bed program and data are received froman external device, and they
are | oaded onto the nmenory 8102 to be used. FIG 96 shows conputer-readabl e
storage nedi a 35 capabl e of providing the program and data for the

I nformati on.processing device shown in FIG 95. The program and data stored
I n the portable storage nedi um 8109 and an external database 8110 are

| oaded onto the nmenory 8102. The CPU 8101 executes the program using 40 the
data and perforns a necessary process. As d&46ri bed above, according to the
present invention, .a payer (purchaser of goods, service requester,
etc.) can indicate #nsidhegal ysenmof 2 apeErelle ostAragaymedival |cen be.

oo B 0o chpladh AR B SRR SRR AP RBnte SENES 2

service by informn ne payee 0 e noney Informatio ncl _
information about pagyi skorak mehiuAMERtegeh! IRdcRiss? IROIddngRalte &t an

object itemof the
if the automatic collection is not performed on the
5 medium.

According to the present invention, since a final
settlement request can be accepted from a payee but
final settlement cannot be made without a final
settlement admission £from a payer. Therefore, a

10 payer's payment risk can be avoided.

According to the present invention, when a payee
iésues a final settlement request to a payer's
financial institution, the payee specifies, as request
for receipt of transfer information when final

15 settlement is made, the +transfer destination
information addressed to the payee's financial
institution containing the payee's account, or the
payee's electronic wallet information. Thus, when the
£final settlement is made, the transfer is

20  automatically executed to the payee specified in the
request for receipt of transfer information.

According to the present invention, a transaction
is processed through an intermediate for transmission
(transaction management device, etc.). Thereforé, a

25 transmitter of transaction information need not
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121 paynent (providing goods, services, etc.) has been executed. The payee
‘can secure the expenses for the goods or services according to the noney

i nformati on. Therefore, the payee can solve the problemof a 5 collection
ri sk about goods and services. A payer or a confirnmor who confirns the
object itemof paynment admits final settlenment after confirmng the
contents (color, size, pattern, quality, manufacturer's nanme, type,

aut hentication, 10 etc.) of ordered goods and recei ved goods after receipt
of the goods when the goods are purchased. Therefore, the purchaser can
obtai n desired goods. Wen the purchaser orders a service, the final
settlenent is admtted after confirmng the result of 15 the work perforned
by a service provider (white-ant exterm nating, field work of cleaning and
washi ng, repairing a house, etc.), thereby &a$i |y avoi ding insufficient
wor ki ng. Therefore, both payer and payee can be free of risk and the

settl enment process TaAebve2ensgoceyptibny keer ofr Pedreasien nx Hrnd the

descri bed Conflgura%égRSm1t€e¥es encryption key. Since the transmitter

transmits a message after encrypting it using a unique
encryption key between a transmission intermediate and
5 the transmitter, the transmitter need not transmit or
receive an encryption key or a decryption key to or
from the receiver. Therefore, there is no risk that
a third party may read the transaction information.
Furthermore, the transmitter can easily manage the
10 -encryption key, thereby largely improving the
security.
Furthermore, according to the present invention,
a transmission -intermediate decrypts an encrypted
electronic message transmitted from the transmitter
15 using a unique decryption key between the intermediate
and the transmitter, thereby easily authenticating the
transmitter.
According to the present invention, since a
receiver receives an electronic message encrypted
20 using a unique encryption key between the intermediate '
and the receiver, the receiver need not consider the
encryption key of the transmitter. Additionally, the
receiver can easily manage the encryption key, thereby
largely improving the security.

25 Furthermore, according to the present invention,

———
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can confirmw th authentication of the issuing financial institution that
the issuing financial institution has secured in the account of the payer
25 the noney information containing the provisional settlenent information
settled upon receipt of the confirmation notification that the object item
for which paynent is to be nade has been executed. Therefore, goods,
services, etc. can be provided 30 without depending on a payer's personal
credit. Since the noney information containing the provisional settlenent

i nformation includes the informati on about an object itemfor which paynent
I's made, the issuing financial institution can confirm 35 necessary

I nformati on according to nore detailed information at the final
settlement and can effectively avoid the occurrences of accidents in the
settlement performed in response to an illedf0 settl| enent request.
Furthernore, it prevents a payer 40 fromusing the noney information
cont ai ni ng the provisdineealtrassdatihon darddrtimnisorcamnobhtbeercostirmedcdEdi ng
to the present inventioon,

(b1 nded) “using an' Endipsasiies, B WHaRetay FHly | Sefrer JShe: Rantiap
institution can deciypleched,f & MtteRsatBEoRTNEUNRBERLER! | kil beis
prevented from being
provided. The entire process of the transaction can
5 be correctly performed by transmitting and receiving
the transaction information by a payer, a payee, and
a financial institution through the transaction
management device.
According to the present invention, when the

10 transaction management device manages transaction
information, it manages the information with

authentication of a transmitter, thereby avoiding a
refusal of the transmitter's personal identity or the
transaction.

15 Furthermore, according to the present invention,
when a payee has to issue a transaction cancellation
request to the transaction management device due to
an unsuccessful .transaction, the transaction
management device monitors the occurrence of a

20 transaction cancellation request process performed by
the payee. Therefore, the payer need not check the
transition cancellation conditions.

According to the present invention, the

transaction management device manages the period from

25 the occurrence of a cancellation event predetermined

_——
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illegally copied by a third party for other uses. Furthernore, according to
the present invention, 122 a payer pays to a payee after the payer
generates provisional settlenent information using electronic noney having
information for identifying whether or not the provisional settlenent
information is 5 contained. Final settlenent is nmade after the payer or a
confirnor has confirned the contents of the goods or services provided from
t he payee. Therefore, both payer and payee are free of risk, and the

settl ement process can be successfully perforned. The payer 10 determ nes
at the transfer of electronic noney whether it is paid as final settlenent
el ectronic noney w thout provisional settlenent information or as

provi sional settlenent el ectronic noney with the generated provi si onal
settl ement information. 15 Therefore, the; electronic noney can be
paid effectively - and safely depending on paynent conditions.
According to the preagnteddly eBiaRSacvh6n EbedﬂﬂﬁﬁéueléEOé”&bh%@llatlon

cont ai ni ng t he provi si ona
request. If the cancellation request from the payee
is not isshed within the period, then the device
performs the cancellation request process on behalf
5 of the payee. As a result, the cancellation process
can be performed without delay.

Furthermore, according to the present invention,
the transaction management device monitors based on
the date and time on which a receiver receives goods

10  whether or not the receiver has issued a f£final
settlement admission request and whether or not the
goods were returned. Therefore, the <transaction
conditions such as finall settlement through
provisional settlement, cancellation of a transaction,

15 etc. can be correctly recognized. | .

Furthermore, according to the present invention,
the transaction management device manages the period
from the receipt of goods to an issue of a final
settlement admission request or a return-of-goods

20 request. If the receiver does not issue a final
settlement admission request or a return-of-goods
request within the period, then it issues a final
settlement admission request on behalf of the
receiver. Therefore, the transaction can be processed

25 without delay after receipt of goods until a final
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20 settlenment information is stored in a portable storage nedi um such as a
portable card, etc., a payer can transmt paynent to a payee online through
a network, etc. when purchasing goods, or can pay by directly providing the
‘portable storage nedium As a result, 25 the convenience in paynent can be
“inproved and the opportunities that the goods are sold can be extended.
According to the present invention, the portable storage nedium can be

i ssued froma termnal such as an ATM etc. connected to an issuing
financial 30 institution. As a result, an issue of a forged portable

st orage medi um can be suppressed. Furthernore, since a portable
storage nedium can be issued by any termnal unit w thout designating a
specific location, a payer (a person who requests an 35 issue of a portable
storage nedium can obtain the medium at any232 ne when a termnal unit is
operabl e even after the w ndows of the issuing financial institution are

cl osed. Accordi ng t setttd epreateatimissdon oaguaspayee puts 40 the portabl e

st orage medium transferred as rOV|S|onaL&% settl ed noney information
froma payer into the teFWTHRETHRTE, sREROEILIAG Iﬁhe‘eﬁ’é’es@BﬁnéE‘t’%ﬂtiBnt he

‘Issuing financial ipgLifyt &gBeRQeksfél@uPné Jaseld §RBL1EF8UEIEN that

Therefore, even a payee
a return-of-goods procedure has been followed, the

5 transaction management device issues a transaction
cancellation request on behalf of the receiver.
Therefore, the cancellation process can be performed
without delay after return of goods.

Furthermore, according to the present invention,
10 a deliverer's processing unit receives a delivery
request from a payee, manages a receipt signature of
a delivery .destination{ and generafes delivery
certification information including a payment 1ID
related to delivered goods, thereby certifying the
15 fact that the goods have been delivered. o
Furthermore, according to the present invention,
the deliverer's processing unit manages the signature
of a requesfer when a returned goods delivery request
is issued from a receiver, and generates delivery
20 certification information including. a payment 1ID
related to the goods to be returned, thereby
certifying the fact that a return-of-goods process has
been started.
Furthermore, according to the present invention;

25 when the deliverer's processing unit delivers goods

[
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45 provided with a processing unit connected through a network can
process a transaction using the provisional settlenent system
According to the present invention, when a 123 portabl e storage nmedi um
Is issued froma termnal unit such as an ATM etc. connected to the

i ssuing financial institution, it is indicated whether or not an autonatic

‘collection is performed upon conpletion 5 of a process. If it is

i ndicated that a portable storage nediumis autonmatically collected, it can
be coll ected upon confirmation of a process, thereby avoiding illegal
operations and saving resources by re-using the portable storage nedium 10
Furthernore, according to the present invention, an illegal use of a

portabl e storage nmedi um can be avoided by witing information which
prohibits the re- use of the nedium after a2pBocess is conpleted even if
the automatic collection is not perforned on the 15 nmedium According to
t he present. inventibtn, bei maturradhatoset tdaveent itquasegesn the areepipt
froma payee signature of a payee, and generates final return-of-
goods certification information including a payment
ID related to the goods to be returned. As a result, .
5 it certifies the fact that the returned goods have
been delivered to the payee.
According to the present invention, when a
deliverer's processing unit generates each of the
delivery certification information certifying that
10 goods have been delivered, the return-~-of-goods
certification information certifying that the returned
goods have been accepted, and the final return-of-
goods certification information certifying that the
returned goods have been delivered to the payee, the
15 information is entered in the transaction management
device. As a result, correct conditions in each of
 the transaction processes can be recognized.
Furthermore, a transaction trouble can be avoided by
using each certification information as the third-
20 party admission information.
Furthermore, according to the present invention,
the transaction management device manages the period
from a receiver's receipt of goods to an issue of a

final settlement admission request or a return-of-

25 goods request. If no final settlement admission
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but final settlenent cannot be nmade without a final settlenment adm ssion
from a payer. Therefore, a 20 payer's paynent risk can be avoi ded.
According to the present invention, when a payee issues a final settlenent
request to a payer's financial institution, the payee specifies, as request
for receipt of transfer information when final 25 settlenent is nmade,
the transfer destination infornmation addressed to the payee's financi al

i nstitution containing the payee's account, or the payee's electronic
wal | et information. Thus, when the final settl enent s nmade, t he
transfer Is 30 automatically executed to the payee specified in the
request for receipt of transfer information. According to the present
i nventi on, a transaction is processed through an internediate for
transm ssion (transacti on nanagenent device2gfc.). 35 Therefore, a
transmtter of transaction information need not receive an encryption key
of a receiver or sepdgubsett raansretum-cf-egurdspt requésy. hassmnﬁa1thssued
transmtter transmts a nessage after encryptlng it using a uniq

encryption key betwdékhin: (g pesiedy 46 ePnﬂ%ﬁ%&ﬁﬁ%ﬁ%@%ﬁﬁPqrﬁ@%@%ﬁEﬂFFter
the transmtter neegdg QQEe E%Qﬁgéta an{aelc%]erel%%e‘?ﬁc 4Rl 58% oke¥egledt on

decryption key to or fromthé receiver
behalf of the receiver. At this time, since the final

5 settlement admission request is issued as containing
the delivery certification information of the
deliverer's processing unit as authentication
information, the proceés can be performed by the
substitute at a higher reliability.

10 According to the present invention, after a
receiver issues a return-of-goods request and the
returned goods are delivered to a payee, the
transaction management device issues a cancellation
request on behalf of the receiver with a final return-

15 of-goods certification infprmation of the deliverer's
management device added as authentication informa‘i:ion.
Thus, the process can be performed by a substifuféxét
a higher reliability.

Furthermore, according to the present invention,

20 a receiver issues a cancellation request with the
return-of-goods certification information added as
authentication information certifying that the return-
of-goods request has been accepted. As a result, the
receiver can élso issue a transaction cancellation

25 request and the cancellation process can be quickly
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there is no risk that a third party may read the transaction information.

Furthernore, the transmtter 45 can easily manage the encryption key,

thereby largely inproving the security. Furthernore,

according to the

present invention, a transm ssion internediate decrypts an encrypted
el ectronic nmessage transmtted fromthe transmtter using a unique

decryption key between the internediate and the transmtter,

authenticating the transmtter. 5 According to the present
i nvention, since a receiver receives an electronic nmessage encrypted using
a uni que encryption key between the internediate and the receiver, the
recei ver need not consider the encryption key of the transmtter.

the 10 receiver can easily nanage the encryption key,

t hereby largely inproving the security. Furtdyynore, according to the

Addi tional ly,

present invention,

since transaction conditions cannot be confirned if a

transaction is procgasg€dreldy between the parties 15 concerned, a
managenent device is

transacti on

10

15

20

25

Furthermore, according to the present invention,
a payee manages thé pericd after a receiver has
received goods until a final settlement admission
request or a returnQOf—goods request is issued, and
monitbrs whether or not a final settlement admission
request or a return-of-goods request has been issued.
If neither of these requests have been issued, the
payee issues a final settlement admission request
including as authentication information the delivery
certification information of a transaction management
de&ice which certifies that the goods have been
delivered to the receiver. Therefore, the payee can
issue a final settlement admission request instead of
the receiver, and can quickly perform a final
settlement process.

Furthermore, according to the present invention,
the processiﬁg unit at a financial instifution
receives the final return-of-goods certification
information certifying that the payee has  received
returned goods, receives a notification that there is

a problem with the returned goods from the payee or

the transaction management device, anticipates a case

where a cancellation process cannot be performed, and

manages the receipt period of a return-of-goods claim

124

t hereby easily

e et
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provi ded. The entire process of the transaction can be correctly perforned
by transmtting and receiving the transaction information by a payer, a
payee, and a financial institution through the transaction 20 rmanagenent
‘device. According to the present invention, when the transacti on managenent
devi ce manages transaction information, it rmanages the information
with authentication of a transmtter, thereby avoiding a 25 refusal of the
transmitter's personal identity or the transaction. Furthernore, according
to the present invention, when a payee has to i ssue a transaction
cancel | ati on request to the transacti on nmanagenent device due to 30 an
unsuccessf ul transacti on, t he transacti on managenent device nonitors
the occurrence of a transaction cancell ation request process perfornmed by

t he payee. Therefore, the payer need not chedk6the transition cancellation

conditions. 35 According to the present invention, t he
transaction nanagen@@?(ﬁ?ﬂhﬂ?ﬂﬁﬂﬁﬂﬁ§}QQHa[ﬁ#¢%ﬂ ¥ onerhtops cuhether of a
cancel | ati on event Er%geter ned fg é éansactl to.an issue.,of a
cancel | ation requesf®Y 2t hE“BACR T%?? Pedals ‘i"‘}Fe‘Qd’ay’e% 4§Supd not

i ssued within the pgaitgdn tHiEDpd®dIEVidferefore, if there is a defect
found in the goods returned from the good receiver,
5 then the cancellation process is reserved to avoid a

trouble in the return-of-goods process.

Furthermore, according to the present invention,
when the processing unit at the financial institution
receives a notification that returned goods have been

10 correctly received from the payee who.received the
returned goods or the transaction management device,
the cancellation process can be quickly performed
without waiting for the expiry of the return-of-goods
claim receipt period.

15 Furthermore, according to the present invention,
the transaction managemeht device in the digital
contents sales system'manages a decryption key for
digital contents on behalf of a payée, and passes the
decryption key at a demand from a payer. Therefore,

20 the transaction management device can correctly manage
_wpether or not the digital contents have successfully
reached the payer. |

Furthermore, according to the present invention,
when the transaction management device transmits a

25 decryption key for digital contents at a demand of a
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perforns the cancellation request process on behalf of the payee. As a
result, the cancell ation process can be perfornmed w thout del ay.
Furthernore, according to the present invention, 45 the transaction
managenent device nonitors based on the date and tine on which a receiver
recei ves goods whether or not the receiver has issued a final settlenent
adm ssi on request and whet her or not the 125 goods were returned.
Therefore, the transaction conditions such as final settl enent

t hrough provisional settlenent, cancellation of a transaction, etc. can be
correctly recogni zed. 5 Furthernore, according to the present
“invention, the transaction managenent devi ce manages the period fromthe
recei pt of goods to an issue of a final settlenent adm ssion request or a
ret urn-of - goods request. If the receiver d28% not issue a final 10
settl ement admi ssion request or a return-of-goods request within the
period, then it issuaYersihtl moaggesneiie sdgnatuse ofedihst Papar, hangd f

of the receiver. Thorelolfs R M #325" ' S0-E8" LA ALLLES St cormation,

thereby avoiding the rejection of the payer.
Furthermore, according to the present invention,
5 when the transaction management device receives a
notification from a payer that digital contents cannot
be decrypted it obtains +the digital contents
transmitted from the payee to the payer, and compares -
them with the digital contents from the payer. As a
10 result, it can be monitored whether or not the digital
contents of the payer have been illegally amended.
Furthermore, when the transaction management
device finds no defect in the digital contents as a
comparison result, then it decrypts the contents ﬁsing
15 a decryption key transmitted to the payer. Therefore,
the wvalidity of the digital contents and the
decryption key can be managed.
Furthermore, according to‘the present invention,
the transaction management device compares the
20 decrypted digital contents with the un-encrypted
digital contents received from the payee, and
correctly manages whether or not the decrypted digital
contents have been illegally amended.
Furthermore, according to the present invention,

25 the transaction management device re-transmits a
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wi t hout delay after receipt of goods until a final 15 settlenent adm ssion
request. Furthernore, according to the present invention, when a receiver
returns goods and a notification that a return-of-goods procedure has been
foll owed, the transaction nmanagenent device issues a transaction 20
cancel l ati on request on behalf of the receiver. Therefore, the cancellation
process can be performed w thout delay after return of goods. Furthernore,
according to the present invention, a deliverer's processing unit receives
a delivery 25 request froma payee, nanages a receipt signature of a
delivery destination, and generates delivery certification information

I ncluding a paynent ID related to delivered goods, thereby certifying the
-fact that the goods have been delivered. 30 Furt hernore, according .
to the present invention, the deliverer's prd2®ssing unit nanages the
signature of a requester when a returned goods delivery request is issued

froma recei ver, andleGEwaYHhEs ke itredy PEFeT fifc HESR AT & FRERST £RERGdI ng
LIV LD 30 e St ol A, 8:Pe UMy LHSUH) AR LkeRe 1 ne
according to the preagRHefdiéeEnth8Ntransaction of the digital contents can
be performed without delay.
5 Furthermore, according to the present invention,
if the transaction management device finds as a
comparison result a defect in the digital contents
transmitted from the payee to the payer, then it
transmits- to the payee a notification such as a
10 cancellation request, etc. to sfop the payment process
by the payer, thereby pérforming a cancellation
process without delay.
Furthermore, according to the present invention,
when the transaction management device finds as a
15 comparison result a defect in the digital contents,
the digital contents are re-transmitted to the payer,
thereby performing the transaction of the digital
contents without delay.
Fufthermore, according to the present invention,
20 a payer can be different from a confirmor (goods
receiver, service receiver, etc.) who confirms an
object item for which payment is made. Therefore,
using money information including provisional
settlement infotmation, presents can be transmitted

25 to a family or a third party, or a service of cleaning

e
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when the deliverer's processing unit delivers goods 40 to be returned to a
.payee, it manages the receipt signature of a payee, and generates final
‘return-of- goods certification information including a paynent ID rel ated
to the goods to be returned. As a result, it certifies the fact that the
returned goods have 45 been delivered to the payee. According to the
present invention, when a deliverer's processing unit generates each of the
delivery certification information certifying that 126 goods have been
delivered, the return-of-goods certification information certifying that
the returned goods have been accepted, and the final return-of- goods
certification information certifying that the 5 returned goods have been
delivered to the payee, the information is entered in the transaction
managenent device. As a result correct con®®9 ons in each of the
transaction processes can recogni zed., Furtheégp transacti

troubl e can be avoi &e Qﬂfﬁi)%ﬁﬁngb%a h SEEVECR) &RY fd?ﬂhl?%ne3§lgﬁe
third- party adm ssie@ckhf8™hi MBther's day or a special day such as a

birthday.
Furthermore, according to the present invention,
5 a confirmor who confirms an object item for which
payment is to be made, can immediately issue a final
settlement admission request after confirming the
contents of the received goods or receiving a service.
Therefore, the confirmor can make a final settlement
10 (bayment) more gquickly than a payer who issues a final
settlement admission request. Furthermore, the
confirmor need not communicate with a payer for the
final settlement admission request.
Furthermore, according to the present invention,
15 the moﬁey information containing provisional
settlement information c¢an include as payment
condition information the execution term about the
object item for which payment is to be made.
Therefore, it can be objectively checked or monitored
20 whether or not goods can be delivered by a
predetermined deadline (within the execution term),
and whether or not a requested service has been
performed within the execution term.
Furthermore, according to the present invention,

25 when a payee cannot deliver ordered goods or a

—_—
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Furthernore, according to the present invention, the transaction managenent
devi ce manages the period froma receiver's recei pt of goods to an issue of
a 15 final settlenment adm ssion request or a return-of- goods request.
If no final settlenent adm ssion request or return-of-goods request has
been issued within the period, then the transacti on managenent device
issues a final settlenent adm ssion request on 20 behalf of the receiver.
At this tinme, since the final settlenment adm ssion request is issued as
containing the delivery certification information of the deliverer's
processing unit as aut hentication information, the process can be
.performed by the 25 substitute at a higher reliability. According to the
present invention, after a receiver issues a return-of-goods request and
the returned goods are delivered to a payee,2&the transacti on managenent
devi ce issues a cancel |l ation 30 rgﬂﬁsst on. behal f_of the re%eiver wWith a

|

‘final return- of - gob8FUESFEFt iBRT SR | WHERIR: B0h TICTRE QR TfEPefE an

management device a669gc%si§ghh@e&iﬁaaﬁggﬁégaeﬁeaigogg g@uggaébeap§9§s§s

can be perfornmed by a“substitute at a reliabilit

Furt her nore, accor domgatcohfitrpoesend canirmsrthen obgeeitydtemsfoeswhich
cancel l ati on request wth the .

payment is to be made can issue a cancellation request

5 for the paid money information containing provisional

settlement information. Therefore, a risk of a lost

profit due to expiry can be avoided. A risk of a lost

profit due to expiry refers to that goods and a

service lose their values when they cannot be

10 delivered or provided by a specified date such as a
birthday, Mother's day, Christmas Eve, etc.

Furthermore, according to the present invention,

a transaction management device monitors the execution

term, that is, payment condition information, of an

15 objedt item for which payment is to be_ made.

‘Therefore, if ordered goods or requested services

cannot be delivered or provided by the payee within

the executibn term, then the transaction management

device can issue a cancellation request for paid

20 money information containing provisional settlement

information instead of the payer according to

objective information. Furthermore, a payer or a

confirmor who confirms an object item for which

payment is to be made need not check or monitor as

25 - described above, and therefore even children and elder

S
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return-of-goods certification informati on added as aut hentication -
information certifying that the return- of-goods request has been accepted.
As a result, the 40 receiver can also issue a transaction cancellation
request and the cancell ation process can be quickly perforned. Furthernore,
according to the present invention, a payee manages the period after a
recei ver has 45 received goods until a final settlenent adm ssion request
or a return-of-goods request is issued, and nonitors whether or not a final
settlement adm ssion request or a return-of-goods request has been issued.
127 1f neither of these requests have been issued, the payee issues a final
settl ement adm ssion request including as authentication information the
delivery certification information of a transacti on managenent 5 device
which certifies that the goods have been del9Vered to the receiver
Therefore, the payee

’ d
of the receiver, Begggeafﬁ%ﬁl%‘%%ﬁfop;?éé rrent e‘ﬁ|§ gtr_:\‘ Eﬁee Iggtea

goods.

Furthermore, according to the present invention,
a payee monitors the execution term, that is, payment
5 condition information, of an object item for which
payment is to be made. If ordered goods or requested
services cannot be delivered or provided within the
execution term, then the payee notifies the payer or
the confirmor who confirms the object item for which
10 payment is to be made. Therefore, the payer or the

confirmor.can issue a rapid cancellation request.
The above described effects relate to the system
and device according to the present invention.
Similar effects can be e#pected when a storage medium

15 according to the present invention is used.

—_—
—
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10 Furthernore, according to the present invention, the processing
unit at a financial institution receives the final return-of-goods
certification information certifying that the payee has received returned
goods, receives a notification that there is 15 a problemw th the returned
goods fromthe payee or the transacti on nmanagenent device, anticipates a
case where a cancell ation process cannot be perforned, and manages the
recei pt period of a return-of-goods claimfor each transaction. Then, it
nonitors whether or 20 not a return-of-goods claimnotification is issued
within the period. Therefore, if there is a defect found in the goods
returned fromthe good receiver, then the cancellation process is reserved
to avoid a trouble in the return-of-goods process. 25 Furt her nore,
according to the present invention, when thezﬁgocessing unit at the
financi al |nst|tut|oeﬁéfgﬁlves a notification that returned goods have been
correctly received f & payee who received the returned goods or the
transacti on managenent device, 30 the cancellation process can be quickly
performed without waiting for the expiry of the return-of-goods claim
recei pt period. FurthernoAepravisional setthemgnessystemvemipobsinge
transacti on managenent device in_the digita

means (1) for transferring money information,

5 which 1is settled according to a notification of
confirmation that an object item for which payment is
to be made has been executed, containing provisional
settlement information to a payee; and

means (3) for making final settlement for the
10 money information based on the confirmation that the
object item for which payment is to be made has been

- executed.

2. The system according to claim 1, wherein
15 said money information containing the provi_sional
settlement information is generated by an issuing
- financial institution, and an amount of the money
inforﬁation is freezed in a balance of an account of
a payer in the issuing financial institution, and is

20 non-transferable until the final.settlement is made.

3. The system according to claim 1, wherein
said money information containing the provisional
settlement information includes object information

25 indicating the object item for which payment is to. be
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.35 contents sal es system manages a decryption key for digital contents on
‘behal f of a payee, and passes the decryption key at a denmand from a payer.
Therefore, the transaction managenent device can correctly nmanage whet her
or not the digital contents have successfully 40 reached the payer.
Furthernmore, according to the present invention, when the transaction
managenent device transmts a decryption key for digital contents at a
demand of a payer, it manages the signature of the payer, and 45 generates
the third party adm ssion information, thereby avoiding the rejection of
the payer. Furthernore, according to the present invention, when the
transacti on managenent devi ce receives a 128 notification froma payer
that digital contents cannot be decrypted it_obtains the digital contents
transmtted fromthe payee to the payer, an %%npares themwi th the digita
contents fromthe paggé. As a 5 result, it can be nonitored whether or not
the digital content® ‘the payer have been illegally anmended. Furthernore,
when the transacti on nmanagenent

4. The system according to claim 3, wherein
said object information is assigned a blind
5 signature .using an encryption key of an issuing

financial institution which is not public.

5. The system according to claim 1, wherein
said money information containing the provisional
10 settlement information is stored in a portable storage:

medium (82).

6. The system according to claim 5, wherein
said portable storage medium is issued from a
15 terminal unit (80, 80') connected to an issuing

financial institution to a payer.

7. The system according to claim 5, wherein
said portable storage medium'can be applied to
20 a terminal unit connected to an issuing financial
institution by the. payee, and the terminal unit.
comprises means (3010, 3020) for transmitting a final
settlement request according to the provisional
settlement information stored in the portable storage
25 = medium.

/
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device finds no defect in the digital contents as a conparison result, then
It decrypts the contents using 10 a decryption key transmtted to the
payer. Therefore, the validity of the digital contents and the decryption
key can be managed. Furthernore, according to the present invention, the
transacti on managenent devi ce conpares the 15 decrypted digital contents
with the un-encrypted digital contents received fromthe payee, and
correctly nmanages whether or not the decrypted digital contents have been
illegally anended. Furthernore, according to the present invention, 20 the
transacti on managenment device re-transmts a decryption key to a payer if
there is a defect found in the decryption key as a result of the

conpari son. Therefore, the transaction of ;gf‘figital contents can be
performed w thout delay. 25 Furt her Qa according to the present

i nvention, if the tgansagtion g nt .devi find S a._caonparison

result a defect in Phg dﬁéﬁtgygigﬁtgﬁﬁgr?%gﬁsﬁgthalir n1YH8rgg9ee to the

payer, then it transmtsghegt kerRanee anhet tbnp2ises HESAsa830030 3010)
‘cancel l ation request, etc. to stop the paynent process by the payer,

t hereby perform ng forascdlestiog phecpestableaocstodageymedium after the

payee has issued the final settlement request.

g. The system according to claim 7, wherein

said terminal unit comprises means (3001, 3010)
for writing information inhibiting a re-use to the
portable storage medium upon normal completion of a

10 process for the final settlement request.

10. The system according to claim 1, further
comprising:

means (5300) for storing a final settlement

15 request from the payee:;

means (5300) for storing a final settlement
admission request from the payer; and

ﬁeans (5700) for performing the final settlement
based on the stored final settlement request and final

20 settlement admission request.

11. The system according to claim 10, wherein
said final settlement request contains request
for receipt of transfer information containing

25 transfer destination.
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Furthernore, according to the present invention, when the transaction
-managenent device finds as a 35 conparison result a defect in the digital
contents, the digital contents are re-transnitted to the payer, thereby
perform ng the transaction of the digital contents w thout delay.
Furthernore, according to the present invention, 40 a payer can be
different froma confirnor (goods receiver, service receiver, etc.) who
confirms an object itemfor which paynent is nade. Therefore, using noney
i nformation including provisional settlement information, presents can
‘be transmtted 45 to a famly or a third party, or a service of cleaning a
"house, etc. by a service provider, can be easily presented on Mther's day
or a special day such as a birthday. 129 Furthernore, according to the
present invention, a confirnmor who confirnms %ﬁﬁ(gbject item for which

‘paynment is to be madg, c I rmediately iss a fipnal setilenent adm ssion
request after confi ﬁi‘ﬁi‘ng%?’ﬁe §Y§5ﬁf“enta§’c&r%t%ﬁ@ r 6t i v%:ga}gf%ogg' or%Pg%EWi ng
a service. comprising:

a transaction management device (5) for mediating

transmission and receipt of transaction information.

13. The system according to claim 12, wherein

said transaction management device comprises
transaction information management means (55) for
storing the transaction information with

10 authenticatipn information about a transmitter.

14. The system according to claim 12, wherein
said transaction management device comprises
means (1500) for monitoring a transaction cancellation

15 request from the payee.

15. The system according to claim 14, wherein
séid transaction management device comprises
means (1500) for issuing a cancellation request on
20 behalf of the payee when the transaction management
| device does not receive the cancellation request from

the payee within a predetermined period.

16. The system according to claim 12, wherein

25 said transaction management device comprises

—_—
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Therefore, the confirnor can nmake a final settlenment (paynent) nore quickly
‘than a payer who issues a final settlenent adnission request.

Furthernore, the confirnor need not communicate with a payer for the 10
final settlenment adm ssion request. Furthernore, according to the present

I nvention, the noney I nformation cont ai ni ng provi si onal settl enent

i nformati on can include as paynent condition information the execution term
about the 15 object item for which paynent is to be nmade.
Therefore, it can be objectively checked or nonitored whether or not goods
can be delivered by a predeterm ned deadline (wthin the execution term,
and whet her or not a requested service has been 20 perforned within the
execution term Furthernore, according to tng resent invention, when a
payee cannot deliver ordered goods or a req %&ed service within an

execution term for a)%aggj q}sdd)erglgzor%m%jtg%%tﬂ | E:cﬂ,_. heoLBYRe B£PEYET

25 or a confirnor o confirns the objec paynent is to be
made can issue a cafdglalatsettlendinstadmisdivn preguaw®t eynd nd orgguirarof-
contai ning provisional settlenent information. Therefore, a risk of a |ost
profit due to expir@goods Feanesitdés. iasved | bypfa gaosy regeiyest pftogeths

expiry refers to th%%o s993c899e9=has received goods when the object item

5 for which payment is to be made relates to goods.

17. The system according to claim 16, wherein
said transaction management device comprises
means (1500) for issuing the final settlement
10 admission request on behalf of the goods receiver when
neither of the final settlement admission request and
the return-of-goods request are issued within a

predetermined period.

15 18. The system according to claim 16, wherein
said transaction management device comprises
means (1500) for issuing a transaction cancellation

requesf'when a return-of-goods procedure is followed.

20 .19. The system according to claim 12, wherein
said transaction management device comprises:
ﬁeans (1500) for monitoring at least one of a
- final settlement admission request and a return-of-
goods request; and

25 means (1500) for transmitting third-party
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service |lose their values when they cannot be delivered or provided by a
specified date such as a birthday, Mther's day, Christmas Eve, etc.
Furthernore, according to the present invention, 35 a transaction
~managenent device nonitors the execution term that is, paynent condition
I nformati on, of an object itemfor which paynent is to be made. Therefore,
I f ordered goods or requested services cannot be delivered or provided by
the payee within 40 the execution term then the transaction managenent
devi ce can issue a cancellation request for paid noney information

contai ning provisional settlenent information instead of the payer
according to objective information.. Furthernore, a payer or a 45
confirmor who confirnms an object itemfor which paynent is to be nade
need not check or nonitor as described above#®Zand therefore even children

Furt her mor o, _accor dPRYLPBEVhG BRES A hAa: (OHORaE (o ToIatede &
execution term thababfenR@YMeRltifier relating to purchase of goods as
authentication information and issuing the final
settlement admission request when none of the final
5 settlement admission request and the return-of-goods

request are issued.

20. The system according to claim 12, wherein
said transaction management device comprises
10  means (1500) for transmitting third-party return-of-
goods certification information containing a payment
identifier relating +to ©purchase of goods as
authentication information and issuing a transaction

cancellation request.

15
21. The system according to claim 20, further
comprising:
méans (5700) for monitoring a return-of-goods
claim notification from one of a seller and a
20 transaction management device after the godds have

been returned; and

means (5700) for reserving a transaction
cancellation process when the return-of-goods claim
notification 1is received within a predetermined

25 period.
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condition information, of an object itemfor which 5 paynent is to be made.
I f ordered goods or requested services cannot be delivered or provided
within the execution term then the payee notifies the payer or the
confirmor who confirms the object itemfor which paynent is to be nade.
Therefore, the payer or the 10 confirnor can issue a rapid cancellation
request. The above described effects relate to the system and devi ce
according to the present invention. Simlar effects can be expected when a
storage nedi um according to the present invention is used. 131 CLAI Ms:
1. A provisional settlenent system.conprising: neans for transferring
noney i nformation, which 5 is settled according to a notification of
confirmation that an object itemfor which Qﬁﬁyent is to be nade has been
execut ed, containing provisional settlenment Tntormation to a payee; and

Confirmation that t AeobrEet PEBEePor SeAPER ARGy mar eoth batmatoteaSBeen’
comprising:
means (5700) for immediately performing the
transaction cancellation process even within <the
5 predetermined period when a returned goods receipt

notification is received from one of the seller and

the transaction management device.

23. The system according to claim 12, wherein
10 said transaction management device comprises:
means (1500) for monitoring an execution term,
contained in payment condition inforhation, of the
object item for which payment is to be made; and
means (1500) for transmitting the payment
15 condition information as authentication information
and issuing a transaction cancellation request when
the object item is not executed within the execution

term.

20 24. The system according to claim 1, wherein
~ said object item for which payment is to be made
relates to goods; and
at least one of a purchaser and a receiver of the

goods has means (6800, 7600) for transmitting third-

25 party return-of-goods certification information
o \.
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executed. 2. The system according to claim1l1, wherein 15 sai d
noney I nformati on cont ai ni ng the provisional settlenent information
is generated by an issuing financial institution, and an anmount of. the
noney information is freezed in a balance of an account of a payer in the
I ssuing financial 20 institution, and is non-transferable until the final
settlenent is nade. 3. The system according to claim1, wherein said
noney i nformati on cont ai ni ng the 25 provisional settlenent

i nformation includes object information indicating the object itemfor

whi ch paynent is to be nmade. 4. The system according to claim3, wherein
30 said object information is assigned a blind signature using an
‘encryption key of an issuing financial instiéégion which is not public. 5.
The system according to claim1l1l, wherein 35 said nDney

I nformation cont ai _ni the r VISI t.tl.enen tlon stored
in a portable storaé:eon;%cﬁ Yﬂ?e sﬁgteg% fl&%(gr 8 F\ugc;\ﬁﬁ ein
40 said port ¥ etaborgaadaedagm a@tnéﬁmﬁbéi&m arif%rﬁﬂaral riNi bng

connected to an ISSUIng financi al
issuing a transaction cancellation request.

5 25. The system according to c¢laim 24, further
comprising:
means (5700) for monitoring a return-of-goods
claim notification from one of a seller and a
transaction management device after the goods‘are.
10 returned; and
means (5700) for reserving a transaction
cancellation process when the return-of-goods claim

notification is received within a predetermined

period.
15
26. The system according to claim 25, further
comprising:
ﬁeans (5700) for immediately performing the
transaction cancellation process even. within the
20 predetermined period when a returned goods receipt
notification is received from one of the seller and
the transaction management device.
27. The system according to claim 1, wherein
25 said payee has:
T

—_—
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institution to a payer. 7. The system according to claim5, wherein 45
sai d portable storage nediumcan be applied to a termnal unit connected to
an issuing financial institution by the payee, and the termnal unit
~conprises neans for transmtting a final settlenent 132 request .
according to the provisional settlenment information stored in the portable
st orage nedium 8. The system according to claim7, wherein 5 sai d
termnal wunit conprises mneans for collecting the portable storage
medi um after the payee has issued the final settlenment request. 9. The
system according to claim?7, wherein 10 said termnal unit conprises
means for witing information inhibiting a re-use to the portable
storage nedi um upon nornal conpletion of a 9%? ess for the final settlenent
:request. 15 10. The system according to clai , further conprising: neans

for storing a final settlenpnl (AULSIoE AR ARAYCe4t Least one of a

final settlement admission request and a return-of-
goods request; and

means (7600) for issuing the final settlement

5 admission request by transmitting third-party delivery

certification information, as authentication

information, containing a payment identifier related

to purchase of goods when one of the final settlement

admission request and the return-of-goods request is

10 not issued within a predetermined period.

28. The system according to claim 1, wherein _

a payer who transfers the money information

containing the provisional settlement information to

15 the péyee is different from a confirmor who confirms

the object item executed by the payee.

29. The system according to c¢laim 1, further
comprising:
20 means (5300) for storing a final settlement
request from the payee;
means (5300) for storing a final settlement
admission request from a confirmor who confirms the

object item for which payment is to be made:; and

25 means (5700) for making the final settlement
L




means for storing a final settlenment adm ssion 20 request fromthe payer;
"and neans for performng the final settlenent based on the stored final
settlenment request and final settlenment adm ssion request. 25 11. The
system according to claim10, wherein said final settlenment request
contains request for receipt of transfer information containing transfer
destination. 30 12. The system according to claim 1, further
conprising: a transaction managenent device for nediating transm ssion and
recei pt of transaction information. 35 13. The system according to claim
12, wherein said transaction nmanagenent device conprises transaction

I nformati on managenent neans for storing the transaction information with

“authentication information about a transmtt 40 14. The system accordi ng
‘to claim 12, wherein said transaction managefnent devi ce conpri ses neans for
monitoring a transa ”Eﬁé'é%df&h'f&%%&SEeQEPQhéH€:E&Hﬁﬁ%t‘%ﬁd1§1na1he

system according to c a|n1 wher el

settlement admiss1on request.

30. The system according to claim 1, wherein

5 said money information containing the provisional
settlement information includes payment condition
information indicating an execution term of the object

item for which payment is to be made.

10 31. The system according to claim 30, further
comprising:
means (6800) for issuing a transaction
cancellation request by transmitting <the payment
condition information as authentication information
15 from one of a payer and a confirmor who confirms an
- object item for which payment is to be made when the
object item is not executed within the execution term

of the object item.

20 32. The system according to claim 1, wherein
said payee has: |
means (7600) for monitoring an execution term,
contained in payment condition information, for the
object item for which payment is to be made; and

25 means (7600) for notifying one of a payer and a
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said transacti on managenent devi ce conprises neans for issuing a
.cancel | ation request on behal f of 133 the payee when the transaction
-managenent devi ce does not receive the cancellation request fromthe payee
within a predeterm ned period. 5 16. The system according to claim 12,
wherein said transacti on managenent device conprises neans for nonitoring
whet her or not one of a final settlenent adm ssion request and a

ret urn-of -goods request is issued by a goods receiver after the goods 10
recei ver has received goods when the object itemfor which paynent is to be
made rel ates to goods. 17. The system according to claim 16, wherein said
-transacti on managenent device conprises 15 neans for issuing the final
‘settlenent adm ssion request on behalf of the goods receiver when neither
-of the final settlenent adm ssion request aﬁ%7£he r et ur n- of - goods request

are = issued within,,.s BredelelmAet el Ofhe 2Gukbor "Fedio AR 24AQLH O
payment is to be made when the object item is not

executed within the execution term.

5 33. An electronic money settlement system comprising: -
means (1) for transferring, to a payee,
electronic money, that is, money information which
contains information identifying whether or not
provisional settlement information is contained, and
10 is settled according to a notification of confirmation
that an object item for which payment is to be made
has been executed; and
means (3) for making final settlement for the
money information containing the provisional
15 settlement information based on confirmation that the
object item for which payment is to be made has been

executed.

34. The system according to claim 33, wherein
20 said money information containing the provisional
settlement information is stored in a portable storage

medium (82).

35." The system accordihg to claim 34, wherein

25 said portable storage medium is issued from a.
Tl




said transacti on managenent devi ce conprises neans for issuing a
transaction cancel |l ati on request when a return-of-goods procedure is

foll owed. 25 19. The system according to claim 12, wherein said transaction
managenent device conprises: neans for nmonitoring at | east one of a final
settl ement adm ssion request and a return-of-goods 30 request; and neans
for transmtting third-party delivery certification information containing
a paynent identifier relating to purchase of goods as authentication
informati on and issuing the final 35 settlenent adm ssion request when
none of the final settlenent adm ssion request and the return-of-goods
request are issued. 20. The systemaccording to claim12, wherein 40

sai d transacti on managenent device conprises nmeans for transmtting
third-party return-of- goods certlflcatlonlrﬁ%%natlon contai ning a paynent
identifier relatln% urchase gogds as aut hentication, )

i nformation and iss Pﬁglﬁa raH%ﬁEtﬂ@@r45 OcancePpRestra r dQuedp. P3suinghe

system according tog6Laim;29. 3 LuELNEEo5OMBr hShager .

36. The system according to claim 34, wherein
5 said portable storage medium can be applied to
a terminal unit connected to an issuing financial
institution by the payee, and the +terminal unit
comprises means (3010, 3020) for transmitting a final
settlement request according to the provisional
10  settlement information stored in the portable storage

medium.

37. The system according to claim 36, wherein
said terminal unit comprises means (3003, 3010)
15 for collecting the portable storage medium after the

payee has issued the final settlement request.

38. The system according to claim 37, wherein.
said terminal unit comprises means (3001, 3010)
20 for writing information inhibiting a re-use to the
portable storage medium upon normal completion of a

process for the final settlement request.

39. The system according to claim 33, further

25 comprising:

e
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134 neans for nonitoring a return-of-goods claimnotification fromone of a
'seller and a transaction nmanagenent device after the goods have been

returned; and 5 _ means for reserving a transaction cancellation
process when the return-of-goods claimnotification is received within a
predet erm ned period. 22. The systemaccording to claim?2l1l, further 10

conprising: neans for imediately perform ng the transaction cancell ation
process even within the predeterm ned period when a returned goods receipt
notification is received fromone of the seller and the transaction 15
managenent device. 23. The system according to claim12, wherein said
transacti on managenent devi ce conprises: neans for nonitoring an execution
term 20 contained in paynment condition information, of the object itemfor
whi ch payment is to be made; and nmeans for t3%hsnmitting the payment
condition informtion as agthentdgayj ok SLERLON 243! Dlcerement
request from the payee;
means (5400) for storing a final settlement
admission request from the payer; and
5 means (5700) for performing the final settlement
based on the stored final settlement request and final

settlement admission request.

40. The system according to claim 39, wherein
10 said final settlement request contains request
for receipt of transfer information containing

trénsfer destination.

41. The system according to claim 33, further
15 comprising: .
a transaction management device (5) for mediating

transmission and receipt of transaction information.

42. The system according to claim 41, wherein

20 said transaction management device comprises
transaction information management means (55) for
storing the transaction information with

authentication information about a transmitter.

25 43. The system according to claim 41, wherein
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a transaction cancell ation request when the object 25 itemis not executed
within the execution term 24. The system according to claim1, wherein
'said object itemfor which paynent is to be made rel ates to goods; and 30
‘at | east one of a purchaser and a receiver of the goods has nmeans for
transmtting third-party return-of-goods certification information
containing a paynent identifier relating to purchase of the goods as

aut hentication information, and issuing a 35 transaction cancellation
request. 25. The system according to claim?24, further conprising:
means for nonitoring a return-of-goods claim40 notification fromone of a
seller and a transacti on managenent device after the goods are returned;
and nmeans for reserving a transaction cancel] ation process when the
return-of-goods claimnotification is recei /P within a pr edet er mi ned

period. 45 26. The systemaccording, to claim?25, . further conprisin
neans for inmediately peFF65L1?EF?%&F%%%RKN&ﬁﬂ%%%ment devie “CoRprise

means (1500) for monitoring a transaction cancellation

request from the payee.

5 44. The system according to claim 43, wherein
said transaction management device comprises
means (1500) for issuing a cancellation request on
behalf of the payee when the transaction management
device does not receive the cancellation request from

10 the payee within a predetermined period.

45. The syétem according to claim 41, wherein
said transaction management device comprises
means (1500) for monitoring whether or not one of a
15 final settlement admission request and a return-of-
goods request is issued by a goods receiver after the
goods receiver has received goods when the object item

for which payment is to be made relates to goods.

20 46. The system according to claim 45, wherein
said transaction management device comprises
means (1500) for issuing the final settlement
admission request on behalf of the goods receiver when
none of the finai settlement admigsion request and the

25 return-of-goods request are issued within a
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135 .cancel | ati on process even within the predeterm ned period when a
returned goods receipt notification is received fromone of the seller and
t he transacti on managenent device. 5 27. The system according to claim1,
wherein said payee has: neans of nonitoring at |east one of a fina
settlenment adm ssion request and a return-of-goods 10 request; and neans
for issuing the final settlenent adm ssion request by transmtting
third-party delivery certification i nf or mati on, as .

aut hentication information, containing a paynent identifier related 15 to
. purchase of goods when one of the final settlenent adm ssion request and
-the return-of-goods request is not issued within a predetermn ned period.
28. The system according to claim1, wherein ég a payer who
transfers the noney information containing th provi sional settl enent

information to the pa |ff rent. froma confirnmor who confirnms the
obj ect item execut e(?l%%eeﬁegmg.nfeepefg. The system according to

claim 1, further
47. The system according to claim 45, wherein

said transaction management device comprises

5 means (1500) for issuing a transaction cancellation

request when a return-of-goods procedure is followed.

48. The system according to claim 41, wherein
said transaction management device comprises:
10 means (1500) for monitoring at least one of a
final settlement admission request and a return-of-
goods request; and
means (1500) for transmitting third-party
delivery certification information containing a
15 payment identifier relating to purchase of goods ‘as
authentication information and issuing the final
settlement admission request when none of the final
settlément admission request and the return-of-goods

reqguest are issued.

20 _
49. The system according to claim 41, wherein
said transaction management device comprises
means (1500) for transmitting third-party return-of-
goods certification information containing a payment
25 identifier relating to purchase of goods as
T
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conprising: neans for storing a final settlenent request fromthe payee;
means for storing a final settlenent adm ssion 30 request froma confirnor
who confirms the object itemfor which paynent is to be nmade; and neans for
maki ng the final settlenent based on the stored final settlenent request
and final settlenment adm ssion request. 35 30. The system according to
claim1, wherein said noney I nformati on cont ai ni ng t he provi si onal
settlenment information includes paynent condition information indicating an
execution termof 40 the object itemfor which paynent is to be nmade. 31
The systemaccording to claim 30, further conprising: nmeans for issuing
a transaction cancellation 45 request by transmtting the paynent condition
i nformati on as authentication information fromone.of a payer and a
confirnor who confirns an object itemfor wh2@® paynent is to be nmade when
the object item

authentication information and issuing a transaction

cancellation request.

50. The system according to claim 49, further
5 comprising:

means (5700) for monitoring a return-of-goods
claim notification from one of a seller and a
transaction management device affer the goods have

been returned; and
10 means (5700) for reserving a transaction
cancellation process when the return-of-goods claim
notification is received within a predetermined

period.

15 51. The system according to claim 50, further
comprising:

means (5700) for immediately performing the

transaction cancellation process even within the

predetermined period when a returned goods receipt

20 notification is received from one of the seller and

the transaction management device.

52. The system according to claim 41, wherein
said transaction management device comprises:

25 means (1500) for monitoring an execution term,
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136 is not executed wthin the execution termof the object item 32. The
system according to claiml, wherein said 5 payee has: neans for
monitoring an execution term contained in paynent condition information,
for the object itemfor which paynent is to be nmade; and 10 means
for notifying one of a payer and a confirnor who confirns the object item
for which paynent is to be nade when the object itemis not executed within
t he execution term 15 33. An electronic noney settlenent system
conprising: neans for transferring, to a payee, electronic noney, that is,
noney i nformation which contains information identifying whether or not
provi sional settlenent information is contained, and is settled 20
according to a notification of confirmation that an object itemfor which
paynent is to be nmade has been execut ed; anffans for maki ng final

settlenment for the non nf.ormati on conta t he pr si,.ghal seitlenent
25 information bas&&"%%%ﬂﬂﬁl*QWé?¥Wﬁ? aFBPﬂégaﬁpeG%'4£ﬂ%q%ﬂn\Mﬁ€htge

payment is to be ”aeﬁjgé% heeh 2%eCYheenh payment is to be made; and
means (1500) for transmitting' the payment
condition information as authentication information
5 "and issuing a transaction cancellation request when
the object item is not executed within the execution

texrm.

53. An encryption intermediate system having a
10 transaction management device (5) for mediating
transmission from a first party to a second party,
comprising:
means (1, 2, 3, 4) for encrypting data using a
unique encryption key between the first party and the
15 - transaction management device when the first party
transmits the data to the second party:; and
means (1, 2, 3, 4) for requesting the transaction
manageﬁent device to transmit encrypted data to the

second party.

20
54. The system according to claim 53, wherein
said transaction management device comprises
means (1500) for decrypting data received from the
first party using a unique decryption key between the
25 first party and the transaction ménagement device.
T —_—
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34. The system according to claim 33, wherein said noney I nformation
cont ai ni ng the 30 provisional settlenent information is stored in a
portabl e storage nmedium 35. The system according to claim 34, wherein said
portable storage nediumis issued froma 35 termnal wunit connected to
an issuing financial institution to a payer. 36. The system according to
claim 34, wherein said portable storage nmedium can be applied to 40 a
term nal unit connected to an issuing financial institution by the payee,
and the terminal unit conprises neans for transmtting a final settlenent
request according to the provisional settlenment information stored in the
portabl e storage nedium 45 37. The system according to claim 36, wherein
said termnal wunit conprises nmeans for coIIectlng t he portable

storage nedium after the payee has issued?{Pe final settlement request.
38. The system accorsqg ng 'ItI?e Cslyasltem 7accv\éi} J‘%lgn tsba'c atl(la“r 4gnalwhtér:}:|et:L conpri ses

means for witing
said transaction management device comprises

means (1500) for encrypting decrypted data using a
unique encryption key between the second party, that
5 is, a destination of the data, and the transaction

management device.

56. A delivery system having a processing unit (2)
of a seller of goods, a processing unit (1) of at
10 least one of a purchaser and a receiver of the goods,
and a delivery management device (6, 6') provided for
a deliverer of the goods, wherein
said delivery management device comprises:
means (60, 60') for storing delivery information
15 based on a delivery request from the seller's
processing unit; and
means (4480) for generating third-party delivery
certification information containing a signature of
the receiver of the goods and a payment identifier
20 relating to purchase of the goods when the deliverer

has delivered the goods to the receiver.

57. The  system according to claim 56, further

comprising:
25 a transaction management device (5) for mediating
is Sheet Has Been Replaced
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5 information inhibiting a re-use to the portable storage nedi um upon
normal conpletion of a process for the final settlenent request. 39. The
system according to claim 33, further 10 conprising: nmeans for storing a
final settlenment request fromthe payee; neans for storing a final

settl ement adm ssion request fromthe payer; and 15 means for
performng the final settlenent based on the stored final settlenent
request and final settlenment adm ssion request. 40. The system according

to claim39, wherein 20 said final settlenent request contains
request for receipt of transfer information containing transfer
destination. 41. The systemaccording to claim 33, further 25

conprising: a transacti on managenent device for nediating transni ssion and
recei pt of transaction information. 42. The 3§8tem according to claim 41,

wherein 30 sai d transacti on managenent device conprises transaction
i nformation managendFAHEHESHUY &Ngri RECeRRtt rehs &t | $89SHf of mRITH W h

aUthenticationi'ﬁf”%ggdéghéﬁgﬁuiﬂ¥éfﬁ§¥§gﬁtéﬂbng the seller, purchaser,

receiver, and deliverer, wherein
said transaction management device comprises
5 means (55) for storing at least one of the third-party
delivery certification information including the
payment identifier, first third-party return-of-goods
certification information, and second third-party
return-of-goods certification information.
10
58. A delivery system having a processing unit (2)
of a seller of goods, a processing unit (1) of at
least one of a purchaser and a receiver of the goods,
and a goods delivery management device (6, 6')
15 provided for a deliveref of the goods, wherein
said goods delivery management device comprises:
means (60, 60') for storing return-of-goods
delivéry information - based on a returned goods
delivery request from the receiver; and ‘
20 means (4480) for generating first third-party
return-of-goods certification information containing
a signature of the receiver and a payment identifier

relating to purchase of the gdods.

25 59. The system according to c¢laim 58, further
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35 43. The system according to claim4l, wherein said transaction
managenent devi ce conprises neans for nonitoring a transaction cancell ation
request fromthe payee. 40 44. The system according to claim43, wherein
sai d transacti on managenent devi ce conprises neans for issuing a
cancel l ati on request on behalf of the payee when the transacti on nmanagenent
devi ce does not receive the cancellation request fromthe payee 45 within a
predet erm ned period. 45. The system according to claim41l, wherein said
“transacti on nanagenent device conprises 138 nmeans for nonitoring whet her
or not one of a final settlenent adm ssion request and a return-of-goods
request is issued by a goods receiver after the goods receiver has received
goods when the object itemfor 5 which pay mesnt is to be made relates to
goods. 46. The system according to claim45, m%erein said transaction

managenent device Cgpld ans for issuing the final settlenent
adm ssion 10 request gﬁﬁgéﬁgff of the goods receiver when none of

a transaction management device (5) for mediating
transmission and receipt of at least a part of.
transaction information among the seller, purchaser,

5 receiver, and deliverer, wherein

said transaction management device comprises
means (55) for storing at least one of the third-party
delivery certification information including the
payment identifier, first third-party return-of-goods

10 certification information, and second third-party

return-of-goods certification information.

60. The system according to claim 58, further

comprising a returned goods delivery management device

15 (7, 6') provided for a deliverer for. delivering
returned goods,_wherein

said returned goods delivery management device

comprises means (4480) for generating second third-

party return-of-goods certification information

20 containing a receipt signature of the seller and the

'Jpayment identifier in the returned goods delivery

information.

61. The system according to claim 60, further

25 comprising:
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.the final settlenent adm ssion request and the return- of-goods request are
I ssued within a predeterm ned period. 15 47. The systemaccording to

cl ai m 45, wherein said transacti on managenent devi ce conprises neans for

I ssuing a transaction cancellation request when a return-of-goods procedure
Is followed. 20 48. The system according to claim4l, wherein said
transacti on managenent devi ce conprises: neans for nonitoring at | east one
of a final settlenent adm ssion request and a return-of-goods request; and
25 means for transmtting third-party delivery certification

i nformati on containing a paynent identifier relating to purchase of
goods as authentication information and issuing the final settlenent

adm ssion request when none of. the final 30 settlenment adm ssion request
and the return-of-goods request are issued. 282 The system according to
claim 41, wherein said transaction managenent device conprises 35 neans
for transmitting third-partyarsagEicnmannaenesd; dpVicst fn%h fior BeRdAtdRg

authent i cat on | nf orFelEBEeRiE RN o0 SR B oFealt OBl s
transaction information among the seller, purchaser,
receiver, and deliverer, wherein

5 said transaction managehent device comprises
means (55) for storing at least one of the third-party
@elive;y certification information including the
payment identifier, first third-party return-of-goods

certification information, and second third-party

10 return—of-goods certification information.

62. A digital contents sales system having at least
a seller's processing unit (2), a purchaser's
processing unit (1), and a mediating transaction
15 management device (5), wherein
said transaction management device comprises:
management means (55) for managing a decryption
key of digital contents to be sold through the
seller's processing unit; and
20 means (1020, 1500) for +transmitting the
decryption key to the purchaser's processing unit at

a demand from the purchaser's processing unit.

63. The system according to claim 62, wherein

25 said ‘transaction management device comprises

——
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cancel l ati on request. 40 50. The system according to claim49, further
conprising: neans for nonitoring a return-of-goods claimnotification from
one of a seller and a transaction 45 managenent device after the goods
have been returned; and neans for reserving a transaction cancellation

process when the return-of-goods claimnotification 139 is received
within a predeterm ned period. 51. The system according to clai m50,
further conprising: 5 means for inmediately performng the

transaction cancell ation process even within the predeterm ned period when
~a returned goods receipt notification is received fromone of the seller
and the transaction managenent device. 10 52. The system according to claim
41, wherein said transaction managenent deWig%conprise&

means (1500) for generating third-party witness
infofmation.by adding a signature of the éurchaser and
authentication of the transaction management device
when the decryption key is transmitted to the

5 purchaser's processing unit.

64. The system according to claim 62, wherein
said transaction management device comprises:
means (1020, 1500) for receiving a notification
10 from the purchaser's processing unit that the digital
contents cannot'be decrypted using the aecryption key;
and
means (1500) for comparing the digital contents
received from the seller's processing unit with the
15 digital contents returned from the purchaser's

processing unit.

65. The system according to claim 64, wherein
said transaction management device comprises
20 means (1500) for decrypting the digital contents using
the decryption key when a comparison result indicates

a coincidence.

66. The system according to claim 65, wherein

25 said transaction management device comprises:

—

T———
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means for nonitoring an execution term contained in paynent condition
I nformation, of the 15 object itemfor which paynent is to be nade; and
means for transmtting the paynment condition information as authentication
i nformati on and issuing a transaction cancell ation request when the object
itemis not executed within the execution term 20 53. A transaction
managenent devi ce which nedi ates a provisional settlenent process perforned
at a notification of confirmation that an object itemfor which paynent is
to be nade has been executed, 25 conprising: neans for nonitoring at |east
one of a final settlenent adm ssion request and a return-of-goods request
to be issued after a receiver of goods has received the goods; and 30
“means for transmitting third-party delivery certification i nformati on
as aut hentication information and issuing2®ke final settlenment adnission
request on behalf of the receiver _when_none _of the_fin %A settl| enment

adni ssion request and thé‘qaé’(ﬁjr(llrogp:. 380§ ofRT (eeuiamanging si?{?e&e\%]ﬁ? iF a
predeterm ned periody dsd dd T WP JTHIAAA YN AR Bt bt P YA

a unigque encryption key between the transaction
management device and the seller's processing unit;

5 and
means (1500) for comparing decrypted digital

contents with re-demanded digital contents.

67. The system according to claim 66, wherein

10 said traﬁsaction management device comprises
means (1020, 1500) for assuming that the decryption
key transmitted to the purchaser's processing unit is
defective when compared digital contents match each

other, and re-transmitting a decryption key.

15 |
68. The system according to claim 66, wherein
said transaction management device comprises
means- (1020, 1500) for assuming that the digital
contents transmitted to the purchaser's processing
20 unit is defective when compared digital contents do
not match each other, and notifying the seller's
- processing unit of a defect.
69. The system according to claim 64, wherein
25 said transaction management device 'comprises

—
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a provisional settlement process perfornmed at a 40 notification of
confirmati on that an object itemfor which paynent is to be made has been
execut ed, conprising: means for nonitoring whether or not a seller issues a
cancel l ati on request through return of goods; 45 and nmeans for transmtting
third-party return-of- goods certification information as authentication

I nformati on and issuing the cancellation request on 140 behal f of the
sell er when the cancellation request is not issued within a predeterm ned
period. 55. A termnal wunit connected to a financial 5

I nstitution, conprising: neans for storing a portable storage nmedi um for
storing noney information containing provisional settlenent information
which is settled at a notification of confirmation that an object itemfor
10 which paynent is to be nmade has been exect®d; and neans for issui ng the

F?L;ﬁg:zlstorage negéggg §QO20,/156§fn%8%|reqwgénéﬂyggﬁﬁkahéOdigital
contents received from the seller's processing unit
to the purchaser's processing unit when compared

digital contents do not match each other.

70. A transaction management device (5) which
mediates transmission of data from a first party to
a second party, comprising: |
means (1020) for rebeiving data through unique
10 encryption protocol between the first party and the
transaction management device:; and
means (1020, 1500) for transmitting the received
data through a unique encryption protocol between the
second party and the transaction management device.
15
71. A +transaction management device (5) which
mediates a provisional settlement process performed
at a nbtification of confirmation that an object item
for which payment is to be made has been executed,
20 comprising:
means (1500) for monitoring at léast one of a
final settlement admission request and a return-of-
goods request to be issued after a reqeiver of goods
has received the goods; and

25 means (1500). for transmitting third-party
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institution, conprising: 15 means for reading information stored
on a portable storage nediumfor storing noney information containing
provi sional settlenent information which is settled at a notification of
confirmation that an object itemfor which paynent is to be nade has been
20 executed; and neans for transmtting a final settlenent request to a
financial institution according to read information. 25 57. A

financial process device provided in a financial institution,
conprising: neans for accepting a request for an issue of noney

i nformation, which is settled upon receipt of a confirmation notification
that an object itemfor 30 which paynent is to be nade has been execut ed,
cont ai ni ng provisional settlenment information; neans for freezing an anount
of the noney information within a bal ance of2&h account of a payer, and
managi ng t he anount

as.a non-transferabl e unt 35 until t final .
sertlenent i made: CAYARERNGoCEaE 1P ELaNNSREPRES EIgHap® PHFDPRELEBRLon
contai ni ng the proviglrapght3sh! d5d8¥suiNPEABL A1 WettleMRtISdhEEsion
according to claim57, fturther 40 conpri'sing: :

request on behalf of the receiver when none of the
final settlement admission request and the return-of-
5 goods request are issued within a predetermined

period.

72. A transaction management device (5) which
mediates a provisional settlement process performed
10 at a notification of confirmation that an object item
for which payment is to be made has been executed,
comprising:
means (1500) for monitoring whether or not a
seller issues a cancellation request through return
15 of goods; and
means (1500) for transmitting third-party return-
of-goods certification information as authentication
inforﬁation and issuing the cancellation request on
behalf of the seller when the cancellation regquest is

20 not issued within a predetermined period.

73. A transaction management device (5) for mediating
sales of digital contents, comprising:
means (55) for managing a decryption key for

25 digital contents encrypted by a seller and transmitted

This Sheet Has Beep

T



means for witing, in the noney information, object information indicating
the object itemfor which paynent is to be made. 45 59. The devi ce
according to claim58, further conprising: means for accepting the noney
information transferred to a payee and details of an executed 141 obj ect
item for which paynent is to be nmade; and neans (5700) for checking
validity between the object information included in the noney information
~and the details of the executed object item 5 60. The devi ce according
to claim 57, further conprising: means for witing, in the noney

I nformation, object information indicating the object itemfor 10 which
paynment is to be made; and neans for providing a blind signature for the
obj ect information. 61. A financial process device provided in a
15 financial institution, conprising: 287

to a purchaser;

means (1020, 1500) for transmitting the
decryption key to the purchaser; and

means (1500) for issuing third-party witness

5 certification information.

.74. A transaction management device (5) for mediating
sales of digital contents, comprising:
means (1500) for determining whether or not
10 = digital contents received by a purchaser are
defective;
means (1020, 1500) for notifying the purchaser
when it is determined that the digital contents are
defective; and
15 means (1020, 1500) for re-transmitting ' a
decryption key to the purchaser when it is determined

that the decryption key is defective.

75. A transaction management device (5) which

20 mediates among a delivery management device (6, 6')

provided for a deliverer of goods, a seller's

processing unit (2), and a purchaser's and receiver's
processing unit (1), comprising:

means (1500) for receiving an entry of third-

25 party delivery certification information of the

i



means for accepting a request for receipt of transfer froma payee, the
request for receipt of transfer relating to noney information, which is
settled according to a notification of confirmation 20 that an object item
for which paynent is to be nade has been executed, containing provisional
settlenment information; nmeans for confirmng whether or not a final

settl enent adm ssion request has been issued; 25 nmeans for
perform ng one of noney transfer and transfer of the noney information to
t he payee based on contents of the request for receipt of transfer when
final settlement admi ssion is issued; and neans for storing request for
receipt of 30 transfer information in a database when no final settlenent
adm ssion is issued. 62. A financial process device provided in a
financial institution, conprising: 35 28Beans for accepting a final
settl ement adm ssion request corresponding to a provisional settlenent
which is settled ace8tdvagytBapagenertcdevyd@eof confirmation that an obj ect

for checking val i di ty of MR85 addae 3 Fohar Sostyodeat (SHLEL: of BiERET.
third-party return-of-goods certification information
certifying that a return-of-goods regquest has been
5 issued; and
means (1500) for receiving an entry of second
third-party return-of-goods certification information

certifying that a seller has received returned goods.

10 76. A terminal unit (80, 80') .connected to a
financial institution, comprising:

means (3004) for storing a portable storage

medium (82) for storing money information containing

provisional settlement information which is settled

15 at a notification of confirmation that an object item

for which.payment is to be made has been executed; and

means (3010) for issuing the portable storage

medium.

20 77. A terminal unit (81, 80') connected to a
financial institution, comprising:

means (3001) for réading information stored on

a portable storage medium (82) for storing. money

information containing provisional settlement

25 information which is settled at a notification of
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63. The device according to claim 62, further conprising: 45

means for confirm ng acceptance of a final settlenent request froma
payee when contents of the final settlenment adm ssion request are correct;
means for making a paynent based on contents of 142 a request for
recei pt of transfer when the request is issued in the final settlenent
request; and neans for issuing a demand notification for a final settlenent
request process. 5 64. A financial process device provided in a
financial institution, conprising: nmeans for accepting a provisional

settl enent cancellation request corresponding to a provisional 10
settlenment which is settled according to a notification of
~confirmation that an object itemfor which paynent is to be nade has been
execut ed; and nmeans for checking validity of28%he accepted provisional
settlement cancellation request. 15

confirmation that an object item for which payment is
to be made has been executed; and

means (3010, 3020) for <transmitting a final
settlement request to a financial institution

5 according to read information..

78. A terminal unit (80, 80') connected to a
financial institution, comprising:
means (3001) for reading information stored on
10 an inserted portable storage medium (82); ahd
means (3003, 3010) for automatically collecting
the portable storage medium after completion of a
process when the portable storage medium stores
collection information. |
15 h
79. A delivery management device (6, 6') provided for
a deliverer of goods;'combrising:
means (60, 60') for storing goods delivery
information based on a goods delivery request from a
20 seller; and
means (4480) for generating third-party delivery
certification information containing a payment
identifier relating to purchase of the goods and a
signature of one of a.receiver and a substitute when

25 the deliverer delivered the goods to the receiver.
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65. The device according to claim64, wherein said neans for checking the
validity accepts and checks one of first third-party return-of-goods
certification information certifying that a return-of- 20 goods request
has been issued and second third-party return-of-goods certification

i nformation certifying a receipt of returned goods by payee, and setting

t he nunber of days for adjustnent when the checked third- party '
return-of-goods certification information is 25 correct. 66. A
financial process device provided in a financial institution,
conprising: neans for accepting a provisional settlenent 30 cancellation
request corresponding to a provisional settlenent which is settled
according to a notification of confirmation that an object itemfor which
paynent is to be made has been executed; ne28¢ for accepting a
return-of-goods claim and 35 means for reserving a provisional
settl enent cancel | a8®on Precedeviven acecending of tgootkaion ai 79 corfusphexi ng
to a provisional settlenen%?cgncellation request is issued. 40 67. A
paynent process devFEEPHtIRYRd for a payer, conprising: means for

issuing” a request forpegRHeYa102, 4480) for entering the third-party
delivery certification information in a transaction

5 management device (5).

8l. The device according to claim 79, further
comprising:

means (4102, 4480) for notifying the seller of

10 the third-party delivery certification information

after delivering goods.

82. A delivery management device (7, 6') provided for
a deliverer of goods, comprising: '
15 means (70, 60') for storing returned goods
delivery information based on a returned goods
delivery request from a receiver of the goods; and
means (4480) for generating first third-party
return-of-godds certification information containing
20 a payment identifier relating to purchase of the goods
and a signature of one of the receiver, who issued a

return-of-goods request, and a substitute.
83. The device according to claim 82, further
25 comprising:

_—
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i nformation, which is settled upon receipt of a confirmation notification
that an object itemfor 45 which paynent .is to be nade has been executed,
cont ai ni ng provisional settlenment information; and neans for storing the
noney i nformation including the provisional settlenment information. 143
68. The device according to claim67, conprising: nmeans for issuing an
entry request for object information indicating the object itemfor which
paynent is to be made in the noney information 5 containing the provisional
settlenment information. 69. A paynent process device provided for a payer,
conprising: neans for requesting a payee to execute an 10 object itemfor
whi ch paynent is to be nmade; and neans for transferring, to the payee,
noney i nformation, which is settled upon receipt of a confirmation
notification that the object item has been &&cuted, containing provisional

settlenment 15 information. 70. The device according to claim69,
conpri si ng: means (4102, 4480) for entering the first third-

party return-of-goods certification information in a

transaction management device (5).

5 84. The device according to c¢laim 82, further
comprising:

means (4480) for generating second third-party

return-of-goods certification information containing

a receipt signature of the seller and the payment

10 identifier relating to the purchase of the goods when

returned goods are delivered to the seller.

85. The device according to claim 84, further
comprising:

15 means (4102, 4480) for entering the second third-
party return-of-goods certification information in a

transaction management device (5).

86. The device according to ciaim 82, further
20 comprising:
means (4102, 4480) for issuing, to the receiver,'
returned goods delivery acceptance receipt
certification containing +the payment identifier
relating to the purchase of the goods.
25
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means f or Issuing a final settlenent adni ssi on request based on
confirmati on that the object item has 20 been executed when an execution
result is normal. 71. The device according to claim69, further conprising:
means for issuing a return-of-goods request when 25 the contents of goods,
whi ch are the object itemfor which paynent is to be made, are not nor nal
based on confirmation of the contents of the goods; neans for accepting
third-party return-of-goods certification information certifying that the
return- 30 of-goods request has been received; and neans for issuing a
provi sional settlenent cancellation request. 72. A sal es nmanagenent device
provided for a seller 35 of goods, conprising: neans for accepting an order
of goods from a purchaser of the goods; neans for accepting noney
informati on, which is settled according to £2%®tification of confirmation
40 that an object itemfor which payment is to be made has been execut ed,
cont ai ni ng provi si-oBdl- st fiagasdalnproeesisodevisg t pit theseyideddineans
for issuing a final _settlenment request_ after transnmitting the goods to a
receiver of the a>$inancia 1ng%1%ut§on, comprising:
means (5700) for accepting a request for an issue
of money information, which is settled upon receipt
5 of a confirmation notification that an object item for
which payment is to be made has been executed,
containing provisional settlement information;
means (5200, 5300, 5400) for freezing an amount
of the money information within a balance of an
10 account of a payer, and managing the amount as a non-
transferable amount until the £final settlement is
made; and
means (5700) for issuing the money information

containing the provisional settlement information.

15
88. The device according to. claim 87, further
comprising:
means (5700) for writing, in the money
information; object information indicating the object
20 item for which payment is to be made.
89. The device according to claim 88, further
comprising: |
means (5700) for accepting the money information
25 transferred to a payee and details of an executed
This Sheet Has Been Replaced
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45 goods. 73. The device according to claim 72, further conprising: 144
nmeans for nonitoring at | east one of a final settlenent adm ssion request
and a return-of-goods request after the receiver receives the goods; and
means for transmitting third-party delivery 5 certification i nformation
as aut hentication information certifying that the receiver has received
t he goods, and issuing the final settlenment adm ssion request on behal f of
the receiver when neither of the final settlenment adm ssion request and the
return-of- 10° goods request are issued within a predeterm ned peri od.

74. The device according to claim72, further conprising: 15 means
for accepting a notification of a cancellation request through return
of the goods; neans for issuing a provisi settl ement cancellation

request in response to the notification of t cancel l ati on request; and
object item for which payment is to be made; and

means (5700) for checking wvalidity between the
object information included in the money information

and the details of the executed object item.

90. The device according to claim 87, further
comprising: '
means (5700) for writing, in the money
information, object information indicating the object
10 item for which payment is to be made; and
means for providing a blind signature for the

object information.

91. A financial process device (3, 3') provided in
15 a financial institution, comprising:
means (5700) for accepting a request for receipt
of transfer of provisional settlement money from a
payeef
means (5700) for confirming whether or not a
20 final settlement admission request has been issued;
means (5700) for performing one of money transfer
and transfer of electronic money to the payee based
on contents of thé request for receipt of transfer
when final settlement admission is issued; and

25 means (5700) for storing request for receipt of

\
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20 means for requesting a return-of-goods claimwhen the return of
the goods is not nornmal based on confirmation of the contents of returned
goods. 75. A receipt process device provided-for a receiver 25 of goods,
conprising: neans for receiving a result of receipt confirmation of goods
sent froma seller for the goods purchased based on noney information,
which is settled according to a notification of confirmation that an 30
object itemfor which paynent is to be made has been execut ed,

cont ai ni ng provi si onal settlenment information; and neans for issuing
a final settlenent adm ssion request when the goods are normal based on the
result 35 of the receipt confirmati on of the goods. 76. The devi ce

according to claim 75, further conprising: ggans for issuing a
return-of-goods request to 40 return the goo&s when the goods are not

‘normal based on the fesNliepl iR 4RGS0 £QN1d r ABELBASET WHh 0ARISE 1 EANS

for receiving third-party return-of-goods certification information
certifying that the settlemedtd admiwetion risjubsdudds been received; and
neans for issuing a provisional settlement
92. A financial process device (3, 3') provided in
5 a financial institution, comprising:
means (5700) for accepting a final settlement
admission request; and
means (5700) for checking validity of the
accepted final settlement admission request.
10
93. The device according to c¢laim 92, further
comprising:
means (5700) for confirming acceptance of a final
settlement request from a payee when contents of the
15 final settlement admission request are correct;
means (5700) for making a payment based on
contents of a request for receipt of transfer when the
requeét is issued in the final settlement request; and
means (5700) for issuing a demand notification

20 for a final settlement fequest process.

94. A financial process device (3, 3') provided in
a financial institution, comprising:
means (5700) for d&ccepting a provisional

25 settlement cancellation request; and

S
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cancel l ati on request. 145 77. A paynent process device provided for one
of a payer and a confirnor who confirns an object itemfor which paynment is
to be nade, conprising: neans for nonitoring an execution termfor the 5
object itemfor which paynent is to be made contained in paynment condition
information for a transaction perfornmed based on noney information, which
Is settled according to a notification of confirmation that an object item
for which paynent is to be made has been 10 executed, cont ai ni ng

provi si onal settlenent information; and means for issuing a transaction
cancel l ation request by transmtting the paynent condition information as
aut hentication informati on when the 15 object itemis not executed within
the execution term 78. A sal es nanagenent vi ce provided for a payee,
conprising: neans for receiving an object it for which 20 paynent is to

be made froma payer; megng Lor (5968} Bgr™BRYCKERG Bht 0B YN S8 | She

accepted provisional settlement cancellation request.

95. The device according to claim 94, wherein
5 said means for checking the validity accepts and
checks one of first third-party return-of-goods
certification information certifying that a return-of-
goods request has been issued and second third-party
return-of-goods certification information certifying
10 a receipt of returned goods by payee, and setting the
number of days for adjustment when the checked third-
party return-of-goods certification information is

correct.

15 96. A financial process device (3, 3') provided in
a financial institution, comprising:
means (5700) for accepting a provisional
settlehent cancellation request:; ,
means (5700) for accepting a return-of-goods
20 claim; and
means (5700) for reserving a provisional
settlement cancellation process when a return-of-goods
- claim corresponding to a provisional settlement
cancellation request is issued.

25
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settled upon receipt of a confirmation notification that the object item
has been executed, containing provisional settlenent information; 25

means for nonitoring an execution termfor the object itemfor which
paynent is to be nmade; and neans for notifying one of the payer and a
confirmor who confirms the object itemwhen the object item has not been
executed within the execution term 30 79. A portable storage nedi umfor
storing noney information, which is transferred to a payee and settl ed upon
receipt of a confirmation notification that an object itemfor which
paynment is to be made 35 has been executed, containing provisional
settlenent information. 80. The nediun1according to claim79, wherein said
noney i nformati on cont ai ni ng t he 40 3y|5|onal settl enment

i nformation includes object information |nd| ting the object itemfor

whi ch payment i's toghe MRUgaynBlprofe Gl C03ble o} fFTG G, um

storing a program used ect conput er, transaction
managenment devi ce phgér, nechptisinga prOV|S|onaI settlement process
performed at a
: means (6800) for issuing a request for money
information, which is settled upon receipt of .a
5 confirmation notification that an object item for
which payment is to be made has been executed,
containing provisional settlement information; and
means (6300) for storing the money information
including thé provisional settlement information.
10
98. The device according to claim 97, comprising:
means (6800) for issuing an entry request for
object. information indicating the object item for

which payment is to be made in the money information

15 containing the provisional settlement information..

99. A payment process device (1) provided for a
payer,'comprising:
means (6800) for requesting a payee to execute
20 an object item-for which payment is to be made; and
means (6020, 6800) for transferring, to the
payee, money information, which is settled upon
receipt of a confirmation notification that the object-
item has been executed, containing provisional

25 settlement information.
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146 notification of confirmation that an object itemfor which paynent is
to be made has been executed, to performthe functions of: nonitoring at

| east one of a final settlenment 5 adm ssion request and a return-of-goods
request to be issued after a receiver of goods has received the goods; and
transmtting third-party delivery certification information as

aut hentication information and issuing 10 the final settlenent adm ssion
request on behalf of the receiver when neither of the final settlenent

adm ssion request and the return-of-goods request are issued within a
predeterm ned period. 15 82. A conputer-readable storage nmedium storing a
program used to direct a conputer, which is a transacti on nanagenent device
for nediating a provisional settlenent process performed at a notification
of confirmation that an object itemfor 20 #R7ch paynent is to be made has
been executed, to performthe functions of: nonitaqring whether or not a

seller issues a candd9-atihsh Je¥fGE& RAFTIY (& LR 18F oo FOMPFAGing:

means (6800) for issuing a final settlement
admission request based on confirmation that <the
object item has been executed when an execution result

5 is normal.

101. The device according to 99, further comprising:
means for issuing a return-of-goods request when
the contents of goods, which are the object item for
10 which payment is to be made, are not normal based on
| confirmation of the contents of the goods;

means (6020, 6800) for accepting third-party
return-of-goods certification information certifying
that the return-of-goods.requesf has been received;

15  and |
means (6800) for issuing a provisional settlement

cancellation regquest.

102. A sales management device (2) provided for a
20 seller of goods, comprising:
means (7020,.7600) for accepting an order of
goods from a purchaser of the goods;

means (7020, 7600) for accepting money

information containing provisional settlement
25 information from the purchaser; and
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transmtting third-party return-of-goods 25 certification I nformation
as aut hentication information and issuing the cancellation request on
behal f of the seller when the cancellation request is not issued within a
predeterm ned period. 30 83. A storage nediumstoring a programused to
direct a central processing unit and an input/output device of a term nal
unit connected to a financial institution to performthe function of: 35

i ssuing a portable storage nmediumfor storing noney information, which is
settled at a notification of confirmation that an object itemfor which
paynent is to be nmade has been executed, containing provisional settlenent

I nformation. 40 84. A storage nediumstoring a programused to direct a
central processing unit and an input/output device of a termnal unit
.connected to a financial institution to per288mthe function of: 45
transmtting to the financial institution a final settlenent request based
on a portable storage ne@eamsst(FEAY nbasy isswinat fonfinplcsettienented at

a notification of ngéﬁéggiéf%éérE%aﬁEhf%%f%é Hh%?ﬁb%&% to a receiver of

the goods.

5 103. The device according to claim 102, further
comprising:
means (76Q00) for monitoring at least one of a
final settlement admission request and a return-of-
goods request after the receiver receives the goods;
10 and
means (7600) for transmitting third-party
delivery certification information as authentication
information certifying that the receiver has received
the goods, and issuing the final settlement admission
15 request on behalf of the receiver when neither of the
final settlement admission request and the return-of-
gbods_ request are issued within a 'predetermined

period.

20 104. The device according to claim 102, further
comprising: '
means (7600) for accepting a notification of a
cancellation request through return of the goods:;
means (7600) for issuing a provisional settlement

25 cancellation request in response to the notification

This Sheet Has Been Tilaced

T



whi ch paynent is to be nmade has been executed, containing provisional
settlement information. 85. A conputer-readable storage nediumstoring a 5
program used to direct a conputer, which is a financial process device
provided in a financial institution, to performthe functions of: accepting
a request for an issue of noney information, which is settled upon receipt
of a 10 confirmation notification that an object itemfor which paynent is
to be nade has been executed, containing provisional settlenent
information; transferring noney information froma bal ance of an account of
a payer to a provisional settlenment 15 bal ance; issuing the noney

I nformati on containing the provisional settlenent information; and issuing
aut hentication - of t he financi al instit#% yon. 20 86. A

conput er - r eadabl e storage nmedi um storing a p gramused to direct a

conputer, which is orﬁg SANAGESH ?%Yiu%%bor Qygded in a financial

Institution, to per unctlons 0
means (7600) for requesting a return-of-goods

claim when the return of the goods is not normal based

on confirmation of the contents of returned goods.

105. A receipt process device (1) provided for a
receiver of goods, comprising:
means (6030) for receiving a result of receipt
confirmation of goods sent from a seller; and
10 means (6800) for issgipg a final settlement
admission regquest when the Qoods are normal based on

the result of the receipt confirmation of the goods.

106. The device according to claim 105, further

15 comprising: '

means (6800) for issuing a return-of-goods
request to return the goods when the goods are not
normal based on the result of the receipt confirmation
of the goods;

20 means (6020, 6800) for receiving third-party
return-of-goods certification information certifying
that the return-of-goods request has been received;
and

means (6800) for issuing a provisional settlement

25 cancellation request.
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25 accepting a request for receipt of transfer of noney information,
which is settled upon receipt of a confirmation notification that an object
item for which paynent is to be made has been executed, containing
provi sional settlenent information; 30 confirm ng whet her or not a
final settlenment adm ssion request has been issued; transferring one of
noney and el ectronic noney to a payee based on contents of the request for
recei pt of transfer when a final settlenment is 35 admtted; and storing
request for receipt of transfer information in a database when the final
settlenment is not admtted. 40 87. A conputer-readabl e storage nedi um
storing a programused to direct a conputer, which is a financial process
device provided in a financial institution, to performthe functions of:
accepting a final settlenent adm ssion reque3®045 for noney information,
which is settled upon receipt of a confirmation notification that an object
item for which paymd&@7. & mybenrtaneonassmenieﬂebm @kovigirdifomegne of
provi si onal settlenent |nfor |on P
yer an ¢confirmor who confirms an object item
for which payment is to be made, comprising:
means (6800) for monitoring an execution ferm for
5 the object item for which payment is to be made
contained in payment condition information; and
means (6020, 6800) for issuing a transaction
cancellation request by transmitting the payment
condition information as authentication information
10 when the object item is not executed within the

execution term.

108. A sales management device (2) provided for a
payee, comprising:
15 means (7020, 7600) for receiving an object item
for which payment is to be made from a payer:
means (7600) for receiving money information,
which is settled upon receipt of a confirmation
notification that the object item has been executed,
20 containing provisional settlement information:;
means for monitoring an execution term for the
object item for which payment is to be made; and
means (7020, 7600) for notifying one of the payer
and a confirmor who confirms the object item when the
25 object item has not been executed within the execution
\\\._._
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checking validity of the accepted final settlenent adm ssion request. 88. A
conput er -readabl e storage nediumstoring a 5 programused to direct a
conputer, which is a financial process device provided in a financi al
‘institution, to performthe functions of: accepting a provisional

settl ement cancellation request for noney information, which is settled
upon 10 receipt of a confirmation notification that an object itemfor

whi ch paynent is to be made has been execut ed, cont ai ni ng provi si onal
settlenment information; and checking validity of the accepted provisional
15 settl enent cancell ation request. 89. A conputer-readabl e storage nmedi um
storing a programused to direct a conputer, which is a financial process
device provided in a financial 20 institution, to performthe functions of:
accepting a provisional settlenent cancell at3®h request for noney

i nformation, which is settled upon receipt of a confirmation notification
that an object item%™-which paynment is to be made has been 25 executed,
cont ai ni ng provi si onal settlenment information,;

109. A portable storage medium (82) for storing money
information, which is transferred to a payee and
5 settled upon receipt of a confirmation notification
that an object item for which payment is to be made
has been executed, containing provisional settlement

information.

10 110. The medium according to 109, wherein
said money information containing the provisional
settlement information includes object information
indicating the object item for which payment is to be
made.
15 _
111. A computer-readable storage medium (8102, 8105,
8109, 8110) storing a program used to direct a
computér, which is a transaction management device (5)
for mediating transmission of data from a first party
20 to a second party, to perform the functions of:
receiving data using a unique encryption protocol
between the first party and the transaction management
device; and
transmitting received data wusing a unique

25 encryption protocol between the transaction management
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accepting a return-of-goods claim and reserving a provisional settlenent
cancel | ati on process when a return-of-goods claimcorresponding to 30 a
provi si onal settlenent cancellation request is issued. 90. A
conput er -readabl e storage nmedium storing a programused to direct a centra
processing unit and 35 an i nput/output device, which forma paynent process
devi ce provided for a payer, to performthe function of: requesting an

i ssue of noney information, which is settled upon receipt of a confirmation
notification 40 that an object itemfor which paynent is to be nmade has
been executed, containing provisional settlenent information. 91. A storage
medi um storing a programused to direct 45 a central processing unit and an
i nput / out put device, which forma paynent process device provided for a
payer, to performthe functions of: requesti3Qg a payee for an object item

for which 149 paynent is to be nmade; and
device and the second party.

112. A computer-readable storage medium (8102, 8105,

8109, 8110) storing a program used to direct a

5 computer, which is a transaction management devicé (5)

for mediating a provisional settlement process, to
perform the functions of:

monitoring at least one of a final settlement

admission request and a return-of-goods request to be

10 issued after a .receiver of goods has received the

goods; and

transmitting third-party delivery certification

information as authentication information and issuing

the final settlement admission request on behalf of

15 | the receiver when neither of the final settlement

admission request and the return-of-goods request are

issued within a predetermined period.

113. A computer—reédable storage medium (8102, 8105,

20 8109, 8110) storing a program used to direct a

computer, which is a transaction management device (5)

for mediating a provisional settlement process, to
perform the functions of:

monitoring whether or not a seller issues a

25 cancellation request through return of goods; and

——
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transferring noney information, which is settled upon receipt of a
confirmation notification that the object itemfor which paynent is to be
made has been 5 executed, containing provi si onal sett| enent

i nformation. 92. A conputer-readabl e storage nmedi um storing a program used
to direct a conmputer, which is a sales 10 nanagenent device provided for a
seller of goods, to performthe functions of: accepting an order of the
goods from a purchaser of the goods; accepting noney information, which is
settled 15 according to a notification of confirmation that an object item
for which paynent is to be nmade has been executed, cont ai ni ng

provi si onal settlenent information fromthe purchaser; and requesting
for a final settlenment after 20 delivering the goods to a receiver. 93. A
storage medium storing a programused to dir¥3 a central processing unit
and an input/output device, which forma recejpt process device Brovided

for a 25 receiver of go&¥&PSidHIdAir m (HEFATRATHR of ‘T4 SLRR TR a0PPASE
setilement adm ssi OBeLEGUIRhetBAN LNEREBRHSLALR NOT BRI PagGEndRedcheIhP!

confirmation of the goo elTvered froma se r for
information and issuing the cancellation request on

behalf of the seller when the cancellation request is

5 not issued within a predetermined pericd.

114. A computer-readable storage medium (8102, 8105,
8109, 8110) storing a program used to direct. a
computer, which is a transaction management device (5)
10 for mediating sales of digital contents, to perform
the functions of:
managing a decryption key for digital contents
encrypted'by a seller and transmitted to a purchaser;
transmitting the decryption.key'tb the purchaser;
15 and
issuing third-party witness certification

information.

115. A computer-readable storage medium (8102, 8105,
20 8109, 8110) storing a program used to direct a
computer, which is a transaction management device (5)
for mediating sales of digital contents, to perform

the functions of:
determining whether or not digital contents

25 received by a purchaser are defective;
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t he goods purchased based on noney information, which 30 is settled
according to a notification of confirmation that an object item for which
paynent is to be made has been executed, containing provisional settlenment
information. 35 94. A storage nediumstoring a programused to direct a
central processing unit and an input/output device, which forma paynent
process device provided for one of a payer and a confirnor who confirns an
object itemfor which paynent is to be made, to performthe 40 functions
of : nonitoring an execution termfor the object itemfor which paynent is
to be nmade included in paynent condition information for a transaction
performed based on noney information, which is settled according 45 to a
notification of confirmation that an object 4qsem for which paynent is to be
made has been executed, containing provisional settlenent information; and

issuing a transaction capeehtgihgn thiRAUfPicHiser WREnt AANSIE t déB8rhmiiRed
paynment condition information as authentication information when the object
itemis not that the digital contents are defective; and
re-transmitting a decryption key to the purchaser
when it is determined that the decryption key is

5 defective.

116. A computer-readable storage medium (8102, 8105,
8109, 8110) storing a program used to direct a
computer, which is a transaction management device (95)

10 for mediating among a delivery management device (6,
7, 6') provided for a deliverer of goods, a seller's
processing unit (2), and at least one of a purchaser's
and receiver's processing unit (1), to perform the
functions of:

15 receiving an entry of third-party delivery
certification information of the delivery management
device;

receiving an entry of first third-party return-
of-goods certification information certifying that a
20 return-of-goods request has been issued; and
receiving an entry of second third-party return-
of-goods certification information certifying that a

seller has received returned goods.

25 117. A storage medium (8102, 8105, 8109, 8110) storing

_
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executed within the execution term 5 95. A conputer-readabl e storage
medi um storing a programused to direct a conputer, which is a sales
managenent device provided for a payee, to performthe functions of:
accepting an object itemfor which paynent is to 10 be made from a payer;
accepting noney information, which is settled upon receipt of a
confirmation notification that an object itemfor which paynent is to be
made has been execut ed, cont ai ni ng provi si onal settlenent 15
information; nonitoring an execution term for the object itemfor which
paynent is to be nmade, included in paynent condition information; notifying
one of the payer and a confirnor who 20 confirnms the object itemfor which
paynent is to be made when the object itemié%gun executed within the
execution term

a program used to direct a central processing unit and
an input/output device of a terminal unit (80, 80')
connected to a financial institution to perform the
function of:

5 issuing a portable storage medium for storing
money information, which is settled at a notification
of confirmation that an object item for which payment
is to be made has been executed, containing
provisional settlement information.

10 _
118. A storage medium (8102, 8105, 8109, 8110) storing
a program used to direct a central processing unit and
an input/output device of a terminal unit (80, 80'")
connected to a financial institution to perform the
15 function of:
transmitting to the financial institution a final
settlement request based on a portable storage medium
storing' money information, .which is settled at a
notificafi¢n of confirmation that an object item for
20 which payment is to be .made has been executed,

containing provisional settlement informétion.
119. A storage medium (8102, 8105, 8109, 8110) storing

a program used to direct a central processing unit and

25 an input/output device of a terminal unit (80, 80'")

—_—
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connected to a financial institution to perform the
function of: |

automatically coliecting an inserted portable
storage medium after completion of a process when the

portable storage medium stores collection information.

120. A computer-readable storage medium (8102, 8105,
8109, 8110) storing a program used to direct a
computer, which is a delivery management device (6,
6') provided for a deliverer of goods, to perform the
functions of: |

storing goods delivery information based on a
goods delivery request from a seller; and

generating third?party delivery certification
information containing a payment identifier relating
to purchase of the goods and a receipt signature of
one of a receiver and a substitute when the goods are

delivered to the receiver.

121. A computer-readable storage medium (8102, 8105,
8109, 8110) storing a program used to direct a
computer, which is_a delivery management device (7,
6') provided for a deliverer of goods, to perform the
functions of:

storing return-of-goods delivery information
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based on a returned goods delivery request from a
receiver of the goods; and

generating third~party return-of-~goods
certification information containing a payment
identifier relating to purchase of the goods and a
signature of one of the receiver, who issued a return-

of-goods request, and a substitute.

122. A computer-readable storage medium (8102, 8105,
8109, 8110) storing a program used to direct a
cdmputer, which is a financial process device (3, 3')
provided in a financial-institution, tb perform the
functions of:

accepting a request for an issue of money

informatioh} which is settled upon receipt of a

‘confirmation notification that an object item for

which' payment ‘is to _be made has been executed,
containing provisional settlement information;

transferring money information from a balance of
an account of a payer to a provisional settlement
balance;

issuing the money information containing the
provisional settlément information; and

issuing authentication of the financial

institufion.
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123. A computer-readable storage medium (8102, 8105,
8109, 8110) storing a program used to direct a

computer, which is a financial process device (3, 3')

provided in a financial institution, to perform the

functions of:

accepting a request for receipt of transfer of
money information, which is settled upon receipt of
a confirmation notification that an object item for
which payment is to be made has been executed,
containing provisional settlement information;

confirming whether or not a final settlement
admission request has been issued;

transferring one of money and electronic money
to a payee based on contents of the request for
receipt of transfef when a final settlement .is
admitted; and

storing request for receipt o©f transfer
information in a database when the final settlement

is not admitted.

124. A computer-readable storage medium (8102, 8105,
8109, 8110) storing a program used to direct a
computer, which is a financial process device (3, 3')
provided in a financial institution, to perform the
functions of:

\\
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acdepting a final settlement admission request
for money information, which is settled upon receipt
of a confirmation notification that an object item for
which payment is to be made has been executed,
containing provisional settlement information; and

checking validity of the accepted final

settlement admission request.

125. A computer-readable storage mediun (8102, 8105,
8109, 8110) storing a program used to direct a
computer, which is a financial process device (3, 3')
provided in a financial institution, to perform the
functions of:

accepting a provisional settlement éancellation
request for money information, which is settled upon
receipt of a confirmation notification that an object
item for which payment is to be made has been
execufed, containing provisional settlement
information; and

checking wvalidity of the accepted provisional

settlement cancellation request.

126. A computer-readable storage medium (8102, 8105,
8109, 8110) storing a program used to direct a

computer, which is a financial process device (3, 3')
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provided in a financial institution, to perform the
functions of:

accepting a provisional settlement cancellation
request for money information, which is settled upon
receipt of a confirmation notification that an object
item for which payment is to be made has been
executed, containing ' provisional settlement
information ;

accepting a return-of-goods claim; and

reserving a provisional settlement cancellation
process when a return-of-goods claim corresponding to
a provisional settlement cancellation request is

issued.

127. A computer-readable storage medium (8102, 8105,
8109, 8110) storing a program used to direct a central
processing unit and an input/output device, which form
a paymént process device (1) provided for a payer, to
perform the function of:

requesting an issue of money information, which
is settled upon receipt of a confirmation notification
that an object item for which payment is to be made
has been executed, containing provisionai settlement

information.
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128. A storage medium (8102, 8105, 8109, 8110) storing
a program used to direct a central processing unit and
an input/output device, which form a payment process
device (1) provided for a payer, to perform the
functions of:

requesting a payee for an object item for which
payment is to be made:; and

transferring money information, which.is settled
upon receipt of a confirmation notification that the
object item for which payment is to be made has been
executed, containing provisional settlement

information.

129. A computer-readable storage medium (8102, 8105,
8109, 8110) storing a program used to direct. a
computer, ﬁhich is a sales management device (2)
provided for a seller of goods; to perform the
functions of:

accepting an order of the goods from a purchaser
of the goods:;

accepting money information containing
provisional settlement information from the purchaser;
and

requesting for a final settlement after

delivering the goods to a receiver.
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130. A storage medium (8102, 8105, 8109, 8110) storing
a program used to direct a central processing unit and
an input/output device, which form a receipt process
device (1) provided for a receiver of goods, to
perform the funétion of:

issuing a final settlement admission request when
the goods are normal based on a receipt confirmation

of the goods delivered from a seller.

131. A storage'medium (8102, 8105, 8109, 8110) storing
a program used to direct a central processing unit and
an input/output device, which form a payment process
device (1) provided for one of a payer and a confirmor
who confirms an object item for which payment is to
be made, to perform the functions of:

monitoring an execution term for the object item
for which payment is to be made included in payment
condition information; and

issuing a transaction cancellation request by
transmitting the payment condition information as
authentication information when the object item is not

executed within the execution term.

132. A computer-readable storage medium (8102, 8105,
8109, 8110) storing a program used to direct a

—_—
—
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computer, which is a sales management device (2)
provided for a payee, to perform the functions of:

accepting an object item for which payment is to
be made from a payer:;

accepting money information, which is settled
upon receipt of a confirmation notification that an
object item for which payment is to be made has been
executed, containing provisional settlement
information;

monitoring an execution term, for the object item
for which payment is to be made, included in payment
condition information;

notifying one of the payer and a confirmor who
confirms the object item for which payment is to be
made when the object item is not executed within the

execution term.

_—
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