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BLOCKCHAIN DATA AUTHORIZATION ACCESS METHOD AND APPARATUS,
AND DEVICE

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to Chinese Patent Application No.
202010322631.0, titled “BLOCKCHAIN DATA ACCESS AUTHORIZATION METHOD

AND APPARATUS,” filed on April 22, 2020, which is incorporated by reference in its entirety.
FIELD OF THE TECHNOLOGY

[0002] This application relates to the field of blockchain technologies and, specifically,

to a blockchain data access authorization method, apparatus, and device.
BACKGROUND

[0003] When handling certain banking businesses, in order to prevent users from
repeatedly filling in the card application information, a card service provider can use the
blockchain technology to directly provide data services to the card issuing bank. However, in
order to protect the ownership and privacy of the data, the card service provider cannot directly
obtain the clear text of the user information, and the card issuer needs to obtain the user's
authorization to obtain the data. Therefore, it is necessary to design an authorization scheme to

protect data privacy while ensuring data services.
SUMMARY

[0004] The embodiments of the present invention provide a blockchain data access
authorization method, apparatus, and device to realize user-controllable data access

authorization, protecting data privacy.
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[0005] In a first aspect, embodiments of the present invention provide a method for
authorizing a blockchain data access, including:

[0006] obtaining, by a blockchain platform, a data access request from a third-party
institution, wherein the data access request includes a user ID of data access, a data scope, and a
random number of a signature, wherein the random number of the signature is generated by the
third-party institution after receiving a random number sent by the client terminal and signing on
the received random number, and wherein the random number sent by the client terminal is
generated after the client terminal receives an authorization request sent by the third-party
institution and determines to authorize the blockchain data access from the third-party institution;
[0007] performing, by the blockchain platform, a verification on the random number of
the signature and the data scope; and

[0008] after determining that the verification is passed, sending, by the blockchain
platform, data ciphertext corresponding to the user ID to the third-party institution, such that the
third-party institution decrypts the data ciphertext using a data secret key sent by the client
terminal;

[0009] According to the above technical solutions, the blockchain platform verifies the
random number, data scope, data access time, and other information in the data access request of
the third-party institution based on the data verification information authorized by the client
terminal, so that the user's data can be accurately controlled, and the user can also control the
scope and timing of third-party data access. Since the client terminal will generate a random
number every time the third-party institution sends an authorization request, the random number
of each authorization request can be different, so that it can be guaranteed that one authorization

can only be used for one access. If the third-party institution needs to access again, then it is
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necessary to send an authorization request to the client terminal again, so that the user can
control its own private data and improve data protection.

[0010] Optionally, the performing, by a blockchain platform, a verification on the
random number of the signature and the data scope, further includes:

[0011] using, by the blockchain platform, the third-party public key to verify the random
number of the signature; and

[0012] using, by the blockchain platform, a data scope of data access sent by the client
terminal to verify the data scope.

[0013] Optionally, before sending data ciphertext corresponding to the user ID to the
third-party institution, the method further includes:

[0014] determining, by the blockchain platform, that a timer of the data access request
has not timed out, wherein the timer of the data access request is started after receiving data
verification information sent from the client terminal.

[0015] Optionally, before obtaining the data access request from the third-party
institution, the method further includes:

[0016] obtaining, by the blockchain platform, the data verification information sent by
the client terminal, wherein the data verification information includes the random number, the

third-party public key, the data scope of data access, and the time of data access; and

[0017] starting, by the blockchain platform, the timer of the data access request according

to the time of data access, and registering the random number, the third-party public key, and the

data scope of data access.
[0018] Optionally, before obtaining the data verification information sent by the client

terminal, the method further includes:
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[0019] obtaining, by the blockchain platform, data storage information sent by the client
terminal, wherein the data storage information includes the user 1D and the data ciphertext
corresponding to the user ID, and wherein the data ciphertext is obtained after encrypting the
data by the client terminal using the symmetric secret key of the client terminal; and

[0020] storing, by the blockchain platform, the data ciphertext corresponding to the user
ID and the user ID.

[0021] Optionally, after storing the data ciphertext corresponding to the user ID and the
user ID, the method further includes:

[0022] obtaining, by the blockchain platform, a new data ciphertext sent by the client
terminal, wherein the new data ciphertext is obtained after encrypting a new data by the client

terminal using the symmetric secret key; and

[0023] overwriting, by the blockchain platform, the data ciphertext with the new data
ciphertext.
[0024] Optionally, storing the data ciphertext corresponding to the user ID and the user

ID, the method further includes:

[0025] obtaining, by the blockchain platform, a data request sent by the client terminal;
[0026] sending, by the blockchain platform, the data ciphertext to the client terminal,
such that the client terminal decrypts the data ciphertext and encrypts the data with a new
symmetric secret key;

[0027] obtaining, by the blockchain platform, a data storage request sent by the client
terminal, wherein the data storage request includes a new data ciphertext that is encrypted by the
client terminal using the new symmetric secret key; and

[0028] overwriting, by the blockchain platform, the data ciphertext with the new data
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ciphertext.

[0029] In a second aspect, embodiments of the present invention provide a blockchain
data access authorization apparatus, comprising:

[0030] an obtaining unit configured to obtain a data access request from a third-party
institution, wherein the data access request includes a user ID of data access, a data scope, and a
random number of a signature, wherein the random number of the signature is generated by the
third-party institution after receiving a random number sent by the client terminal and signing on
the received random number, and wherein the random number sent by the client terminal is
generated after the client terminal receives an authorization request sent by the third-party
institution and determines to authorize the blockchain data access from the third-party institution;
[0031] a processing unit configured to perform a verification on the random number of
the signature and the data scope; and

[0032] a sending unit configured to, after determining that the verification is passed, send
data ciphertext corresponding to the user ID to the third-party institution, such that the third-

party institution decrypts the data ciphertext using a data secret key sent by the client terminal;

[0033] Optionally, the processing unit is further configured to:

[0034] use the third-party public key to verify the random number of the signature; and
[0035] use a data scope of data access sent by the client terminal to verify the data scope.
[0036] Optionally, the processing unit is further configured to:

[0037] before sending the data ciphertext corresponding to the user ID to the third-party

institution, determine that a timer of the data access request has not timed out, wherein the timer
of the data access request is started after receiving data verification information sent from the

client terminal.
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[0038] Optionally, the processing unit is further configured to:

[0039] before obtaining the data access request from the third-party institution, obtain the
data verification information sent by the client terminal, wherein the data verification
information includes the random number, the third-party public key, the data scope of data
access, and the time of data access; and

[0040] start the timer of the data access request according to the time of data access, and
registering the random number, the third-party public key, and the data scope of data access.
[0041] Optionally, the processing unit is further configured to:

[0042] before obtaining the data verification information sent by the client terminal,
obtain data storage information sent by the client terminal, wherein the data storage information
includes the user 1D and the data ciphertext corresponding to the user 1D, and wherein the data
ciphertext is obtained after encrypting the data by the client terminal using the symmetric secret

key of the client terminal; and

[0043] store the data ciphertext corresponding to the user 1D and the user ID.
[0044] Optionally, the processing unit is further configured to:
[0045] after storing the data ciphertext corresponding to the user ID and the user ID,

obtain a new data ciphertext sent by the client terminal, wherein the new data ciphertext is

obtained after encrypting a new data by the client terminal using the symmetric secret key; and

[0046] overwrite the data ciphertext with the new data ciphertext.

[0047] Optionally, the processing unit is further configured to:

[0048] obtain a data request sent by the client terminal;

[0049] send the data ciphertext to the client terminal, such that the client terminal

decrypts the data ciphertext and encrypts the data with a new symmetric secret key;
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[0050] obtain a data storage request sent by the client terminal, wherein the data storage
request includes a new data ciphertext that is encrypted by the client terminal using the new
symmetric secret key; and

[0051] overwrite the data ciphertext with the new data ciphertext.

[0052] In a third aspect, embodiments of the present invention provide a computing
device, comprising:

[0053] a memory for storing program instructions; and

[0054] a processor configured to call the program instructions stored in the memory, and
execute a method according to any of claims 1 to 7 according to the obtained program.

[0055] In a fourth aspect, embodiments of the present invention provide a computer-
readable non-volatile storage medium, comprising computer-readable instructions for, when a
computer reads and executes the computer-readable instructions, causing the computer to
execute the above methods.

[0056] In a fifth aspect, embodiments of the present invention provide a blockchain data

access authorization device, comprising:

[0057] at least one processor; and
[0058] a memory communicatively coupled to the at least one processor; wherein,
[0059] the memory stores instructions executable by the at least one processor, and the

instructions are executed by the at least one processor to enable the at least one processor to

perform the execution of the above method.
BRIEF DESCRIPTION OF THE DRAWINGS

[0060] In order to more clearly illustrate the technical solutions in the embodiments of

the present invention, the drawings used in the description of the embodiments will be briefly
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described below. It is obvious that the drawings in the following description are only some
embodiments of the present invention, and those skilled in the art can obtain other drawings
based on these drawings without inventive efforts.

[0061] FIG. 1 illustrates a schematic diagram of a system architecture according to an
embodiment of the present invention;

[0062] FIG. 2 illustrates a flowchart of a blockchain data access authorization method
according to an embodiment of the present invention;

[0063] FIG. 3 illustrates a schematic diagram of data storage according to an
embodiment of the present invention;

[0064] FIG. 4 illustrates a schematic diagram of data access according to an embodiment
of the present invention;

[0065] FIG. 5 illustrates a schematic diagram of data changing process according to an
embodiment of the present invention;

[0066] FIG. 6 illustrates a schematic diagram of secret key changing process according to
an embodiment of the present invention;

[0067] FIG. 7 illustrates a structural diagram of a blockchain data access authorization
apparatus according to an embodiment of the present invention; and

[0068] FIG. 8 illustrates a structural diagram of a blockchain data access authorization

device according to an embodiment of the present invention.
DESCRIPTION OF EMBODIMENTS

[0069] To make clearer of the objectives, technical solutions, and advantages of the
present disclosure, the followings further describe the present disclosure in detail with reference

to the accompanying drawings. Obviously, the described embodiments are only some but not all
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of the embodiments of the present disclosure. All other embodiments obtained by a person of
ordinary skill in the art based on the disclosed embodiments of the present disclosure without
creative efforts are within the scope of the present disclosure.

[0070] FIG. 1 exemplarily shows a system architecture to which embodiments of the
present invention may be applicable, and the system architecture may include multiple client
terminals 100, a blockchain platform 200, and multiple third-party institutions 300.

[0071] A client terminal 100 is used for communicating with the blockchain platform
200, and sending the data ciphertext to the blockchain platform 200 for storage on the chain.
[0072] A third-party institution 300 is a computer(s) used by an institution (e.g., a bank
or a financial organization) to access the data ciphertext stored by the client terminal 100 from
the blockchain platform 200 under the authorization of the client terminal 100.

[0073] The blockchain platform 200 includes a plurality of blockchain nodes 210, which
communicate with the client terminal 100 and the third-party institution 300, and are used to
process and store the data ciphertext sent by the client terminal 100. After the verification of the
access request is passed, the ciphertext of the data stored by the client terminal 100 is sent to the
third-party institution 300. The plurality of blockchain nodes 210 can be connected and
communicate with each other, and each blockchain node 210 includes a plurality of blocks, and
the blocks are used to store the data ciphertext sent by the client terminal 100.

[0074] It should be noted that the structure shown in FIG. 1 above is only an example,
which is not limited in the embodiments of the present invention.

[0075] Based on the above description, FIG. 2 shows in detail a process for authorizing
blockchain data access according to an embodiment of the present invention. The process may be

executed by an apparatus for authorizing blockchain data access, and the apparatus may be
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located at a blockchain node, or may coincide with the blockchain node.

[0076] As shown in FIG. 2, the process may specifically include:

[0077] Step 201, the blockchain platform obtains a data access request from a third-party
institution.

[0078] The data access request may include the user ID (identifier) of the data access, the

data scope, and the random number of the signature, wherein the random number of the signature
is generated by the third-party institution after receiving a random number sent by the client
terminal and signing on the received random number. The random number sent by the client
terminal is generated after the client terminal receives the authorization request sent by the third-
party institution and determines to authorize the data access from the third-party institution.
[0079] Before obtaining the data access request from the third-party institution, the
blockchain platform obtains the data verification information sent by the client terminal, and the
data verification information may include a random number, a third-party public key, the data
scope and time of the data access. Further, according to the time of data access, the timer of the
data access request is started, and the random number, the third-party public key, and the data
scope of the data access are registered. The third-party public key is the public key of the third-
party institution.

[0080] At the same time, the blockchain platform may also obtain the data storage
information sent by the client terminal, and the data storage information includes the user ID and
the data ciphertext corresponding to the user ID. The data ciphertext may be obtained by the
client terminal using the symmetric secret key of the client terminal to encrypt the data. The
blockchain platform stores the user ID and the data ciphertext corresponding to the user ID.

[0081] For example, as shown in FIG. 3, steps for the client terminal to store data to the

10
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blockchain platform include followings:

[0082] (1) The client terminal generates a symmetric secret key;

[0083] (2) The client terminal uses its own symmetric secret key to encrypt the data, and
sends the encrypted data to the blockchain platform;

[0084] (3) The blockchain platform stores encrypted data.

[0085] When a third-party institution performs an authorized data access, as shown in
FIG. 4, steps for the third-party institution of user-authorized data access includes followings:
[0086] (1) The third-party institution sends an authorization request to the client terminal,
including the scope of the data and the public key of the third-party institution.

[0087] (2) After the client terminal determines to grant the authorization, a random nonce
(a random number) is generated;

[0088] (3) The client terminal sends the generated nonce, the third-party public key, the
scope and time limit of data access to the blockchain platform and, at the same time, sends the
same nonce and the symmetric secret key of the data to the third-party institution.

[0089] (4) After receiving the request, the blockchain platform registers the nonce, third-
party public key, and data access scope, and then sets a timer according to the data access time
limit.

[0090] Step 202, the blockchain platform verifies the random number of the signature
and the data scope.

[0091] Specifically, the blockchain platform may use the third-party public key to verify
the random number of the signature, that is, using the third-party public key to verify whether the
signature is correct. Further, the data scope of the data access sent by the client terminal is used

to verify the data scope, and the verification is passed when the data scopes are the same.

11
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[0092] Since the client terminal may generate a random number every time the third-
party institution sends an authorization request, the random number of each authorization request
can be different, so that it can be guaranteed that one authorization can only be used for one
access. If the third-party institution needs to access again, it is necessary to send an authorization
request to the client terminal again, so that the user can control their own private data and
improve data protection.

[0093] In addition, the time of the data access request from the third-party institution can
also be verified to verify whether the third-party institution's data access has timed out. Mainly to
confirm whether the timer of the data access request has timed out. The timer of the data access
request is started after receiving the data verification information sent by the client terminal.
[0094] By setting a timer to limit the data access time of the third-party institution, the
function of one authorization for one access can be further realized.

[0095] That is, as shown in FIG. 4, the blockchain platform verifies the nonce signature
through the deployed smart contract, verifies the requested data scope, and determines whether
the timer has timed out.

[0096] Step 203: After confirming that the verification is passed (i.e., the signature is
correct, the data scopes match, and the timer has not timed out), the blockchain platform sends
the data ciphertext corresponding to the user ID to the third-party institution.

[0097] After the blockchain platform confirms that the verification is passed in Step 202,
the corresponding data ciphertext can be sent to the third-party institution. As shown in FIG. 4, if
all the conditions are met, the corresponding data ciphertext is returned to the third-party
institution; otherwise, the request of the third-party institution is rejected. At the same time, the

client terminal is notified. That is, after the conditions are met, according to the data scope, the

12



10

15

20

blockchain platform will send the corresponding data ciphertext that meets the data scope to the
third-party institution.

[0098] After receiving the data ciphertext, the third-party institution decrypts the data
using the data secret key sent by the client terminal to obtain the data plaintext.

[0099] It should be noted that after storing the data in the blockchain platform, the client
terminal can also change the data and change the secret key. Specifically:

[00100] The data changing process can include:

[00101] The blockchain platform obtains the new data ciphertext sent by the client
terminal, where the new data ciphertext is generated by the client terminal via encrypting the
new data with a symmetric secret key. The blockchain platform overwrites the stored data

ciphertext with the new data ciphertext.

[00102] The blockchain platform obtains the data request sent by the client terminal;
[00103] The secret key changing process can include:
[00104] First, the blockchain platform sends the data ciphertext to the client terminal, so

that the client terminal can decrypt the data ciphertext to obtain the data and then to encrypt the
data with a new symmetric secret key. Further, the blockchain platform obtains the data storage
request sent by the client terminal, and the data storage request includes the new data ciphertext
that is the data encrypted by the client terminal using the new symmetric secret key. Finally, the

blockchain platform overwrites the stored data ciphertext with the new data ciphertext.

[00105] For example, as shown in FIG. 5, steps for data changing include followings:
[00106] (2) The client terminal encrypts the new data with the secret key;

[00107] (2) The client terminal sends the encrypted data to the blockchain platform;
[00108] (3) The blockchain platform overwrites the old data ciphertext with the new data

13
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ciphertext.
[00109] As shown in FIG. 6, the client terminal’s data secret key can be changed

automatically and regularly, or manually. The process for changing the key include followings:

[00110] (1) The client terminal requests data from the blockchain platform;
[00111] (2) The blockchain platform returns data;
[00112] (3) The client terminal decrypts the data with the old secret key and encrypts the

decrypted data with the new secret key;

[00113] (4) The client terminal sends the encrypted new data to the blockchain platform;
[00114] (5) The blockchain platform overwrites the old data with the new data.
[00115] In order to better explain the embodiments of the present invention, the foregoing

process of authorizing data access will be described below in certain specific implementation
scenarios.

Embodiment 1: User authorization for the one-key-through service.

[00116] The user of the client terminal may use some functions of the data and private key
management APP. The functions may include: private key generation, data encryption and
decryption, random nonce generation, and other functions;

[00117] The third-party institution is a bankcard issuing platform in this case, which can
generate a pair of public and private keys, with functions including signing/signature and data
decryption;

[00118] The blockchain platform adopts the Hyperledger fabric platform and, through
chain code, realizes functions including user data storage, signature verification, data scope
filtering, and timer, etc., and provides RESTful API interface to the outside world.

[00119] These three parties can connect to each other through the Internet and access each

14
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other via the http protocol.

[00120] In such implementation scenario, the data storage and data authorization process
may include:
[00121] (1) The APP on the client terminal uses the AES symmetric encryption algorithm

to generate the symmetric secret key, encrypts the personal information, obtains the data
ciphertext, and calls the data storage interface of the smart contract on the blockchain platform to
store the data ciphertext on the blockchain platform.

[00122] (2) The third-party institution forms an authorization request, and the request
includes the data scope for the user name, mobile phone number, ID number and other
information, and generates a public key.

[00123] (3) The APP on the client terminal receives the authorization request from the
third-party institution and notifies the user to authorize. The user confirms the scope via the
client terminal. If the authorization is confirmed and the time limit for authorization is selected,
the APP on the client terminal generates a random nonce string. Otherwise, rejection information
is returned to the third-party institution, and the process ends.

[00124] (4) The APP on the client terminal sends the nonce string, the public key of the
third-party institution, the data scope, and the time limit to the blockchain platform by calling the
authorization interface of the smart contract of the blockchain platform. At the same time, the
APP on the client terminal sends the nonce string and the AES secret key to the third-party
institution (network data may be encrypted with tls/ssl);

[00125] (5) After the authorization interface of the smart contract of the blockchain
platform receives the information from the APP on the client terminal, it registers the nonce

string, the public key of the third-party institution, and the data scope, and sets a timer according
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to the time limit;

[00126] (6) After receiving the information sent by the APP of the client terminal, the
third-party institution signs the nonce string with its own private key, and forms a data access
request, including data access scope, signature, and other information, and sends the data access
request to the data access interface of the smart contract of blockchain platform.

[00127] (7) After receiving the request, the data access interface of the smart contract of
the blockchain platform first verifies the signature with the registered nonce and the private key
of the third-party institution, and then judges whether the data access scope matches the
registered data scope, and whether the timer times out. If all the conditions are met, the data
ciphertext within the specific data scope is filtered from the user information, and returned to the
third-party institution and, at the same time, the APP of the client terminal is notified of the
third-party institution's data access. Otherwise, the request of the third-party institution is
rejected.

[00128] (8) After receiving the data ciphertext returned by the blockchain platform, the
third-party institution decrypts the data ciphertext with the data secret key received in Step (6) to
obtain the user data plaintext.

[00129] It should be noted that, in the process of practical applications, the above-
mentioned blockchain platform may use other frameworks; or may use non-blockchain data
platforms. The above-mentioned client terminal APP may be replaced with official account
services, web services, computer client terminals and other similar forms. The above-mentioned
client terminal secret key can be stored in a trusted execution environment such as TEE. The
above encryption and decryption functions can be performed in a TEE or an encryption machine.

The above encryption and decryption algorithms may adopt algorithms such as DES, 3DES, and

16
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Guomi, etc. Further, more access conditions can be set, such as the number of data accesses, and
registered restrictions of the data itself. The above-mentioned user can be another institution, and
the data can be institutional data to realize authorized data access between institutions.

[00130] As illustrated in the above embodiments, the blockchain platform obtains a data
access request from a third-party institution, and the data access request includes the user ID of
the access data, the data scope, and the random number of the signature. The random number of
the signature is the random number received by the third-party institution from the client
terminal and signed by third-party institution. The random number sent by the client terminal is
generated after the client terminal receives the authorization request sent by the third-party
institution and determines granting the data authorization of the third-party institution. The
random number of the signature and the data scope are then verified. After the verification is
passed, the data ciphertext corresponding to the user ID is sent to the third-party institution, so
that the third-party institution can decrypt the data ciphertext using the data secret key sent by the
client terminal. Based on the data verification information authorized by the client terminal, the
blockchain platform verifies the random number, data scope, data access time, and other
information in the data access request of the third-party institution, so that the user's data can be
accurately controlled, and the user can also control the scope and timing of third-party data
access. Since the client terminal will generate a random number every time the third-party
institution sends an authorization request, the random number of each authorization request can
be different, so that it can be guaranteed that one authorization can only be used for one access.
If the third-party institution needs to access again, then it is necessary to send an authorization
request to the client terminal again, so that the user can control its own private data and improve

data protection.
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[00131] Based on the similar technical concepts, FIG. 7 exemplarily shows the structure of
a block chain data access authorization apparatus provided by an embodiment of the present
invention, and the apparatus can execute a blockchain data access authorization process.

[00132] As shown in FIG. 7, the apparatus may specifically include:

[00133] An obtaining unit 701, which is used to obtain a data access request from a third-
party institution. The data access request may include the user ID of the data access, the data
scope, and the random number of the signature, wherein the random number of the signature is
generated by the third-party institution after receiving a random number sent by the client
terminal and signing on the received random number. The random number sent by the client
terminal is generated after the client terminal receives the authorization request sent by the third-
party institution and determines to authorize the data access from the third-party institution;
[00134] A processing unit 702, which is used to process the random number of the
signature and the data scope;

[00135] The sending unit 703 is used to send the data ciphertext corresponding to the user
ID to the third-party institution, such that the third-party institution decrypts the data ciphertext
using the data secret key sent by the client terminal.

[00136] Optionally, the processing unit 702 is specifically configured to:

[00137] Use the third-party public key to verify the random number of the signature, and
use the data scope of the data access sent by the client terminal to verify the data scope;

[00138] Optionally, the processing unit 702 is further configured to:

[00139] Before sending the data ciphertext corresponding to the user ID to the third-party
institution, determine that the timer of the data access request has not timed out, where the timer

of the data access request is started after receiving the data verification information sent from the
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client terminal.

[00140] Optionally, the processing unit 702 is further configured to:

[00141] Before obtaining the data access request from the third-party institution, obtain
data verification information sent by the client terminal, where the data verification information
includes a random number, a third-party public key, and the data scope and time of data access;
[00142] Based on the data access time, start the timer of the data access request, and
register the random number, the third-party public key, and the data scope of the data access.
[00143] Optionally, the processing unit 702 is further configured to:

[00144] Before obtaining the data verification information sent by the client terminal,
obtain the data storage information sent by the client terminal; the data storage information
includes the user ID and the data ciphertext corresponding to the user ID; the data ciphertext is
obtained after encrypting the data by the client terminal using the symmetric secret key of the

client terminal;

[00145] The user ID data and the data ciphertext corresponding to the user ID is stored.
[00146] Optionally, the processing unit 702 is further configured to:
[00147] After storing the user ID and the data ciphertext corresponding to the user ID,

obtain a new data ciphertext sent by the client terminal, and the new data ciphertext is obtained

after encrypting a new data by the client terminal using the symmetric secret key;

[00148] Overwrite the data ciphertext with the new data ciphertext.
[00149] Optionally, the processing unit 702 is further configured to:
[00150] After storing the user ID and the data ciphertext corresponding to the user ID,

obtain the data request sent by the client terminal;

[00151] Send the data ciphertext to the client terminal, such that the client terminal
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decrypts the data ciphertext and then encrypts the decrypted data with a new symmetric secret
key;

[00152] obtain a data storage request sent by the client terminal, where the data storage
request includes a new data ciphertext that is encrypted by the client terminal using the new
symmetric secret key;

[00153] Overwrite the data ciphertext with the new data ciphertext.

[00154] Based on the similar technical concepts, an embodiment of the present invention
provides a device for authorizing blockchain data access. The device includes at least one
processor; and a memory communicatively coupled to the at least one processor. The memory
stores computer instructions executable by the at least one processor, and the instructions can be
executed by the at least one processor to cause the at least one processor to perform the
blockchain data access authorization process in the above embodiments.

[00155] Using one processor as an example, FIG. 8 shows a structure of a blockchain data
access authorization device provided by an embodiment of the present invention. The blockchain
data access authorization device 800 includes: a transceiver 801, a processor 802, a memory 803,
and a bus system 804;

[00156] The memory 803 is used for storing computer programs. Specifically, the
programs may include program codes, and the program codes includes computer operation
instructions. The memory 803 may be random access memory (RAM), or may be non-volatile
memory, such as at least one disk memory. Although only one memory is shown in the figure, of
course, the number of memory can also be set as many as needed. Memory 803 may also be a
memory in processor 802.

[00157] Memory 803 stores the following elements, executable modules or data structures,
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or a subset thereof, or an extended set thereof:

[00158] Operation instructions: including various operation instructions, which are used to
realize various operations.

[00159] Operating system: including various system programs for implementing various
basic services and handling hardware-based tasks.

[00160] The above-mentioned method for authorizing blockchain data access in the
embodiments of the present invention may be applied to the processor 802, or implemented by
the processor 802. The processor 802 may be an integrated circuit chip with signal processing
capability. In the implementation process, each step of the above method for authorizing access
to blockchain data can be completed by an integrated logic circuit of hardware in the processor
802 or instructions in the form of software. The above-mentioned processor 802 may be a
general-purpose processor, a digital signal processor (DSP), an application specific integrated
circuit (ASIC), a field programmable gate array (FPGA) or other programmable logic devices,
discrete gate or transistor logic devices, discrete hardware components. The methods, steps, and
logic block diagrams disclosed in the embodiments can be implemented or executed. A general
purpose processor may be a microprocessor or the processor may be any conventional processor
or the like. The steps of the method disclosed in conjunction with the embodiments of the present
invention may be directly embodied as executed by a hardware decoding processor, or executed
by a combination of hardware and software modules in the decoding processor. The software
module may be located in random access memory, flash memory, read-only memory,
programmable read-only memory or electrically erasable programmable memory, registers and
other storage media mature in the art. The storage medium is located in the memory 803, and the

processor 802 reads the information in the memory 803, and performs the following steps in
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combination with its hardware:

[00161] The transceiver 801 is used to obtain a data access request from a third-party
institution. The data access request may include the user ID of the data access, the data scope,
and the random number of the signature, wherein the random number of the signature is
generated by the third-party institution after receiving a random number sent by the client
terminal and signing on the received random number. The random number sent by the client
terminal is generated after the client terminal receives the authorization request sent by the third-
party institution and determines to authorize the data access from the third-party institution;
[00162] The processor 802 is configured to perform processing of the random number of
the signature and the data scope;

[00163] The transceiver 801 is configured to, after determining that the verification is
passed, send the data ciphertext corresponding to the user ID to the third-party institution, such
that the third-party institution decrypts the data ciphertext using the data secret key sent by the
client terminal.

[00164] Optionally, the processor 802 is specifically configured to:

[00165] Use the third-party public key to verify the random number of the signature, and
use the data scope of the data access sent by the client terminal to verify the data scope

[00166] Optionally, the processor 802 is further configured to:

[00167] Before obtaining the data access request from the third-party institution, obtain
data verification information sent by the client terminal, where the data verification information
includes a random number, a third-party public key, and the data scope and time of data access.
[00168] Optionally, the processor 802 is further configured to:

[00169] Before obtaining a data access request from a third-party institution, obtain data
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verification information sent by the client terminal, where the data verification information
includes a random number, a third-party public key, and the data scope and time of data access;
[00170] Based on the data access time, start the timer of the data access request, and
register the random number, the third-party public key, and the data scope of the data access.
[00171] Optionally, the processor 802 is further configured to:

[00172] Before obtaining the data verification information sent by the client terminal,
obtain the data storage information sent by the client terminal; the data storage information
includes the user ID and the data ciphertext corresponding to the user ID; the data ciphertext is
obtained after encrypting the data by the client terminal using the symmetric secret key of the

client terminal;

[00173] The user ID data and the data ciphertext corresponding to the user ID is stored.
[00174] Optionally, the processor 802 is further configured to:
[00175] After storing the user ID and the data ciphertext corresponding to the user ID,

obtain a new data ciphertext sent by the client terminal, and the new data ciphertext is obtained

after encrypting a new data by the client terminal using the symmetric secret key;

[00176] Overwrite the data ciphertext with the new data ciphertext.
[00177] Optionally, the processor 802 is further configured to:
[00178] After storing the user ID and the data ciphertext corresponding to the user ID,

obtain the data request sent by the client terminal;

[00179] Send the data ciphertext to the client terminal, such that the client terminal
decrypts the data ciphertext and then encrypts the decrypted data with a new symmetric secret
key;

[00180] Obtain a data storage request sent by the client terminal, where the data storage
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request includes a new data ciphertext that is encrypted by the client terminal using the new
symmetric secret key;

[00181] Overwrite the data ciphertext with the new data ciphertext.

[00182] Those skilled in the art can understand that all or part of the steps in the above
methods of the embodiments can be completed by instructing the relevant hardware through a
program, and the program is stored in a storage medium and includes several instructions to
make a device (may be a single-chip microcomputer, a chip, etc.) or a processor (hardware
processor) to execute all or part of the steps of the methods in the various embodiments of the
present application. The aforementioned storage medium includes: U disk, portable hard disk,
Read-Only Memory (ROM), Random Access Memory (RAM), magnetic disk or optical disk
and/or other media that can store program codes.

[00183] Based on the similar technical concepts, an embodiment of the present invention
also provides a computing device, including:

[00184] A memory used for storing program instructions;

[00185] A processor used for calling the program instructions stored in the memory, and
executing the above blockchain data access authorization method according to the obtained
program.

[00186] Based on the similar technical concepts, an embodiment of the present invention
also provides a computer-readable non-volatile storage medium, including computer-readable
instructions, when the computer reads and executes the computer-readable instructions, the
computer executes the above-mentioned blockchain data access authorization method.

[00187] The present disclosure has been described with reference to flowchart illustrations

and/or block diagrams of methods, apparatus (system), and computer program products
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according to embodiments of the present invention. It will be understood that each flow and/or
each block of the flowchart illustrations and/or block diagrams, or any combination of the flows
and/or blocks of the flowchart illustrations and/or block diagrams can be implemented in
computer program instructions. These computer program instructions can be provided to a
processor of a general-purpose computer, special purpose computer, embedded processor, or
other programmable data processing apparatus to produce a machine for the execution of the
instructions. With the execution by the processor of the computer or other programmable data
processing apparatus, functions specified in one or more flows and/or one or more blocks of the
flowchart illustrations and/or block diagrams can be implemented.

[00188] The computer program instructions can also be stored in a computer readable
memory that can direct the computer or other programmable data processing apparatus to operate
in a particular manner, such that the instructions stored in the computer readable memory
produce an article of manufacture comprising the instruction apparatus. The apparatus
implements the functions specified in one or more flows and/or one or more blocks of the
flowchart illustrations and/or block diagrams.

[00189] These computer program instructions can also be loaded onto the computer or
other programmable data processing apparatus such that a series of operational steps are
performed on the computer or other programmable apparatus to produce computer-implemented
processing for execution on the computer or other programmable apparatus. The instructions
provide steps for implementing the functions specified in one or more flows and/or one or more
blocks of the flowchart illustrations and/or block diagrams.

[00190] While certain embodiments of the present invention have been described, it is

understood that a person of ordinary skill in the art can modify or change the embodiments after
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knowing the basic inventive concept. Therefore, the appended claims are intended to be
interpreted as including the disclosed embodiments and the modifications and changes falling
within the scope of the present invention.

[00191] It is apparent that those skilled in the art can make various modifications and
variations to the invention without departing from the spirit and scope of the invention. Thus, it

is intended that the present invention cover the modifications and variations of the invention.
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CLAIMS

What is claimed is:

1. A method for authorizing a blockchain data access, comprising:

obtaining, by a blockchain platform, a data access request from a third-party institution,
wherein the data access request comprises a user 1D of data access, a data scope, and a random
number of a signature, wherein the random number of the signature is generated by the third-
party institution by receiving the random number sent by the client terminal and by signing on
the random number, and wherein the random number sent by the client terminal is generated
after the client terminal receives an authorization request sent by the third-party institution and
determines to authorize the blockchain data access from the third-party institution; the third-party
institution is independent from the blockchain platform;

using, by the blockchain platform, a public key of the third-party institution sent by the
client terminal to verify the random number of the signature; using, by the blockchain platform, a
data scope of data access sent by the client terminal to verify the data scope comprised in the
data access request; and

after determining that the verification is passed, sending, by the blockchain platform, data
ciphertext corresponding to the user ID to the third-party institution, such that the third-party

institution decrypts the data ciphertext using a data secret key sent by the client terminal.

2. The method according to claim 1, wherein, before sending data ciphertext corresponding
to the user ID to the third-party institution, the method further comprises:
determining, by the blockchain platform, that a timer of the data access request has not

timed out, wherein the timer of the data access request is started after receiving data verification
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information sent from the client terminal.

3. The method according to claim 1 or 2, wherein, before obtaining the data access request
from the third-party institution, the method further comprises:

obtaining, by the blockchain platform, data verification information sent by the client
terminal, wherein the data verification information comprises the random number, the public key
of the third-party institution, the data scope of data access, and a time of data access; and

starting, by the blockchain platform, a timer of the data access request according to the time
of data access, and registering the random number, the public key of the third-party institution,

and the data scope of data access.

4. The method according to claim 3, wherein, before obtaining the data verification
information sent by the client terminal, the method further comprises:

obtaining, by the blockchain platform, data storage information sent by the client terminal,
wherein the data storage information comprises the user 1D and the data ciphertext
corresponding to the user ID, and wherein the data ciphertext is obtained after encrypting data by
the client terminal using a symmetric secret key of the client terminal; and

storing, by the blockchain platform, the data ciphertext corresponding to the user ID and the

user ID.

5. The method according to claim 4, wherein, after storing the data ciphertext corresponding
to the user ID and the user ID, the method further comprises:

obtaining, by the blockchain platform, a new data ciphertext sent by the client terminal,
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wherein the new data ciphertext is obtained after encrypting a new data by the client terminal
using the symmetric secret key; and

overwriting, by the blockchain platform, the data ciphertext with the new data ciphertext.

6. The method according to claim 4, wherein, after storing the data ciphertext corresponding
to the user ID and the user ID, the method further comprises:

obtaining, by the blockchain platform, a data request sent by the client terminal,

sending, by the blockchain platform, the data ciphertext to the client terminal, such that the
client terminal decrypts the data ciphertext and encrypts the data with a new symmetric secret
key;

obtaining, by the blockchain platform, a data storage request sent by the client terminal,
wherein the data storage request comprises a new data ciphertext that is encrypted by the client
terminal using the new symmetric secret key; and

overwriting, by the blockchain platform, the data ciphertext with the new data ciphertext.

7. A blockchain data access authorization apparatus, comprising:

an obtaining unit configured to obtain a data access request from a third-party institution,
wherein the data access request comprises a user 1D of data access, a data scope, and a random
number of a signature, wherein the random number of the signature is generated by the third-
party institution by receiving the random number sent by the client terminal and by signing on
the random number, and wherein the random number sent by the client terminal is generated
after the client terminal receives an authorization request sent by the third-party institution and

determines to authorize the blockchain data access from the third-party institution; the third-party
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institution is independent from the blockchain platform;

a processing unit configured to use a public key of the third-party institution sent by the
client terminal to verify the random number of the signature; and use a data scope of data access
sent by the client terminal to verify the data scope comprised in the data access request; and

a sending unit configured to, after determining that the verification is passed, send data
ciphertext corresponding to the user ID to the third-party institution, such that the third-party

institution decrypts the data ciphertext using a data secret key sent by the client terminal.

8. The apparatus according to claim 7, wherein the processing unit is further configured to:

before sending the data ciphertext corresponding to the user ID to the third-party institution,
determine that a timer of the data access request has not timed out, wherein the timer of the data
access request is started after receiving data verification information sent from the client

terminal.

9. The apparatus according to claim 7 or 8, wherein the processing unit is further configured
to:

before obtaining the data access request from the third-party institution, obtain data
verification information sent by the client terminal, wherein the data verification information
comprises the random number, the public key of the third-party institution, the data scope of data
access, and a time of data access; and

start a timer of the data access request according to the time of data access, and registering
the random number, the public key of the third-party institution, and the data scope of data

access.
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10. The apparatus according to claim 9, wherein the processing unit is further configured to:

before obtaining the data verification information sent by the client terminal, obtain data
storage information sent by the client terminal, wherein the data storage information comprises
the user ID and the data ciphertext corresponding to the user ID, and wherein the data ciphertext
is obtained after encrypting the data by the client terminal using a symmetric secret key of the
client terminal; and

store the data ciphertext corresponding to the user ID and the user ID.

11. The apparatus according to claim 10, wherein the processing unit is further configured
to:

after storing the data ciphertext corresponding to the user ID and the user ID, obtain a new
data ciphertext sent by the client terminal, wherein the new data ciphertext is obtained after
encrypting a new data by the client terminal using the symmetric secret key; and

overwrite the data ciphertext with the new data ciphertext.

12. The apparatus according to claim 10, wherein the processing unit is further configured
to:

obtain a data request sent by the client terminal,

send the data ciphertext to the client terminal, such that the client terminal decrypts the data
ciphertext and encrypts the data with a new symmetric secret key;

obtain a data storage request sent by the client terminal, wherein the data storage request

includes a new data ciphertext that is encrypted by the client terminal using the new symmetric

31



secret key; and

overwrite the data ciphertext with the new data ciphertext.

13. A computing device, comprising:
a memory for storing program instructions; and
a processor configured to call the program instructions stored in the memory, and execute a

method according to any of claims 1 to 6 according to the obtained program.

14. A computer-readable non-volatile storage medium, comprising computer-readable
instructions for, when a computer reads and executes the computer-readable instructions, causing

the computer to execute a method according to any claims 1 to 6.

15. A blockchain data access authorization device, comprising:

at least one processor; and

a memory communicatively coupled to the at least one processor; wherein,

the memory stores instructions executable by the at least one processor, and the instructions
are executed by the at least one processor to enable the at least one processor to perform the

execution of a method according to any of claims 1 to 6.
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