1/8

[ 9

GZL WSH

PZL Y1V INNODDV

801 ¥39WNN INNODDY

GOL AT ¥ILSYW

£01 ¥IHIINIQI ¥IWOLSN)

701 ¥3INNOD

901 AN QIHISYING

£0L VIV Q¥V)

700 AYOWIW
101 QYY) SSTIDVIND)
901 AN QIHISYIAID 501 Q1 Y1V QILdAYONI
GOL A) YILSYW — 611 43033 Q¥Y)
— 0EL YYOMLIN
701 ¥1INNO) N o )
0L YIVa Q¥v) = GLL SNOILYIIddY ¥IH10
— INOLSN) GILAANING PIL IDIAYIS V11910
€21 NOILY)IddY INIWIOYNYW =Tl SNOLLTadY IO
721 NIOWIW TUL WALSAS INILV¥IdO
. 1L AYOWIW
021 430435 001 011 DIAIA INTITY




2/8

200
CONTACTLESS CARD ANTENNA COMM.
INTERFACE
201 29
= = 236
N
R 232 234 250
797
MOBILE DEVICE ‘)\CP(J- RIcEﬁRDIE)R ?E'g{fl‘c‘k AP TIMER
20 : 2 25
= 213 218 24 == =
216 230 234 238
SERVER USER ACCT. ACCT. DATA
220 228 L

FIG. 2




3/8

300
COMM.
CONTACESS ARD ANTEUNA o
= = 326
PN
TEN 332 334 350
G,
MOBILE DEVICE APl TIMER
310 318 352
312 330 334
SERVER USER ACCT. ACCT. DATA
320 328 3
330 316 338
) ACCOUNT DIGITAL
20 CLIERT DEVICE APP. SERVICE
= 33 34

FIG. 3




4/8

/405

P

/

420
\

-5

1234

EXPIRATION DATE

4
SERVICE PROVIDER

5678

/’ CARDHOLDER NAME
415

-

SMART CARD

1234

5678

\\

\410




5/8

MEMORY 102
APPLET 440
PROCESSOR
430 COUNTER CUSTOMER
104 ID 107
ACCOUNT NUMBERS
108

fi6. 4B




6/8

/568
— N

('o =) 501

& -
Ny ~)

560\
)
-

o /5]0

568/



7/8

600

REQUEST TO ACCESS A DIGITAL SERVICE

RECEIVING, BY THE APPLICATION, A FIRST AUTHENTICATION BASED ON
VERIFICATION OF A FIRST SET OF ENCCC%YPTED DATA ASSOCIATED WITH A USER
ACCOUNT

C(ONTACTLESS CARD

Y

ENCRYPTED DATA FROM A COMMUNICATIONS INTERFACE OF THE
CONTACTLESS CARD IN RESPONSE TO THE CONTACTLESS CARD BEING
ACTIVATED, THE SECOND SET OF ENCRYPTED DATA GENERATED BASED ON
A CRYPTOGRAPHIC ALGORITHM AND A DIVERSIFIED KEY, THE DIVERSIFIED
KEY STORED IN A MEMORY OF THE CONTACTLESS CARD, WHEREIN THE
CONTACTLESS CARD IS ACTIVATED BY THE CLIENT DEVICE WHEN THE
CONTACTLESS CARD IS POSITIONED PROXIMATE THE CLIENT DEVICE, AND
WHEREIN THE SECOND SET OF ENCRYPTED DATA IS ASSOCIATED WITH THE
USER ACCOUNT

Y

OF THE USER ACCOUNT BASED ON THE SECOND SET OF ENCRYPTED DATA

v

RESPONSE TO THE FIRST AND SECOND VERIFICATION OF THE USER ACCOUNT

Y

STATUS MESSAGES BETWEEN THE CLIENT DEVICE AND THE CONTACTLESS
CARD TO VERIFY WHETHER THE CONTACTLESS CARD REMAINS ACTIVE,
WHEREIN AUTHORIZATION TO ACCESS THE DIGITAL SERVICE CONTINUES
WHILE THE CONTACTLESS CARD IS ACTIVE, AND WHEREIN AUTHORIZATION
T0 ACCESS THE DIGITAL SERVICE TERMINATES WHEN THE CONTACTLESS
CARD IS INACTIVE

FIG. 6
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RECEIVING, BY THE APPLICATION FROM A SERVER, A SECOND VERIFICATION |-
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CONTINUQUSLY PROVIDING, BY THE APPLICATION, A SERIES OF PERIODIC |
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