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SYSTEMS AND METHODS FOR TIME-BASED ONE-TIME PASSWORD

MANAGEMENT FOR A MEDICAL DEVICE

Cross-Reference to Related Application

{0001} This application claims the benefit of U.S. Provisional Application No. 62/560,448,
filed on September 19, 2017, the content of which is bereby ncorporated hercin by reference

in its entirety.

Field of the Invention

100602} The present disclosure relates to systems and methods for implementing a time-based

password algorithm that allows users to manage medical devices securcly,

Background

{8003] Medical devices monitoring a patient are often connected to a network for remote
access.  Many of these medical devices require a password in order to change the
management settings of the medical device. Often, these passwords are static and require
manual change after 3 certain amount of time has passed.

{8804} However, there remains a long felt need to implement additional security measures
on network-connected medical devices in order to protect patient data and prevent successtul

security attacks.

Swwmary of Invention

{0005]  The present disclosure relates to a data monttoring system comprising a server
communicatively coupled to a client device and a data module via a data network. The server

is configured to store a private kev of a public-private key pair associated with the data
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module, receive a request from the client device for authenticated access to the data module,
and generate an authentication key based at least on the private key and a tume. The
authentication key can be used to allow authenticated access to the data module. The client
device is configured to generate the request for authenticated access to the data module and
transmit the request to the server. The data modale meludes a user interface configured to
display data and receive a user input. The data module is configured to store the private key
of the public-private kev pair associated with the data module, receive data from a medical
device, generate the authentication kev based at Ieast on the private key and the time, and, n
response 1o determining that the authentication key gencrated by the data module and the
authentication key generated by the server match, grant access to the data module.

[0806]  According to one mmplementation, the data module 1s configured to, in response to
determining that the authentication key gencrated by the data module and the authentication
kev generated by the server do not match, display a message indicating an authentication
failure. In some implementations, the data module 1s configured to grant avthenticated access
using a challenge-response protocol.

{0607}  In certain implementations, the data module may transmit the data to the client
device upon successful authentication,

[0608] According to some mmplementations, the time 1s determined independently by the
data module and the server. In other implementations, a time determined by the data module
is synchronized with a time determined by the server.

{6603} In certain mplementations, the time s synchronized by rounding the time
determined by the data module to a time interval and rounding the time determined by the
server to the time interval such that the determined times are the same.

{0810}  According to some implementations, the time interval is adjustable to set a floor or

cetling of acceptable synchronization precision.
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{8011} According to one mmplementation, the time includes at least one of TAL UTC, and
UNIEX time. In some implemerndations, the time is current time.

10612)  In certain implementations, the request for authenticated access to the data module
mclodes additional wformation for instructing the data module.  According to some
mmplementations, the additional information mcludes a request for access to the data module.
In some implementations, the additional information mcludes the tume, the time being
determined by the server. In other implementations, the additional wmformation includes a
request for the data module 1o enier a maintenance mode.

{0013} According to onc implementation, the authentication key is a one-time authentication
key. In certain implementations, the authentication key expires aficr a period of time.

{0814} In certan implementations, the private key 1s loaded mto the data module during at
least one of manufacturing or distribution of the data module. According to some
implementations, the private key is further stored by the server after the private key is loaded
mto the data module.

{8613} A sccond aspect of the present disclosure relates to a method of securely moniforing
a data module receiving data from a medical device. The method comprises storing, at a
server, a private key of a public-private key pair associated with a data module. Further, the
method comprises receiving, at the server, a request from a client device for access to the data
module. The method further comprises gencrating, at the server, an authentication kev based
at least on the private kev and a time. The authentication key can be used to allow
authenticated access to the data module. Further, the method comprises receiving, at the
server, an indication from the data module that the authentication key generated at the server
was entered. The method also comprises, in response to determining that the authentication

kev generated by the server and an authentication key generated by the data module matches,
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granting authenticated access to the data module. In one implementation, the authentication

kev generated by the data module is generated based at least on the private key and the time.

Brief Description of the Dirawings

[8816] The foregoing and other objects and advantages will be apparent upon consideration
of the following detailed description, taken in conjunction with the accompanying drawings,
in which like reference characters refer to like parts throughout, and in which:

{86177 FIG. 1 shows a schematic representation ot a remote link architecture, configured
according to one or more aspects of the present disclosure;

10618] FIG. 2 15 a flow diagram of method steps for transferring data from a medical device
to a server, according to an aspect of the present disclosare;

{8619} FIG. 3 is a flow diagram of method steps for transferring data from a medical device
1o a server, according to an aspect of the present disclosure;

18628 FIG. 4 shows a schematic representation of a remote link architecture, configured
according to one or more aspects of the present disclosure;

{6621} FIG. 5 15 a flow diagram of method steps for mitializing a remote link, according to
an aspect of the present disclosure;

[08622] FIG. 6 shows a schematic representation of a remote link architecture, configured
according to one or more aspects of the present disclosure;

18623} FIG. 7 shows a schematic representation of a remote link architecture, configurad
according to one or more aspects of the present disclosure;

{8624} FIG. 8 shows a schematic representation of a medical device, configured according
to one or more aspects of the present disclosure;

[8825] FIG. 9 shows an exemplary medical device controller, configured according to one

or more aspects of the present disclosure;
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18026] FIG. 10 shows an exemplary image displayed on a medical device controller screen,
configured according to one or more aspects of the present disclosure;

10627} FIG. 11 shows the exemplary image of FIG. 10 after removing select portions of the
image, configured according to one or more aspects of the present disclosure;

[0028] FIG. 12 shows an exemplary image of the remaining portions of the wmage of FIG.
11, configured according to one or more aspects of the present disclosure;

8629} FIGS. 13 and 14 are flow diagrams of method steps for extracting data from an
mmage and determining the validity of the extracted data, according to an aspect of the present
disclosure.

10630] FIG. 15 shows a schematic representation of a remote link architecture, configured
according to ong or more aspects of the present disclosure;

{6631} FIG. 16 1s a tlow diagram of method steps for authenticating a connection between a
remote link and a server, according to an aspect of the present disclosare;

18632} FIG. 17 is a flow diagram of method steps for authenticating a connection between a
remote link and a server, according to an aspect of the present disclosure;

16633} FIG. 18 5 a flow diagram of method steps for authenticating a connection between a
remote link and a server, according to an aspect of the present disclosure; and

[8634] FIG. 19 s a flow diagram of method steps for authenticating a connection between a

remote link and a server, according to an aspect of the present disclosure.

Detailed Description

{8633} FIG. 1 is a schematic representation of a remote hink architecture 100, Remote Jink
architecture 100 mcludes remote link 102, client device 104, remote link router (RLR) 150,

WEB icad balancer 108, video load balancer 110, WEB server 114, video server 116,

[
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random-access memory {RAM) data tvpe storage 118, document data tvpe storage 120, and
WEB socket server 122,

13636} Remote link 102 may be embedded in a medical device that is monitoring a patient at
a hospital, clinic, the patient’s house, or ancther location. Remote link 102 captares images
and deliver video streams from the medical device display and transmit the images and video
to the remote link router 150, Remwote link architecture 100 may comprise multiple remote
knks 102. Remote link 102 interacts with the rest of remote link architecture 100 through
RLR 150, RLR 150 mncludes an RLR load balancer 106 and RLR server 112, RLR 150 may
comprise multiple RLR servers 112, RLK server 112 may mchude a custom protocol used to
communicate with one or more remote links 102. RLR load balancer 106 manages the load
to one or more RLR servers 112, RLR load balancer 106 may generate a priority for multiple
remote links 102, The priotity may be based on preferences obtained from the client device
104. In other aspects, the priority is based on preferences obtained from the remote links

102, In another aspect, the priority 1 based on preferences obtained from the RLR server

16637} Chient device 104 may be a personal compuier, a tablet, or a mobile device with an
mternet connection. A medical professional using chient device 104 may be miterested in
obtaining mformation from one or multiple remote hinks 102, Images captured by a remote
link 102 may be accessed by the client device 104, fn addition, if the medical professional is
mterested in observing a live video stream of the medical device embedded with remote Hnk
102, the client device can display the video stream. Remote hink architecture may comprise
multiple client devices 104, A single client device 104 may access multiple remote links 102,
as long as the client device has access to the remote hinks 102,

[8638] WEB load balancer 108 controls the load to one or more WEB servers 114, WEB

server 114 may include a mechanism for clients to view information, data, and video streams

N



WO 2019/060281 PCT/US2018/051454

from one or more remote bnks 102, WEB load balancer 108 may generate a priority for
multiple client devices 104, The priority may be based on preferences obtained from the
chient devices 104, In other aspects, the priority is based on preferences obtained from the
remote links 102, In another aspeet, the priority 13 based on preferences obtained from the
WEB server 114, WEB socket server 122 may push messages to groups of client devices
104. Upon chient device 104 connection to the WEB server 114, the client device 104 will
register to the WEB socket server 122 for messages for cither one or multiple remote hinks
102. The WEB socket server 122 will receive messages that will be applicable to one or
more remote links 102, This message with associated data will be broadcasted to all
connected client devices 104 for updates from those remote links 102,

[883%9] Video load balancer 110 controls the load to one or more video servers 116, Video
server §16 may be the receiver and sender of video streams from one or more remote links
102, Video load balancer 110 may generate a prionty for muldtiple client devices 104, The
priority may be based on preferences obtained from the clhient devices 104, In other aspects,
the prionity is based on preferences obtained from the remote links 102, In another aspect,
the priority is based on pretercnees obtained from the video server 116.

100640] RAM data type storage 118 may be volatile storage that can be accessed quickly.
RAM data type storage 118 may comprise dynamic random-access memory (DRAM), static
random-access memory (SRAM), or another type of high-speed volatile memory. Images
captured by remote link 102 may be stored in RAM data type storage 118 before being
transmitted to client device 104, RAM data type storage 118 may also store video streams
captured by remote hink 102, Document data type storage 120 may be non-volatile storage
that can maintain data for long periods of time. Document data type storage 120 may be hard

disks, optical disks, solid-state drives (S8SDs), or ancther type of non-volatile memory.

~3
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{8041} A process 200 of transferring an image from a remote hink 102 to a remote hink
router server 112 is illustrated in FIG. 2. Process 200 begins by connecting a remote link 102
to the internet at step 202, Step 202 may include a process to initialize remote link 102 as
described below by process 500 m FIG. 5.

[3042]  Process 200 continues by sending, from the remote link 102, a first signal to an RLR
150 that indicates that the remote link 102 is connected to the intemet as step 204, The first
signal mayv be sent directly to the RER load balancer 106, In ancther aspect, the first signal
may be sent directly to the RLR server 112,

{0043}  Process 200 continues by sending, from the RLR 150, 2 convnand to the remote link
102 to start capturing an image at step 206. For example, remote link 102 uses image capture
unit 626, described below, to capture the tmage from a medical device.

{0044] Process 200 continues by transferring the image to the RLR 150 from the remote link
102 at step 208. For example, RLR load balancer manages the {ransfer of the image from the
remote hnk 102 to the RER server 112, Once the image has been transferred to the RLR
server 112, process 200 continues fo step 210.

{0045]  Process 200 continues by broadeasting, from the RLR 150, a second signal
mdicating that the remote link 102 has captured the image at step 210, For example, RLR
150 broadcasts the second signal such that the WEB servers 114 are notified that RLR 150
has the image captured by remote hink 102.

{8646} Process 200 continues by receiving, at a WEB server 114, the broadcasted second
signal from the remote link 102 at step 212. For example, WEB server 114 receives the
broadcasted signal from RLR 150 so that the WEB server 114 1s notified that RLR 150 has
the image captured by remote link 162,

{3847}  Process 200 finishes by storing the image at the WEB server 114 at step 214, The

mmage may be stored m RAM data type storage 118, For example, RLR 150 transfers the



WO 2019/060281 PCT/US2018/051454

image to WEB server 114, after which WEB server 114 transfers the image to RAM data
type storage 118 In one aspect, RLR 150 may transfer the image directly to RAM data type
storage 118,

[0048] A process 300 of transferring a video stream from a remote link 102 to a client
deviee 104 1s illustrated in FIG. 3. Process 300 begins by sending to a WEB server 114, from
a client device 104, a request to view a video strcam from a remote tink 102 at step 302, The
request may be sent through WEB load balancer 108 before being transmitted to the WEB
server 114, In one aspect, the request may include information identifving the remote link
102 that is to be accessed.

130349]  Process 300 continues by broadcasting the request from the WEB server 114 at step
304, For example, the WEB server 114 notifies the RLRs 150 that a client device 104 has
requested to view a video stream from a remote link 102 by broadcasting the request to all of
the RLRs 150.

{8058]  Process 300 continues by receiving the request at an RLR 150 at step 306, For
example, RLR server 112 receives the request from the WEB server 114, In one aspect, RLR
150 receives the request after determining that the request identifies a remote link 102 that is
communicatively coupled to the RLR 150,

[8051]  Process 300 continues by sending to the remote hnk 102, from the RLR 150, a
cormnmand to transmit the video stream to a video server 116 at siep 308. For example, RLR
server 112 transmits a signal through RLR load balancer 106 to remote link 102 that initiates
a process to transmit a video stream from the remote link 102 to the video server 116,

{0052] Process 300 continues by transmutting the video stream 1o the video server 116 from
the remote link 102 at step 310. In one aspect, the remote link 102 transmits the video stream

to the video load balancer 110 which determines which video server 116 to send the video
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stream.  The video load balancer 110 mav make the determination based on the load of the
video servers 116 and a priority of the remote link 102 and client device 104,

10653]  Process 300 continues by receiving the video stream at the video server 116 at step
312, For example, once video load balancer 110 determines which video server 116 can
recetve the video stream, the video server 116 receives the video stream.

{0054 Process 300 finishes by transmitting the video stream to the client device 104 from
the video server 116, For example, the video server 116 mitiates transfer of the video stream
to the chient device 104 through video load balancer 110.

{0655} FIG. 4 shows a schematic representation of a remote link architecture 400, Remote
link architecture 400 includes remote hink 402, client device 404, RLR 430, document data
type storage 420, HT'TP service 430, and cloud 460,

[3656] Remote link 402 is similar to remote link 102 and may be embedded in a medical
device that is monitoring a patient at a hospital, clinic, the patient’s house, or another
location. Remote link 402 may capture images and deliver video streams from the medical
device display and transmit the mmages and video to the remote link router 450, Remote link
architecture 400 mayv comprise multiple remote links 402, Remote hink 402 interacts with the
rest of remote link architecture 400 through RLR 436, RLR 450 15 similar to RLR 150
described above.

{6657} Client device 404 1s stmilar to client device 104 and may be a personal computer, a
tablet, or a mobile device with an iniernct connection. A medical professional using client
device 404 may be interested in obtaining information from one or multiple remote links 402.
Images captured by a remote link 402 may be accessed by the client device 404, In addition,
if the medical professional is interested in observing a live video stream of the medical device
embedded with remote link 402, the chient device can display the video stream. Remote link

architecture may comprise multipie chient devices 404, A single chent device 404 may

10
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access multiple remote links 402, as long as the client device has access to the remote links
402. Client device 404 may communicate with RER 4350 through cloud 460, Cloud 460
represents a network of internet-based devices and connections such as servers, storage, and
applications.

[8638] Document data type storage 420 is similar to document data type storage 120 and
may be non-volatile storage that can maintain data for long periods of time. Document data
tvpe storage 420 may be hard disks, optical disks, solid-state drives (85Ds}, or another type
of non-volatile memory. Document data type storage 420 may store Wi-Fi credentials or
other inttialization mformation obtained from one or more client devices 404 or from RLR
4506, Document data type storage 420 may transmit the Wi-Fi credentials or other
mitialization mformation to RLR 450 or directly to one or more remote links 402.

{0059] HTTP service 430 may be a framework that provides the ability for the RLR 430 to
make HTTP requests. RLR 450 may use HTTP service 430 to obtain Wi-Fi credentials or
other initialization information and store the mformation in docoment data type storage 420.
[00683] A process 500 of mitializing a remote Iink 402 1s Hustrated in FIG. 5. Process 500
begins by connecting a remote link 402 to an LTE network at step 502, In another aspect, the
remote link 402 may connect to a 3G or 4G network.

[8061] Process 300 continues by transmitting, from the remote link 402, a first signal to an
RLR 450 that indicates that the remote hink 402 is connected to the LTE network at step 504,
For example, once the remote link 402 is online, it transiits a signal to the RLR 450 in order
to notify the RLR 450 that 1t is ready to transmit or receive data. In one aspect, the RLR 450
18 also connected to the LTE network.

[0062] Process 500 contumues by receiving, at the RLR 450, Wi-Fi credentials from a client

device 404 at step 506. For example, a user inputs the Wi-Fi credentials onto a client device
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404 which then transmits the Wi-Fi credentials to the RLR 450, In one aspect, RLR 450 has
the Wi-Fi credentials stored.

{00631 Process 500 continues by transmitting, from the RLR 430, the Wi-Fi credentials to
the remote link 402 at step 508, For example, the RLR 450 transmits the Wi-Fi credentials to
the remote link 402 using the LTE network.

{0064]  Process 500 continues by connecting the remote link 402 to a Wi-Fi network
corresponding to the Wi-Fi credentials at step 510. For example, once the remote link 402
has received the Wi-Fi credentials, remote link 402 searches for the Wi-Fi network identified
by the Wi-Fi credentials and connect to it

100665]  Process 500 finishes by transmitting, from the remote link 402, a second signal to the
RER 450 that mdicates that the remote hink 402 is connected to the Wi-Fi network. For
cxample, in order to confirm that the remote link 402 has suceessfully connected to the Wi-Fi
network, remote link 402 sends a signal to the RER 430 using the Wi-Fi network that
mdicates that it has successfully connected. In another aspect, remote hink 402 sends the
signal to the RLR 450 using the LTE network if the connection is faster than the Wi-F
network. In one aspect, if the remote link 402 cannot connect to the Wi-Fi network, 1t sends
a signal to the RLR 450 using the LTE network that indicates that the connection was not
successful.

{0066} FIG. 6 shows a schematic representation of a remote link architecture 600, Remote
ok architecture 600 includes medical device 624, remote link 102, and media server 116.
Medical device 624 may include a sensor 626, Remote hink 102 may include an mmage
capture unit 628, Media server 116 may include an optical character recognition unit 630 and
operational data unit 632,

{86677  Medical device 624 may be a medical device that is monitoring a patient at a

hospital, clinic, the patient’s house, or another location. Medical deviee 624 includes a

12
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sensor 626 that may be measuring and recording health signals from a patient.  The sensor
626 mayv be a pressure sensor, temperature sensor, flow rate sensor, voltage scnsor, current
sensor, optical sensor, or audio sensor.

[0068] Image capture unit 628 may be an application that enables remote link 102 to capture
mages from sensor 626, For example, image capture unit 628 captures an image of the
display of medical device 624. The image of the display of medical device 624 may include
data from sensor 626 represented alphanumerically or graphically, in a waveform plot.
Image capture unit 628 may convert analog data captured from sensor 626 into digital data
that may be used by optical character recognition unit 630. For example, image capture unit
628 converts an analog signal from a video graphics array (VGA) connection from sensor
626. Optical character recognition (OCR) may be used to convert images of text or shapes
mto digital data, as further described in relation to FIGS. 10-14. In another aspect, other
OCR equivalents, and/or digital signal processing (DSP) may be used to extract data from
images.

{8069] OCR umt 630 mav be an application that electronically converts images of text or
shapes into digital data. For example, OCR unit 630 analyzes the image captured by image
capture unit 628 in remote link 102 to extract data from the data embedded in the image. The
OCR unit 630 may be able to extract data from a waveform.

{8670} In onc aspect, media server 116 may include a DSP unit 634, DSP unit 634 may be
an application that converts images into digital data. For example, DSP unit 634 converts the
image capturcd by image capture unit 628 in remote hink 102 to digital data. Once in digital
form, media server 116 may identify and/or filter the operational and/or medical data that is
embedded 1n the image. In another aspect, DSP untt 634 may be used to extract data from a
waveform included in the image. For example, OCR anmit 630 extracts a period from a

waveform portion of an image and DSP unit 634 uses the period and boundaries of the
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waveform to extract operational and/or medical data. By using the period and boundaries of
the waveform portion of the image, DSP unit 634 associates the pixels in the waveform
portion with a unit of time. In some agpects, OCR unit 630 15 used to extract a measurement
unit from the waveform portion of the image and DSP unit 634 uses the period and the
measurement unit to extract operational and/or medical data. For example, OCR umit 630
determines that the waveform portion of the image displays placement signal and/or motor
current over a period of ten seconds, and DSP unit 634 associates each pixel in the waveform
portion with a corresponding placement signal and/or motor current, and a unit of time equal
to the pertod divided by the number of pixels in the waveform portion of the image.

10671}  Operational and/or medical data onit 632 may be an application that databases and
organizes the data extracted from OCR unit 630 and/or DSP unit 634, For example,
operational data unit 632 identifies the type of data extracted by OCR unit 630 and/or DSP
pnit 634, and categorize the data mto operational and/or medical conditions. Operational
and/or medical conditions may include pressure, flow rate, pump speed, temperature, voltage,
current, and biometric conditions.

{6672} Remote link architecture 600 can be implemented with process 200, process 300, and
process 500 to control the bandwidth, guality, and type of video streaming from remote link
devices 102, Remote link architecture 600 may be scaled to an indefinite amount of remote
link devices 102 and chient devices 104, OCR unit 630 and operational data unit 632 may be
mehuded in another component of remote link architecture 100, remote link architecture 400,
remote link architecture 600, or remote hink architectare 700 (described belows).

18673} FIG. 7 15 a schematic representation of a remote hink architecture 700, Remote Jink
architecture 700 includes remote link 102, client device 104, RLR 130, media server 116,
WER socket server 122, WEB server 114, cloud 460, RAM data type storage 118, docoment

data type storage 120, and message service 770.
o (oty =
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{8674} Remote link 102 may be embedded in a medical device that 1s monitoring a patient at
a hospital, clinic, the patient’s house, or another location. Remote hink 102 mav capture
images and deliver video streams from the medical device display and transmit the 1mages
and video to the remote link router 150, Remote link architecture 100 may comprise multiple
remote hinks 102, Remote link 102 mteracts with the rest of remote link architecture 100
through RLR 150

18673} Chlient device 104 may be a personal computer, a tablet, or a mobile device with an
mternet connection. A medical professional using client device 104 may be mterested n
obtaining information from one or multiple remote links 102, Images captured by a remote
link 102 may be accessed by the client device 104, In addition, if the medical professional is
mterested in observing a live video stream of the medical device embedded with remote link
102, the client device can display the video stream. Remote hink architecture may comprise
multiple client devices 104. A single client device 104 may access multiple remote links 102,
as long as the chient device has access to the remote links 102,

{8676} WEB server 114 may include a mechanism for chients to view information, data, and
video streams from one or more remote links 102, WEB socket server 122 may push
messages (o groups of client devices 104, Upon client device 104 connection to the WEB
server 114, the client device 104 will register to the WEB socket server 122 for messages for
cither one or multiple remote links 102, The WEB socket server 122 will roceive messages
that will be applicable to one or more remote links 102, This message with associated data
will be broadcasted to all connected client devices 104 for updates from those remote links
102, Message service 770 may manage the transfor of messages between the different
components of remote link architecture 700 through cloud 460. Cloud 460 represents a

network of mternet-based devices and connections such as servers, storage, and apphications.
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186777 Media server 116 may be the receiver and sender of video streams from one or more
remote finks 102, Media server 116 may be similar to video server 116 described above.
Media server 116 may also be the receiver and sender of images captured from one or more
remote links 102,

[6678] RAM data type storage 118 may be volatile storage that can be accessed quickly.
RAM data type storage 118 may comprise dynamic random-~access memory (DRAM), static
random-access memory (SRAM), or another type of high-speed volatile memory. Images
captured by remote link 102 may be stored in RAM data tvpe storage 118 before bemg
transmitted to client device 104. RAM data type storage 118 may also store video streams
captured by remote link 102, Document data type storage 120 may be non-volatile storage
that can maintain data for long pertods of time. Document data tyvpe storage 120 may be hard
disks, optical disks, solid-state drives (SSDs), or another type of non-~volatile memory.

{8679} FIG. 8 shows an illustrative medical device such as an intravascular blocd pump 800
according to certain implementations. The pump 800 comprises a pump handle 810, a pump
head 830, a catheter 820 connecting the pump handle 810 to the pump head 830, and a
connecting hub 860. The catheter 820 is tubular and has a substantially uniform outer
diameter 850. The catheter 820 enabies the pump head 830 and the pump handle 810 to be in
electro-mechanical communication. The pump handle 810 is in communication with control
circuitry which allows the control of the pump head 830. The pump head 830 contains
clectro-mechanical components that enable the device to perform various iasks within the
body of a patient, such as pump blood from a location within the body. The pump head 830
has a diameter 840 that 1s larger than the diameter 8530 of the catheter 820. An example of
such a percutancous punmp is the Impella 2.5 systern (Abiomed, Inc, Danvers,

Massachusetts) which includes the pump and an Automatic Impella Controller (ALC).
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18088 FIG. 9 shows an exemplary medical device controller 900, such as the AIC,
configured according to one or more aspects of the present disclosure. The medical device
controller 900 provides an interface for monitoring and controlling the functions of pump
300. Medical device controller 900 may include display screen 902 that may display images
from a video stream where the images llustrate data associated with a medical device such as
an intravascular blood pump 800 over a period of time. In certain implementations, display
screen 902 displays real-time operating and/or medical data associated with the pump 800.

{00811 FIG. 10 shows an exemplary image 1000 displaved on, for example, the display
screen 902, configured according to one or more aspects of the present disclosure. In some
configurations, the image 1000 may be captured by an mtermediate device or data module
such as remote bnk 102 via a network and transmitted to another device such as, for example,
media server 116, Image 1000 may include waveforms 1002, Waveforms 1002 illustrate
medical and/or operational data corresponding to the operation of pump 800, Examples of
medical data iHustrated by waveforms 1002 include placement signal and motor current. The
waveforms 1002, such as the motor current wavetorm may provide a history, representation,
and/or illustration of motor current over a period time {c.g., 10 seconds). In this way, the
image 1000 mehides motor current data {and other data} associated with pamp 800 over a 10
second period of time. Hence, in one implementation, a data module 102 continuously
monitors a video stream output from the device controller 900, but only periodically capture
an image such as image 1000, Then the data module 102 transmits the image 1000 to another
device, such as server 116, which converts the illustrated waveforms 1602 to medical and/or
operation data using, for example, OCR. 1, for example, the waveforms 1002 illustrate
medical data over a 10 second penod, the data module 102 may capture successive images
1000 every 10 second {at 10 second mtervals) to ensurg that there are no gaps in the data

provided to server 116. Processes 1300 and 1400, as discussed in relation to FIGS. 13 and 14
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below, describe exemplary methods of extracting data from an image and determining the
validity of the extracted data, respectively,

10082]  In one aspect, server 116 masks cortain portions of image 1000 before extracting the
data using OCR unit 630 or an equivalent. FIG. 11 shows an exemplary mmage 1100,
configured according to one or more aspects of the present disclosure. Image 1100 15 a
masked version of tmage 1000 that has been stripped of certain portions of image 1000, For
example, all portions of image 1000 are stripped except alarm and serial number portion
1102, performance level portion 1104, and flow level portion 1106, After generating tmage
1100, server 116 performs image processing to clarify and enlarge alarm and serial nuntber
portion 1102, performance level portion 1104, and flow rate portion 1106,

{0883} FIG. 12 shows an exemplary image 1200, configured according to one or more
aspects of the present disclosure. Image 1200 15 a processed version of image 1100 in order
to facilitate the extracting of data using OCR unit 630, In one aspect, alarm and serial
number portion 1102 may be processed into senal number portion 1202 and alarm portion
1204, Serial number portion 1202 includes a certain number of digits that dentifyv the
medical device 624 that is currently being monitored and may be enlarged to facilitate OCR.
For example, serial number portion 1202 includes six digits. Alarm portion 1204 may
mdicate the type of alarm that the medical device 624 mav be experiencing. For example,
alarm portion 1204 includes pixels of a color that indicate a severity of the alarm the medical
device 624 may be experiencing. Examples of the colors m the alarm portion 1204 inciude
red, vellow, and green. In some aspects, performance level portion 1206 mdicates the
performance level of the pump 800 and mcludes three characters. Examples of the characters
m the performance level portion 1206 may include “OFF”, “P-07, “P-17, “P-27, “P-37, “P-4”,
“PL5T P67, P77, YP-87, and “P-97. Performance level portion 1206 may be an enlarged

version of performance level portion 1104, In another aspect, flow rate portion 1106 may be
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processed into present flow rate portion 1208, max flow rate portion 1210, and min flow rate
portion 1212, Present flow rate portion 1208 indicates the present flow rate of pump 800 in
units of liters per minute. Correspondingly, max flow rate portion 1210 and min flow rate
portion 1212 indicate the range of the flow rate of the pump 800, respectively, and may be
enlarged to facilitate OCR. Present flow rate portion 1208, max flow rate portion 1210, and
min flow rate portion 1212 includes threc characters that range from “0.0” 10 ©9.97,

{8084} A process 1300 of extracting data from an image 1s ilostrated i FIG. 13, Process
1300 begins by receiving a first image illustrating data from a medical device 624 at step
1302, For example, remote link 102 captures image 1000 using image capture unit 628 and
server 116 receives image 1000 from remote link 102,

[3885] Process 1300 continues by masking first portions of the first image at step 1304, For
cxample, server 116 uses an image mask to occhude portions of image 1000 that will not be
sent to OCR umit 630 for data extraction. Masking select portions of an image allows for
mnproved efficiency of tmage processing because only the select portions of the image that
are not masked will be sent to OCR unit 630 or DAP unit 634, By masking select portions of
the image, less data is transmitied between server 116, OCR unit 630, and DSP unit 634, and
OCR unit 630 and DSP unit 634 require fess processing to extract data from the image. In
one aspect, server 116 may generate image 1100 by using the image mask to strip tmage
1000 of certain portions of tmage 1000. For example, scrver 116 generates image 1100 by
psing the image mask to strip tmage 1000 of all portions except alarm and senal number
portion 1102, performance level portion 1104, and flow level portion 1106, In another
aspect, server 116 may sclect a different mask corresponding to features of tmage 1000, For
example, server 116 selects a different mask based on the size of image 1000 or the GUI
version corresponding to image 1000, For example, server 116 selects a mask based on a

software version of the remote link 102, In some aspects, server 116 may select a mask
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based on the tyvpe of display screen 902 being used. For example, if the image displaved on
display screen 902 is not the appropriate image for the first mask selected by server 116,
server 116 determines that the first mask used is not the appropnate mask for image 1000 and
select a different mask based on the image currently being displayed on display screen 902.
In one aspect, server 116 may wait to mask portions of image 1000 until the appropriate
image 15 being displayed on display screen 902, In another aspect, server 116 may select a
mask based on the amount of data o be extracted from tmage 1000.

{0086] Process 1300 continues by generating a second 1mage with the remaining portions of
the first image at step 1306, For example, scrver 116 generates tmage 1200 by performing
mmage processing to clanfy and enlarge alarm and serial number portion 1102, performance
level portion 1104, and flow rate portion 1106, I one aspect, server 116 may generate serial
number portion 1202 and alarm portion 1204 from senal number portion 1102, performance
level portion 1206 from performance level portion 1104, and present flow rate portion 1208,
max flow rate portion 1210, and min flow rate portion 1212 from flow rate portion 1106.
{00871 Process 1300 fimishes by extracting, using optical character recognition, data from
the second image at step 1308, For example, the senial number of medical device 624, the
type of alarm currently being mdicated, the performance fevel of the pump 800, and the flow
rate are extracted from image 1200 using OCR unit 630. I one aspect, OCR unit 630 may
select a pixel from the sccond image to determine an alarm severity from alarm portion 1204,
For example, OCR unit 630 determines the color of the pixel and determine the alarm
severity based on the color of the pixel. In some aspects, OCR unit 630 may select two
different pixels from the second image to determune the alarm severity from alarm portion
1204. For example, storage 120 stores a database of alarm types and alamm severity levels
and corresponding alarm color. Server 116 may access the database stored in storage 120 and

determine the alarm tvpe and severity level associated with the color of the pixel or pixels
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from alarm portion 1204, In another aspect, OCR onit 630 may select a first pixel at a first
time and a sccond pixel at a second time. For example, it some instances where image 1000
is defective when recetved by server 116, server 116 is not able to determine the color of a
pixel from the second image at the first time. Server 116 receives another image 1000 to
determine the color of another pixel from the second image at the second time. In other
aspects, scrver 116 determines the alarm scverity to be the same as the previous alarm
severity if server 116 cannot determine the color of the pixel from the two pixels. In another
aspect, process 1400, deseribed below, may be used to validate the extracted data from the
second tmage.

10088] A process 1400 of determining the validity of data from an image is thustrated in FIG.
14. Process 1400 begins by extracting, using optical character recognition, first data from a
first portion of an image at step 1402, For cxample, the serial number of medical device 624
is extracted from serial number portion 1202, In one aspect, process 1300, described above,
may be used to perform extraction of first data from the first portion of the image.

{8689} Process 1400 continues by comparing the first data to reference data at step 1404, In
one aspect, reference data may include a certain number of characters and/or digits that
represent standard formats that may represent the first data. For example, the extracted serial
number of medical device 624 13 compared with possible serial numbers stored in document
data type storage 120. Additional cxamples of comparing data to reference data are described
m U8 Patent 9,002,083, entitled “System, Method, and Software for Optical Device
Recognition Association,” the entire contents of which are hereby mcorporated by reference.
{8690} Process 1400 continues by determining the validity of the first data based on the
companson at step 1406, For example, if the extracted serial number of medical device 624
does not match a standard format for a senal namber consisting ¢.g. of a cerfain number of

characters and/or digits, the extracted senal number is not vahd. In one aspect, if the
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extracted serial mumber does not comprise six digits and the standard format for the serial
number s six digits, the exiracted senal number is not vahlid. In another aspect, step 1406
repeats a certain amount of imes before making a final determination. For example, if three
attempts are required to validate the first data, the first data 1s determined to be valid f
coraparison results i a positive match three times. [f duning the three attempts one of the
coraparisons does not result in a positive match, the first data is determined to not be valid.
{8691} In response to determiming that the first data 1s valid based on the comparison,
process 1400 continues to step 1408, At step 1408, process 1400 continues by extracting,
using optical character recognition, second data from a second portion of the second image.
For example, the performance level of purp 800 is extracted from performance level portion
1206. As described in relation to FIG. 12, examples of the characiers in the performance
level portion 1206 may include “OFF”, “P-07, “P-17, “P-27, “P-3", “P-4”, “P-57, "P-6”, “P-
77, “P-87, and “P-9”. In one aspect, process 1400 may continue fo step 1402 untid all data
from the portions of image 1200 have been extracted.

{8692} In response to determining that the first data is not valid based on the comparison.
Process 1400 continues to step 1410, At step 1410, process 1400 continues by broadcasting a
signal mdicating that the first data is not valid. For example, server 116 notifies the remote
link 102 that image 1000 produced mvalid first data.

{0093} Process 1400 finishes by receiving a third image dlustrating data from the medical
device at step 1412, For example, remote link 102 captures another image similar to 1000
gsing image capture unit 628 and server 116 may receive the similar image from remote link
102. In one aspect, process 1400 may continue to step 1402 until all data from the portions of
mmage 1200 have been extracted.

[8094] FIG. 15 15 a schematic representation of a remote hink archifecture 1500, Remote

link architecture 1500 includes remote link 102, chient device 104, cloud 1502, PKI provider
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1510, extemnal sensor 1508, and medical device 624. Cloud 1502 may mclude network 1504
and server 1506, Medical device 624 may include internal sensor 626.

10695]  Remote link 102 may be embedded in a medical device 624 that is monitoring a
patient at a hospital, chinic, the patient’s house, or another location. Remote hink 102 may
capture images and deliver video strcams from the display of medical device 624 and
transmit the images and video to the network 1504, Remote link architecture 1500 may
comprise multiple remote links 102, Remote hink 102 interacts with the rest of remote hink
architecture 1300 through network 1504

{0096} Medical device 624 mayv be a medical device that is monitoring a patient at a
hospital, clinic, the patient’s house, or ancther location. Medical device 624 includes a
sensor 626 that may be measuring and recording health signals from a patient.  The sensor
626 may be a pressure sensor, tomperature sensor, flow rate sensor, voltage sensor, current
sensor, optical sensor, or audio sensor. Hxternal sensor 1508 may also be a pressure sensor,
temperature sensor, flow rate sensor, voltage sensor, current sensor, optical sensor, or audio
sensor communicatively coupled to remote link 102.

16697} Chent device 104 may be a personal compuier, a tablet, or a mobile device with an
mternet connection. A medical professional using chient device 104 may be miterested in
obtaining mformation from one or multiple remote hinks 102, Images captured by a remote
link 102 may be accessed by the client device 104, fn addition, if the medical professional is
mterested in observing a live video stream of the medical device 624 embedded with remote
knk 102, the client device can display the video stream. Remote link architectore 1500 may
comprise multiple client devices 104. A single client device 104 may access multiple remote
links 102, as long as the client device has access 1o the remote links 102,

[8098]  Server 1506 may include a mechanism for clients to view mformation, data, and

video streams from one or more remote links 102, Server 1506 mayv push messages 1o groups
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of client devices 104, Upon client device 104 connection to the server 1506, the client device
104 will register to the server 1506 for messages for cither one or multiple remote links 102,
The server 1506 will receive messages that will be applicable to one or more remote links
102. This message with associated data will be broadcasted to all connected client devices
104 for updates from those remote links 102. Cloud 1502 represents a network 1504 of
mternet-based devices and connections such as servers 1506, storage, and applications.

{8699} PKI provider 1510 may include a mechanism for generating a public-private key pair
assoctated with a remote link 102, The private key may be loaded mito the remote link 102
during the manufactuning or distribution of the remote link 102, The PKI provider 1510 may
store the public-private key pairs associated with multiple remote links 102, With respect to
a particular data module, the PKI provider 1510 may be a manufacturer of the data module,
c.g., Remote Link 102, The manufacturer may pre-load the data module at the time of
manufacture with a pubhic/private key pair. The manufacturer may also, at the same time or
another time, provide a copy of the pubhic/private key pair to the server 1506, which may be
controlled and/or owned by a monitor of and/or operator of the medical device 624 and/or
Remote link 102 or sensor 1508, In another implementation, the PK1 provider 1510 may be
an operator of the Remote link 102, ¢.g., a hospital, capable of loading a public/private key
pair into the remote link via a data port or a data network connection. In yet another
configuration, the data module, ¢.g., Remote link 102, may be configured to remotely access
the PKI provider 1510 via a data network when, for example, the data module is connected to
a data network during initialization, device startup, or registration. In some configurations,
the PKI Provider 1510 15 included as part of the cloud 1502, In certain implementations, the
server 1506 mchades the PKI provider 1510 such as mcluding a function that enables

generation of public/private key patrs.

24



WO 2019/060281 PCT/US2018/051454

{8108] A process 1600 of authenticating a connection between a remote link 102 and a
server 1206 while m online mode is illustrated in FIG. 16, Process 1600 begins by
connecting a client device 104 to the cloud 1502 at step 1602, For example, a user may ase
client device 104 and login mformation to connect to 8 web user interface of the clood 1502,
{3181} Process 1600 continues by connecting a remote tink 102 1o the cloud 1502 at step
1604. For example, remote link 102 may validate the connection to the cloud 1502 by
transmitting messages to the cloud 1502 and receiving messages from the cloud 1502

[0102] Process 1600 continues by requesting for the remote hink 102 to start a maintenance
mode at step 1606, For example, the user may use client device 104 to transmit a request to
cloud 1502 to start a maintenance mode at the remote link. The mamtenance mode would
allow the user to access the intermnal settings and stored data of the remote hink 102,

{0103} Process 1600 continues by transmitting a request from the cloud 1502 to the remote
hink 102 to start maintenance mode at step 1608, For example, server 1506 may transmit &
message to remote link 102 using network 1504, The message may mnclude a request for the
remote hink 102 fo start maintenance mode. The “Start Mamntenance Mode” message may
mclude a time stamp based on a time maintained by the cloud 1302 where the timestamp
corresponds to the time that a “Start Mamtenance Mode” message is sent to the remote ink
102, the time corresponding to a time when the cload 1502 calculates the password at step
1614, or any other time specitied by the cloud 1502, The time may include TAL UTC,
and/or UNEX time.

{8104} Process 1600 continues by setting the remote fmk 102 in maintenance mode at step
1610, For example, once the remote hink 102 receives a request to start maintenance mode,
the remote link 102 may change its operating mode to maintenance mode.

{3105}  Process 1600 continues by calculating a password at the remote hink 102 at step

1612. For cxample, the REM device 102, eg., remote link 102, may use a password
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generator or pseudo-random number generator to generation a password or authentication
kev. The RLM device 102 receives the time stamp from the cloud 1502 via the “Start
Maintenance Mode™ message. The RLM Device 102 uses at least the time stamp and its
private key as inputs into the password generator or pseudo-random number generator to
generate the password or authentication key., The password may be alpha-numeric. The
password length may be 4, 8, 10, 12, 20, or greater characters in length. Au authentication
kev may include a 32 bit, 64 bit, 128 bit, 512 bit, 1024 bit, 2048 bit, or larger authentication
key. The password generation or pseudo-random number generation may be implemented
according to the requirements specified by, for example, RFC 4086 and/or RFC 6328,

10106}  Process 1600 continues by calculating a password at the cloud 1502 at step 1614,
The cloud 1502 may inclade a server, eg., server 1506 of FEG. 15, that calculates the
password. The sever 1506 may be loaded with the public/private key. The server 1506 may
receive the public/private kev pair from the PKI Provider 1510 for multiple RLM Devices
102 and store them. In one implementation, the server 1506 ases the time stamp and the
private key associated with a particular REM Device 102 to generate the password or
authentication key to enable authentication access to that particular RLM Device 102,

{0107] Process 1600 fimishes by displaying the generated password on the user mterface of
the cloud 1502 at step 1616, Additionally or altematively, the cload 1502 may store the
generated password at, for example, server 1506, For example, once the password has been
generated at the server 1506, the user may use client device 104 to receive the password from
the server 1506 using network 1504, In certain implementations, the user or actor may not
need to sce the generated password or authentication key where the cloud 1502 provides the
generated password or generated authentication key to a client device 104 to allow the chient
device 104 to authenticate itself to a data module, e.g., remote link 102, When a password 1s

used, the client device 104 may present the password to the data module so that the data
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module can compare its password to the presented password. If the passwords match, the
data module allows access by the client device 104, The chient device 104 and data module,
e.g., remote hink 102, may set up a protected secure sockets layer {(SSL} or TLS session
and/or VPN connection to protect the password from eavesdropping during an access request
and/or maintenance mode request. Alternativelv, the client device 104 may present an
authentication key to the data module during an access request. As a further alternative, the
client device 104 and data module may use a challenge-response protocol or other
cryptographic authentication scheme based on the authentication key or password to enable to
data module to authenticate the client device 104 for subsequent access to the data module.
{3108] A process 1700 of authenticating a connection between a remote link 102 and a
server 1506 while in offline mode is illustrated m FIG. 17, Process 1700 begins by
connecting a client device 104 to the cloud 1502 at step 1702, For example, a user may use
client device 104 and login mformation to connect to a web user interface of the cloud 1502,
{8105] Process 1700 continues by requesting for the remote link 102 to start a maintenance
mode at step 1704, For example, the user may use chient device 104 to transmit a request to
cloud 1502 to start a maintenance mode at the remote link. The mamtenance mode would
atlow the user t¢ access the intemal settings and stored data of the remote hink 102,

{3116} Process 1700 continues by calculating a password at the cload 1502 at step 1706
For example, server 1506 may use the private kev associated with the remote link 102 and a
time, ¢.g., current time, deternuned by the server 1506 as inputs into a password generator or
pseudo-random number generator to generation the password or an authentication key. The
password may be alpha-numeric. The password length may be 4, 8, 10, 12, 20, or greater
characters in length. The password generation or pseudo-random number generation may be
mmplemented according to the requirements specified by, for example, RFC 4086 and/or RFC

6328, In Gffline mode, the time stamp may be based on a time maintaimed by the cloud 1502
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where the timestamp corresponds to the time that a “Start Maintenance Mode” message is
mitiated by a user or actor, the time corresponding to a time when the cloud 1302 calculates
the password at step 1706, or any cther time specified by the cloud 1502, The time may be
by rounded s0 as to establish a2 time interval whereby the cloud 1502 and RLM Device 102
have an overlapping and/or synchronized time interval whereby the separately deternuned
times by the cloud 1502 and the RLM Device 102 are the same. In this way, the input times
and private keys used to calculate the password or an authentication key are same, ensuring
that the calculated passwords or anthentication keys at the cloud 1502 and the RLM Device
102 are the same. The time interval may be adjustable to set a floor or ceiling of acceptable
synchromization precision. For example, the time interval may be 1 second,10 seconds, 30
seconds, 1 minutes, 5 minutes, 10 minutes, or greater. The longer the time interval, the more
likely that the time determined by the cloud 1502 will be the same as the time used by the
RLM Device 102, which accounts for deviations in clock timung between the cloud 1502 and
the RLM Device 102, This synchronization techmique may be used within Online Mode
deseribed according to FIG. 16 in addition to, or alternatively to including a timestamp in the
“Start Maintenance Mode” message. The time may include TAL UTC, and/or UNIX time.
10111} Process 1700 continues by displaying the generated password on the user interface of
the cloud 1502 at step 1708, Additionally or altematively, the cload 1502 may store the
generated password at, for example, server 1506, Onec the password has been gencrated at
the scrver 1506, the user may use client device 104 to receive the password from the server
1506 using network 1504,

{8112} Process 1700 continues by setting the remote link 102 n maintenance mode at step
1710. For example, once the remote link 102 recetves a request to start mamtenance mode,

the remote link 102 may change its operating mode to maintenance mode.
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181131 Process 1700 fimshes by calculating a password at the remote link 102 at step 1712.
As previously discussed, a password or authentication kev may be generated based on at least
mputs of a time stamp and the private key of a particidar RLM Device 102 indo a password
generator or pseudo-random number generator which outputs a password or authentication
key associated with the particular REM Device 102, In Offline mode, the time stamp may be
based on a time maintained by the RLM Device 102 where the timestamp corresponds to the
time that a “Start Mammtenance Mode” message 15 initiated by a user or actor, the time
corresponding to a ime when the REM Device 102 calculates the password at step 1712, or
any other time specified by the REM Device 102, The time may be by rounded so as to
establish a time interval whereby the cloud 1502 and REM Device 102 have an overlapping
and/or synchronized time interval whereby the separately determined times by the cloud 1502
and the RLM Device 102 are the same. In this way, the mput times and private keys used to
calculate the password or an authentication key at both the cloud 1502 and REM Device 102
are same.  The time interval may be adjustable to set a floor or ceiling of acceptable
synchronization precision. For example, the time nterval may be 1 second, 10 seconds, 30
seconds, 1 minutes, 5 minutes, 10 minutes, or greater. The longer the time mnterval, the more
likely that the time determined by the cloud 1502 will be the same as the time used by the
REM Device 102, which accounts for deviations in clock timing between the cloud 1502 and
the RLM Device 102, This synchronization technigue may be used within Online Mode
described according to FIG. 16 1n addition to, or alternatively o including a timestamp in the
“Start Maintenance Mode” message. The time may mclude TAL UTC, and/or UNIX time.

[0114] A process 1800 of authenticating a comnection between a remote link (or data
module) 102 and a server 1506 is dlustrated in FIG. 18, Process 1800 begins by assigning a
private key of a public-private key pair associated with the remote link 102 at step 1802, In

one aspect, remote hink 102 may receive pressure data, temperature data, flow rate data,
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voltage data, current data, optical data, or audio data from a medical device 624, In another
aspect, the remote link 102 may receive data from an external sensor 1508,

10115} Process 1800 continues by storing the private kev at the data module 102 at step
1804. For example, the remote hink 102 mayv have the private key loaded into the remote link
102 during manufacturing or distribution of the remote hink 102,

{0116} Process 1800 continues by storing the private kev at the server 1506 at step 1806.
For example, the private key may be stored by the server afier the private key 1s loaded mto
the data module. The server 1506 may have the private key of multiple remote hinks 102
stored in internal storage.

10117} Process 1800 continues by generating a request to access the data module 102 at a
client device 104 at step 1808. For example, the client device 104 may include a user
mterface configured to display data and receive a user input. A user may use the user
mterface to generate the request to access the data module 102, o one aspect. the request to
access the data modele 102 may include a request for the remote hink 102 to enter into a
maintenance mode.

{0118] Process 1800 continues by transmitting the request to the server 15306 for access to
the remote link 102 at step 1810, For example, the user may use the user interface to transmit
the request to the server 1506

{3119} Process 1800 continucs by receiving, at the server 1506, the request from the client
device 104 for access to the remote link 102 at step 1812, For example, the server may
recetve the request asing the network 1504,

[0120] Process 1800 continues by generating, at the remote link 102, an authentication key
used to allow authenticated access to the remote link 102 based at least on the private key and
a time at step 1814, For example, the remote bink 102 may generate the authentication key

using the PKI provider 1510 based on the private kev and the time.  In another aspect, the
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authentication key may be a one-time authentication key. For example, if the remote link 102
generates an authentication key, the authentication key may onlv be used once to access the
remote link 102, In one aspect, the indication may inclode the time. The time may be
determined by the server 15306 or may be determined independently by the remote link 102
The time determined by the remote link 102 may be synchromized with the time determuned
by the server 1506, In one aspect, the time is synchronized by rounding the time determined
by the remote huok 102 o a time interval and rounding the time determined by the server 1506
to the time nterval such that the deternmined times are the same. For example, if the time
mterval is 5 minutes and the iime determined by the remote hink 102 15 09:04, the ime would
be rounded to 09:05. The time mmterval may be adjustable to set a floor or ceihing of
acceptable synchronization precision.  In one aspect, the time mcludes TAT (International
Atomic Time), UTC (Coordinated Universal Time), or UNIX time.

{8121} Process 1800 continues by generating, at the server 1506, the auwthentication key
based on the private key and the time at step 1816, For example, the server 1306 may
generate the authentication key based on the private key and the time. In another aspect, the
authentication kev may be a onc-time authentication key. For cxample, if the server 1506
generates an authentication key, the authentication key may only be used once 1o access the
remote link 102,

{0122 Process 1800 continues by Process 1800 continucs by recewving, at the server 1506,
an indication from the remote link 102 that the authentication key gencrated at the server
1506 was entered at step 1818, For example, the server 1506 may transmit the anthentication
kev generated at the server 1506 to the remote link 102 using network 1504, the user may
mput the authentication key generated at the server 1506 into the remote link 102, and the
remote link 102 may transmit an mdication to the server 1506 that indicates that the

authentication key was entered. The remote link 102 may include a user interface configured
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to display data and receive a user input. A user may use the remote link 102 aser interface to
mput the authentication key gencrated at the server 1506,

13123} Process 1800 finishes by determining whether the authentication kev generated at the
remote link 102 and the authentication key generated at the server 1506 match at step 1820
If the authentication kev generated at the remote link 102 matches the authentication key
generated at the server 1506, anthenticated access is granted at siep 1822, Otherwise, if the
authentication key generated at the remote hink 102 does not mateh the authentication key
generated at the server 1506, access 1s denied at step 1824, For example, if the authentication
kev generated at the remote link 102 docs not match the authentication key generated at the
server 1306, the remote link 102 can display a message indicating an authentication fatlure.
In one aspect, the remote hink 102 may aothenticate the client device 104 using a challenge-
response protocol.

{8124} Process 1800 allows for a user to securely connect to a remote link 102 connected to
a medical device 624 and access the maintenance mode of the remote link 102, The user may
then change the settings and procedures of the remote ink 102, For example, the user may
change the network 1504 connection scttings. I authentication is successful, the remote link
102 may transmit the data to the client device 104, Process 1800 allows for a user to securely
connect to a remote link 102 connected to a medical device 624 and access the data collected
by the remaote link 102 from the medical device.

{0125] A process 1900 of authenticating a connection between a remote link {(or data
module) 102 and a server 1506 15 illustrated in FIG. 19, Process 1900 beging by assigning a
private key of a public-private key pair associated with the remote link 102 at step 1902.
10126} Process 1900 continucs by storing the private kev at the data module 102 at step
1904. For example, the remote link 102 mayv have the private key loaded into the remote link

102 dunng manufacturing or distribution of the remote hink 102,
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{8127} Process 1900 continues by storimg the private key at the server 1306 at step 1906,
For example, the private key may be stored by the server after the private key is loaded mto
the data module. The server 1506 may have the private key of multiple remote links 102
stored in internal storage.

[1128]  Process 1900 continues by receiving data at the remote link 102 from a medical
device 624 at step 1908, For example, remote link 102 mav receive pressure data,
temperature data, flow rate data, voltage data, current data, optical data, or audio data from a
medical deviee 624, In another aspect, the remote link 102 may receive data from an extermnal
sensor 1508,

13129]  Process 1900 continues by generating a request to access the data module 102 at a
client device 104 at step 1910, For example, the client device 104 may include a user
mterface configured to display data and receive a user input. A user may use the user
mterface to generate the request to access the data module 102, In one aspect, the request to
access the data modele 102 may include a request for the remote hink 102 to enter into a
maintenance mode.

{0139] Process 1900 continues by transmitting the request to the server 1306 for access to
the remote link 102 at step 1912, For example, the user may use the user interface o transmit
the request to the server 1506

{3131} Process 1900 continues by receiving, at the server 1506, the request from the client
device 104 for access to the remote link 102 at step 1914, For example, the server may
recetve the request asing the network 1504,

10132} Process 1900 continues by generating, at the remote link 102, an authentication key
used to allow authenticated access to the remote link 102 based at least on the private key and
a time at step 1916, For example, the remote hok 102 may generate the authentication key

using the PKI provider 1510 based on the private kev and the time. In another aspect, the
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authentication key may be a one-time authentication key. For example, if the remote link 102
generates an authentication key, the authentication key may onlv be used once to access the
remote link 102, In one aspect, the indication may inclode the time. The time may be
determined by the server 15306 or may be determined independently by the remote link 102
The time determined by the remote link 102 may be synchromized with the time determuned
by the server 1506, In one aspect, the time is synchronized by rounding the time determined
by the remote huok 102 o a time interval and rounding the time determined by the server 1506
to the time nterval such that the determumed times are the same. For example, if the time
mterval is 5 minutes and the iime determined by the remote hink 102 15 09:04, the ime would
be rounded to 09:05. The time mmterval may be adjustable to set a floor or ceihing of
acceptable synchronization precision. In one aspect, the time mcludes TAT (International
Atomic Time), UTC (Coordinated Universal Time), or UNIX time.

{8133} Process 1900 continues by generating, at the server 1506, the auwthentication key
based on the private key and the time at step 1918 For example, the server 1306 may
generate the authentication key based on the private key and the time. In another aspect, the
authentication kev may be a onc-time authentication key. For cxample, if the server 1506
generates an authentication key, the authentication key may only be used once 1o access the
remote link 102,

{0134] Process 1900 continucs by receiving, at the server 1506, an indication from the
remote link 102 that the authentication key gencrated at the server 1506 was entered at step
1920, For example, the server 1506 may transmit the authentication key generated at the
server 1306 to the remote link 102 using network 1504, the user may input the anthentication
kev generated at the server 1506 mto the remote link 102, and the remote lnk 102 may
transmit an indication to the server 1506 that indicates that the authentication key was

entered. The remote hink 102 may include a user interface configured to display data and
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receive a user nput. A user may use the remote lmk 102 user interface to mput the
authentication key generated at the server 1506,

13135} Process 1900 finishes by determining whether the authentication kev generated at the
remote link 102 and the authentication key generated at the server 1506 match at step 1922.
If the authentication key generated at the remote hink 102 does not match the authentication
key generated at the server 1506, access 15 denied at step 1924, For cxample, if the
authentication key generated at the remote hink 102 does not match the authentication key
generated at the server 1306, the remote hink 102 can display a message indicating an
authentication failure.

10136} Otherwise, if the authentication key geoonerated at the remote hink 102 matches the
authentication key generated at the server 1506, the remote link 102 may transmit the data to
the chient device 104 at step 1926, Process 1900 allows for a user to securely connect to a
remote link 102 connected to a medical device 624 and access the data collected by the
remote link 102 from the medical device.

{8137} It will be understood that while a percutancous heart pump 1s described herein, any
other medical device can be used on conjunction with the present disclosure. Furthermore,
while FIGS. 8 and 9 show a media device configuration where a controller 900 is separate
from a pump 800, one of ordinary skill readily recognizes that a medical device may be
configured such that the controller and pump (or other clements) are ntegrated in the same
housing.

{8138} Other objects, advantages and aspects of the various aspects of the present invention
will be apparent to those who are skilled in the field of the invention and are within the scope
of the description and the accompanving Figures. For cxample, but without limitation,
structural or functional elements might be rearranged consistent with the present nvention.

simularly, principles according to the present mvention could be applied to other examples,
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which, even if not specifically described here in detail, would nevertheless be within the

scope of the present nvention.



We Claim:

1. A data monitoring system comprising:

a server communicatively coupled to a client device and a data module via a data
network, wherein the server is configured to:

store a private key of a public-private key pair associated with the data module;

receive a request from the client device for authenticated access to the data module;

determine a first time by rounding a time maintained by the server to a time interval;
and

generate a first authentication key based at least on the private key and the first time, wherein
the authentication key is used to allow authenticated access to the data module;

the client device configured to:
generate the request for authenticated access to the data module; and
transmit the request to the server; and

the data module including a user interface configured to display data and receive a user input, wherein
the data module is configured to:

store the private key of the public-private key pair associated with the data module;
receive data from a medical device;

determine a second time by rounding a time maintained by the data module to the time interval
such that the first time determined by the server and the second time determined by the data module
are the same;

generate the authentication key based at least on the private key and the second time; and

in response to determining that the authentication key generated by the data module and the
authentication key generated by the server match, grant authenticated access to the data module.

2. The system of claim 1, wherein the data module is further configured to, in response to
determining that the second authentication key generated by the data module and the first
authentication key generated by the server do not match, display a message indicating an
authentication failure.

3. The system of claim 1, wherein the data module is configured to grant authenticated access
using a challenge-response protocol.
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4, The system of claim 1, wherein, upon successful authentication, the data module is configured
to transmit the data to the client device.

5. The system of claim 1, wherein the time interval is adjustable to set a floor or ceiling of
acceptable synchronization precision.

6. The system of any of claims 1-5, wherein the request for authenticated access to the data
module includes additional information for instructing the data module.

7. The system of claim 6, wherein the additional information includes a request for access to the
data module.

8. The system of any of claims 6-7, wherein the additional information includes a request for the
data module to enter a maintenance mode.

9. The system of any of claims 1-7, wherein the authentication key is a one-time authentication
key.

10. The system of claim 8, wherein the authentication key expires after a period of time.

11. The system of any of claims 1-9, wherein the private key is loaded into the data module during

at least one of manufacturing or distribution of the data module.

12. The system of claim 10, wherein the private key is further stored by the server after the private
key is loaded into the data module.

13. A method of securely monitoring a data module receiving data from a medical device, the
method comprising:

storing, at a server, a private key of a public-private key pair associated with a data module;
receiving, at the server, a request from a client device for access to the data module;

determining, at the server, a first time by rounding a time maintained by the server to a time
interval;
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generating, at the server, a first authentication key based at least on the private key and the first
time, wherein the first authentication key is used to allow authenticated access to the data module;

receiving, at the server, an indication from the data module that the first authentication key
generated at the server was entered; and

in response to determining that the first authentication key generated by the server and a
second authentication key generated by the data module match, granting the client device
authenticated access to the data module wherein the second authentication key generated by the data
module is generated based at least on the private key and a second time determined by the data
module by rounding a time maintained by the data module to the time interval such that the first time
determined by the server and the second time determined by the data module are the same.
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