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performing, based on a first private key, an acquired
biometric vector to be matched, a preset generating
element, a second private key, and first encrypted data, a
number of interactions and processes with a server to
obtain second encrypted data

Q/ $201

sending the second encrypted data to the server to cause
the server to obtain, using the second encrypted data, the
second private key, the generating element, and a preset
Euclidean distance matching threshold, a matching result
for the biometric vector to be matched and the sample
biometric vector
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receiving first intermediate encrypted data sent by the
server

obtaining second intermediate encrypted data according
to the first intermediate encrypted data, the biometric
vector to be matched, the generating element, and the
first private key

performing, based on the second intermediate encrypted
data, the first encrypted data, the first private key, and
the second private key, interactions and processes with
the server, and removing the first private key from the
processed data to obtain the second encrypted data

v

sending the second encrypted data to the server to cause
the server to obtain, using the second encrypted data, the
second private key, the generating element, and a preset
Euclidean distance matching threshold, a matching result
for the biometric vector to be matched and the sample
biometric vector

Fig. 3

performing, based on a second private key, first
encrypted data, a first private key, a preset generating
element, and a biometric vector to be matched acquired
by a terminal device, a number of interactions and
processes with the terminal device to cause the terminal
device to obtain second encrypted data

v

receiving the second encrypted data sent by the terminal
device

A

\
obtaining, using the second encrypted data, the second
private key, the generating element, and a preset
Euclidean distance matching threshold, a matching result
for the biometric vector to be matched and the sample
biometric vector
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encrypting the first encrypted data using the second @83011
private key to obtain first intermediate encrypted data

v

sending the first intermediate encrypted data to the
terminal device to cause the terminal device to obtain
second intermediate encrypted data according to the first @53012
intermediate encrypted data, the biometric vector to be
matched, the generating element, and the first private

key

v

performing, based on the second intermediate encrypted
data, the first encrypted data, the first private key, and
the second private key, interactions and processes with @53013
the terminal device to cause the terminal device to
remove the first private key from the processed data to
obtain the second encrypted data

receiving the second encrypted data sent by the terminal

device Q/ 5302

v

obtaining a matched data set based on the second private
key, the generating element, and the preset Euclidean @33031
distance matching threshold

Y

v

determining that the matching
result includes a successful
match under a condition that the
second encrypted data belongs to
the matched data set

determining that the matching
/[/83032 result includes a failed match
under a condition that the second
encrypted data does not belong to
the matched data set
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500

second encryption
module 502

second communication
module 501

matching module 503
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