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BROWSER INTEGRATION WITH CRYPTOGRAM

CROGS-REFERENCES TO RELATED APPLICATIONS

{0001} The present application is a non-provisional application of and claims
priority to U.5. Provisional Application No. 62/148,100, filed on April 10, 2015 (Attorney
Docket No.: 79800-941681), the entire contents of which are herein incorporaied by

reference for ail purposes.
BACKGROUND

00023 Transactions often require that a user provide sensitive data to execule
the transaction. Sensitive data may be an access code {0 a building or payment details,
for example. In some cases, personal user information may be handled by multiple
entities, including third parties. When the sensitive data is in electronic form, mulliple
computing devices, networks, and/or entities are sometimes given access to the
sensilive information. Thus, it is desirable that the number of networks, computing
devices, and/or entities that have access 1o such sensitive dala be reduced in order to

limil the access to the sensitive data.

[0003] Embodiments of the invention address this and other problems,

individually and collectively.
BRIEF SUMMARY

0004} Embodiments of the present invention reiate {o systems and methods for
conducting a transaction a browser configured to be integrated with a token cryplogram.
According to one embodiment of the invention, a server computer receives
autheniication credentials from a user. The authentication credentials may be from a
web-browser or an operating system (OS) that a user is ulilizing in a computing
environment. The server computer may identify that the website accessed by the user

is “{oken-aware.” The server computer may provide a transaction data identifier
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associated with the authentication credentials to the website. The transaction data
identifier may identify underlying transaction data. The user may select or confirm the
transaction data identifier presented by a website in order to select the underlying
fransaction data to be used in a transaction. The server computer may receive this
confirmation that the transaction data is approved by the user o complete the
fransaction. The server computer may send a token and a cryptogram request (o a
processing network. The ioken may be linked {0 the transaction data associated with
the authentication credentials. The server computer receives from the processing
network a token cryptogram based on the token. The server computer provides the
foken cryptogram and tokenized payment credentials {o data fields of a webpage of the
websiie. The fields may be hidden fields in that they are not visible to the users viewing
the website. in one embodiment, the server computer identifying that a websile is
token-aware may include analyzing a HyperText Markup Language (htmi) tag of the

website.

[0005] According to one embodiment of the invention, a fransaction data identifier
is received from a server computer. The transaction data identifier may be associated
with authentication credentials verified by the server computer. The authentication
credentials may be obtained from login information that a user provides {0 a browser or
an operating system of a computing environment. A transaction completion interface of
a website may be provided to a computing device such as a personal computer,
smartphone, tablet, or otherwise. The transaction completion interface makes the
transaction data identifier viewable 10 a user of the computing device. The transaction
data identifier identifies underlying transaction data. A confirmation from the user that
the transaction data is approved {oc compleie the transaction is received and transmitted
o the server computer. An indication that a website is token-aware is also provided to
the server computer. A token cryptogram and tokenized payment credentials are
received in data fields of a webpage of the website. The fields may be hidden fields that
are not rendered for viewing by the user. An authorization request is sent {0 an acquirer

computer. The authorization request includes the token cryptogram, the tokenized
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payment credentials, and a unigue identifier of the website. An authorization response
from the acquirer computer may be received that either approves or declines the

transaction.

{0006} These and cther embodiments of the invention are described in further

detail below.
BRIEF DESCRIPTION OF THE DRAWINGS

0007 FIG. 1 shows a block diagram of a system and a flowchart according to

embodiments of the disclosure.
0008} FIG. 2 shows a flowchart according to embodiments of the disclosure.

[0008] FIG. 3 shows an example transaction interface for use with a token

crypiogram, in accordance with embodiments of the disclosure.

10010] FiGs. 4 and 5 show example methods of facilitating a transaction that

includes poputating a hidden field of a webpage with a token cryptogram.
DETAILED DESCRIFTION

{0011} In the following description, various embodiments will be described. For
purposes of explanation, specific configurations and details are set forth in order to
provide a thorough understanding of the embodiments. However, it will also be apparent
to one skilled in the art thatl the embodiments may be practiced without the specific
details. Furthermore, well-known features may be omitled or simplified in order not to

obscure the embodiment being described.

0012} Embodiments of the present invention are directed {o systems, methods,
apparatuses, and computer readable media for utilizing a token cryplogram with a
browser {o facilitate a transaction. During a transaction, sensitive data may be used
and limiting the number of entities or computing devices that have access o the

sensitive data reduces the exposure of the sensitive data for improper use. Some
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examples of the disclosure are directed {o transactions initiated by a user with a
browser. Conventionally, to complete a fransaction, a user enters their payment details
{e.q. credit card number, expiration, billing address, shipping address, eic) inlo a
browser form. In addition to consuming a significant amount of the user's time to enter
the details, entering this sensitive data inio the browser potentially gives a merchani, a
Payment Service Provider, and the networks connecling those entities access to the
sensitive data. Reducing the number of entities, networks, and computing systems that

have access (o the sensitive data is desirable.

0013} In one embodiment of the disclosure, a user is logged into a browser or an
operating system and initiates a transaction. The publisher of the browser or operating
system may have access {o fransaction data (e.g. a credit/debit card onfile) that is
associated with the authentication credentials of the logged in user. A server computer
of the publisher of the browser or operating system may provide a transaction data
identifier {e.g. last four digits of the card on file) {0 the browser so that the user can
select the card on file to be used in the fransaction. Once the user selects the card on
file via the transaction data identifier, the server computer may send a token and a
cryptogram reqguest to a payment processing network. The token is linked {o the card
on file that is associated with the user account and authentication credentials. A token
cryptogram based on the {oken is received from the payment processing network at the
server computer. The server computer can then provide the token cryptogram {and
other secure payment details) to hidden form fields of the browser to facilitate the
transaction. The hidden form fields of the browser are not visible {0 a user viewing the
website rendered by the browser. In the disclosure, webpages are configured o accept
a token cryptogram payioad in hidden form fields and browsers are configured {o
identify websites or webpages that can accept token cryptogram payloads and provide
the token cryptogram to the website. The websites may provide an indication {o
browsers that the website is “{oken-aware” in that in can accept a token cryptogram to
facilitate a transaction. in this way, the merchants and associated websites are

provided the required information to compilete g transaction using secure data {(e.g.
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token and cryptograms) while not having access to the actual underlying sensitive

fransaction data (e.g. card on file daifa).

0014} Before discussing specific embodiments and examples, some descriptions

of terms used herein are provided below.

0015} An “authorization request message” may be an electronic message that is
sent 1o a payment processing network and/or an issuer of a payment card to request
authorization for g transaction. An authorization request message according to some
embodiments may comply with (International Organization of Standardization) 150
8583, which is a standard for systems that exchange electronic transaction information
associated with a payment made by a consumer using a payment device or payment
account. The authorization request message may include an issuer account identifier
that may be associated with a payment device or payment account. An authorization
request message may also comprise additional data elements corresponding o
“‘identification information” including, by way of example only: a service code, a CVV
{card verification value), a dCVV (dynamic card verification value), an expiration date,
efc.. An authorization request message may alsc comprise “transaction information,”
such as any information associated with a current transaction, such as the transaction
amount, merchant identifier, merchant location, etc., as well as any other information

that may be ulilized in determining whether to identify and/or authorize a transaction.

{0016] An “authorization response message” may be an elecironic message reply
to an authorization request message generated by an issuing financial institution or a
payment processing network. The authorization response message may include, by
way of example only, one or more of the following status indicators: Approval --
fransaction was approved, Decling -- transaction was not approved; or Call Center --
response pending more information, merchant must call the {oli-free authorization
phone number. The authorization response message may aiso include an authorization
code, which may be a code that a credit card issuing bank relurns in response to an
authorization request message in an electronic message {(either directly or through the

payment processing network) to the merchant's access device (g.g. POS equipment)
E;



10

15

20

25

that indicates approval of the transaction. The code may serve as proof of
authorization. As noted above, in some embodiments, a payment processing network

may generate or forward the authorization response message o the merchant.

0017} A “token” may include a substitule identifier for some information. For
example, a payment token may include an identifier for a payment account that is a
substitute for an account identifier, such as a primary account number (PAN). For
instance, a token may include a series of alphanumeric characters that may be used as
a substitute for an original account identifier. For example, a token “4900 0000 0000
0001” may be used in place of a PAN “4147 0900 0000 12347 In some embodiments,
a token may be “format preserving” and may have a numeric format that conforms {0
the account identifiers used in existing payment processing networks (e.g., 150 8583
financial transaction message format). In some embodiments, a token may be used in
place of a PAN to initiate, authorize, settle or resolve a payment transaction. The token
may also be used to represent the original credential in other systems where the original
credential would typically be provided. In some embodiments, a token value may be
generated such that the recovery of the original PAN or other account identifier from the
token value may not be computationally derived. in other embodiments, a token may
be a substitute for non-financial information such as social security numbers, home

addresses, birthdays, eic.

{0018} A “cryptogram” may refer to an encrypted representation of some
information. A cryptogram can be used by a recipient {o determine if the generator of
the cryptogram is in possession of a proper key, for example, by encrypling the
underlying information with a valid key, and comparing the result o the received
crypiogram. A cryptogram may be sent from a payment processing network for use by
a merchant in response to the merchant requesting a cryptogram for a specific

transaction. The cryptogram may only be valid for the specific transaction.

0019} ‘Payment credentials” may include any suitable information associated
with an account (e.g. a payment account andfor payment device associated with the

account). Such information may be directly related to the account or may be derived
6
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from information related to the account. Examples of account information may include a
PAN (primary account number or "account number”), user name, expiration date, CVV
{card verification value), dCVV (dynamic card verification value), CVV2 (card verification
value 2), CVC3 card verification values, etc. CVV2 is generally understood to be a
static verification value associated with a payment device. CVV2 values are generally
visible to a user (e.g., a consumer), whereas CVV and dCVV values are typically
embedded in memory or authorization request messages and are not readily known {o
the user (although they are known to the issuer and payment processors). Payment
credeniials may be any information that identifies or is associated with a payment
account. Payment credentials may be provided in order {0 make a payment from a
payment account. Payment credentials can also include a user name, an expiration

date, a gift card number or code, and any other suilable information.

{00207 A "mobile device" may comprise any elecironic device that may be
fransporied and operated by a user, which may also provide remote communication
capabilities {0 a network. Examples of remote communication capabilities include using
a mobile phone (wireless) network, wireless data network {e.g., 3G, 4G or similar
networks), Wi-Fi, Wi-Max, or any other communication medium that may provide access
o a network such as the Internet or a private network. Examples of mobile devices
include mobile phones (e.g., cellular phones), PDAs, tablet computers, net books,
lapiop computers, personal music players, hand-held specialized readers, wearable
devices {e.g., walches), vehicles (e.g., cars), elc. A mobile device may comprise any
suitable hardware and software for performing such functions, and may also include
multiple devices or components (e.¢., when a device has remote access to a nelwork by
tethering to another device - i.e., using the other device as a relay - both devices taken

together may be considered a single mobile device).

0021} The term "server computer’ may include a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. in one exampie, the

server computer may be a database server coupled to a Web server. The server

~r
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computer may be coupled to a database and may include any hardware, software, other
togic, or combination of the preceding for servicing the requests from one or more client
computers. The server computer may comprise ong or more computational
apparatuses and may use any of a variety of computing structures, arrangements, and

compilations for servicing the reqguests from one or more client compuiers.

10022} An “acquirer’ is typically a business enlity {e.g., 8 commercial bank) that

has a business relationship with a particular merchant.

0023} An “issuer” is typically a business entity (e.g., a bank or credit union)
which issues a payment device (such as a credit card, debit card, smart card, prepaid
device or contactiess device) to an account owner and which provides administrative
and management functions for the payment account. Some entities may perform both
issuer and acguirer functions. A payment account may be any account usable in a

transaction, such as a credit, debit or prepaid account.

{0024] FIG. 1 lllustrates an exemplary system 100 with at least some of the
components for implementing embodiments of the invention. FIG. 1 includes a user
101, a user device 102, a merchant 103, a gateway service provider 104, a server
computer 105, an acquirer computer 106, a payment processing network 107, a token
vault 108, and an issuer computer 1089, Any of the entities may be in communication by

a suitable communications network.

{0025] User 101 (which may alternatively be referred to as a consumer) may be
associated with user device 102 and may conduct a transaction utilizing user device
102. In some embodiments, user 101 may utilize user device 102 to access a webpage
or mobile application operated by merchant 1032 or gateway service provider 104 {o
conduct a transaction. User 101 may have a user account associated with user device
102 issued by server computer 105, which may authenticate user 101 based on the

user account.

{0026} User device 102 may be any suitable device that has wirgless

communication capabilities. User device 102 may be associated with a user account
8
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that can be authenticated by server computer 105. User 101 may be logged into an
operating system of device 102 or user 101 may be logged into a browser running on an
operating system of device 102, for example. User 101 may aisc have a user account
associated with an application or mobile application of device 102. Server computer
105 may be operated by a publisher/manufacturer of an operating sysiem or web
browser running on the operating system of device 102. In some implementations, user
device 102 may be configured to communicale with one or more cellular networks.

User device 102 may be utilized by user 101 to access a webpage operated by
merchant 103 or gateway service provider 104. User device 102 may also comprise a
memeory element comprising information or code for implementing any methods
described herein. User device 102 may run any suitable operating system and browser.
in some embodiments, one or more of the operating system and the browser may be
capable of identifying websites that are enabled o receive a payicad that includes a
cryptogram. The website may be enabled 1o receive the cryptogram in a hidden field of

a webpage of the websile that is not viewable o a user of the website.

{0027} Some non-limiting examples of user device 102 may include mobile
devices (8.g., cellular phones, keychain devices, personal digital assistants (PDAs),
pagers, notebooks, laptops, notepads, smart walches, filness bands, jewelry, stc.),

automobiles with remote communication capabilifies, personal computers, and the like.

{0028} Merchant 103 may operate a merchant computer configured {o receive
fransaction data from user 101, Merchant 103 may engage in transactions, sell goods
or services, or provide access {0 goods or services {o the consumer. Merchant 103
may sell goods andfor services via a website, and may accept paymenis over the
Internet. Merchant 103 may accept multiple forms of payment and may use muitiple
tools to conduct different types of ransactions. Merchant 103 may also operate a

physical store for in-person transactions.

10028] Gateway service provider 104 (which may also be referred to as a
gateway’) may operate a merchant webpage (e.g., checkout page) on behalf of

merchant 103. Gateway service provider 104 may also be considered a Payment
9
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Service Provider (PSP) that provides online services for accepting electronic payments.
In some embodiments, gateway service provider 104 may be a payment gateway that
initiates a fransaction conducted by user 101. Gateway service provider 104 may
communicate with server compuier 105 to send and receive information associated with

user 101, such as a payload including a token cryptogram.

10030} In some contexts, large merchants 103 may be highly integrated with
gateway service provider 104 such that they are the same entily and operated by a
single computer. In a different context, a smaller merchant has a website that includes
a checkout widget of the gateway service provider 104, in this context, the website may
be operated on a web server that is remote from a computer running the checkout

widget of the gateway service provider 104,

f0031] Server computer 105 may be any suitable computer having wired and/or
wireless communication capabilities and may be capable of conducting any of the
methods described herein. In some embodiments, server computler 105 may be a

token requestor with card-on-file (COF) and a browser/operating system provider.

{0032] Server computer 105 may be capable of authenticating user 101 utilizing
user device 102. Server computer 105 may maintain a user account associated with
user 101, In some embodiments, server computer 105 may authenticate user 101
when user 101 signs in to their user account by providing authentication credentials
(e.g., password, PIN, biomelric identifier, efc.). In some cases, server computer 105
may be a wallet server, that may store other information {e.g., card-on-file data)
associated with the authentication credentials of the user account that may also be
utilized to authenticate user 101, in some embodiments, the stored information may be
tokenized. For example, server computer 105 may store a {okenized version of a
Primary Account Number (PAN) of a Card-On-File (COF) without storing all the

payment credentials of the COF.

{0033} Server computer 105 may communicate with payment processing network

107 by sending a token to payment processing network 107 and receiving a token

10
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crypiogram based on the token. The token cryptogram may be sent in a payload to

merchant 103 or gateway service provider 104.

0034} Acquirer computer 106 is typically a system for an entity (e.g., a bank) that
has a business relationship with a particular merchant or other entity. Acquirer
computer 106 may route an authorization request for a transaction to issuer computer

109 via payment processing network 107.

0035} Payment processing network 107 may include data processing
subsystems, networks, and operations used to support and deliver authorization
services, and clearing and settlement services. in some embodiments, payment
processing network 107 may be in communciation with {oken vault 108 that may store
the binding between a token and an associated account number of user 101. Payment
processing network 107 may comprise information or code that enables generation of 8

token cryptogram based on a received {oken.

{0036} Token vault 108 may comprise any information related to tokens. For
example, token vault 108 may store iokens associated with user 101 and a mapping of
the {okens to their associated payment accounts. Token vaull 108 may comprise any
sensitive information {e.g., account number) associated with the {okens. In some
embodiments, payment processing network 107 may communicate with token vault 108
to de-tokenize a token. Token vaull 108 may de-lokenize the token by determining
information associated with the token based on the stored mapping. In some

embodiments, token vauit 108 may reside at payment processing network 110,

{00377 Issuer computer 109 is typically a computer run by a business entity (e.g,,
a bank} that may have issued the payment {credit/debit) card, account numbers or
payment tokens used for the transactions. Some systems can perform both issuer
computer 109 and acquirer computer 106 funclions. When a transaction involves a
payment account associated with issuer computer 109, issuer computer 108 may verify

the account and respond with an authorization response mesasage o acquirer computer
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106 that may be forwarded to merchant 103 or gateway service provider 104, if
applicable.

0038} In some cases, a clearing and settlement process can occur between
acquirer computer 108, payment processing network 107, and issuer computer 109,
The communications network of system 100 may comprise a plurality of networks for
secure communication of data and information between entities. In some embodiments,
the communications network may follow a suitable communication protocol {0 generate
one or more secure communication channels. Any suitable communications protocol
may be used for generating a communications channel. A communication channel may
in some instance comprise a “secure communication channel,” which may be
established in any known manner, including the use of mutual authentication and a
session key and establishment of an SSL session. However, any method of creating a
secure channel may be used. By establishing a secure channel, sensitive information

related to user 101 may be more securely transmitied.

[0039] A method according to the embodiments of the invention can be described
with respect to FIG. 1 and FIG 2. FIG. 1 shows a flowchart of a method (steps 1~20) for
enabling an e-commerce transaction utilizing a token cryptogram based on a token
according to embodiments of the present invention. FIG. 2 shows a flowchart 200 of a
method that can aiso be described with respect {o FIG. 1 {indicated by S301~8307).
User 101 may also be referrad to as a consumer.

{00407 Additional methods and processes may be included within these methods
and may be recognized by one of ordinary skill in the art, in light of the description
below. Further, in some embodiments of the disclosure, the described methods may be

combined, mixed, and matched, as one of ordinary skill would recognize.

{00417 At step 1, user 101 may operate user device 102, User 101 may access a
websiie associated with merchant 103 and operated by gateway service provider 104
using the user device 102, In some cases, the website may be operated by merchant

103, In some embodiments, user 101 may sign in {o a user account issued by server
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computer 105 while utilizing user device 102, The sign in process may comprise user

101 entering envolled authentication credentials into a browser.

0042} Al step 2, user device 102 may send a request {0 conduct a transaction
with merchant 103. User 101 may interact with the browser displaying a webpage fo
conduct a transaction (.g., e-commerce transaction). In some cases, user 101 may
activate a software button that opens the webpage {or service) and triggers the request
to be sent. For example, user 101 may access a merchant website and add items o a
card and initiate a checkout process (5301}, The webpage may include one or more
information fields that may request information surrounding user 101. Any other

retevant information surrounding user 101 may be communicated {0 merchant 103.

{0043} Al step 3, merchant 103 may communicate with gateway service provider
104 1o take user 101 1o an appropriate webpage. For example, user 101 may be taken
to a checkout page powered by gateway service provider 104 (or merchant 103) (5302).
The checkout page is an example of a transaction completion interface of the website
that may be rendered in the browser. Gateway service provider 104 may be capable of
accepting a payload with a {oken cryptogram. in some embodiments, merchant 103
may provide any other suitable information to gateway service provider 104, which may
operate the website on behalf of merchant 103. In some embodiments, user device 102

may directly communicate with gateway service provider 104,

{0044} Al step 4, gateway service provider 104 may communicate with server
computer 105 to authenticate user 101, User 101 may be signed in o their user
account issued by server computer 105, Server computer 105 may authenticate user
101 by information (2.9., enroliment data, sign-in credentials) associated with the user
account (indicated by "Note” in FiG. 2). In some embodiments, server computer 105
may have stored information (e.g., card-on-file data) associated with the user account of
user 101, In some cases, the information may be real payment account information,
which can be tokenized. In other cases, some or all of the information may already be

tokenized.
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0045} Al step 5, server computer 105 may identify that the website operated by
gateway service provider 104 (or merchant 103) is “loken-aware” and therefore enabled
to accept a token cryptogram (S303). In the context of this disclosure, a “token-aware”
website is configured to accept a token cryptogram in field of a webpage of the website.
In some embodiments, the data field is a hidden field in that it is not viewable o the
user. in one embodiment, the website includes a unique identifier and the websile is
ideniified as a token-aware website by transmitting the unique identifier o payment
processing network o verify the unigue identifier. in one embodiment, a “ioken-aware”
websiie identifies itself by including a HypterText Markup Language (HTML) tag within
the website. in one embodiment, the HTML tag functions as the unigue identifier. The
HTML tag may also verifies the identity of the website and establish the website as a
frusted website. In yet another embaodiment, identifying the websile as {oken-aware

includes receiving an BExtend Validation Certificate (EVC) from the website.

{0048} Still referring to step 5, server computer 105 may provide one or more
transaction data identifiers associated with the authentication credentials of the user
account {o gateway service provider 104 after identifying that the website is token-
aware. In one embodiment, the transaction data identifier can be the last four digits of a

PAN and identifies that particular account for use in the pending transaction.

{0047] Referring to FIG. 3, website webpage 301 includes a fransaction
compiletion interface 303 that includes transaction data identifiers 307 and 309, which
are the last four digits of different PANs that are associated with the user account 305
and the authentication credentials of the user account 305, Server computer 105 may
store the last four digits of a PAN, but not store the complete FAN. User 101 can
choose {0 select one of the fransaction data identifiers to compiete the pending
fransaction. The user may also choose {0 enter a new PAN 311 that has not been
linked o the user account. if user 101 selects one of the transaction data identifiers
307/309, the website sends server computer 105 a confirmation of which transaction

data identifier was approved by user 101 to complete the pending transaction.
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{0048} At step 6 of FIG. 1, gateway service provider 104 may communicate to
server computer 105 whether user 101 selects/confirms one of the transaction data
identifiers presented on webpage 301. In some embodiments, user 101 may be offered
a choice to utilize auio-filled information such as billing address 325, shipping address
335, email address 345, and/or phone number 355, The aulo-filled information is
generally rendered on the website for viewing by user 101. The aufo-filled information
may be provided by server computer 105, User 101 may agree with and confirm the
form-filled information (e.g., by aclivating a software bution} and trigger a confirmation
to be sent to server computer 105 (8304). In some cases, user 101 may reject, delste,

and reenier any information in the viewable information fields 325, 335, 345, and/or 355.

{00497 Al step 7, in response to the selection of a fransaction daia identifier,
server computer 105 may send a corresponding payment token to and request a token
cryptogram based on the payment token from payment processing network 107 {S305).
The token may be associated with an account number of a payment account of user
101 that was identified by the transaction data identifier 307 or 308. In other words, if
user 101 selects transaction data identifier 307, the {oken sent by server computer 105
o payment processing network 107 would be associated with the transaction data
(PAN) having the last four digits as transaction data identifier 307. Similarly, if user 101
selects fransaction data identifier 309, the token sent by server compuier 105 to
payment processing network 107 would be associated with the transaction data (PAN)
having the last four digits as transaction data identifier 309. Server computer 105 may
request that the payment processing network 107 to de-tokenize the token {o resoclve a
real account number (e.g., PAN) {o be utilized for the transaction. Server computer 105
may also request payment processing network 107 to generate a token cryptogram

based on the sent token.

00507 Al step 8, payment processing network 107 may communicate with token
vault 108 to de-iokenize the received token. For example, payment processing network
107 may access the mapping of tokens to account numbers stored by token vault 108 to

retrieve the account number of user 101 associated with the foken.
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0051} Al step 9, token vault 108 may send the retrieved account number (e.qg.,
PAN) to payment processing network 107, The account number may be associated

with the payment account to be utilized for the fransaction conducted by user 101,

{0052} At step 10, payment processing network 107 may generate a token
crypiogram based on the token and send the token cryptogram to server computer 105.
The {oken cryplogram may be generated by any suitable method and may be a one-
time token cryptogram that is specific to the pending transaction (foken crypilogram is
only valid for use in the fransaction). In some embodiment, the token crypitogram may
be generated using an encryption key {e.g., a symmetric encryption key) that may be
used with an encryption algorithm such as DES, TDES, AES, ECC, etc. The
cryplogram may be generaled using any suitable input data including one or more of a

foken, a timestamp, a transaction amount, efc.

[0053] Al step 11, server computer 105 may send tokenized payment credentials
associated with user 101 with the token cryptogram o the webpage operated by
gateway service provider 104 (or merchant 103) (3306). In one embodiment, the {oken
cryptogram is a Token Authentication Verification Value (TAVV). As discussed
previously, the operating system or the browser displaying the webpage of user device
102 may be capable of identifying that the webpage is enabled to accept a payload that
includes a token cryptogram. Consequently, gateway service provider 104 may support
an additional information field for the token cryptogram received from payment
processing network 107 during the transaction conducted by user 101, The additional

information field may be a hidden data fisld that is not rendered for viewing by the user.

{0054] Referring again to FIG. 3, payioad 319 that includes the token cryptogram
and tokenized payment credentials of user 101 can be provided {o hidden payment
fields 315. Payload 319 may be encrypted. Hidden payment fields 315 are illustrated
with dashed lines {o indicate that they are not viewable by a user 101 of webpage 301,
Hidden Payment Fields 315% may be configured to receive a token number, a token
expiration date, the token cryptogram, a payment account reference (PAR), and other

iokenized payment credentials.
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f0055] Al step 12, gateway service provider 104 may send any received
fransaction information {o merchant 103 to process the transaction. The transaction
may be continued if the ioken cryplogram is valid. In some embodiments, user 101 may
receive a confirmation of payment from gateway service provider 104 {or merchant
103). Subsequently, payment processing of gateway service provider 104 with the

received token payment credentials may be initiated for authorization (8307).

[0056] Al step 13, merchant 103 may generate and send an authorization request
message to acquirer compuier 106, The authorization reqguest message includes the
token cryptogram and may include a unigue identifier of the website and tokenized

payment credentials.

{00577 Al step 14, acquirer computer 106 may forward the authorization reguest
message to payment processing network 107. The payment processing network 107
may then analyze the authorization request message and may perform any suitable
authentication processing, including validation of the cryptogram in the authorization
request message. This one or more inputs (e.g., the token, timestamp, iransaction
amouni, etc.) that may be present in the authorization request message, and creating a
cryptogram which can be compared against the cryplogram received in the
authorization reqguest message. In other embodiments, the cryptogram can be
decrypted and the input data can be recovered and compared against data in the
authorization request message. In other case, the cryplogram can be verified. ifitis
verified, than the authorization request meassage may be modified to include a flag
which indicates that the crypiogram has been validated. In addifion, the payment
processing network 107 may take the tokenized payment credentials (e.g., including a
payment token) and may retrieve the real payment credentials (e.g., a PAN) from the
token vault. The modified authorization reguest message may also include the real

credentials instead of the {okenized credentials.

{0058} At step 15, payment processing network 107 may forward the
authorization request message to issuer computer 108, Issuer computer 109 may

determine whether the transaction should be authorized and may generate an
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authorization response message including an authorization decision. As noted above, if
the cryptogram was validated by the payment processing network 107, then this can
give the issuer computer 109 assurance that the transaction is authentic. If the
cryptogram was not validated by the payment processing network 107, then, the issuer
computer 109 may want {0 perform additional authenticalion processing with respect to
the user device 102 and/or the user of the user device 102 before authorizing the
transaction. In some embodiments, issuer computer 108 may inciude other relevant

information in the authorization response message, such as risk analysis information.

{00597 Al step 16, issuer computer 109 may send the authorization response
message o payment processing network 107. Payment processing network 107 and

issuer computer 108 may communicate by any suitable communications nefwork.

{00607 At step 17, payment processing network 107 may send the authorization
response message to acquirer computer 108, Payment processing network 107 and

acquirer computer 106 may communicate by any suitable communications network.

{0061} Al step 18, acquirer computer 106 may send the authorization response
message to merchant 103. Merchant 103 may determine whether to complete the
transaction based on the received response which may include an approval or denial of
the fransaction. Acguirer computer 106 and merchant 103 may communicate by any

suitable communications network.

{0062] At step 19, merchant 103 may send a confirmation o user device 102 if
the transaction is approved. User device 102 may communicate with other entities,
including merchant 103 and gateway service provider 104 by any suitable

communications network.

{0063} Al step 20, user device 102 may inform user 101 that the transaction has
been completed. In some embodiments, user device 102 may present a notification
{e.g., pop-up, audio, eic.) indicating the completion of the transaction. In ¢ther
embodimeants, the webpage ulilized for the transaction may be updated with information

indicating to user 101 that the transaction has been completed.
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{0084] FIG. 4 llustrates a process 400 of performing a transaction that includes
populating a hidden field of a browser with a token cryptogram. The process 400 is
Hiustrated as a logical flow diagram, each operation of which represents a sequence of
operations that can be implemented in hardware, computer instructions, or a
combination thereof. In the context of computer instructions, the operations represent
computer-executable instructions stored on one or more computer-readable siorage
media that, when executed by one or more processors, perform the reciied operations.
Generally, computer-executable instructions include routines, programs, objects,
components, data structures, and the like that perform particular functions or implement
particular data types. The order in which the operations are described is not intended to
be construed as a limitation, and any number of the described operations can be
omitted or combined in any order and/or in parallel to implement this process and any

other processes described herein.

{0065] Some or all of the process 400 {(or any other processes described herein,
or variations and/or combinations thereof) may be performed under the control of one or
more computer systems configured with executable instructions and may be
implementead as code {e.g., executable instructions, one or more computer programs or
one or more applications). In accordance with at least one embodiment, the process
400 of FiG. 4 may be performed by server computer 105, The code may be stored on a
computer-readable storage medium of server computer 105, for example, in the form of
a computer program including a plurality of instructions executable by one or more

processors. The computer-readable storage medium may be non-transitory.

{0066} In process block 405, authentication credentials are received by a server
computer {(e.q. server computer 105). The authentication credentials may be
associated with a user account of an operating system or a web browser, for example.
The server computer may be operated by a publisher of a browser. The server
computer identifies that a website accessed by a user is token-aware, in process block
410. A transaction data identifier associated with the authentication credentials is

provided to the website in process block 415, The fransaction data identifier identifies
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underlying transaction data. In one embodiment, the transaction data identifier is the
tast four digits of @ PAN and the underlying fransaction daia is the full PAN or tokenized
version of the full PAN. The server computer may store or have access to the
fransaction data identifiers as they are associated with the authentication credentials
and the user account. The user may have previously stored payment credentials (that
include the transaction data identifiers) into the user account that the server computer
maintains or has access to. The underlying transaction data may be payment
credentials or tokenized versions of the payment credentials. The website may render
one or more transaction data identifiers to a user of the website so that the user can
select/confirm the transaction data the user desires to complete the transaction using

the transaction data identifiers as a proxy for the actual transaction data.

{00677 In process block 420, the server computer receives a selection or
confirmation that the transaction data identified by the transaction data identifier is
approved by the user to complete the transaction. in process block 425, the server
computer transmits a token and a cryptogram request to a processing network (e.g.
payment processing network 107). The token is tokenized version of the transaction
data that was identified by the transaction data identifier. In process block 430, a token
cryptogram is received from the processing network. The token cryptogram is based on
the token sent o the processing network. In process block 435, the token cryptogram
and tokenized payment credentials are provided to the hidden fields of the webpage of
the website. The hidden fields are not visible to the user viewing the webpage or

website.

{0068} In one embodiment, the server computer assigns a unique identifier to the
websiie and includes the unigue identifier in the cryptogram request of process block
425, The unique identifier may be a randomly generated unpredictable number. The
unique identifier is also included in the payload (e.g. payload 319) that is sent {o the
hidden fields of the webpage. When the merchant/PSPF initiates an authorization
request message that is forwarded to the payment processing network (steps 13 and 14

of FIG. 1) the authorization request can include the token cryptogram and the unigue
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identifier. Therefore, the token cryptogram and the unigue identifier will ultimately be
forwarded back to the payment processing network, which gives the payment
processing network further verification that the merchant/PSP that received the unigue
identifier and the token cryptogram is also the entily transmitting the authorization
request message. Hence, as a technical advantage of the disclosure, the server
computer including the unique identifier in the cryptogram request allows the processing
network to link the {oken cryptogram that if generates with the unique identifier and then
enforce a domain restriction by verifying the authenticity of the authorization request
message by verifying the unique identifier and the token cryptogram are stiil paired

together in the authorization request message.

{00691 FIG. 5 illustrates a process 500 of performing a transaction that includes
populating a hidden field of a browser with a token cryptogram. The process 500 is
iustraied as a logical flow diagram, each operation of which represents a seguence of
operations that can be implemented in hardware, computer instructions, or a
combination thereof. In the context of computer instructions, the operations represent
computer-executable instructions stored on one or more computer-readable storage
media that, when executed by one or more processors, perform the recited operations.
Generally, computer-executable instructions include routines, programs, objects,
components, data structures, and the like that perform particular functions or implement
particular data types. The order in which the operations are described is notf intended to
be construed as a limitation, and any number of the described operations can be
omitied or combined in any order and/or in parallel to implement this process and any

other processes described herein.

00707 Some or all of the process 8§00 (or any other processes described herein,
or variations and/or combinations thereof) may be performed under the conirol of one or
more computer systems configured with executable instructions and may be
implemented as code {e.g., executable instructions, one or more computer programs or
one or more applications). In accordance with at least one embodiment, the process
500 of FIG. 5§ may be performed by merchant 103 and/or gateway service provider 104,
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The code may be stored on a computer-readable storage medium, for example, in the
form of a computer program including a plurality of instructions executable by one or

more processors. The computer-readable storage medium may be non-transitory.

0071} In process block 505, a transaction data identifier (e.g. fast four digits of a
PAN) is received from a server computer {e.g. server computer 105). The transaction
data identifier is associated with authentication credentials verified by the server
computer. in process block 510, a transaction completlion interface {(e.g. 303) of 5
website is provided to a computing device (e.g. user device 102). The transaction data
identifier is made visible to the viewer/user of the website. A confirmation is received
from the user {process block 515) that the transaction data identified by the transaction
data identifier is approved to complete a pending transaction. For example, the user
may have an item in the user's cart ready for checking oul. The confirmation is

transmitted to the server computer in process block 520.

{0072] In process block 525, an indication is provided {o the server computer that
the websile is token-aware (configured to accept a token cryptogram in hidden fieids of
a weabpage of the website). In one embodiment, the indicationis an HTML tag. In
process block 530, tokenized payment credentials and a token cryplogram is received
from the server computer in hidden fields of the webpage of the website. The hidden
fields are not renderad for viewing by the user. in process block 535, an authorization
request message is transmitied {o an acquirer computer {e.g. acquirer computer 106).
The authorization request message inciudes the {okenized payment credentials, the
token cryptogram and a unique identifier of the website. The unique identifier of the

websiie may be assigned to the website by the server computer.

{0073} After fransmitting the authorization request message, an authorization
response message may be received from the acquirer computer. The authorization
response message either approves or declings the transaction. When the authorization
response message approves the fransaction, a transaction completion message may be

sent from the merchant or PSP {o the user's computing device.
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0074} Embodiments of the invention may provide a number of technical
advantages. For example, integrating the use of a token cryptogram in a payload to g
merchant checkout page can make a transaction more secure by not requiring the user
o enter their PAN o complete a transaction. Rather, because the server computer 105
can provide the last four digits or other transaction data ideniifier to the merchant and
have the user select the transaction data identifier as a proxy for the actual PAN, the
server computer 105 nor the user provides the actual PAN (and other payment
credentials) to the merchant 103 and/or gateway service provider 104, Insiead,
tokenized payment credentials and a token cryplogram are provided o the merchant
and/or gateway service provider 104 to complete the transaction. Therefore, the entities
{e.g. merchant and P3P) and networks connecting those entities never receive the
PAN, which limits the opportunity for the PAN {0 be misappropriated. Yet ancther
technical advantage is that the transaction friction of entering payment credentials into a
browser (especially a mobile browser) is reduced in that the user need only select the
account {represented by the last 4 digits of the PAN in some embodiments) that they
prefer {o use to complete the transaction and the rest of the payment details (e.g.
shipping and billing address) may be auto form-filled in the viewable dala fields of the
checkout page while the token cryptogram and other sensilive data elements are in
hidden data fields of the checkout page. The viewable data fields and the sensitive data
elements in the hidden fields may then be easily packaged by the merchant and send
as part of the authorization request. Embodiments that utilize hidden fields may add an

additional layer of security in that the {oken cryptogram is not viewable on the webpage.

f0075] Although the above-noted examples relate to e-commerce payment
transactions, embodiments of the invention are not so limited. For example, the use of
a token-aware websites, tokens, and cryptograms as described above in the e-
commerce payment examples could be used in other non-financial contexts, such as
obtaining access to secure data. For instance, instead of a merchant, a person may
wish to access his or her healthcare records at a medical instilution. Rather than

storing actual sensitive data such as social security numbers at the medical institution
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Website, the medical institution may store tokens associated with those social security
numbers. A similar process as described above in the e-commerce example can be
applied when a user wishes to access his or her hesalth records at the medical

institution.

0076} A computer system that may be used {o implement any of the entities or
components described above may include subsystems such as a printer, keyboard,
fixed disk {or other memaory comprising computer readable media), monitor, which is
coupied o a display adapier. The subsystems may be interconnected via a bus.
Peripherals and inputfoutput (/O) devices, which couple to VO controllers (which can be
a processor or other suitable controlier), can be connected to the computer system by
any number of means known in the art, such as a serial port. For example, a seriai port
or network interface can be used {0 connect the computer apparatus to a wide area
network such as the Internet, a mouse input device, or a scanner. The interconnection
via system bus allows the central processor o communicate with each subsystem and
to control the execution of instructions from a system memory or a fixed disk, as well as
the exchange of information between subsystems. The system memory and/or the
fixed disk may embody a computer readable medium. In some embodiments, the
monitor may be a touch sensitive display screen. Processing logic of the computer
system may have access {o a computer readable medium and be configured to execute
instructions stored in the computer readable medium. Processing logic may include
processors, microprocessors, field-programmable gate arrays (FPGASs), Application-
Specific Integrated Circuits (ASICs), or other suitable processing logic. The processing
togic may be coupled to a network interface to facilitate sending and receiving network

traffic via the network interface.

0077} A computer system can include a plurality of the same components or
subsystems, e.g., connecied together by external interface or by an internal interface.
In some embodiments, computer systems, subsystem, or apparatuses can
communicate over g network. In such instances, one computer can be considered g

client and ancther computer a server, where each can be part of a same computer
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system. A client and a server can each include muiliple systems, subsystems, or

components.

0078} it should be understood that any of the embodiments of the present
invention can be implemented in the form of control logic using hardware (e.g. an
application specific integrated circuit or field programmable gaie array) and/for using
computer software with a generally programmabile processor in a modular or infegrated
manner. As used herein, a processor includes a single-core processor, multi-core
processor on a same integrated chip, or multiple processing units on a single circuit
board or networked. Based on the disclosure and teachings provided herein, a person
of ordinary skill in the art will know and appreciate other ways and/or methods to
implement embodiments of the present invention using hardware and a combination of

hardware and software.

[0079] Any of the software components or functions described in this application
may be implemented as software code to be executed by a processor using any
suitable computer language such as, for example, Java, C, C++, C#, Objectlive-C, Swift,
or scripting language such as Perl or Python using, for example, conventional or object-
oriented techniques. The software code may be siored as a series of instruclions or
commands on a computer readable medium for storage and/or fransmission, suitable
media include random access memory (RAM), a read only memory (ROM), a magnetic
medium such as a hard-drive or a floppy disk, or an optical medium such as a compact
disk (CD) or DVD (digital versatile disk}, flash memory, and the like. The computer

readable medium may be any combination of such storage or transmission devices.

{0080} Such programs may also be encoded and transmitted using carrier signals
adapted for fransmission via wired, optical, and/or wireless networks conforming to a
variety of protocols, including the Internel. As such, a computer readable medium
according to an embodiment of the present invention may be created using a data
signal encoded with such programs. Computer readable media encoded with the
program code may be packaged with a compatible device or provided separately from

other devices (e.g., via internet downlcad). Any such computer readable medium may
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reside on or within a single computer product {(e.g. a8 hard drive, a CD, or an entire
computer system), and may be present on or within different computer products within a
system or network. A computer system may include a moniior, printer, or other suitable

display for providing any of the results mentioned herein to a user.

0081} The above description is illustrative and is not restrictive. Many variations
of the invention wiil become apparent to those skilied in the art upon review of the
disclosure. The scope of the invention should, therefore, be determined not with
reference to the above descriplion, bui instead should be determined with reference to

the pending claims along with their full scope or equivalents.

{0082} One or more features from any embodiment may be combined with one or
more features of any other embodiment without departing from the scope of the

invention.

[0083] A recitation of "a", "an" or "the" is intended to mean "one or more" unless

specifically indicated to the contrary.

0084} All patents, patent applications, publications, and descriptions mentioned
above are herein incorporated by reference in their entirety for all purposes. None is

admitted to be prior art.



WHAT IS CLAIMED

1. A method of performing a payment transaction comprising:

receiving, by a server computer, credentials of a user accessing a merchant
website;

identifying, by the server computer, that the merchant website accessed by the
user is a token-aware website configured to accept a token cryptogram to facilitate the
payment transaction in data fields of a webpage of the merchant website by identifying a
unique identifier of the merchant website and transmitting the unique identifier of the
merchant website to a processing network to verify the unique identifier of the merchant
website;

providing, by the server computer, a transaction data identifier to the merchant
website, wherein the transaction data identifier identifies underlying payment transaction data
and is associated with the credentials;

receiving, by the server computer, a confirmation that the payment transaction
data identified by the transaction data identifier is approved by the user to complete the
payment transaction;

transmitting, by the server computer, a token and a cryptogram request
comprising the unique identifier of the merchant website to the processing network, wherein
the token is linked to the payment transaction data identified by the transaction data
identifier;

receiving from the processing network, a token cryptogram based on the
token; and

providing, by the server computer, tokenized credentials and the token
cryptogram to the data fields of the webpage of the merchant website to conduct the payment

transaction.

2. The method of claim 1, further comprising:
assigning, by the server computer, the unique identifier of the merchant
website to the merchant website, wherein the unique identifier is included in the cryptogram
request; and
providing the unique identifier of the merchant website to the data fields of the

webpage, wherein the data fields are not visible to the user viewing the merchant website.
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3. The method of claim 1, wherein the data fields of the webpage of the merchant

website are hidden data fields.

4. The method of claim 1, wherein identifying that the merchant website is
token-aware includes analyzing an HTML (HyperText Markup Language) tag of the

merchant website.

5. The method of claim 4, wherein the HTML tag also verifies a trusted identity

of the merchant website.

6. The method of claim 1, wherein the tokenized credentials are provided to the

data fields of the webpage only when the merchant website is identified as token-aware.

7. The method of claim 1, wherein the payment transaction data is the tokenized
credentials.
8. The method of claim 1, wherein the transaction data identifier is a last four

digits of a Primary Account Number (PAN).

9. A computer comprising:

processing logic;

a network interface coupled to the processing logic; and

a non-transitory computer-readable medium accessible to the processing logic,
the non-transitory computer-readable medium comprising code, executable by the processing
logic, for implementing a method comprising:

receiving, by the computer, credentials of a user accessing a merchant website;

identifying, by the computer, that the merchant website accessed by the user is
a token-aware website configured to accept a token cryptogram to facilitate a payment
transaction in data fields of a webpage of the merchant website by identifying a unique
identifier of the merchant website and transmitting the unique identifier of the merchant
website to a processing network to verify the unique identifier of the merchant website;
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providing, by the computer, a transaction data identifier to the merchant
website, wherein the transaction data identifier identifies underlying payment transaction data
and is associated with the credentials;

receiving, by the computer, a confirmation that the payment transaction data
identified by the transaction data identifier is approved by the user to complete the payment
transaction;

transmitting, by the computer, a token and a cryptogram request comprising
the unique identifier of the merchant website to the processing network, wherein the token is
linked to the payment transaction data identified by the transaction data identifier;

receiving from the processing network, a token cryptogram based on the
token; and

providing, by the computer, tokenized credentials and the token cryptogram to

the data fields of the webpage of the merchant website to conduct the payment transaction.

10. A method of performing a payment transaction comprising:

receiving a transaction data identifier from a server computer;

providing a transaction completion interface of a merchant website to a
computing device, the transaction completion interface making the transaction data identifier
viewable to a user of the transaction completion interface, wherein the transaction data
identifier identifies underlying payment transaction data;

receiving a confirmation from the user that the payment transaction data
identified by the transaction data identifier is approved to complete the payment transaction;

providing an indication to the server computer that the merchant website is a
token-aware website configured to accept a token cryptogram to facilitate the payment
transaction in data fields of a webpage of the merchant website by transmitting a unique
identifier of the merchant website to the server computer;

receiving, from the server computer, tokenized credentials and a token
cryptogram in the data fields of the webpage of the merchant website; and

transmitting an authorization request to an acquirer computer, wherein the
authorization request includes the tokenized credentials, the token cryptogram, and the

unique identifier of the merchant website.

11.  The method of claim 10, further comprising:
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receiving an authorization response from the acquirer computer, the

authorization response either approving or declining the payment transaction.

12. The method of claim 11, further comprising:
sending a transaction completion message to the computing device when the

authorization response approves the payment transaction.

13.  The method of claim 10, wherein the data fields of the webpage of the

merchant website are hidden data fields.

14. The method of claim 10, wherein the token-aware indication includes an
HTML (HyperText Markup Language) tag.

15. The method of claim 14, wherein the token-aware indication also serves to

verify the merchant website as a trusted website.

16. The method of claim 10, wherein the token-aware indication includes an
Extended Validation Certificate.

17.  The method of claim 10, further comprising:

receiving the unique identifier from the server computer.

18.  The method of claim 17, wherein receiving the unique identifier includes
receiving the unique identifier in one of the data fields of the webpage, and wherein the data

fields are not rendered for viewing by the user.

19. The method of claim 10, wherein the transaction data identifier is associated
with credentials associated with a browser publisher of a browser in which the merchant

website is rendered.
20. A computer comprising:

processing logic;

a network interface coupled to the processing logic; and
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a non-transitory computer-readable medium accessible to the processing logic,
the non-transitory computer-readable medium comprising code, executable by the processing
logic, for implementing a method comprising:

receiving a transaction data identifier, associated with a payment transaction,
from a server computer;

providing a transaction completion interface of a merchant website to a
computing device, the transaction completion interface making the transaction data identifier
viewable to a user of the transaction completion interface, wherein the transaction data
identifier identifies underlying payment transaction data;

receiving a confirmation from the user that the payment transaction data
identified by the transaction data identifier is approved to complete the payment transaction;

providing an indication to the server computer that the merchant website is a
token-aware website configured to accept a token cryptogram to facilitate the payment
transaction in data fields of a webpage of the merchant website by transmitting a unique
identifier of the merchant website to the server computer;

receiving, from the server computer, tokenized credentials and a token
cryptogram in the data fields of the webpage of the merchant website; and

transmitting an authorization request to an acquirer computer, wherein the
authorization request includes the tokenized credentials, the token cryptogram, and the
unique identifier of the merchant website.
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