CACHE-BASED TRACE RECORDING USING CACHE COHERENCE
PROTOCOL DATA
CROSS-REFERENCE TO RELATED APPLICATION

This application claims priority to, and the benefit of U.S. Provisional Patent
Application No. 62/559,780, filed Sep. 18, 2017, and titled “CACHE-BASED TRACE
RECORDING USING CACHE COHERENCE PROTOCOL DATA?, the entire
contents of which are incorporated by reference herein in their entirety.

BACKGROUND

[0001] When writing code during the development of software applications, developers
commonly spend a significant amount of time "debugging” the code to find runtime and
other source code errors. In doing so, developers may take several approaches to reproduce
and localize a source code bug, such as observing the behavior of a program based on
different inputs, inserting debugging code (e.g., to print variable values, to track branches
of execution, etc.), temporarily removing code portions, etc. Tracking down runtime errors
to pinpoint code bugs can occupy a significant portion of application development time.

[0002] Many types of debugging applications ("debuggers™) have been developed in

order to assist developers with the code debugging process. These tools offer developers the
ability to trace, visualize, and alter the execution of computer code. For example, debuggers
may visualize the execution of code instructions, may present code variable values at various
times during code execution, may enable developers to alter code execution paths, and/or
may enable developers to set "breakpoints” and/or "watchpoints” on code elements of
interest (which, when reached during execution, causes execution of the code to be
suspended), among other things.

[0003] Anemerging form of debugging applications enable "time travel,” "reverse,” or
"historic" debugging. With "time travel" debugging, execution of a program (e.g.,
executable entities such as threads) is recorded/traced by a trace application into one or more
trace files. These trace file(s) can then be used to replay execution of the program later, for
both forward and backward analysis. For example, "time travel” debuggers can enable a
developer to set forward breakpoints/watchpoints (like conventional debuggers) as well as
reverse breakpoints/watchpoints.

BRIEF SUMMARY

[0004]  Embodiments herein enhance "time travel” debugging recordings, by utilizing a
processor's shared cache, along with its cache coherence protocol (CCP), in order to
determine what data should be logged to a trace file. Doing so can reduce trace file size by
several orders of magnitude when compared to prior approaches, thereby significantly
reducing the overhead of trace recording.

[0005] Some embodiments, are implemented in computing environments that include (i) a
plurality of processing units, and (ii) a cache memory comprising a plurality of cache
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lines that are used to cache data from one or more backing stores and that are shared by the
plurality of processing units. Consistency between data in the plurality of cache lines and
the one or more backing stores is managed according to a cache coherence protocol.

[0006] These embodiments include performing a cache-based trace recording using
CCP data. These embodiments include determining that an operation has caused an
interaction between a particular cache line of the plurality of cache lines and the one or more
backing stores, that logging is enabled for a particular processing unit of the plurality of
processing units that caused the operation, that the particular cache line is a participant in
logging, and that the CCP indicates that there is data to be logged to a trace. Based at least
on these determinations, embodiments cause this data to be logged to the trace. The data is
usable to replay the operation.

[0007] This summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the claimed subject matter, nor is it
intended to be used as an aid in determining the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] In order to describe the manner in which the above-recited and other advantages
and features of the invention can be obtained, a more particular description of the invention
briefly described above will be rendered by reference to specific embodiments thereof which
are illustrated in the appended drawings. Understanding that these drawings depict only
typical embodiments of the invention and are not therefore to be considered to be limiting
of its scope, the invention will be described and explained with additional specificity and
detail through the use of the accompanying drawings in which:

[0009] Figure 1 illustrates an example computing environment that facilitates recording
of “bit-accurate” traces of code execution via shared caches using cache coherence protocol
(CCP) data,

[0010] Figure 2 illustrates an example of a shared cache;

[0011] Figure 3 illustrates a flowchart of an example method for performing a cache-
based trace recording using CCP data;

[0012] Figure 4A illustrates an example shared cache that extends each of its cache lines
with one or more additional accounting bits;

[0013] Figure 4B illustrates an example of a shared cache that includes one or more
reserved cache lines for storing accounting bits that apply to conventional cache lines;

[0014] Figure 5 illustrates an example of associative cache mappings;
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[0015] Figure 6A illustrates a table that shows example read and write activity by four
processing units on a single line in a shared cache;

[0016] Figure 6B illustrates a table that shows example tracked cache coherence state
based on the read and write activity shown in Figure 6A,;

[0017] Figure 6C illustrates a table that shows example data stored in accounting bits
(i.e., units bits, index bits, and/or flag bits) of a shared cache based on the read and write
activity shown in Figure 6A;

[0018] Figure 6D illustrates a table that shows example log data that could be written to
trace files in connection with the read and write activity shown in Figure 6A;

[0019] Figure 7A illustrates an example in which some read -> read transitions might
be omitted from a trace depending on how processors are tracked;

[0020] Figure 7B illustrates an example of logging data that omit the read -> read
transitions highlighted in Figure 7A,;

[0021] Figure 7C illustrates a table that shows example logging data that might be
recorded if “index bits” are used and indexes are updated on reads;

[0022] Figure 8A illustrates an example computing environment including two
processors, each including four processing units, and L1-L3 caches;

[0023] Figure 8B illustrates a table that shows example read and write operations
performed by some of the processing units of Figure 8A,;

[0024] Figure 9A illustrates a table that shows example reads and writes by two
processing units;

[0025] Figure 9B illustrates an example of illustrates a table that compares when log
entries could be made an environment that provides CCP unit information plus a cache line
flag bit, versus an environment that provides CCP index information plus a cache line flag
bit;

[0026] Figure 10A illustrates an example of different parts of a memory address, and
their relation to associative caches; and

[0027] Figure 10B illustrates an example of logging cache misses and cache evictions
in an associative cache.

DETAILED DESCRIPTION

[0028] Embodiments herein enhance “time travel” debugging recordings, by utilizing a
processor’s shared cache, along with its cache coherence protocol, in order to determine
what data should be logged to a trace file. Doing so can reduce trace file size by several

orders of magnitude when compared to prior approaches, thereby significantly reducing the
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overhead of trace recording.

[0029] Figure 1 illustrates an example computing environment 100 that facilitates
recording “bit-accurate” traces of code execution via shared caches using cache coherence
protocol data. As depicted, embodiments may comprise or utilize a special-purpose or
general-purpose computer system 101 that includes computer hardware, such as, for
example, one or more processor(s) 102, system memory 103, one or more data stores 104,
and/or input/output hardware 105.

[0030] Embodiments within the scope of the present invention include physical and
other computer-readable media for carrying or storing computer-executable instructions
and/or data structures. Such computer-readable media can be any available media that can
be accessed by the computer system 101. Computer-readable media that store computer-
executable instructions and/or data structures are computer storage devices. Computer-
readable media that carry computer-executable instructions and/or data structures are
transmission media. Thus, by way of example, and not limitation, embodiments of the
invention can comprise at least two distinctly different kinds of computer-readable media:
computer storage devices and transmission media.

[0031] Computer storage devices are physical hardware devices that store computer-
executable instructions and/or data structures. Computer storage devices include various
computer hardware, such as RAM, ROM, EEPROM, solid state drives (“SSDs”), flash
memory, phase-change memory (“PCM”), optical disk storage, magnetic disk storage or
other magnetic storage devices, or any other hardware device(s) which can be used to store
program code in the form of computer-executable instructions or data structures, and which
can be accessed and executed by the computer system 101 to implement the disclosed
functionality of the invention. Thus, for example, computer storage devices may include the
depicted system memory 103, the depicted data store 104 which can store computer-
executable instructions and/or data structures, or other storage such as on-processor storage,
as discussed later.

[0032] Transmission media can include a network and/or data links which can be used
to carry program code in the form of computer-executable instructions or data structures,
and which can be accessed by the computer system 101. A “network™ is defined as one or
more data links that enable the transport of electronic data between computer systems and/or
modules and/or other electronic devices. When information is transferred or provided over
a network or another communications connection (either hardwired, wireless, or a

combination of hardwired or wireless) to a computer system, the computer system may view
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the connection as transmission media. Combinations of the above should also be included
within the scope of computer-readable media. For example, the input/output hardware 105
may comprise hardware (e.g., a network interface module (e.g., a “NIC”)) that connects a
network and/or data link which can be used to carry program code in the form of computer-
executable instructions or data structures.

[0033] Further, upon reaching various computer system components, program code in
the form of computer-executable instructions or data structures can be transferred
automatically from transmission media to computer storage devices (or vice versa). For
example, computer-executable instructions or data structures received over a network or
data link can be buffered in RAM within a NIC (e.g., input/output hardware 105), and then
eventually transferred to the system memory 103 and/or to less volatile computer storage
devices (e.g., data store 104) at the computer system 101. Thus, it should be understood that
computer storage devices can be included in computer system components that also (or even
primarily) utilize transmission media.

[0034] Computer-executable instructions comprise, for example, instructions and data
which, when executed at the processor(s) 102, cause the computer system 101 to perform a
certain function or group of functions. Computer-executable instructions may be, for
example, binaries, intermediate format instructions such as assembly language, or even
source code.

[0035] Those skilled in the art will appreciate that the invention may be practiced in
network computing environments with many types of computer system configurations,
including, personal computers, desktop computers, laptop computers, message processors,
hand-held devices, multi-processor systems, microprocessor-based or programmable
consumer electronics, network PCs, minicomputers, mainframe computers, mobile
telephones, PDAs, tablets, pagers, routers, switches, and the like. The invention may also
be practiced in distributed system environments where local and remote computer systems,
which are linked (either by hardwired data links, wireless data links, or by a combination of
hardwired and wireless data links) through a network, both perform tasks. As such, in a
distributed system environment, a computer system may include a plurality of constituent
computer systems. In a distributed system environment, program modules may be located
in both local and remote memory storage devices.

[0036] Those skilled in the art will also appreciate that the invention may be practiced
in a cloud computing environment. Cloud computing environments may be distributed,

although this is not required. When distributed, cloud computing environments may be
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distributed internationally within an organization and/or have components possessed across
multiple organizations. In this description and the following claims, “cloud computing” is
defined as a model for enabling on-demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage, applications, and services). The
definition of “cloud computing” is not limited to any of the other numerous advantages that
can be obtained from such a model when properly deployed.

[0037] A cloud computing model can be composed of various characteristics, such as
on-demand self-service, broad network access, resource pooling, rapid elasticity, measured
service, and so forth. A cloud computing model may also come in the form of various service
models such as, for example, Software as a Service (“SaaS”), Platform as a Service
(“PaaS”), and Infrastructure as a Service (“laaS”). The cloud computing model may also be
deployed using different deployment models such as private cloud, community cloud, public
cloud, hybrid cloud, and so forth.

[0038] Some embodiments, such as a cloud computing environment, may comprise a
system that includes one or more hosts that are each capable of running one or more virtual
machines. During operation, virtual machines emulate an operational computing system,
supporting an operating system and perhaps one or more other applications as well. In some
embodiments, each host includes a hypervisor that emulates virtual resources for the virtual
machines using physical resources that are abstracted from view of the virtual machines.
The hypervisor also provides proper isolation between the virtual machines. Thus, from the
perspective of any given virtual machine, the hypervisor provides the illusion that the virtual
machine is interfacing with a physical resource, even though the virtual machine only
interfaces with the appearance (e.g., a virtual resource) of a physical resource. Examples of
physical resources including processing capacity, memory, disk space, network bandwidth,
media drives, and so forth.

[0039] As illustrated, the data store 104 can store computer-executable instructions
and/or data structures representing application programs such as, for example, a tracer 104a,
an operating system kernel 104b, and application 104c¢ (e.g., the application that is the
subject of tracing by the tracer 104a, and one or more trace file(s) 104d). When these
programs are executing (e.g., using the processor(s) 102), the system memory 103 can store
corresponding runtime data, such as runtime data structures, computer-executable
instructions, etc. Thus, Figure 1 illustrates the system memory 103 as including runtime
application code 103a and application runtime data 103b (e.g., each corresponding with

application 104c).
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[0040] The tracer 104a is usable to record a bit-accurate trace of execution of an
application, such as application 104c¢, and to store trace data in the trace file(s) 104d. In
some embodiments, the tracer 104a is a standalone application, while in other embodiments
the tracer 104a is integrated into another software component, such as the operating system
kernel 104b, a hypervisor, a cloud fabric, etc. While the trace file(s) 104d are depicted as
being stored in the data store 104, the trace file(s) 104d may also be recorded exclusively or
temporarily in the system memory 103, or at some other storage device.

[0041] Figure 1 includes a simplified representation of the internal hardware
components of the processor(s) 102. As illustrated, each processor 102 includes a plurality
of processing unit(s) 102a. Each processing unit may be physical (i.e., a physical processor
core) and/or logical (i.e., a logical core presented by a physical core that supports hyper-
threading, in which more than one application threads executes at the physical core). Thus,
for example, even though the processor 102 may in some embodiments include only a single
physical processing unit (core), it could include two or more logical processing units 102a
presented by that single physical processing unit.

[0042] Each processing unit 102a executes processor instructions that are defined by
applications (e.g., tracer 104a, operating kernel 104b, application 104c, etc.), and which
instructions are selected from among a predefined processor instruction set architecture
(ISA). The particular ISA of each processor 102 varies based on processor manufacturer
and processor model. Common ISAs include the IA-64 and IA-32 architectures from
INTEL, INC., the AMDG64 architecture from ADVANCED MICRO DEVICES, INC., and
various Advanced RISC Machine (“ARM”) architectures from ARM HOLDINGS, PLC,
although a great number of other ISAs exist and can be used by the present invention. In
general, an “instruction” is the smallest externally-visible (i.e., external to the processor)
unit of code that is executable by a processor.

[0043] Each processing unit 102a obtains processor instructions from a shared cache
102b, and executes the processor instructions based on data in the shared cache 102b, based
on data in registers 102d, and/or without input data. In general, the shared cache 102b is a
small amount (i.e., small relative to the typical amount of system memory 103) of random-
access memory that stores on-processor copies of portions of a backing store, such as the
system memory 103 and/or another cache. For example, when executing the application
code 103a, the shared cache 102b contains portions of the application runtime data 103b. If
the processing unit(s) 102a require data not already stored in the shared cache 102b, then a

“cache miss” occurs, and that data is fetched from the system memory 103 (potentially
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“evicting” some other data from the shared cache 102b).

[0044] Typically, a shared cache 102b comprises a plurality of “cache lines,” each of
which stores a chunk of memory from the backing store. For example, Figure 2 illustrates
an example of at least a portion of a shared cache 200, which includes a plurality of cache
lines 203, each of which includes an address portion 201 and a value portion 202. The
address portion 201 of each cache line 203 can store an address in the backing store (e.g.,
system memory 103) for which the line corresponds, and the value portion 202 can initially
store a value received from the backing store. The value portion 202 can be modified by the
processing units 102a, and eventually be evicted back to the backing store. As indicated by
the ellipses, a shared cache 200 can include a large number of cache lines. For example, a
contemporary INTEL processor may contain a layer-1 cache comprising 512 or more cache
lines. In this cache, each cache line is typically usable to store a 64 byte (512 bit) value in
reference to an 8 byte (64 bit) memory address.

[0045] The address stored in the address portion 201 of each cache line 203 may be a
physical address, such as the actual memory address in the system memory 103.
Alternatively, the address stored in the address portion 201 of each cache line 203 may be a
virtual address, which is an address that is assigned to the physical address to provide an
abstraction. Such abstractions can be used, for example, to facilitate memory isolation
between different processes executing at the processor(s) 102. When virtual addresses are
used, a processor 102 may include a translation lookaside buffer (TLB) 102f (usually part
of a memory management unit (MMU)), which maintains mappings between physical and
virtual memory address.

[0046] A shared cache 102b may include a code cache portion and a data cache portion.
For example, when executing the application code 103a, the code portion of the shared cache
102b stores at least a portion of the processor instructions stored in the application code
103a and the data portion of the shared cache 102b stores at least a portion of data structures
of the application runtime data 103b. Often times, a processor cache is divided into separate
tiers/layers (e.g., layer 1 (L1), layer 2 (L2), and layer 3 (L3)), with some tiers (e.g., L3)
potentially existing separate from the processor(s) 102. Thus, the shared cache 102b may
comprise one of these layers (L.1), or may comprise a plurality of these layers.

[0047] When multiple cache layers are used, the processing unit(s) 102a interact directly
with the lowest layer (L1). In most cases, data flows between the layers (e.g., on a read an
L3 cache interacts with the system memory 103 and serves data to an L2 cache, and the L2

cache in turn serves data to the L1 cache). When a processing unit 102a needs to perform a
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write, the caches coordinate to ensure that those caches that had affected data that was shared
among the processing unit(s) 102a don’t have it anymore. This coordination is performed
using a cache coherence protocol (discussed later).

[0048] Caches can be inclusive, exclusive, or include both inclusive and exclusive
behaviors. For example, in an inclusive cache an L3 layer would store a superset of the data
in the L2 layers below it, and the L2 layers store a superset of the L1 layers below them. In
exclusive caches, the layers may be disjointed—for example, if data exists in an L3 cache
that an L1 cache needs, they may swap information, such as data, address, and the like.
[0049] Each processing unit 102 also includes microcode 102¢, which comprises control
logic (i.e., executable instructions) that control operation of the processor 102, and which
generally functions as an interpreter between the hardware of the processor and the
processor ISA exposed by the processor 102 to executing applications. The microcode 102
may be embodied on on-processor storage, such as ROM, EEPROM, etc.

[0050] Registers 102d are hardware-based storage locations that are defined based on
the ISA of the processors(s) 102 and that are read from and/or written to by processor
instructions. For example, registers 102d are commonly used to store values fetched from
the shared cache 102b for use by instructions, to store the results of executing instructions,
and/or to store status or state—such as some of the side-effects of executing instructions
(e.g., the sign of a value changing, a value reaching zero, the occurrence of a carry, etc.), a
processor cycle count, etc. Thus, some registers 102d may comprise “flags” that are used to
signal some state change caused by executing processor instructions. In some embodiment,
processors 102 may also include control registers, which are used to control different aspects
of processor operation.

[0051] In some embodiments, the processor(s) 102 may include one or more buffers
102e. As will be discussed herein after, buffer(s) 102e may be used as a temporary storage
location for trace data. Thus, for example, the processors(s) 102 may store portions of trace
data the buffer(s) 102e, and flush that data to the trace file(s) 104d at appropriate times, such
as when there is available memory bus bandwidth. In some implementations, the buffer(s)
102e could be part of the shared cache 102b.

[0052] As alluded to above, processors possessing a shared cache 102b operate the
cache according to a cache coherence protocol (“CCP”). In particular, CCPs define how
consistency is maintained between data in the shared cache 102b and the backing data store
(e.g., system memory 103 or another cache) as the various processing units 102a read from

and write to data in the shared cache 102b, and how to ensure that the various processing
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units 102a always read valid data from a given location in the shared cache 102b. CCPs are
typically related to and enable a memory model defined by the processor 102’s ISA.
[0053] Examples of common CCPs include the MSI protocol (i.e., Modified, Shared,
and Invalid), the MESI protocol (i.e., Modified, Exclusive, Shared, and Invalid), and the
MOESI protocol (i.e., Modified, Owned, Exclusive, Shared, and Invalid). Each of these
protocols define a state for individual locations (e.g., lines) in the shared cache 102b. A
“modified” cache location contains data that has been modified in the shared cache 102b,
and is therefore potentially inconsistent with the corresponding data in the backing store
(e.g., system memory 103 or another cache). When a location having the “modified” state
is evicted from the shared cache 102b, common CCPs require the cache to guarantee that its
data is written back the backing store, or that another cache take over this responsibility. A
“shared” cache location contains data that is unmodified from the data in the backing store,
exists in read-only state, and is shared by the processing unit(s) 102a. The shared cache 102b
can evict this data without writing it to the backing store. An “invalid” cache location
contains no valid data, and can be considered empty and usable to store data from cache
miss. An “exclusive” cache location contains data that matches the backing store, and is
used by only a single processing unit 102a. It may be changed to the “shared” state at any
time (i.e., in response to a read request) or may be changed to the “modified” state when
writing to it. An “owned” cache location is shared by two or more processing units 102a,
but one of the processing units has the exclusive right to make changes to it. When that
processing makes changes, it directly or indirectly notifies the other processing units—since
the notified processing units may need to invalidate or update based on the CCP
implementation.

[0054] The granularity with which different CCPs track cache coherence and make that
cache coherence data available to the tracer 104a can vary. For example, at one end of the
spectrum, some CCPs track cache coherence per cache line as well as per processing unit.
These CCPs can, therefore, track the state of each cache line as it relates to each processing
unit. As will be demonstrated in the example that follows in connection with Figures 6A-
6D, this means that a single cache line can have information about its state as it relates to
each processing unit 102a. Other CCPs are less granular, and track cache coherence the level
of the cache line only (and lack per-processing unit information). At the other end of the
spectrum, processor manufacturers may choose to track cache coherence the level of the
cache line only for efficiency, since only one processor can own a line exclusively

(exclusive, modified, etc.) at a time. As a mid-granularity example, a CCP may track cache
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coherence per cache line, as well as an index (e.g., 0, 1, 2, 3 for a four-processing unit
processor) to the processing unit that has the current cache line state.

[0055] Embodiments utilize the processor's shared cache 102b to efficiently record a
bit-accurate trace of execution of an application 104c and/or the operating system kernel
104b. These embodiments are built upon an observation that the processor 102 (including
the shared cache 102b) form a semi- or quasi-closed system. For example, once portions of
data for a process (i.e., code data and runtime application data) is loaded into the shared
cache 102b, the processor 102 can run by itself— without any input— as a semi- or quasi-
closed system for bursts of time. In particular, one or more of the processing units 102a
execute instructions from the code portion of the shared cache 102b, using runtime data
stored in the data portions of the shared cache 102b and using the registers 102d.

[0056] When a processing unit 102a needs some influx of information (e.g., because an
instruction it is executing, will execute, or may execute accesses code or runtime data not
already in the shared cache 102b), a "cache miss™ occurs and that information is brought
into the shard cache 102b from the system memory 103. For example, if a data cache miss
occurs when an executed instruction performs a memory operation at a memory address
within the application runtime data 103b, data from that memory address is brought into one
of the cache lines of the data portion of the shared cache 102b. Similarly, if a code cache
miss occurs when an instruction performs a memory operation at a memory address
application code 103a stored in system memory 103, code from that memory address is
brought into one of the cache lines of the code portion of the shared cache 102b. The
processing unit 102a then continues execution using the new information in the shared cache
102b until new information is again brought into the shared cache 102b (e.g., due to another
cache miss or an un-cached read).

[0057] The inventor has observed that, in order to record a bit-accurate representation
of execution of an application, the tracer 104a can record sufficient data to be able to
reproduce the influx of information into the shared cache 102b during execution of that
application’s thread(s). A first approach to doing this is to record all of the data brought into
the shared cache 102b by logging all cache misses and un-cached reads (i.e., reads from
hardware components and un-cacheable memory), along with a time during execution at
which each piece of data was brought into the shared cache 102b (e.g., using a count of
instructions executed or some other counter). This approach is described in Applicant’s co-
pending application U.S. Ser. No. 15/349,555, filed Nov. 11, 2016 and titled “CACHE-
BASED TRACING FOR TIME TRAVEL DEBUGGING AND ANALYSIS”, the entire
contents of which are incorporated by reference herein in their entirety.

[0058] A second approach— which results in significantly smaller trace files than the
first approach— is to track and record the cache lines that were "consumed" by each
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processing unit 102a. As used herein, a processing unit has "consumed" a cache line when
it is aware of its present value. This could be because the processing unit is the one that
wrote the present value of the cache line, or because the processing unit performed a read
on the cache line. This second approach involves extensions to the shared cache 102b that
enable the processor 102 to identify, for each cache line, one or more processing units 102a
that consumed the cache line. This approach is described in Applicant’s co-pending
application U.S. Ser. No. 15/298,439, filed Oct. 20, 2016 and titled “FACILITATING
RECORDING A TRACE FILE OF CODE EXECUTION USING A PROCESSOR CACHE”
and U.S. Ser. No. 15/604,334, filed May 24, 2017 and titled “FACILITATING
RECORDING A TRACE FILE OF CODE EXECUTION USING INDEX BITS IN A
PROCESSOR CACHE”, the entire contents of each of which are incorporated by reference
herein in their entirety.

[0059] According to the embodiments herein, a third approach is to utilize the
processor's CCP to determine a subset of "consumed™ cache lines to record in the file(s)
104d, and which will still enable activity of the shared cache 102b to be reproduced. This
third approach results in significantly smaller trace files— and thus significantly lower
tracing overheads— than both of the first and second approaches.

[0060] Some embodiments herein record trace data streams that correspond to
processing units / threads. For example, the trace file(s) 104 could include one or more
separate trace data stream for each processing unit. In these embodiments, data packets in
each trace data stream may lack identification of the processing unit the data packet applies
to, since this information is inherent based on the trace data stream itself. In these
embodiments, if the computer system 101 includes multiple processors 102 (i.e., within
different processor sockets), the trace file(s) could have one or more different trace data
streams for each processing unit 102a in the different processors 102. Plural data streams
could even be used for a single thread. For example, some embodiments might associate
one data stream with a processing unit used by a thread, and associate one or more additional
data streams with each shared cache used by the thread.

[0061] In other embodiments, the trace file(s) 104 could include a single trace data
stream for the processor 102, and could identify in each data packet which processing unit
the data packet applies to. In these embodiments, if the computer system 101 includes
multiple processors 102, the trace file(s) 104 could include a separate trace data stream for
each of the multiple processors 102. Regardless of the layout of the trace file(s), data packets
for each processing unit 102a are generally recorded independent of other processing units,
enabling different threads that executed at the different processing units 102a to be replayed
independently. The trace files can, however, include some information— whether it be
express or inherent—that provides a partial ordering among the different threads.

[0062] Figure 3 illustrates a flowchart of a method 300 for performing a cache-based
trace recording using CCP data. Method 300 may include acts that are performed by the
processor 102 as the tracer 104a traces the application 104c and/or the operating system
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kernel 104b. The actions made by the processor 102 may be based on hard-coded logic in
the processor 102, soft-coded logic (i.e.,, microcode 102c¢), and/or another software
application such as the tracer 104a, the operating system kernel 104b, or a hypervisor. While
Figure 3 illustrates a sequence of acts, it will be appreciated that embodiments could perform
many of these acts in any order, with some even being performed parallel. As such, the
sequence of acts shown in method 300 are non-limiting.

[0063] As depicted, method 300 includes an act 301 of detecting interaction between a
cache and a backing store. In some embodiments, act 301 comprises detecting an operation
that causes an interaction between a particular cache line of a plurality of cache lines and
one or more backing stores. For example, the while executing a thread of the application
104c¢ or the operating system kernel 104b at one of the processing units 102a, the processing
unit can cause an interaction between a line in the shared cache 102b and a backing store
(e.g., system memory 103, or another cache). The detection can be performed, for example,
by the processor 102 based on executing its microcode 102c.

[0064] Method 300 also includes an act 302 of identifying a processing unit that caused
the interaction. In some embodiments, act 302 comprises identifying a particular processing
unit of the plurality of processing units that caused the operation. For example, based on
executing the microcode 102c, the processor 102 can identify which of the processing units
102a caused the operation detected in act 301.

[0065] Method 300 also includes an act 303 of determining if logging is enabled for the
processing unit. In some embodiments, act 303 comprises using one or more logging control
bits to determine that logging is enabled for the particular processing unit. For example, the
processor 102 can determine whether the processing unit identified in act 302 has logging
enabled, based on one or more logging control bits. Use of logging of logging control bit(s)
enables logging of different processing units can be dynamically enabled and disabled.
Thus, by using logging control bit(s) the tracer 104a can dynamically control which
thread(s) are being traced, and/or which portion(s) of execution of different threads is being
traced.

[0066] The particular form and function of logging control bit(s) can vary. In some
embodiments, for example, the logging control bit(s) is/are part of one of the registers 102d,
such as a control register. In these embodiments, a single logging control bit could
correspond to one processing unit 102a, or to a plurality of processing units 102a. Thus, a
register 102d include a single logging control bit (e.g., corresponding to all processing units

or a specific processing unit or subset of processing units), or could potentially include a

13


WS6
Rectangle

WS6
Rectangle


10

15

20

25

30

plurality of logging control bits (e.g., each corresponding to one or more processing units).
In other embodiments, the logging control bit(s) comprise, or are otherwise associated with,
an address space identifier (ASID) and/or a process-context identifier (PCID) corresponding
to an instruction that caused the interaction between the cache and the backing store. Thus,
for example, method 300 could trace a processing unit only when it is executing instructions
associated with one or more particular ASIDs/PCIDs. In this way, method 300 can record
only specified address space(s) and/or particular process context(s). Combinations are also
possible. For example, the logging control bit(s) could be stored in one or more of registers
102d, but be set/cleared based on current ASID/PCID values. Regardless of the form of the
logging control bit(s), some embodiments may be able to set/clear the logging control bit(s)
at context switches, enabling method 300 to trace only particular threads.

[0067] Method 300 also includes an act 304 of determining whether a cache line
participates in logging. In some embodiments, act 304 comprises, based at least on logging
being enabled for the particular processing unit, determining whether the particular cache
line 1s a participant in logging. For example, the processor 102 can determine whether the
cache line involved in the operation detected in act 301 is involved in logging. As will be
discussed in greater detail later, there are several mechanisms that can be used for the
detection, such as use of bits within the shared cache 102b, or use of cache way-locking.
[0068] Method 300 also includes an act 305 using a CCP to identify that there is data to
be logged to a trace. For example, the processor 102 can consult its CCP to determine what
transitions in cache state occurred as a result of the operation, and if those transitions warrant
logging data. Detailed examples of use of a CCP to identify trace data are given later in
connection with Figures 6A-9B.

[0069] Method 300 also includes an act 306 of logging appropriate data to a trace using
a CCP. In some embodiments, act 306 comprises causing the data to be logged to the trace,
the data usable to replay the operation. When data is to be logged to the trace files(s) one or
more data packets can be added to the appropriate trace data steams—such as a trace data
stream that corresponds to the particular processing unit, or a trace data stream that
corresponds to the processor 102 generally. If the appropriate trace data stream corresponds
to the processor 102 generally, the one or more data packets may identify the particular
processing unit. Note that if the trace data stream corresponds to the processor 102 generally,
the inherent order of the data packets in the data stream itself provides some additional
ordering information that may not be available if multiple data streams are used.

[0070] It is noted that when the shared cache 102b comprises multiple cache levels, in
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some embodiments method 300 operates at the cache level that interacts with system
memory 103, since it is that cache level that processes the cache misses. Operating at this
level enables cache activity of each processing unit 102a to be represented, without being
redundant (i.e., representing a unit’s activity more than once). Thus, for example, if the
computer system 101 includes two processors 102 (i.e., two processor sockets) and
comprises one “inclusive” L3 cache per socket, as well as “inclusive” L2 caches below the
L3 cache, in some embodiments method 300 operates on the L3 caches. Method 300 can
also operate at multiple cache levels. For example, if the computer system 101 includes one
processor 102 (i.e., one processor socket) and comprises one “exclusive” L3 cache for the
socket, as well as “inclusive” L2 caches below the L3 cache, it is the both the L3 and the L2
caches upon which method 300 might operate. Further examples of logging within caches
exhibiting mixed inclusive/exclusive behaviors are discussed below.

[0071] As mentioned above in connection with act 304, there are several mechanisms
that can be used by the processor 102 to determine whether a cache line is a “participant in
logging.” One is to extend each line of the shared cache 102b with one or more additional
“accounting bits” that can be used as a flag, as processing unit identifiers, or as a processor
index. Logic for controlling these “accounting bits” can be part of the processor’s microcode
102c¢.

[0072] To illustrate this embodiment, Figure 4A illustrates an example shared cache
400a, similar to the shared cache 200 of Figure 2, that extends each of its cache lines 404
with one or more additional accounting bit(s) 401. Thus, each cache line 404 includes
accounting bit(s) 401, conventional address bits 402, and value bits 403.

[0073] In some implementations, each cache line’s accounting bit(s) 401 comprise a
single bit that functions as a flag (i.e., on or off) used by the processor 102 to indicate
whether or not the cache line is participating in trace logging. If the processor’s CCP has
sufficient granularity (e.g., if the CCP tracks coherence state for each cache line either as it
relates to each processing unit, or in reference to an index to a processing unit that owns the
cache line’s coherence state), this single bit can be sufficient to facilitate recording a robust
fully-deterministic trace (i.e., one that guarantees full reconstruct-ability of the traced
execution).

[0074] In other implementations, each line’s accounting bit(s) 401 includes a plurality
of bits. Pluralities of bits could be used in several ways. Using one approach, referred to
herein as “unit bits,” each cache line’s accounting bit(s) 401 can include a number of unit

bits equal to a number of processing units 102a of the processor 102 (e.g., the number of
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logical processing units if the processor 102 supports hyper-threading or the number of
physical processing unit if hyper-threading is not supported). These unit bits can be used by
the processor 102 to track which one or more particular processing unit(s) have consumed
the cache line (or if the cache line has not been consumed, to note that none of the processing
units have consumed it). Thus, for example, a shared cache 102b that is shared by two
processing units 102a could include two unit bits for each cache line. In connection with
these unit bits added to each cache line, embodiments extend the processor’s microcode
102c¢ to utilize these unit bits to track whether or not the current value in the cache line has
been logged (i.e., in the trace file 104d) on behalf of each processing unit, or is otherwise
known to the processing unit. If the processor’s CCP has coarser granularity (e.g., if the
CCP tracks coherence state at the level of the cache line only), these unit bits can provide
additional information to facilitate a robust trace. For example, if a cache line is marked as
shared or exclusive by the CCP, the unit bits can be used to identify which processing unit(s)
share the cache line, or which processing unit has the exclusivity.

[0075] Using another approach, referred to herein as “index bits,” each cache line’s
accounting bit(s) 401 can include a number of index bits sufficient to represent an index to
each of the processing units 102a of the processor(s) 102 of computer system 101 that
participate in logging, along with a “reserved” value (e.g., -1). For example, if the
processor(s) 102 of computer system 101 includes 128 processing units 102a, these
processing units can be identified by an index value (e.g., 0-127) using only seven index
bits per cache line. In some embodiments, one index value is reserved (e.g., “invalid”) to
indicate that no processor has logged a cache line. Thus, this would mean that the seven
index bits would actually be able to represent 127 processing units 102a, plus the reserved
value. For example, binary values 0000000 — 1111110 might correspond to index locations
0-126 (decimal), and binary value 1111111 (e.g., -1 or 127 decimal, depending on
interpretation) might correspond to “invalid,” to indicate that no processor has logged the
corresponding cache line—though this notation could vary, depending on implementation.
Thus, unit bits can be used by the processor 102 to track if the cache line is participating in
trace logging (e.g., a value other than -1), and as an index to a particular processing unit that
consumed the cache line (e.g., the processing unit that most recently consumed it). This
second approach has the advantage of supporting a great number of processing units with
little overhead in the shared cache 102b, with the disadvantage of less granularity than the
first approach (i.e., only one processing unit is identified at a time). Again, if the processor’s

CCP has coarser granularity (e.g., if the CCP tracks coherence state at the level of the cache
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line only), these index bits can provide additional information to facilitate a robust trace.
For example, if a cache line is marked as shared or exclusive by the CCP, the index bits can
be used to identify at least one processing unit that shares the cache line, or which processing
unit is has the exclusivity.

[0076] Another mechanism that can be used by the processor 102 to determine whether
a cache line is a participant in logging can employ the concepts discussed in connection with
Figure 4A, but without extending each cache line with additional accounting bits accounting
bit(s) 401. Instead, this mechanism reserves one or more of the cache lines 404 for storing
accounting bits. Figure 4B illustrates an example of a shared cache 400b that includes
conventional cache lines 405 that store memory addresses 402 and values 403, as well as
one or more reserved cache line(s) 406 for storing accounting bits that apply to the
conventional cache lines 405. The bits of the reserved cache line(s) 406 are allocated into
different groups of accounting bits that each corresponds to a different one of the
conventional cache lines 405. These groups of accounting bits could function as a flag bit,
unit bits, or index bits, depending on implementation.

[0077] Another mechanism that can be used by the processor(s) 102 to determine
whether a cache line is a participant in logging is to utilize associative caches and way-
locking. Since a processor’s shared cache 102b is generally much smaller than system
memory 103 (often by orders of magnitude), and thus there are usually far more memory
locations in the system memory 103 than there are lines in the shared cache 102b. As such,
each processor defines a mechanism for mapping multiple memory locations of system
memory to line(s) in a cache. Processors generally employ one of two general techniques:
direct mapping and associative mapping. Using direct mapping, different memory locations
in system memory 103 are mapped to just one line in the cache, such that each memory
location can only be cached into a particular line in the cache.

[0078] Using associative mapping, on the other hand, different locations in system
memory 103 can be cached to one of multiple lines in the shared cache 102b. Figure 5
illustrates an example 500 of associative cache mappings. Here, cache lines 504 of a cache
502 are logically partitioned into different address groups of two cache lines each, including
a first group of two cache lines 504a and 504b (identified as index 0), and a second address
group of two cache lines 504c and 504d (identified as index 1). Each cache line in an address
group is associated with a different “way,” such that cache line 504a is identified by index
0, way 0, cache line 504b is identified by index 0, way 1, and so on. As further depicted,
memory locations 503a, 503c, 503e, and 503g (memory indexes 0, 2, 4, and 6) are mapped
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to index 0. As such, each of these locations in system memory can be cached to any cache
line within the group at index O (i.e., cache lines 504a and 504b). The particular patterns of
the depicted mappings are for illustrative and conceptual purposes only, and should not be
interpreted as the only way in which memory indexes can be mapped to cache lines.

[0079] Associative caches are generally referred to as being N-way associative caches,
where N is the number of “ways” in each address group. Thus, the cache 500 of Figure 5
could be referred to as a 2-way associative cache. Processors commonly implement N-way
caches where N is a power of two (e.g., 2, 4, 8, etc.), with N values of 4 and 8 being
commonly chosen (though the embodiments herein are not limited to any particular N-
values or subsets of N-values). Notably, a 1-way associative cache is generally equivalent
to a direct-mapped cache, since each address group contains only one cache line.
Additionally, if N equals the number of lines in the cache, it is referred to as a fully
associative cache, since it comprises a single address group containing all lines in the cache.
In fully associative caches any memory location can be cached to any line in the cache.
[0080] It is noted that Figure 5 represents a simplified view of system memory and
caches, in order to illustrate general principles. For example, while Figure 5 maps individual
memory locations to cache lines, it will be appreciated that each line in a cache generally
stores data relating to multiple addressable locations in system memory. Thus, in Figure 5,
each location (503a-503h) in system memory (501) may actually represent a plurality of
addressable memory locations. Additionally, mappings may be between actual physical
addresses in the system memory 501 and lines in the cache 502, or may use an intermediary
layer of virtual addresses.

[0081] Associative caches can be used for determining whether a cache line is a
participant in logging through use of way-locking. Way-locking locks or reserves certain
ways in a cache for some purpose. In particular, the embodiments herein utilize way-locking
to reserve one or more ways for a thread that is being traced, such that the locked/reserved
ways are used exclusively for storing cache misses relating to execution of that thread. Thus,
referring back to Figure 5, if “way 0” were locked for a traced thread, then cache lines 504a
and 504c (i.e., index O, way O and index 1, way 0) would be used exclusively for cache
misses relating to execution of that thread, and the remaining cache lines would be used for
all other cache misses. Thus, in order to determine whether a particular cache line is a
participant in logging, the processor 102 need only determine whether the cache line is part
of a way that is reserved for the thread that is being traced.

[0082] Figures 6A-6D illustrates a concrete example 600 of application of the method
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300 of Figure 3, in the context of Figures 1, 2, 4A, 4B, and 5. Figure 6A illustrates a first
table 600a that shows read and write activity by four processing units 102a (i.e., PO-P3) on

a single line in the shared cache 102b. Figure 6B illustrates a second table 600b that indicates
one embodiment of tracked cache coherence state (e.g., as tracked using the processor's
CCP) based on these reads and writes. Figure 6C illustrates a third table 600c that shows
what might be stored in accounting bits of the shared cache 102b (as described in connection
with Figures 4 A and 4B), if accounting bits are used at all. While only one type of
accounting bits would typically be used (i.e., unit bits per line, index bits per line, or a flag
bit per line), for completeness in description table 600c shows each of unit bits 603, index
bits 604, and flag bit 605. Finally, Figure 6D illustrates a fourth table 600d that shows
example types of log data 606 that could potentially be written to the trace files(s) 104d in
connection with each operation.

[0083]  For simplicity in description, table 600a depicts operations by only a single
processing unit 102a at a time, but it will be appreciated that the principles described herein
apply to situations in which there is concurrent activity (e.g., concurrent reads by two or
more processing units of the same cache line). Additionally, examples described in
connection with Figures 6A-6D assume that tracking is enabled for processing units PO-P2,
and is disabled for processing unit P3. For example, as discussed above, this could be
controlled a bit corresponding to each processing unit, such a plurality of bits of a control
register.

[0084] Initially, for ease in description, this example will use simplified cache lines
states that are derived from the cache line states (i.e., Modified, Owned, Exclusive, Shared,
and Invalid) used in the CCPs discussed above (i.e., MSI, MESI, and MOESI). In this
simplification, these states map to either a "read" state (i.e., the cache line has been read
from) or a "write" state (i.e., the cache line has been written to). Table 1 below shows one
example of these mappings. Note that these mapping are used as an example only, and are
non-limiting. For example, there could exist CCPs and states other than the ones discussed
herein, and one of ordinary skill in the art will recognize, in view of the disclosure herein,
that similar mappings can be made with many different CCPs.

TABLE 1
Protocol State Mapped State
Modified Write
Owned Read
Exclusive Write
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Shared Read

Invalid No mapping — cache line considered empty

[0085] Notably, embodiments could log CCP data at varying levels, depending on what
data is available from the processor 102 and/or based on implementation choices. For
example, CCP data could be logged based on "mapped" CCP states (such the ones shown
in Table 1), based on actual CCP states (e.g., Modified, Owned, Exclusive, Shared, and/or
Invalid) made visible by the processor 102, and/or even based on lower-level "raw" CCP
data that may not typically be made visible by the processor 102.

[0086]  Turning to Figures 6A-6D, table 600a includes a first column 601 showing an
identifier (ID), which is used to specify a global order among the operations. Table 600a
also includes four additional columns 602a-602d that each corresponds to one of the
processing units. While, for simplicity, this example uses a global 1D, it will be appreciated
that in practice each processing unit would normally order operations using its own
independent sets of identifiers. These IDs could comprise an instruction count (IC), or any
other appropriate mechanism for specifying an ordering among operations, such as a "jump
count” plus program counter. Note that the example uses memory in a way that is consistent
with the MSI, MESI, and MOESI CCPs, but for simplicity it uses only the "modified,"
"shared,” and "invalid" states. It is noted, however, that some CCPs could provide their own
unique and/or monotonically-incrementing 1Ds that could also be recorded in a trace (e.qg.,
in every packet, or in occasional packets) to strongly order trace entries. Even if the CCP
doesn't provide such an ID, the value of a socket timer (e.g., TSC) or another orderable 1D
could potentially be used.

[0087] As shown in table 600a, at identifier ID[0] processing unit PO performs a read,
which causes a cache miss bringing data DATA[1] into the cache line. Correspondingly,
table 600b shows that the processor's CCP notes that the cache line is now "shared" by PO.
Table 600c shows that if unit bits 603 are used they indicate that processing unit PO has
consumed (i.e., read) the cache line (and that processing units P1-P3 have not), that if index
bits 604 are used they indicate that PO has consumed the cache line, and that if a flag bit 605
is used it indicates that some processing unit has consumed the cache line. Given this status,
in act 303 the processor 102 would determine that logging is enabled for PO, and in act 304
it would determine that the cache line participates in logging (i.e., using unit bits 603, index
bits 604, flag bit 605, or way-locking). Thus, in act 306 the processor 102 would utilize the
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CCP to log appropriate data to the trace file(s), if necessary. Here, since the cache line is
going from an invalid (empty) state to a read (table 600a)/shared (table 600b) state, data
should be logged. As shown in the log data 606 of table 600d, the processor 102 could note
the processing unit (PO) if necessary (i.e., depending on whether the data packets are being
logged to separate data steams per processing unit, or to a single data stream); the cache line
address (@); the instruction count or some other count; and the data (DATA[1]) that was
brought into the cache line. While, as discussed above, the instruction count will typically
be a processing unit-specific value, for simplicity table 600d refers to instruction counts in
reference to the corresponding global ID (i.e., IC[0], in this instance).

[0088] Itis noted that the cache line address (@) and the data (e.g., DATAJ[1]) could, in
some embodiments, be compressed within the trace file(s) 104d. For example, memory
addresses can be compressed by refraining from recording the "high™ bits of a memory
address by referencing (either expressly or implicitly) the "high" bits in a prior recorded
memory address. Data can be compressed by grouping bits of a data value in to a plurality
of groups comprising a plurality of bits each, and associating each group with a
corresponding "flag™ bit. If a group equals a particular pattern (e.g., all 0's, all | 's, etc.), the
flag bit can be set, and that group of bits need not be stored in the trace. A further description
of these techniques is described in Applicant’s co-pending application U.S. Ser. No.
15/349,474, filed Nov. 11, 2016 and titled “REDUCING STORAGE REQUIREMENTS
FOR STORING MEMORY ADDRESSES AND VALUES?”, the entire contents of which are
incorporated by reference herein in their entirety.

[0089]  Next, table 600a shows that at ID[1] processing unit Pl performs a read on the
cache line, reading data DATA[1]. Table 600b shows that the processor's CCP notes that
the cache line is now "shared" by PO and PI . Table 600c shows that that processing units
PO and PI have consumed the cache line (unit bits 603), that PI has consumed the cache
line (index bits 604), or that some processing unit has consumed the cache line (flag bit
605). Note that it would also be correct for the index bits 604 to still reference PO instead of
Pl . Table 600d shows that, using the CCP, the processor 102 determines that a record of the
operation is to be logged. As shown, the processor 102 could note the processing unit (PI);
the cache line address (@); the instruction count (IC[1]); that the cache line has gone from
a read (shared) state to a read (shared) state; and that PO had prior access to prior cache line,
but now PO and PI have access.

[0090] Next, table 600a shows that at ID[2] processing unit PO performs a write to the
cache line, writing data DATA[2]. Table 600b shows that the processor's CCP notes that
the cache line is now "modified” by PO and “invalid" for P1 . Table 600c shows that only
processing unit PO has consumed (i.e., updated the value of) the cache line (unit bits 603),
that PO has consumed the cache line (index bits 604), or that some processing unit has
consumed the cache line (flag bit 605). Table 600d shows that, using the CCP, the processor
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102 determines that a record of the operation needs to be logged, since the cache line has
been written/modified. As shown, the processor 102 could note the processing unit (P0); the
cache line address (@); the instruction count (IC[2]); that the cache line has gone from a
read (shared) state to a write (modified) state; and that PO and P1 had prior access to prior
cache line, but now only PO has access.

[0091] Note that information about which processing unit(s) had prior access to a cache
line could be found using the CCP state shown in table 600b. However, it is noted that some
CCPs may not maintain sufficient information to do so (e.g., a CCP that tracks coherence
state at cache line level only). Alternatively, if unit bits 603 are used, this information can
be derived from the unit bits. Accordingly, the log data 606 shown in Figure 6D assumes
either a robust CCP that maintains this information, or use of unit bits 603.

[0092] If either of these are not used (e.g., if the CCP is not as robust, and if index bits
604, flag bit 605, or way-locking is used instead of unit bits 603), the log data 606 may be
less thorough or larger. As a first example, if the CCP tracks coherence state at cache line
level only, and if index bits 604 are used, the two can be used to identify that the cache line
state is invalid (for all processing units), that it is modified (along with the index of the
processing unit that has it modified), that it is exclusive (along with the index of the
processing unit that has it exclusive), or that it is shared (and all processing units can have
access). This can result in a simpler hardware implementation, with the disadvantage that
when it is time to change the cache line from shared to modified or exclusive all processing
units must be notified, rather than only the ones that would be known by a more granular
CCP to share the cache line. As a second example, index bits 604 could be used to identify
the last processing unit that accessed a cache line. Then, if the cache is inclusive (i.e., so
many reads are hidden behind accesses at L2 or L1 cache levels) then even if processing
units are reading the same cache line, an L3 cache may see relatively few repeated requests
from the same processing units. Logging every index change for a read -> read and then
having the read -> write, write -> write, and write -> read log the index as well gives the
same data as the use of unit bits 603, at the cost of a potentially slightly larger trace. As a
third example, each cache line could include a single flag bit, but the CCP could track
coherence state for each cache line in reference to an index to a processing unit that owns
the cache line’s coherence state. Here, the trace may record more cache line movement than
if unit bits were used or the CCP tracked individual processing units, but the trace can be
still be fully deterministic. A brief comparison of trace file size when having information

about each processing unit, versus only information about processor index, appears
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hereinafter in connection with Figures 9A and 9B.

[0093] Returning to Figure 6A, table 600a shows that at ID[3] processing unit P1
performs a read from the cache line, reading data DATA[2]. Table 600b shows that the
processor’s CCP notes that the cache line is now “shared” by PO and P1. Table 600c¢ shows
that processing units PO and P1 have consumed the cache line (unit bits 603), that P1 has
consumed the cache line (index bits 604), or that some processing unit has consumed the
cache line (flag bit 605). Note that it would also be correct for the index bits 604 to still
reference PO instead of P1. Table 600d shows that, using the CCP, the processor 102
determines that a record of the operation needs to be logged, since the cache line has gone
from a write (modified) state to a read (shared) state. As shown, the processor 102 could
note the processing unit (P1); the cache line address (@); the instruction count (IC[3]); that
the cache line has gone from a write (modified) state to a read (shared) state; and that PO
had prior access to prior cache line, but now PO and P1 have access.

[0094] Next, table 600a shows that at ID[4] processing unit PO again performs a write
to the cache line, this time writing data DATA[3]. Table 600b shows that the processor’s
CCP notes that the cache line is again “modified” by PO and “invalid” for P1. Table 600c
shows that only processing unit PO has consumed the cache line (unit bits 603), that PO has
consumed the cache line (index bits 604), or that some processing unit has consumed the
cache line (flag bit 605). Table 600d shows that, using the CCP, the processor 102
determines that a record of the operation needs to be logged, since the cache line has been
written/modified. As shown, the processor 102 could note the processing unit (PO); the
cache line address ((@); the instruction count (IC[4]); that the cache line has gone from read
(shared) state to a write (modified) state; and that PO and P1 had prior access to prior cache
line, but now only PO has access.

[0095] Next, table 600a shows that at ID[5] processing unit P2 performs a read from the
cache line, reading data DATA[3]. Table 600b shows that the processor’s CCP notes that
the cache line is now “shared” by PO and P2. Table 600c shows that processing units PO and
P2 have consumed the cache line (unit bits 603), that P2 has consumed the cache line (index
bits 604), or that some processing unit has consumed the cache line (flag bit 605). Note that
it would also be correct for the index bits 604 to still reference PO instead of P2. Table 600d
shows that, using the CCP, the processor 102 determines that a record of the operation needs
to be logged, since the cache line has gone from a write (modified) state to a read (shared)
state. As shown, the processor 102 could note the processing unit (P2); the cache line

address (@); the instruction count (IC[5]); that the cache line has gone from a write
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(modified) state to a read (shared) state; and that PO had prior access to prior cache line, but
now PO and P2 have access.

[0096] Next, table 600a shows that at ID[6] processing unit P1 performs a read from the
cache line, also reading data DATA[3]. Table 600b shows that the processor’s CCP notes
that the cache line is now “shared” by PO, P1, and P2. Table 600c shows that processing
units PO, P1, and P2 have consumed the cache line (unit bits 603), that P1 has consumed the
cache line (index bits 604), or that some processing unit has consumed the cache line (flag
bit 605). Note that it would also be correct for the index bits 604 to still reference PO or P2
instead of P1. Table 600d shows that, using the CCP, the processor 102 determines that a
record of the operation is to be logged. As shown, the processor 102 could note the
processing unit (P1); the cache line address (@); the instruction count (IC[6]); that the cache
line has gone from a read (shared) state to a read (shared) state; and that PO and P2 had prior
access to prior cache line, but now PO, P1, and P2 have access.

[0097] Next, table 600a shows that at ID[7] processing unit P3 performs a read from the
cache line, also reading data DATA[3]. Table 600b shows that the processor’s CCP notes
that the cache line is now “shared” by PO, P1, P2 and P3. Table 600c shows that none of the
unit bits 603, index bits 604, or flag bit 605 have been updated. This is because logging is
disabled for P3, and, for purposes of tracing, it has thus not “consumed” the cache line by
performing the read. Table 600d shows that no data has been logged. This is because in act
303 the processor 102 would determine that logging is not enabled for P3.

[0098] Next, table 600a shows that at ID[8] processing unit P3 performs a write the
cache line, writing data DATA[4]. Table 600b shows that the processor’s CCP notes that
the cache line is now “invalid” for PO, P1, and P2, and “modified” by P3. Table 600c shows
that the unit bits 603, the index bits 604, and flag bit 605 all reflect the cache line as being
not consumed by any processing unit. This is because logging is disabled for P3, so, for the
purposes of tracing, it did not “consume” the cache line when it performed the write;
furthermore, the write invalided the value in the cache line for the other processing units.
Table 600d shows that no data has been logged. Again, this is because in act 303 the
processor 102 would determine that logging is not enabled for P3.

[0099] Next, table 600a shows that at ID[9] processing unit PO performs a write to the
cache line, writing data DATA[5]. Table 600b shows that the processor’s CCP notes that
the cache line is now “modified” by PO and “invalid” for P3. Table 600c shows that no
processing unit has consumed the cache line. This is because no log entry was made in

connection with this operation—as reflected in table 600d. No log entry need be made
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because the data written would be reproduced through normal execution of the instructions
of PO’s thread. However, an entry could optionally be written to the trace in this
circumstance (i.e., a write to a cache line that is not logged by a processing unit with logging
enabled) to provide extra data to a consumer of the trace. In this circumstance, a log entry
might be treated as a read of the cache line value, plus the write of DATA[S].

[00100] Next, table 600a shows that at ID[10] processing unit P2 performs a read from
the cache line, reading data DATA[S]. Table 600b shows that the processor’s CCP notes
that the cache line is now “shared” by PO and P2. Table 600c shows that processing unit P2
has consumed the cache line (unit bits 603), that P2 has consumed the cache line (index bits
604), or that some processing unit has consumed the cache line (flag bit 605). Table 600d
shows that, using the CCP, the processor 102 determines that a record of the operation needs
to be logged, since the value cache line has not been previously logged (i.e., it was not
logged at ID[9]). As shown, the processor 102 could note the processing unit (P2); the cache
line address (@); the instruction count (IC[10]); that the data (DATA[S]) that was brought
into the cache line; and that P2 has access to the cache line. It may be possible to also log
that PO also has access to the cache line, depending on what information the particular CCP
and the accounting bits provide.

[00101] Next, table 600a shows that at ID[11] processing unit P1 performs a read from
the cache line, also reading data DATA[S]. Table 600b shows that the processor’s CCP
notes that the cache line is now “shared” by PO, P1, and P2. Table 600c shows that
processing units P1 and P2 have consumed the cache line (unit bits 603), that P1 has
consumed the cache line (index bits 604), or that some processing unit has consumed the
cache line (flag bit 605). Note that it would also be correct for the index bits 604 to still
reference P2 instead of P1. Table 600d shows that, using the CCP, the processor 102
determines that a record of the operation is to be logged. As shown, the processor 102 could
note the processing unit (P1); the cache line address (@); the instruction count (IC[11); that
the cache line has gone from a read (shared) state to a read (shared) state; and that P2 had
prior access to prior cache line, but now P1 and P2 have access. Note that the value
(DATA[S5]) need not be logged, since it was logged by P2 at ID[10].

[00102] Next, table 600a shows that at ID[12] processing unit PO performs a read from
the cache line, also reading data DATA[5]. Table 600b shows that the processor’s CCP still
notes that the cache line is now “shared” by PO, P1, and P2. Table 600c shows that
processing units PO, P1 and P2 have consumed the cache line (unit bits 603), that PO has

consumed the cache line (index bits 604), or that some processing unit has consumed the
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cache line (flag bit 605). Note that it would also be correct for the index bits 604 to still
reference P1 or P2 instead of PO. Table 600d shows that, using the CCP, the processor 102
could determine that a record of the operation is to be logged. In this case, the processor 102
could note the processing unit (P0); the cache line address (@); the instruction count
(IC[12]); that the cache line has gone from a read (shared) state to a read (shared) state; and
that P1 and P2 had prior access to prior cache line, but now PO, P1 and P2 have access. No
value (DATA[S]) is logged, since it is available from P2.

[00103] Alternatively, it could be possible for the processor 102 to reference PO only at
ID[12], since PO already has the value of the cache line (i.e., because it wrote that value at
ID[9]). It could even be possible to refrain from any logging at ID[12], since heuristics could
be used at replay to recover the value (i.e., DATA[5]) without information referencing PO
being in the trace. However, those techniques can be computationally expensive and reduce
the ability of the system to detect when replay has “derailed.” An example heuristic is to
recognize that memory access across processing units are generally strongly ordered (based
on the CCP data), so replay could use the last value across these units for a given memory
location.

[00104] Next, table 600a shows that at ID[13] the cache line is evicted. As a result, table
600b shows that the CCP entries are empty, table 600¢ shows that the accounting bits reflect
no processing unit as having consumed the cache line, and table 600d shows that no data is
logged.

[00105] Note that while, for completeness, the log data 606 lists all of the ending access
states (i.e. which processing units now have access to the cache line), this information is
potentially implicit and trace file size may be reduced by omitting it. For example, on a
transition from a write -> read, the list of processing units having access after the read is
always the processing unit that had access prior, plus the processing unit that performed the
read. On a transition from a read -> write or a transition from a write -> write, the list of
processing units having write access after the write is always the processing unit that
performed the write. On a transition from a read -> read, the list of processing units having
access after the read is always the processing units having access before the transition, plus
the processing unit that performed the read.

[00106] In general, in order to generate fully deterministic trace file, a CCP would dictate
that all transitions (i.e. write -> read, write -> write, read -> write, and read -> read) across
processing units (e.g., from PO to P1) be logged. However, transitions within the same

processing unit (e.g., from PO to PO) need not be logged. These need not be logged because
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they will be reproduced through normal execution of the thread that executed at that
processing unit.

[00107] It will be appreciated that, using data such as that which is logged in the example
above, and with further knowledge of the CCP used by the processor 102 at which the
recording was made, a full ordering of the operations that occurred at each thread can be
reconstructed, and at least a partial ordering of the operations among the different processing
units can be reconstructed. Thus, either an indexing processes and/or through a replay of the
trace file, each of the operations above can be reconstructed—even though they have not all
been expressly recorded in the trace file(s) 104d.

[00108] In some embodiments, the tracer 104a may record additional data packets in the
trace file(s) 104d in order to enhance logging of the ordering of operations across processing
units. For example, the tracer 104a could record with some events ordering information such
as a monotonically incrementing numbers (MINs) (or some other counter/timer) in order to
provide a full ordering of the events that have a MIN (or other counter/timer) across the
threads. These MINs could be used to identify data packets corresponding to events that are
defined to be “orderable” across threads. These events could be defined based on a “trace
memory model” that defines how threads can interact through shared memory, and their
shared use of data in the memory. As another example, the tracer 104a could (periodically
or at random) record a hash of processor state based on a defined deterministic algorithm
and a defined set of registers (e.g., program counter, stack, general purpose registers, etc.)
As yet another example, the tracer 104a could (periodically or at random) forcefully log
cache line data. As yet another example, the tracer 104a could include in the trace
“transition” packets that log a hash all or a portion (e.g., a few bits) of data they implicitly
carry. Thus, when this implicit data is reconstructed at replay, appropriate portions(s) of the
implicit data can be hashed and matched to these transition packets to help identify its
ordering. This may be useful, for example, if the CCP cannot track processor indexes
associated with cache lines if the cache lines are in the shared state.

[00109] When the tracer 104a records additional data packets in the trace file(s) 104d in
order to enhance the ordering, it may be possible to omit recording some of the transitions
across processing units. For example, it may be possible to omit recording some read ->
read transitions across threads. This might result in a “weakened” non-deterministic trace in
some situations—since the ordering of some reads may not be able to be fully reconstructed
based on the trace and the CCP—but additional ordering information (e.g., MINs, hashes of

processor state, extra cache line data) can help reduce the search space during replay to find
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valid orderings of the reads that do not “derail” replay of the trace. Benefits of omitting
some of the read -> read transitions across threads include trace size and potentially
simplified modifications to the processor 101 to facilitate tracing.

[00110] Figure 7A illustrates an example in which some read -> read transitions might
be omitted from the trace depending on how processors are tracked. Similar to Figure 6A,
Figure 7A includes a table 700a with a global ID 701, and threes columns (702a-702c)
corresponding to three processing units (PO-P2). Omitting some read -> read transitions is
built upon two observations. First, writes need to be ordered; however all of the reads
between two consecutive writes (e.g., the reads at ID[3]-ID[7]) will read the same value so
the order among those reads is irrelevant (and thus a trace omitting those read -> read
transitions can be deterministic) Second, having a read “cross” a write when replaying (i.e.,
a read and a write to the same cache line being replayed in the incorrect order) means the
correct data is not being used for replay; however, having data (e.g., MINs, etc.) to avoid
making this mistake will help identify valid orderings.

[00111] In the example shown in table 700a, processing unit P2 only performs reads to
shared data, and those shared reads only “steal” from other reads (e.g., assuming ID[9] has
left the cache line shared). If no log entries are made for any of the read -> read transitions
(i.e., ID[4]-ID[7] and ID[10]), there would be no information in the trace to properly place
P2’s reads. Based on the writes it could be concluded that P2 never read the value DATA[1]
(i.e., since the write at ID[2] didn’t steal from P2), and lacking log entries for P2’s read ->
read transitions (i.e., ID[4], ID[7], and ID[10]), all that can be concluded for P2 is that there
was at least one read by P2 between ID[2] and ID[8]. If, however, there were log entries for
ID[4] and ID[10], the remaining reads that may not need to be logged (i.e., ID[S]-ID[7], as
shown in Figure 7B) can be located. Each of these reads belongs to the same inter-write
section as the last logged read (i.e., at ID[4]). These reads can therefore be located based on
what the writes steal from (and if no operation steals from a read then there is no write after
it until the next logged packet).

[00112] In view of table 700a, Figure 7B illustrates a table 700b that shows logging
data—omitting the read -> read transitions highlighted in Figure 7A, that might be recorded
if “unit bits” are used. Figure 7C illustrates a table 700¢ that shows logging data that might
be recorded if “index bits” are used and the indexes are updated on reads.

[00113] As mentioned briefly above, some caches include both inclusive and exclusive
layers (i.e., a non-fully-inclusive cache). The logging techniques described herein are

applicable to these caches, as well as purely inclusive or exclusive caches. As an example,
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Figure 8A illustrates a computing environment 800a that includes two processors 801a/801b
(e.g., two processors in corresponding sockets). Each processor 801 includes four
processing units 802a/802b (e.g., physical or logical processing units). Each processor 801
also includes a three-layer cache, including an L1 layer 803a/803b, an L2 layer 804a/804b,
and an L3 layer 805a/805b. As shown, each cache includes four L1 caches 803—each
corresponding to one of the processing units 802. In addition, each cache includes two L2
caches 804—each corresponding to two of the processing units 802. In addition, each cache
includes one L3 cache 805 for all of the processing units 802 in the processor 801. The
processing units and some of the caches are individually identified—for example the
processing units 802a processor 801a are identified as A0-A3, the L2 caches are identified
as A4 and AS, and the L3 cache is identified as A6. Similar identifiers are used for
corresponding components in processor 801b. The asterisks (*) associated with processing
units AO, Al, A2, B0, and B1 indicate that logging is enabled for these processing units.
[00114] In computing environment 800a, the caches could exhibit a mix of inclusive and
exclusive behaviors. For example, it may be inefficient for the A6 L3 cache of processor
801a to store a cache line when only processing unit A0 is using it. Instead, in this case the
cache line could be stored in AO’s L1 cache and the A4 L2 cache, but not on A1’s L1 cache
or the A5 L2 cache or lower caches. To free up space, some caches may allow the A6 L3
cache to evict that cache line in this situation. When this happens, A1 could obtain the cache
line from the A4 L2 cache as would be normal in an inclusive cache. However, since the
cache line does not exist in the A6 L3 cache or the A5 L2 cache, some cache
implementations may also allow lateral movement of the cache line, such as from A0’s L1
cache to A2 or A3’s L1 caches. This can present some challenges to tracing using CCP’s.
The examples below illustrate how tracing using CCP’s can be accomplished in such
situations.
[00115] Figure 8B illustrates includes a table 800b that shows example read and write
operations performed by some of the processing units 802. The format of table 800b is
similar to the format of table 600a. In view of the computing environment 800a and the table
800D, three different logging examples are now given, each using different cache behaviors.
These examples are described in the context of the following principles for logging using a
CCP:

(1) Generally, log data when an address (cache line) goes from “not logged” to

“logged” (i.e., based on determining that the cache line participates in logging in

act 304);
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(2) Generally, refrain from logging when a cache line goes from “logged” to “not-

logged” or “evicted” (though the log would still be valid if this data is logged).
However, it is valid to log evictions. Doing so increases trace size, but provides
additional information that can help to identify ordering among trace data
streams, can help identify when replay of a trace has “derailed,” and can provide
for additional trace analysis. With respect to trace analysis, logging evictions can
provide more information about how the cache was used, can be used to identify
performance characteristics of the executed code, and can help pinpoint a time
window during which a given a cache line stored a particular value.
Embodiments for logging evictions are discussed later in connection with

Figures 10A and 10B;

(3) Log movement when the cache line moves across cores or cache coherency

status in a way that provides new information;

(4) When a processing unit does a write, invalidate the cache line for all the other

processing units. If the cache line hasn’t been logged for the processing unit
already, the system can either not log the cache line, or treat the write as: (i) a
read (i.e., that logs the cache line and turns the logging tracking on), together
with (ii) a write, assuming that the memory in the cache line is readable to the
processing unit. It may be legal, but less efficient, for the processor to turn
logging off and not log the write—but this loses information that needs to be
reconstructed at replay and, on average, it may be trace size inefficient since it

is cheaper to log a reference than to log a full cache line of data later;

(5) It is valid to over-log (e.g., as in principle 2 above) to help with reconstructing

the trace later. Although this grows the trace size, it doesn’t impact correctness.
For example, some read -> read transitions might be omitted (as described above
in connection with Figures 7A-7C), but any cross-core transition that starts or
ends with a write should be explicitly or implicitly logged. In another example,
embodiments may add additional data packets (e.g., that provide additional
ordering information and/or hashes) to the trace at any time. In yet another
example, embodiments may log when a write is first committed to a cache line
after its CCP transition to a write state (i.e., since speculative execution may
cause a cache line to transition to a write state, but not actually commit any write
to it). Logging these writes can facilitate the separation of per-core trace streams

later. In yet another example, embodiments may log indirect jumps, or other
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information that helps quickly reduce the search space when separating trace
data streams; and

(6) A non-full log (i.e., one without all of the transitions logged) can still be used to
replay the trace. This can bring about extra computational cost at replay time to
calculate the missing pieces.

[00116] In a first example, the CCP tracks cache line status per processing unit (i.e.,
each core has its own read and write status). In this example, the cache behaves much like an
inclusive cache, except that there may be data that moves cross-cache or cross-socket that is
not available at logging time. For brevity, in these examples the processing units 802 are
referred to as "cores™ and processors 801a and 801b are referred to  a processors A and B or
sockets A and B. Additionally, a simplified logging notation of
"ID:Core:From:Transition(i.e., from -> to)" is used to represent types of data that could be
logged. This notation is explained more detail inline. For the first example, logging could
include:

[00117] At ID[0], "0:AO0:R[DATA] -> [1]"— i.e., at ID[0], logging that core AO read
DATA[1], per principle 1 above.

[00118] At ID[1], "1 :BO:R[DATA] -> [1]"— i.e., at ID[1], logging that core BO read
DATA[1], also per principle 1 above. If the cache in processor B is unaware that AO has the
data already logged, then processor B logs it itself. Alternatively, if the cache in processor

B is aware that AO has DATA[1] logged, then the log entry could include "1 :B0:R[AO0]-
>R",

[00119] At ID[2], "2: Al :R[AQ]->R"— i.e., at ID[2], logging that core Al did a read ->
read transition, and that AO had access. Since the cache line state is shared with processor
B, the entry could be "2:Al :R:[A0,B0]->R"— i.e., at ID[2], logging that Al did a read ->
read transition, and that AO and BO had access. Since crossing sockets is typically more
expensive than logging within a socket, the first log entry may be preferred for read -> read
transitions. When logging to/from writes that cross sockets, however, logging also crosses
sockets.

[00120] At ID[3], some embodiments log nothing. Alternatively, since the A2 core
hasn't logged anything yet, and the first thing it does is a write, this could be logged as read -
> write. Either way, since a write occurred, the other cores have their cache line state
invalidated. The cost (e.g., in terms of trace data) of logging the read -> write at ID[3] would
typically be less than logging actual data at ID[4], so it may be beneficial to log here. In this
case, the log entry could include "3 :A2:R[A0,B1,B0] ->W"—i.e., core A2 did a read ->
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write transition and cores A0, B1, and BO had access.

[00121] What happens at ID[4] depends on what was logged at ID[3]. If nothing was
logged in ID[3], then the data is logged (i.e., “4:A2:R[DATA]->[2]"). On the other hand, if
a packet was logged in ID[3], then there is nothing to log.

[00122] At ID[5] there is a read that crosses cores. However, if the A2 core still has the
cache line as modified (or equivalent) then the cache line serves the request (it can’t be
served from memory). In that case, socket B will know this came from socket A and re-
logging the data can be avoided; it could be logged as “5:B0:W[A2]->R”. If the cache got
the data from main memory (this might be the case if socket A was able to update main
memory and share its cache coherency state for the line) then the entry could be
“5:B0:R[DATA]->2".

[00123] At ID[6] the operation is a normal read. Like the read at ID[2], socket B might
know about socket A’s data or not. If does, the log entry could include “6:B1:R[B0,A2]-
>R”; otherwise it could include “6:B1:R[B0]->R”.

[00124] At ID[7], if the cache line for BO hasn’t been evited there is nothing to log. If it
has been evicted, processor B would log the data as coming from another core, or log the
cache line data. This evicting of one core, but not others in the socket, generally does not
happen in fully inclusive caches. In a fully inclusive cache, if any core in the socket has the
cache line inits L1 cache, then the L3 has the cache line, so that cache line cannot be evicted
for one core but not another.

[00125] At ID[8], since the AO core has nothing logged since and the first operation to
log is a write, this is similar to the operation at ID[3]. Processor A can log this as a read-
>write; alternately, but perhaps less preferably, processor A could log nothing. If the packet
is logged, its content would vary depending on whether socket A can see socket B. If it
cannot, the packet could include “8:A0:R[A2]->W?”, but if it can the packet could include
“8:A0:R[BO,B1,A2]->W".

[00126] At ID[9] there is nothing to log if a packet was logged at ID[8] (since it’s a write
on an already logged cache), though the cache line state for the other cores is typically
invalidated if it wasn’t already.

[00127] At ID [10], the logging depends on what was logged at ID[8]. If no data was
logged at ID[8] then it needs to be done here, so the packet could include “10:A1:R[DATA]-
>[4]”. If a packet was logged at ID[8], this is a normal write-> read packet (e.g.,
“10:A1:W[AO]->R").

[00128] At ID[11] the read -> read transition is logged. If a packet was logged at ID[8]
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then AO is on the source list of cores (e.g., "11 :A2:R[A0,A1]->R); otherwise, AO is not in
the list (e.g., "11 :A2:R[A1]->R").

[00129] At ID[12] if socket B can see socket A, this is read -> read packet (e.qg.,
"12:B0:R[A0,A1,A2]->R"). If it can't then it is a full data log (e.g., "12:BO:R[DATA]-

>[4]").

[00130] At ID[13] the data comes from BO, plus socket A if it is visible (e.g.,
"13 :B 1 :R[A0,A1,A2,B0]->R"). The list may omit core AO if the write was not logged at
ID[8].

[00131] At ID[14] nothing needs to be logged if a packet was logged at ID[8] did already
log. Otherwise AO will get the data from Al & A2, plus potentially the socket B if it can be
seen. As such, the packet could include "14:A0:R[A1,A2,B0,B1]->R".

[00132] Note that while this example logged the sockets together, it would be correct to
log each socket in isolation, similar to the way threads are can be logged in isolation. This
might result in larger traces, but it has the advantage of not having to change any cross-
socket communication mechanism in the processor.

[00133] Also, at any moment in time the cache line may be evicted, which would mean
that the data needs to be gathered from another core or re-logged. For example, if before
ID[11], AO had its cache line evicted, then A2 would get the value from Al . If both Al and
AO were evited, then processor A may need to log the cache line value into the trace for A2.

[00134] Finally, some processors may know that data comes from another socket, but not
know which core in that socket. In those cases, the processor could log precedence (source)
as a socket ID, log the data itself, or log the socket ID and a hash of the data (i.e., to help
order cross socket accesses, but not have to log the entire data to the trace).

[00135] In a second example, the CCP uses indexes instead of tracking cache coherency
of each core separately. In this environment, the index could be tracked cross socket or intra-
socket. Due to the performance of cross socket versus intra-socket communications, the latter
case (intra-socket) may be more practical. When the index is tracked intra-socket, the trace
may need to log something when data moves cross socket. This could include logging the
index from the other socket (but this may not necessarily be unique enough for a
deterministic trace), logging a hash of one or more portions of the cache line value, or
logging a packet on the sending socket's trace to indicate that data was sent.

[00136] When tracking core indexes when using a non-fully-inclusive cache, a

complication arises when an LI cache may have data that is not in the L3 cache. So, for
example assume the following sequence of events: (i) AO gets a line (thus the index bits
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refer to AO) in its LI cache; (ii) Al gets the line (thus the index bits refer to Al) inits LI
cache; (iii) L3 cache evicts the line; (iv) Al evicts the line from is LI cache; and (v) A2 gets
the cache line from AQO in its LI cache. Here, although A2 gets the cache line from AO, the
index does not refer to AO. This complicates logging mappings into the trace. Some
solutions could include adding extra information (as described above), such as a hash of one
or more portions of the cache line data, periodically adding redundant information like a
hash of the general-purpose registers, etc. Logging evictions could also help, but that may
significantly grow the trace file size and complicate logging (e.g., logging LI cache
evictions that are not in the L2 or L3 caches, but not logging LI cache evictions the that are
in the L2 or L3 caches).

[00137]  In some embodiments, when data moves from an L3 cache to a child L2 or LI
cache, a log entry is only made if the index changes. For example, suppose that AO has the
line in its LI cache (thus the index bits refer to AO), then Al gets the line in its LI cache
(index at Al), then both evict the cache line but the common L2 (or L3) still has it. If the L2
cache serves Al, then there is nothing to log. If the L2 cache serves AO then no log entry
needs to be made if it is known that AO already had the data; but if it is not known (or can't
be determined) if AO already had the data, then the processor may need to log a read -> read.

[00138] Below is an example log of the operations of table 800b, assuming that sockets
log independently, that tracking is performed by index, that there are no extra hidden
evictions, and that all writes that impact the CCP and that happen when logging is turned on
are logged (e.g., one write needs to be logged if there are consecutive writes by the same core
and there is no access between the writes by another core or other external entity). For the
second example, logging could include:

[00139]  For ID[0], "0:A0:R[DATA]->[1]".

[00140] For ID[1], "1 :BO:R[DATA]->[1]"— i.e., recall that each socket is logged
separately.

[00141] For ID[2], "2: Al :R[AQ]->R".
[00142]  For ID[3], "3 :A2:R[A1]->W".
[00143] For 1D[4], nothing.

[00144] For ID[5], "5:B0:R[DATA]->[2]". This is because the write at ID[3] invalidated
the line across all sockets, and sockets are being traced independently (as stated above).

[00145] For ID[6], "6:B1 :R[BO]->R".
[00146] For ID[7], if the cache line for BO hasn't been evited there is nothing to log.

[00147] For ID[8]: "8:A0:R[A2]->W", since the logging bit is on (and despite this core
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not having logged the data before). This entry demonstrates how, with indexes, there is only
knowledge of the last owner in the socket.

[00148] For ID[9], there is nothing to log.

[00149] For ID[10], “10:A1:W[AO]->R”.

[00150] For ID[11], “11:A2:R[A1]->R”.

[00151] ForID[12],“12:B0:R[data]->[4]”. This is because the cache line was invalidated
across all sockets at ID[8].

[00152] For ID[13], “13:B1:R[BO]->R”.

[00153] ForID[14], “14:A0:R[A2]->R”. Note that at ID[11] the index was updated to be
A2. Also note that it would not be known that this core already had the data (i.e., ID[9])
since the index does not carry that information, while before the per-processor state (unit
bits) was able to carry the information.

[00154] In a third example, the caches in environment 800a are unable to keep track of
which core has the last shared (read) access to a cache line. Thus, in this example, the index
of the last reader cannot be tracked, since there are no bits to do so. Here, the CCP may use
one index value (that doesn’t map to any core) to signal a shared line, another index value
to signal an invalid line, and the processor index for a “modified” state (e.g., using an MSI
protocol). In this third example, logging could include logging the index of the cache in a
packet, instead of the index of the core. Parent to child movements need not be logged, but
could be logged as extra data. If parent to child movements are not logged, then the parent
to child cache hierarchy may need to be provided for the log to be interpreted.

[00155] As mentioned above, in some environments each cache line of a cache could
include a single flag bit, but the CCP of the processor could track coherence state for each
cache line, in reference to an index to a processing unit that owns the cache line’s coherence
state. As mentioned, this produces fully-deterministic traces, but may result in larger traces
than in cases that have information per-processing unit (e.g., a CCP that tracks per
processing unit, in combination with a flag bit per cache line). Figures 9A and 9B illustrate
how logging may differ in these two situations (i.e., CCP unit information plus cache line
flag bit versus CCP index plus cache line flag bit). Figure 9A illustrates a table 900a that
shows reads and writes by two processing units (PO and P1), and Figure 9B illustrates a
table 900b that compares when log entries could be made in these two environments. In
these examples, assume that the flag bit starts off cleared, and that the unit/index bits indicate
that no processing unit has access to the cache line.

[00156] Initially, if the CCP tracks unit information and the cache line uses a flag bit,
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logging could proceed as follows. As shown in table 900b, at ID[0] nothing needs be logged,
since it’s a write on a cache line that has not been logged (alternatively, the value before the
write could be logged, and the flag bit could be flipped on). At this point the CCP can note
that neither PO nor P1 access to the cache line. At ID[1] the cache line data could be logged
for P1. The flag bit could be turned on, and the CCP could note that P1 has access to the
cache line. At ID[2] a read -> read packet could be logged, with PO taking the cache line
from P1 (this is logged since the flag bit was on, and the CCP is used to determine that PO
did not have access). The flag bit was already on, and the CCP notes that PO now also has
access to the cache line’s state. At ID[3] nothing needs be logged (the cache line is already
in the log for this core). This determined because the flag bit is on, and the CCP indicates
P1 already had access to the cache line. At ID[4] a read -> write packet could be logged for
PO. This this because the flag bit is on, and PO already had access to the cache line. Since
this was a write, the CCP could invalidate the cache line for all other processors (i.e., PO has
access and P1 does not). At ID[5] a write -> read packet could be logged for P1. This is
because the flag bit is on, but P1 doesn’t have the data in the trace (as indicated by the CCP).
Note that the two reference packets at ID[4] and ID[5] are smaller than logging nothing at
ID[4], and then having to log the data at ID[5]. The CCP notes that P1 now has access to
the cache line, in addition to PO.

[00157] Now, if the CCP tracks index information only and the cache line uses a flag bit,
logging could proceed as follows. As shown in table 900b, at ID[0] nothing needs to be
logged since the flag bit is off and this is a write. As before, this may alternatively be logged
as a read plus a write, if the memory is readable by PO. At ID[1] the cache line data could
be logged for P1. The flag bit could be turned on, and the CCP and update the index to point
to P1. At ID[2] a read -> read packet could be logged for PO. This because the flag bit is
already on and the index is on P1. The CCP can update the index to PO. It ID[3] a read ->
read packet could be logged for P1. Note that this case is now indistinguishable from ID[2],
since in both cases the index on the other processor, the flag bit is on, and the cache line is
in a shared state. The CCP can update the index to P1. At ID[4] a read -> write packet could
be logged for PO. The flag bit is on, so the packet can log by reference. This updates the
CCP’s index to PO. A ID[5] a write -> read packet could be logged for P1. The flag bit is
on, the packet logs by reference. The cache line moves to a shared state, so the CCP updates
the index to P1. As shown in table 900b, the index case results in a larger trace file than the
unit case, but still produces a fully-deterministic trace.

[00158] Some of the embodiments herein have indicated that it may be beneficial in terms
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of trace file size to record data packets that reference data possessed by another processing
unit (when possible), rather than recording cache line data later (e.g., ID[4] in each of the
preceding examples). Other benefits can also flow from recording by reference. For
example, at replay, when there are a series of log entries that are by reference, it can be
inferred that no external intervention happened in the cache line data. This is because when
a full cache line data is re-logged, it means that either the cache line was evicted or
invalidated. Thus, including log entries by reference, even in situation when a log entry may
strictly not be necessary, can provide implicit information about the absence of external
interventions that may be useful information at replay or for debugging.

[00159] In some implementations, the addresses that are recorded in the trace entries
(e.g., the "@" entries above) comprise physical memory addresses. In these
implementations, the processor 102 may record one or more entries of the TLB 102f into

the trace file(s) 104d. This may be as part of the trace data streams for the different
processing units, or as part of one more additional trace data streams. This will enable replay
software to map these physical addresses to virtual addresses later.

[00160] In addition, since physical addresses may at times be considered "secret"
information (e.g., when recording at the level of user mode), some embodiments record
some representation of the actual physical addresses, rather than the physical addresses
themselves. This representation could be any representation that uniquely maps its
identifiers to physical addresses, without revealing the physical address. One example could
be a hash of each physical address. When these representations are used, and entries of the
TLB 102f are recorded into the trace file(s) 104d, the processor 102 record a mapping
between these representations and virtual addresses, rather than physical addresses to virtual
addresses.

[00161] As mentioned, the processor 102 can include one or more buffers 102e. These
buffers can be used as a temporary storage location for trace file entries, prior to actually
writing those entries to the trace file(s) 102f. Thus, when act 305 causes data to be logged

to the trace, act 305 could comprise writing the data to the buffer(s) 102e. In some
embodiments, the processor 102 employs deferred logging techniques in order to reduce
impact of writing trace data on the processor 102 and the memory bus. In these
embodiments, the processor 102 may store trace data into to the buffer(s) 102e, and defer
writing to the trace file(s) 102f until there is available bandwidth on the memory bus, or the
buffer(s) 102e is/are full. Some of these techniques are described in Applicant’s co-pending
application U.S. Ser. No. 15/688,828, filed Aug. 28, 2017 and titled “LOGGING TRACE
DATA FOR PROGRAM CODE EXECUTION AT AN INSTRUCTION LEVEL,” the entire
contents of which are incorporated by reference herein in their entirety.

[00162] As was also mentioned, some embodiments may log cache evictions. Figures
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10A and 10B illustrates some embodiments how cache evicting can be logged in an efficient
manner (i.e., in terms of trace file size) leveraging properties of associative caches. Initially,
Figure 10A illustrates an example 1000 of different parts of a memory address, and their
relation to associative caches. As shown, memory addresses include a first plurality of bits
1001 that are the low bits of the address, and that are typically zero. The first plurality of
bits 1001 are zero because memory addresses are typically aligned to a memory address size
(e.g., 32 bits, 64 bits, etc.). Thus, the number of the first plurality of bits 1001 is dependent
on the size of the memory address. For example, if a memory address is 32 bits (i.e., 2”5
bits), then the first plurality of bits 1001 comprises five bits (such that memory addresses
are multiples of 32), if a memory address is 64 bits (i.e., 2°°6), then the first plurality of bits
1001 comprises six bits (such that memory addresses are multiples of 64), etc. Memory
addresses also include a second plurality of bits 1002 that may be used by a processor 102
to determine a particular address group in an associative cache in which the data of the
memory address should be stored. In the example 1000 of Figure 10A, for instance, the
second plurality of bits 1002 comprises three bits, which would correspond to an associative
cache that has eight address groups. The number of the second plurality of bits 1002 is
therefore dependent on the particular geometry of the associative cache. Memory addresses
also include a third plurality of bits 1003 comprising the remaining high bits of the memory
address.

[00163] In the context of Figure 10A, Figure 10B illustrates an example 1004 of logging
cache misses and cache evictions in an associative cache. Initially, example 1004 shows
three memory addresses 1005 (i.e., address 1024), 1006 (i.e., address @2112), and 1007
(i.e., address @2048). Figure 10B also illustrates an associative cache 1010 that has eight
groups, each comprising four ways. The binary identity of these groups and ways is shown
in columns 1008 (groups) and 1009 (ways), along with a corresponding decimal
representation in parentheticals. Thus, for example, the cache line (0, 0)—i.e., group 0, way
0—in cache 1010 is shown in binary as group ‘000’ (column 1008) and way ‘00’ (column
1009); the cache line (0, 1)—group 0, way 1—in cache 1010 is shown in binary as group
‘000’ (column 1008) and way ‘01’ (column 1009); and so on until the cache line (8, 3)—
i.e., group 8, way 3—in cache 1010 is shown in binary as group ‘111’ (column 1008) and
way ‘11’ (column 1009).

[00164] Now, suppose there is a first cache miss on address 1005 (i.e., @1024). Here,
since its second plurality of bits 1002 is ‘000’ the processor 102 may determine that it is to

store the data corresponding to address 1005 in group O of cache 1010. The particular way
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in group 0 is typically chosen by processor-specific logic. For purposes of example 1004,
however, suppose that the data is stored in way O (as shown by arrow) 1011a. In connection
with this cache miss, log data recorded by the tracer 104a could include the memory address
(i.e.,, @1024) and the way (i.e., way 0) in which the data was stored. Note that any number
of compression techniques could be used to reduce the number of bits needed to store the
memory address in the trace. The group (i.e., group 0) need not be logged because it can be
obtained from the second plurality of bits 1002 of the memory address.

[00165] Next, suppose there is a second cache miss on address 1006 (i.e., @2112). This
time, the second plurality of bits 1002 is ‘010’ so the processor 102 may determine that it is
to store the data corresponding to address 1006 in group 2 of cache 1010. Again, the
particular way in group 2 is typically chosen by processor-specific logic. For purposes of
example 1004, however, suppose that the data is stored in way O (as shown by arrow) 1011b.
In connection with this cache miss, log data recorded by the tracer 104a could include the
memory address (i.e., @2112) and the way (i.e., way 0) in which the data was stored. Again,
the group (i.e., group 2) need not be logged because it can be obtained from the second
plurality of bits 1002 of the memory address.

[00166] Now suppose there is a third cache miss on address 1007 (i.e., @2048). The
second plurality of bits 1002 is again ‘000’ so the processor 102 may determine that it is to
store the data corresponding to address 1007 in group O of cache 1010. The particular way
is again chosen by processor-specific logic, but suppose that the processor chose way 0 (as
shown by arrow 1011c¢). In connection with this cache miss, log data recorded by the tracer
104a could include the memory address (i.e., @2048) and the way (i.e., way 0) in which the
data was stored. Again, the group (i.e., group 0) need not be logged because it can be
obtained from the second plurality of bits 1002 of the memory address.

[00167] Because this cache line (0,0) currently corresponds to address 1005, this third
cache miss on address 1007 causes address 1005 to be evicted from cache 1010. However,
embodiments may refrain from recording any trace data documenting this eviction. This is
because the eviction can be inferred from data already in the trace--i.e., the first cache miss
on address 1005 into way O, together with the second cache miss on address 1007 into way
0. Even though the group (i.e., group 0) may not be expressly logged in the trace, it can be
inferred from these addresses. As such, replay of this trace data can reproduce the eviction.
[00168] Some evictions result from events other than a cache miss. For example, a CCP
may cause an eviction to occur in order to maintain consistency between different caches.

Suppose, for instance, that address 1006 is evicted from cache line (2,0) of cache 1010 due
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to a CCP event. Here, the eviction can be expressly logged by recording the group (i.e.,
‘010’) and the way (i.e., ‘00’) of the eviction. Notably, the address that was evicted need
not be logged, since it was already captured when logging the second cache miss that
brought address 1006 into cache line (2,0). Accordingly, in this example, the eviction can
be fully captured in the trace file(s) 104d with a mere five bits of log data (prior to any form
of compression).

[00169] Some embodiments are also capable of securely tracing activity of a processing
unit, even when a thread executing at that processing unit interacts with a secure enclave.
As will be appreciated by those of ordinary skill in the art, enclaves are hardware-based
security features that can protect sensitive information (e.g., cryptographic keys, credentials,
biometric data, etc.) from potentially even the lowest level software executing at a processor
102. Thus, in addition to protecting sensitive information from user-mode processes,
enclaves may even protect sensitive information from kernels and/or hypervisors. In many
implementations, enclaves appear to an executing process as encrypted portion(s) of
memory mapped into the process’ address space. This may be implemented, for example,
by using different memory page tables for the executing process and the enclave. When a
process interacts with an enclave, the process may read from/write to its own mapped
memory, and the enclave may read from/write to its own mapped memory and/or the
process’ mapped memory.

[00170] First enclave-aware tracing embodiments trace an executing process, while
refraining from tracing an enclave with which the process interacts, while still enabling the
traced process to be fully replayed. In these embodiments, memory reads by the executing
process to its address space are traced/logged using one or mechanisms already described
herein. When there is a context switch to the enclave, however, embodiments may track any
memory location(s) that were previously read by the traced process, and that are written to
by the enclave during its execution. When the traced process again executes after the switch
to the enclave, these memory location(s) are treated as having not been logged by the traced
process. That way, if the traced process again reads from these memory location(s)
(potentially reading data that was placed in those location(s) by the enclave) these reads are
logged to the trace. Effectively, this means that any side effects of execution of the enclave
that are visible to the traced process are captured in the trace, without needing to trace
execution of the enclave. In this way, the traced process can be replayed later utilizing these
side effects, without actually needing to (or even being able to) replay execution of the

enclave. There are several mechanisms (described previously) that can be used to track
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memory location(s) that were previously read by the traced process and that are written to
by the enclave during its execution, such as accounting bits (e.g., flag bits, unit bits, index
bits), way-locking, use of CCP data, etc.

[00171] Second enclave-aware tracing embodiments trace the executing process (e.g.,
based on accesses, such as reads, to its own address space), while also tracing the enclave
(e.g., based on accesses to its own address space and/or accesses to the traced process’
address space). These embodiments could be implemented when there is a requisite level of
trust between the kernel/hypervisor and the enclave. In these embodiments, trace data
relating to execution of the enclave could be logged into a separate trace data stream and/or
encrypted such that any entity performing a replay is unable to replay the enclave without
access to the enclave’s separate trace data stream and/or cryptographic key(s) that can be
used to decrypt the trace data relating to execution of the enclave.

[00172] Third enclave-aware tracing embodiments combine the first and second
embodiments. Thus, these third embodiments can record a trace of an executing process that
includes the side-effects of that process’ use of an enclave (i.e., the first embodiments),
along with a trace of the enclave itself (i.e., the second embodiments). This enables
execution of the traced process to be replayed by a user lacking a requisite privilege level
and/or cryptographic key(s), while enabling a user having the requisite privilege level and/or
cryptographic key(s) to also replay execution of the enclave itself.

[00173] Each of these enclave-tracing embodiments are applicable beyond enclaves, and
to any situation in which a traced entity interacts with another entity whose execution needs
to be protected during tracing (referred to now as a protected entity). For example, any of
these embodiments could be used when tracing a user mode process that interacts with a
kernel mode process—here, the kernel mode process could be treated much the same as an
enclave. In another example, any of these embodiments could be used when tracing a kernel
mode process that interacts with a hypervisor—here, the hypervisor could be treated much
the same as an enclave.

[00174] There may be environments in which it is not practical (e.g., due to performance
or security considerations), not possible (e.g., due to lack of hardware support), or not
desirable to track which memory location(s) that were previously read by a traced process
are written to by a protected entity during its execution. This could prevent use of the
enclave-tracing embodiments described above. However, there are also techniques for
tracing in these situations.

[00175] A first technique is to treat the processor cache as having been invalidated after
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the context switch from the protected entity. Treating the processor cache as having been
invalidated causes reads by the traced entity after the return from the protected entity to
cause cache misses—which can be logged. These cache misses will include any values that
were modified in the traced entity’s address space by the protected entity, and that were
subsequently read by the traced entity. While this technique could generate more trace data
than the three embodiments described above, it does capture the effects of execution of the
protected entity that were relied on by the traced entity. In some embodiments, this first
technique could also record one or more key frames (e.g., including a snapshot of processor
registers) upon a return to a traced entity from a protected entity. The key frame(s) enable
replay of the traced entity to be commenced after the return from the protected entity, even
though there is a lack in continuity in trace data (i.e., during execution of the protected
entity).

[00176] A second technique is to log the cache misses relating to reads by a protected
entity from the traced entity’s address space, as well as writes performed by the protected
entity into the traced entity’s address space. This allows a replay of the trace to reproduce
the protected entity’s writes without needing to have access to the instructions of the
protected entity that produced them. This also gives replay access to the data (in the traced
entity’s address space) that the protected entity read, and which the traced entity later
accessed. Hybrid approaches are possible (if sufficient bookkeeping information, such as
CCP data, is available) that could log the protected entity’s writes (in the traced entity’s
address space), but not its reads—if those reads would be logged later due to treating the
cache as invalidated.

[00177] The present invention may be embodied in other specific forms without
departing from its spirit or essential characteristics. The described embodiments are to be
considered in all respects only as illustrative and not restrictive. The scope of the invention
is, therefore, indicated by the appended claims rather than by the foregoing description. All
changes which come within the meaning and range of equivalency of the claims are to be

embraced within their scope.
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What is claimed
1. A computing device, comprising:
a plurality of processing units;

a cache memory comprising a plurality of cache lines that are used to cache
data from one or more backing stores and that are shared by the plurality of
processing units, wherein consistency between data in the plurality of cache lines
and the one or more backing stores is managed according to a cache coherence
protocol (CCP); and

stored control logic that configures the computing device to perform at least
the following:

determine that at least the following conditions have been met:

Q) an operation has caused an interaction between a particular
cache line of the plurality of cache lines and the one or more backing
stores;

(i) logging is enabled for a particular processing unit of the
plurality of processing units that caused the operation;

(iii)  the particular cache line is a participant in logging; and

(iv)  the CCP indicates that there is data to be logged to a trace
based on the operation; and

based at least on determining that the conditions having been met,
cause the data to be logged to the trace, the data usable to replay the
operation.

2. The computing device as recited in claim 1, wherein the stored control logic
also configures the computing device to update one or more accounting bits associated with
the particular cache line to indicate whether the particular cache line remains a participant
in logging after the operation.

3. The computing device as recited in claim 2, wherein the one or more
accounting bits associated with the particular cache line comprises one of (i) a single bit,
(i) a plurality of bits that each corresponds to one of the plurality of processing units, or
(iii) a plurality of bits that store a processor index value.

4 The computing device as recited in claim 2, wherein the one or more
accounting bits associated with the particular cache line are stored in one or more reserved
cache lines that are separate from cache lines that are used to cache data from one or more
backing stores.
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5. The computing device as recited in claim 1, wherein causing the data to be
logged to the trace comprises writing the data to a buffer, and wherein flushing data from
the buffer to the trace file is deferred based on memory bus activity.

6. The computing device as recited in claim 1, wherein the stored control
logic also configures the computing device to log at least one cache eviction by reference to a
group and a way in an associative cache.

7. The computing device as recited in claim 1, wherein the data logged
comprises transitions between different CCP states.

8. The computing device as recited in claim 1, wherein the data logged
comprises at least one of: a transition from write state to a read state, a transition from a
write state to a write state, or a transition from a read state to a write state.

9. The computing device as recited in claim 1, wherein using the CCP to
identify that there is data to be logged to a trace comprises identifying that a transition from
a read state to a read state need not be logged to the trace.

10. The computing device as recited in claim 1, wherein data for each
processing unit is logged to at least one separate data stream.

11. The computing device as recited in claim 1, wherein data for two or more
processing units is logged to the same data stream, but tagged with a processing unit
identifier.

12. The computing device as recited in claim 1, wherein the data to be logged to
the trace comprises ordering information.

13. The computing device as recited in claim 1, wherein the data to be logged
comprises data written to the particular cache line by an enclave, and wherein causing the
data to be logged to the trace comprises:

when the operation that caused the interaction between the particular cache line and
the one or more backing stores corresponds to a thread interacting with the enclave, causing
the data to be logged into a trace data stream corresponding to the thread; or

when the operation that caused the interaction between the particular cache line and
the one or more backing stores corresponds to the enclave, causing the data to be logged to
be separated from the trace data stream corresponding to the thread.

14, A method, implemented in a computing environment that includes a plurality
of processing units and a cache memory comprising a plurality of cache lines that are used
to cache data from one or more backing stores and that are shared by the plurality of
processing units, wherein consistency between data in the plurality of cache lines and the
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one or more backing stores is managed according to a cache coherence protocol, the method
for performing a cache-based trace recording using cache coherence protocol (CCP) data,
the method comprising:

determining that at least the following conditions have been met:

Q) an operation has caused an interaction between a particular cache
line of the plurality of cache lines and the one or more backing
stores;

(i) logging is enabled for a particular processing unit of the plurality of
processing units that caused the operation;

(iii)  the particular cache line is a participant in logging; and

(iv)  the CCP indicates that there is data to be logged to a trace based on
the operation; and

based at least on determining that the conditions having been met, causing the data
to be logged to the trace, the data usable to replay the operation.

15.  The method of claim 14, further comprising updating one or more accounting
bits associated with the particular cache line to indicate whether the particular cache line
remains a participant in logging after the operation.

16.  The method of claim 14, wherein causing the data to be logged to the trace
comprises writing the data to a buffer, and wherein flushing data from the buffer to the trace
file is deferred based on memory bus activity.

17.  The method of claim 14, wherein the data logged comprises transitions between
different CCP states.

18.  The method of claim 14, wherein the data logged comprises at least one of a
transition from write state to a read state, a transition from a write state to a write state, or a
transition from a read state to a write state.

19.  The method of claim 14, wherein using the CCP to identify whether data is to
be logged to a trace comprises identifying that a transition from a read state to a read state
need not be logged to the trace.

20. A computer program product for use at a computing device that comprises a
plurality of processing units and a cache memory comprising a plurality of cache lines that
are used to cache data from one or more backing stores and that are shared by the plurality
of processing units, wherein consistency between data in the plurality of cache lines and the
one or more backing stores is managed according to a cache coherence protocol (CCP), the
computer program product comprising one or more hardware storage devices having stored
thereon computer-executable instructions that are executable by one or more processing units
to cause the computing device to perform at least the following:

determine that at least the following conditions have been met:
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(1)  anoperation has caused an interaction between a particular cache line
of the plurality of cache lines and the one or more backing stores;

(i)  logging is enabled for a particular processing unit of the plurality of
processing units that caused the operation;

(i) the particular cache line is a participant in logging; and

(iv) the CCP indicates that there is data to be logged to a trace based on the
operation; and

based at least on determining that the conditions having been met, cause the data to
be logged to the trace, the data usable to replay the operation.
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