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The challenging computing device may be configured to disconnect an existing 

connection with the responding computing device if the result of comparison 

indicates that the response and verification HMAC values do not match. The 

challenging computing device may be configured to disregard communication 

from the responding computing device if the result of comparison indicates that 5 

the response and verification HMAC values do not match. The challenging 

computing device may be configured to generate the random number. 

 

The device communication control system may further comprise the responding 

computing device. The responding computing device may be configured to: 10 

generate the response HMAC value with the random number and one of a 

plurality of cryptographic keys of the responding computing device identified by 

the key identifier. 

 

According to another aspect, there is provided a device pairing method 15 

comprising: sending, using a server, a user pairing identifier for use by a first 

user device of the user profile to pair a second user device with the user profile, 

the user pairing identifier being generated independent of the first user device 

and the second user device; and receiving, using the server, device information 

of the second user device. This is advantageous in that, in one arrangement, 20 

the user pairing identifier may be generated independent of the user devices 

and then provided to the server, rather than the server generating the user 

pairing identifier. This is useful in reducing processing load of the server. 

 

According to another aspect, there is provided a device pairing method 25 

comprising: using, by a user device, an associated user pairing identifier to pair 

another user device with a user profile of the user pairing identifier, the user 

pairing identifier being generated independent of the user device and the 

another user device.  
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user profile of the user pairing identifier, the user pairing identifier being 

generated by the server device 130. In this example, the user pairing identifier 

is generated independent of the user devices 110, 120.  

 

According to another embodiment, pairing (device-device, illustrated in Figure 5 

3B, or user-device, illustrated in Figure 3B) by the first user device 110 may be 

dependent on at least one of a geographical location and time of the first user 

device 110. That is, such pairing may be enabled if the first user device 110 

satisfies a predetermined condition relating to at least one of a geographic 

location and a time period. For example, the first user device 110 may be 10 

configured to be allowed to proceed from step 331 to step 332 if the first user 

device 110 is located within a range (e.g., 30 metres) from the server device 

130 or from the second user device 120, and the system time is within the time 

period (e.g., 9 AM to 5 PM). The predetermined condition may also require the 

first user device 110 to be located within a specific geographical area 15 

determined by any suitable means (e.g., GPS). The first user device 110 may 

be configured to terminate the process if the conditions are not met. This 

ensures that the devices 110, 120 can be paired only at predetermined 

locations (either decided by the user or otherwise), for example where some 

form of security measure is implemented. Turning off this function, may facilitate 20 

use of the system by users without convenient access to the predetermined 

locations. Another example of predetermined condition to be satisfied by the 

first user device 110 for the purpose of device-device pairing (e.g., occurring 

before performance of the step 310) includes that, when the first user device 

110 is operated to login from a different country within, for example, five 25 

minutes time, the user of the first user device 110 needs to confirm whether his 

or her login is correct.  
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Claims

1. A device pairing method comprising:

generating, using a server, a user pairing identifier corresponding to a 

user profile;  

sending, using the server, the generated user pairing identifier for use by 5 

a first user device of the user profile to pair a second user device with the user 

profile; and 

receiving, using the server, device information of the second user device 

after sending the generated user pairing identifier and prior to completion of the 

pairing of the second user device with the user profile. 10 

2. The device pairing method of claim 1, further comprising:

sending, using the first user device, the user pairing identifier to the 

second user device to replace a current pairing identifier of the second user 

device. 15 

3. The device pairing method of claim 2, further comprising:

sending, using the first user device, a signal to the second user device to 

cause the second user device to erase user related data of the second user 

device if the replaced current pairing identifier represents a non-default pairing 20 

identifier and is different from the user pairing identifier. 

4. The device pairing method of any one of claims 1 to 3, further comprising:

enabling communication of the first user device with the second user 

device if the first user device satisfies a predetermined condition relating to at 25 

least one of a geographic location and a time period, the geographic location 

being a location of the first user device relative to a location of the server or 

being an absolute location of the first user device.  

5. The device pairing method of any one of claims 1 to 4, further comprising:30 
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sending, using the second user device to the first user device, a random 

number and an associated key identifier, 

receiving, using the second user device from the first user device, a 

response hash-based message authentication code (HMAC) value,  

computing, using the second user device, a verification HMAC value with 5 

the random number and one of a plurality of cryptographic keys of the second 

user device identified by the key identifier, and 

controlling, using the second user device, communication of the second 

user device with the first user device based on a result of comparison of the 

response and verification HMAC values. 10 

6. The device pairing method of claim 5, wherein the second user device is

controlled to disconnect an existing connection with the first user device if the 

result of comparison indicates that the response and verification HMAC values 

do not match. 15 

7. The device pairing method of claim 5 or 6, wherein the second user device is

controlled to disregard communication from the first user device if the result of 

comparison indicates that the response and verification HMAC values do not 

match. 20 

8. The device pairing method of any one of claims 5 to 7, further comprising:

generating, using the second user device, the random number. 

9. The device pairing method of any one of claims 5 to 8, further comprising:25 

generating, using the first user device, the response HMAC value with 

the random number and one of a plurality of cryptographic keys of the first user 

device identified by the key identifier.  
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10. The device pairing method of any one of claims 1 to 9, wherein the user

pairing identifier includes a unique combination of at least one of a number, an 

alphabet, and a character. 

11. The device pairing method of any one of claims 1 to 10, wherein the server 5 

sends the generated user pairing identifier through the Internet. 

12. The device pairing method of any one of claims 1 to 11, wherein the device

information is received by the server from the first user device. 

10 

13. The device pairing method of claim 12, wherein the device information

includes a serial number. 

14. A device pairing system comprising:

a server configured to: 15 

generating a user pairing identifier corresponding to a user profile; 

sending the generated user pairing identifier for use by a first user 

device of the user profile to pair a second user device with the user profile; and 

receiving device information of the second user device after 

sending the generated user pairing identifier and prior to completion of the 20 

pairing of the second user device with the user profile. 

15. The device pairing system of claim 14, further comprising:

the first user device. 

25 

16. The device pairing system of claim 15, wherein the first user device is

configured to: 

send the user pairing identifier to the second user device to replace a 

current pairing identifier of the second user device. 

30 
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17. The device pairing system of claim 16, wherein the first user device is

further configured to: 

send a signal to the second user device to cause the second user device 

to erase user related data of the second user device if the replaced current 

pairing identifier represents a non-default pairing identifier and is different from 5 

the user pairing identifier. 

18. The device pairing system of any one of claims 15 to 17, wherein

communication of the first user device with the second user device is enabled if 

the first user device satisfies a predetermined condition relating to at least one 10 

of a geographic location and a time period, the geographic location being a 

location of the first user device relative to a location of the server or being an 

absolute location of the first user device.  

19. The device pairing system of any one of claims 14 to 18, further comprising:15 

the second user device. 

20. The device pairing system of claim 19, wherein the second user device is

configured to: 

send, to the first user device, a random number and an associated key 20 

identifier, 

receive, from the first user device, a response hash-based message 

authentication code (HMAC) value,  

compute a verification HMAC value with the random number and one of 

a plurality of cryptographic keys of the second user device identified by the key 25 

identifier, and 

control communication of the second user device with the first user 

device based on a result of comparison of the response and verification HMAC 

values. 

30 
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21. The device pairing system of claim 20, wherein the second user device is

controlled to disconnect an existing connection with the first user device if the 

result of comparison indicates that the response and verification HMAC values 

do not match. 

5 

22. The device pairing system of claim 20 or 21, wherein the second user

device is controlled to disregard communication from the first user device if the 

result of comparison indicates that the response and verification HMAC values 

do not match. 

10 

23. The device pairing system of any one of claims 20 to 22, wherein the

second user device is further configured to: 

generate the random number. 

24. The device pairing system of any one of claims 20 to 23 when dependent on15 

claim 15, wherein the first user device is configured to generate the response 

HMAC value with the random number and one of a plurality of cryptographic 

keys of the first user device identified by the key identifier.  

25. The device pairing system of any one of claims 14 to 24, wherein the user20 

pairing identifier includes a unique combination of at least one of a number, an 

alphabet, and a character. 

26. The device pairing system of any one of claims 14 to 25, wherein the server

sends the generated user pairing identifier through the Internet. 25 

27. The device pairing system of any one of claims 14 to 26, wherein the device

information is received by the server from the first user device. 
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28. The device pairing system of claim 27, wherein the device information

includes a serial number. 

29. A device pairing method comprising:

sending, by a user device, an associated user pairing identifier to another 5 

user device to replace a current pairing identifier of the another user device to 

pair the another user device with a user profile of the sent user pairing identifier, 

the user pairing identifier being generated by a server. 

30. A device communication control method comprising:10 

sending, using a challenging computing device to a responding 

computing device, a random number and an associated key identifier; 

receiving, using the challenging computing device from the responding 

computing device, a response hash-based message authentication code 

(HMAC) value; 15 

computing, using the challenging computing device, a verification HMAC 

value with the random number and one of a plurality of cryptographic keys of 

the challenging computing device identified by the key identifier; and 

controlling, using the challenging computing device, communication of 

the challenging computing device with the responding computing device based 20 

on a result of comparison of the response and verification HMAC values.  

31. The device communication control method of claim 30, wherein the random

number is different from that of a previous failed authentication attempt, and the 

associated key identifier is different from that of the previous failed 25 

authentication attempt. 

32. A device pairing system comprising:

a user device configured to: 
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send an associated user pairing identifier to another user device to 

replace a current pairing identifier of the another user device to pair the another 

user device with a user profile of the sent user pairing identifier, the user pairing 

identifier being generated by a server. 

5 

33. A device communication control system comprising:

a challenging computing device configured to: 

send, to a responding computing device, a random number and an 

associated key identifier, 

receive, from the responding computing device, a response hash-10 

based message authentication code (HMAC) value,  

compute a verification HMAC value with the random number and 

one of a plurality of cryptographic keys of the challenging computing device 

identified by the key identifier, and 

control communication of the challenging computing device with 15 

the responding computing device based on a result of comparison of the 

response and verification HMAC values. 

34. The device communication control system of claim 33, wherein the random

number is different from that of a previous failed authentication attempt, and the 20 

associated key identifier is different from that of the previous failed 

authentication attempt. 

35. A device pairing method comprising:

sending, using a server, a user pairing identifier for use by a first user 25 

device of the user profile to pair a second user device with the user profile, the 

user pairing identifier being generated independent of the first user device and 

the second user device; and 
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receiving, using the server, device information of the second user device 

after sending the generated user pairing identifier and prior to completion of the 

pairing of the second user device with the user profile. 

36. A device pairing method comprising: 5 

sending, by a user device, an associated user pairing identifier to another 

user device to replace a current pairing identifier of the another user device to 

pair the another user device with a user profile of the sent user pairing identifier, 

the user pairing identifier being generated independent of the user device and 

the another user device. 10 

37. A device pairing method comprising:

sending, using a first user device, a signal to a second user device to 

cause the second user device to erase user related data of the second user 

device, the signal sent if the first user device determines that a current pairing 15 

identifier of the second user device sent from the second user device to the first 

user device represents a non-default pairing identifier and is different from a 

user pairing identifier sent from the first user device to the second user device, 

the current pairing identifier replacing a default pairing identifier of the second 

user device. 20 

38. The device pairing method of claim 37, the user pairing identifier being

generated independent of the first user device and the second user device. 

39. The device pairing method of claim 38, the user pairing identifier being25 

generated by a server. 

40. The device pairing method of any one of claims 37 to 39, further comprising

replacing the current pairing identifier of the second user device with the user 

pairing identifier sent from the first user device to the second user device.  30 

MCSLLP




