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[DESCRIPTION]

[Title of Invention]

COMMUNICATION APPARATUS, PROGRAM, COMMUNICATION
METHOD, INFORMATION PROCESSING METHOD, INFORMATION
PROCESSING APPARATUS, AND COMMUNICATION SYSTEM

[Technical Field]
[0001]

The present invention relates to a
communication device, a program, a communication
method, an information processing method, an
information processing device, and a communication

system.

[Background Art]
[0002]

Conventionally, techniqgues for
communicating with devices such as IoT (Internet of
Things) wusing various communication protocols are

known (see, for example, PTL 1).

[Citation List]
[Patent Literature]
[0003]
[PTL 1]
Japanese Laid-Open Patent Publication No.

2017-117445

[Summary of Invention]
[Technical Problem]
[0004]
However, 1in the related art, there is a

problem that, for example, a connection destination
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such as a server and the like that provides wvarious
services such as device monitoring may not Dbe
appropriately specified. The present disclosure 1is
intended to provide a technique for connecting to an

appropriate connection destination.

[Solution to Problem]
[0005]

According to the first aspect of the
present disclosure, a communication device includes:
an acquiring unit configured to transmit first
identification information for identifying the
communication device to a first connection
destination and to acquire information about a second
connection destination corresponding to the first
identification information; and a transmitter
configured to transmit data to the second connection
destination. Accordingly, 1t 1is possible to connect
to an appropriate connection destination.

[0006]

According to the second aspect of the
present disclosure, the communication device of the
first aspect, wherein, in a case where communication
with the second connection destination is failed, the
acquiring unit 1is configured to transmit the first
identification information to the first connection
destination and to acquire information about a third
connection destination.

[0007]

According to the third aspect of the
present disclosure, the communication device of the
first or second aspect, wherein the information about

the second connection destination includes
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information about a communication protocol to be used
for communication with the second connection
destination, and wherein the transmitter is
configured to transmit information that 1is acquired
from a terminal connected via a first network to the
second connection destination via a second network
using the communication protocol.

[0008]

According to the fourth aspect of the
present disclosure, the communication device of any
one of the first to third aspect, wherein the
information about the second connection destination
includes information about at least one of a
communication protocol for each service according to
a type of the communication device and about a
communication address for each service according to
the type of the communication device.

[0009]

According to the fifth aspect of the
present disclosure, the communication device of any
one of the first to fourth aspect, wherein the
information about the second connection destination
includes information for specifying a data format of
information to be sent to the second connection
destination, and wherein the transmitter is
configured to generate information about the data
format and to transmit the generated information to
the second connection destination.

[0010]

According to the sixth aspect of the
present disclosure, the communication device of any
one of the first +to fifth aspect, wherein the

acquiring unit 1is configured to transmit a second
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identification information for identifying a property
of the communication device, the property being set
by an administrator, to the first connection
destination and to acquire the information about the
second connection destination associated with the
second identification information.

[0011]

According to the seventh aspect of the
present disclosure, the communication device of any
one of the first to sixth aspect, wherein the
information about the second connection destination
includes, for each priority level, information about
a communication protocol to be used for communication
with the second connection destination, and wherein,
in a case where communication with the second
connection destination using a communication protocol
of a first priority level is failed, the transmitter
is configured to transmit data to the second
connection destination using a communication protocol
of a second priority level.

[0012]

According to the eighth aspect of the
present disclosure, the communication device of any
one of the first to seventh aspect, wherein the first
identification information is set at a time of factory
shipment of the communication device.

[0013]

According to the ninth aspect of the
present disclosure, the communication device of any
one of the first to eighth aspect, wherein, in a case
where authentication by the first connection
destination based on information about an

authentication status associated with the first
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identification information is successful, the
acquiring unit is configured to acquire the
information about the second connection destination
from the first connection destination.

[0014]

According to the tenth aspect of the
present disclosure, the communication device of the
ninth aspect, wherein the information about the
authentication status is set in the first connection
destination 1in a state associated with a second
identification information for identifying a property
of the communication device, the property being set
by an administrator, and wherein the first
identification information and the second
identification information are set in the first
connection destination in a state associated with
each other by the administrator.

[0015]

According to the eleventh aspect of the
present disclosure, a program that causes a
communication device to execute a process of:
transmitting first identification information for
identifying the communication device to a first
connection destination and acquiring information

about a second connection destination corresponding

to the first identification information; and
transmitting data to the second connection
destination.

[0016]

According to the twelfth aspect of the
present disclosure, a communication method in which
a communication device executes a process of:

transmitting first identification information for
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identifying the communication device to a first
connection destination and acquiring information

about a second connection destination corresponding

to the first identification information; and
transmitting data to the second connection
destination.

[0017]

According to the thirteenth aspect of the
present disclosure, an information processing method
in which an information processing device executes a
process of: receiving first identification
information for identifying a communication device
from the communication device via a second network;
and transmitting information about a second
connection destination to the communication device,
the second connection destination being a destination
to which pieces of data are sent from the
communication device, the information about the
second connection destination being information
corresponding to the first identification information.
[0018]

According to the fourteenth aspect of the
present disclosure, an information processing device
includes: a receiver configured to receive first
identification information for identifying a
communication device from the communication device
via a second network; and a transmitter configured to
transmit information about a second connection
destination to the communication device, the second
connection destination being a destination to which
pieces of data are sent from the communication device,
the information about the second connection

destination being information corresponding to the
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[0019]

According to the fifteenth aspect of the
present disclosure, a program that causes an
information processing device to execute a process
of:
receiving first identification information for
identifying a communication device from the
communication device via a second network; and
transmitting information about a second connection
destination to the communication device, the second
connection destination being a destination to which
pieces of data are sent from the communication device,
the information about the second connection
destination being information corresponding to the
first identification information.

[0020]

According to the sixteenth aspect of the
present disclosure, a communication system includes:
a communication device; and an information processing
device, wherein the communication device includes: an
acquiring unit configured to transmit first
identification information for identifying the
communication device to a first connection
destination and to acquire information about a second
connection destination corresponding to the first
identification information; and a transmitter
configured to transmit data to the second connection
destination, and wherein the information processing
device includes:

a receiver configured to receive the first
identification information for identifying the

communication device from the communication device



10

15

20

25

30

-8-—

via a second network; and a transmitter configured to
transmit the information about the second connection
destination to the communication device, the second
connection destination being a destination to which
pieces of data are sent from the communication device,
the information about the second connection
destination being information corresponding to the

first identification information.

[Brief Description of the Drawings]

[0021]

[FIG. 1]

FIG. 1 is a diagram illustrating an example of a
system configuration of a communication system
according to an embodiment;

[FIG. 2]

FIG. 2 1is a diagram illustrating an example of a
hardware configuration of an information processing
device and a communication device according to an
embodiment;

[FIG. 3]

FIG. 3 1is a diagram illustrating an example of a
functional configuration of a communication system
according to an embodiment;

[FIG. 4]

FIG. 4 is a flowchart illustrating an example of a
process of the communication system according to an
embodiment;

[FIG. 5]

FIG. 5 1is a diagram for explaining an example of
information stored in a setting information DB
according to an embodiment;

[FIG. 6A]
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FIG. 6A 1is a diagram for explaining an example of
connection destination information according to an
embodiment; and

[FIG. 6B]

FIG. 6B 1is a diagram for explaining an example of
connection destination information according to an

embodiment.

[Description of Embodiments]
[0022]

In the following, embodiments of the
present invention will be described with reference to
the drawings. In the present specification and the
drawings, the components having substantially the
same functional configuration are designated by the
same reference numerals, and duplicate explanations
are omitted.

[0023]
<System Configuration>

First, a system configuration of a
communication system 1 will be described. FIG. 1 is
a diagram illustrating an example of a system
configuration of the communication system 1 according
to an embodiment. As illustrated in FIG. 1, the
communication system 1 includes an information
processing device 10A, an information processing
device 10B, an information processing device 10C, and
the 1like (Hereinafter, when it 1is not necessary to
distinguish, it is simply referred to as an
"information processing device 10m). The
communication system 1 includes a communication
device 204, a communication device 20B, a

communication device 20C, and the like (Hereinafter,
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when it is not necessary to distinguish, it is simply
referred to as a "communication device 20"). The
communication system 1 includes a device 30A, a device
30B, a device 30C, and the like (Hereinafter, when it
is not necessary to distinguish, it is simply referred
to as a "device 30"). The number of the information
processing device 10, the communication device 20,
and the device 30 1is not limited to the example
illustrated in FIG. 1.

[0024]

The information processing device 10 and
the communication device 20 may be connected so as to
be able to communicate with each other wvia, for
example, a network NW (an example of a "second
network") such as the Internet, a wireless local area
network (LAN), a mobile phone network, and the like.
Examples of the mobile phone network may include a
wireless communication system such as, for example,
Long Term Evolution (LTE), 5th Generation Mobile
Communication System (5G), and the like.

[0025]

The information processing device 10 is a
server that provides various services. The
information processing device 10 may be, for example,
a server that provides wvarious services by cloud
computing. The information processing device 10A
serves as a server for notifying the communication
device 20 with information about, for example, the
information processing device 10B and the information
processing device 10C that are connection
destinations corresponding to the communication
device 20.

[0026]
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The communication device 20 may be, for
example, an edge installed in a facility (property,
building) such as an apartment house, an office, a
factory, and a public facility where the device 30 is
installed. The communication device 20 may transmit
information acquired from the device 30 to the
information processing device 10 via, for example, a
network such as a LAN of the facility (an example of
a "first network"). The communication device 20 may
transmit a command received, for example, from the
information processing device 10 to the device 30.
[0027]

Examples of the device 30 include an air
conditioner, various sensors, and the like.

[0028]
<Hardware Configuration of Information Processing
Device 10 and Communication Device 20>

Next, a hardware configuration of the
information processing device 10 and the
communication device 20 of the communication system
1 according to an embodiment will be described. FIG.
2 is a diagram illustrating an example of a hardware
configuration of the information processing device 10
and the communication device 20 according to an
embodiment. Hereinafter, the information processing
device 10 will be described as an example. The
hardware configuration of the communication device 20
may be the same as the hardware configuration of the
information processing device 10.

[0029]

As illustrated in FIG. 2, the information

processing device 10 includes a central processing

unit (CPU) 101, a read-only memory (ROM) 102, and a
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random access memory (RAM) 103. The CPU 101, the ROM
102, and the RAM 103 constitute what is known as a
computer. The information processing device 10
includes an auxiliary storage device 104, a display
device 105, an operating device 106, an interface
(I/F) device 107, and a drive device 108. The hardware
components of the information processing device 10
are connected to each other via a bus B.

[0030]

The CPU 101 is an arithmetic device that
executes various programs (for example, a machine
learning program and the 1like) installed in the
auxiliary storage device 104. The ROM 102 is a non-
volatile memory. The ROM 102 functions as a main
storage device and stores various programs and data
necessary for the CPU 101 to execute various programs
installed in the auxiliary storage device 104.
Specifically, the ROM 102 stores a boot program and
the 1like such as Basic Input/Output System (BIOS),
Extensible Firmware Interface (EFI), and the like.
[0031]

The RAM 103 is a volatile memory such as
Dynamic Random Access Memory (DRAM), Static Random
Access Memory (SRAM), and the 1like. The RAM 103
functions as a main storage device and provides a work
area 1in which wvarious programs installed 1in the
auxiliary storage device 104 are deployed when
executed by the CPU 101.

[0032]

The auxiliary storage device 104 stores
various programs or information used when the various
programs are executed.

[0033]
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The display device 105 is a display device
for displaying a variety of information. The
operating device 106 1is an operating device for
receiving various operations. The I/F device 107 1is
a communication device that communicates with an
external device.

[0034]

The drive device 108 is a device for setting
a recording medium 110. The recording medium 110
herein includes a medium for optically, electrically,
or magnetically recording information, such as a CD-
ROM, a flexible disk, a magneto-optical disk, and the
like. The recording medium 110 may include a
semiconductor memory and the like that electrically
records information, such as ROM, flash memory, and
the like.

[0035]

The various programs 1installed 1in the
auxiliary storage device 104 are installed, for
example, when the distributed recording medium 110 is
set 1n the drive device 108 and various programs
recorded in the recording medium 110 are read out by
the drive device 108. Alternatively, various programs
installed in the auxiliary storage device 104 may be
installed by being downloaded from an unillustrated
network.

[0036]

The communication device 20 may include an
I/F device 107A and an I/F device 107B (not
illustrated) as a plurality of I/F devices 107. The
I/F device 107A may be connected to a LAN and the
like, and the I/F device 107B may be connected to the
Internet and the like.
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[0037]
<Functional Configuration>

Next, a functional configuration of the
communication system 1 according to an embodiment
will be described with reference to FIG. 3. FIG. 3 1is
a diagram illustrating an example of a functional
configuration of a communication system according to
an embodiment.

[0038]
<<Information Processing Device 10>>

The information processing device 10
includes a storage unit 11, a reception unit 12, a
transceiving unit 13, and a control wunit 14. The
components may be implemented, for example, by a
collaboration between one or more programs installed
in the information processing device 10 and hardware
such as the CPU 101 of the information processing
device 10.

[0039]

The storage unit 11 stores various
information. The reception unit 12 receives various
operations from an administrator. The transceiving
unit 13 communicates with the communication device 20.
The control wunit 14 controls each wunit of the
information processing device 10.

[0040]
<<Communication Device 20>>

The communication device 20 includes an
acquiring unit 21, a storage unit 22, a transceiving
unit 23, and a control unit 24. For example, the
components may be implemented, for example, by a
collaboration between one or more programs installed

in the communication device 20 and hardware such as
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a CPU of the communication device 20.
[0041]

The acquiring unit 21 acquires connection
destination information about the communication
device 20 from the information processing device 10A.
The storage unit 22 stores the connection destination
information acquired by the acquiring unit 21.

[0042]

The transceiving unit 23 communicates with
the device 30 and the information processing device
10 according to the instruction of the control unit
24. The control unit 24 controls each unit of the
communication device 20.

[0043]
<Process>

Next, an example of the process of the
communication system 1 according to an embodiment
will be described with reference to FIGS. 4 to 6B.
FIG. 4 is a flowchart illustrating an example of a
process of the communication system 1 according to an
embodiment. FIG. 5 1is a diagram for explaining an
example of information stored in the setting
information DB 111 according to an embodiment. FIGS.
6A and 6B are diagrams for explaining examples of
connection destination information according to an
embodiment.

[0044]

In step $S1, the information processing
device 10A receives from the administrator settings
of information about the communication device 20A
installed 1in the facility A. Subsequently, the
information processing device 10A records the

received setting contents in the setting information
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DB 111 of the storage unit 11 (step S2). In the
example of FIG. 5, in the setting information DB 111,
a type (an example of a "property"), connection
destination information, an authentication status,
and a communication device ID are recorded in
association with an edge ID (an example of "second
identification information"). The edge ID is, for
example, identification information for identifying
the property of the communication device 20 installed
in each facility. The edge ID may be, for example,
identification information about the communication
device 20 for each facility in which the communication
device 20 is installed.

[0045]

The type 1is a type of the communication
device 20. Examples of the type of the communication
device 20 may include type A in which, by a process
of a predetermined program running on the
communication device 20, processes such as control of
the device 30 based on the information acquired from
the wvarious devices 30 and selection of the
information to be transmitted to the information
processing device 10 of the connection destination
are performed. Examples of the type of the
communication device 20 may include type B in which
processes such as determination based on the
information acquired from the various devices 30 are
not performed, and only processes such as
transmitting the information acquired from the
various devices 30 to the information processing
device 10 of the connection destination are performed.
[0046]

The authentication status relates to
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authentication of the communication device 20. The
authentication status may include, for example, a
state such as "permitted" in which the use of the
service by the communication device 20 is permitted,
"prohibited" in which the use is prohibited, or the
like.

[0047]

The communication device ID is
identification information about the communication
device 20. The communication device ID may be recorded
in, for example, the ROM and the 1like of the
communication device 20 at the time of manufacturing
(factory shipment) of the communication device 20.
The communication device ID is an example of "first
identification information".

[0048]

The edge 1ID, the type, the connection
destination information, and the authentication
status may be registered in the setting information
DB 111 by the operation of the administrator when
designing a system configuration including, for
example, the device 30 and the communication device
20 installed in each facility. The communication
device ID may be registered in the setting information
DB 111 in association with the edge ID by the
operation of the administrator, for example, when the
communication device 20 is installed in the facility.
[0049]

The connection destination information is
the connection destination information corresponding
to the communication device 20. The connection
destination information may be set according to the

type of the communication device 20. FIGS. 6A and 6B
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illustrate examples of the connection destination
information. FIG. 6A illustrates an example of the
connection destination information for the
communication device 20 of type A, and FIG. 6B
illustrates an example of the connection destination
information for the communication device 20 of type
B. In the examples of FIGS. 6A and 6B, only the
information about service menus that are permitted to
be used for each communication device 20 is set.
[0050]

In the examples of FIGS. 6A and 6B, the
connection destination information includes a service
menu, a connection destination service (a service of
a connection destination cloud), a protocol, a file
format (a data format), and a connection destination
address.

[0051]

The service menu 1s an item of service
provided by the information processing device 10B and
the 1like. The connection destination service 1is a
service of the connection destination cloud used in
the service provided by the information processing
device 10B and the 1like. The protocol is a
communication protocol to be wused 1in the service
provided by the information processing device 10B and
the 1ike. The file format 1is a format of data
transmitted or received by the service provided by
the information processing device 10B and the like.
The connection destination address is a communication
address of the information processing device 10B and
the like that provides the service.

[0052]

Subsequently, the communication device 20A
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transmits an acquisition request for the connection
destination information to the information processing
device 10A (an example of a "first connection
destination") (step S3). Here, the communication
device 20A transmits the acguisition request to a
predetermined communication address of the
information processing device 10A. The communication
address of the information processing device 10A may
be specified (hard-coded) in the source code of the
program of the communication device 20A, for example.
The communication address of the information
processing device 10A may be recorded in an external
ROM such as an Electrically Erasable Programmable
Read-Only Memory (EEPROM) which can be rewritten by
only an administrator, and the like, for example.
[0053]

The acquisition request may include, for
example, the communication device ID of the
communication device 20A. The acquisition request may
include, for example, the edge ID of the communication
device 20A set Dby the administrator to the
communication device 20A. The acquisition request may
include, for example, authentication data of the
communication device 20A. The authentication data may
be, for example, data of a certificate (client
certificate) installed in the communication device 20
at the time of factory shipment.

[0054]

Subsequently, the information processing
device 10A determines the connection destination
information corresponding to the communication device
20A (step S4).

[0055]
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(Authentication Performed Based on Authentication
Data)

Here, the information processing device 10A
may first authenticate the communication device 20A
based on the authentication data received from the
communication device 20A. In this case, the
information processing device 10A may authenticate
the communication device 20A based on the
communication device ID or the edge ID included in
the received acquisition request and the
authentication data. In this case, for example, when
the pair of the communication device ID and the
authentication data received from the communication
device 20A matches with that registered in the storage
unit 11, the information processing device 10A may
determine that the authentication of the
communication device 20A based on the authentication
data 1is successful.

[0056]

When the authentication of the
communication device 20A based on the authentication
data 1is unsuccessful, the information processing
device 10A may send an error response indicating the
authentication failure to the communication device
20A such that the subsequent processes are not
performed. Authentication based on the authentication
data 1is not essential.

[0057]
(Authentication Performed Based on Authentication
Status)

The information processing device 10A may

perform authentication based on the authentication

status associated with the communication device 20A.
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In this case, the information processing device 10A
acquires the authentication status associated with
the communication device 20A by referring to the
setting information DB 111. In this case, for example,
the information processing device 10A may acquire the
communication device ID or the edge ID included in
the received acguisition request and may acquire the
authentication status stored in association with the
acquired communication device ID or the edge ID from
the setting information DB 111. When the
authentication status associated with the
communication device 20A 1is not "permitted", the
information processing device 10A may send an error
response representing the authentication status of
the communication device 20A to the communication
device 20A such that the subsequent processes are not
performed. Authentication based on the authentication
status is not essential.

[0058]

(Determination of Connection Destination)

The information ©processing device 10A
acquires the connection destination information
associated with the communication device 20A by
referring to the setting information DB 111. In this
case, for example, the information processing device
10A may acquire the communication device ID or the
edge ID included in the received acquisition request
and may acquire the connection destination
information stored in association with the acquired
communication device ID or the edge ID from the
setting information DB 111.

[0059]

Accordingly, for example, the service of
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the connection destination cloud can be specified
depending on the type of the communication device 20
or the communication device 20. In this case, for
example, with respect to the communication device 20
of type A, a real-time data streaming service that
has relatively high communication reliability, a
relatively large communication data size between the
communication device 20 and the information
processing device 10B, and a relatively high usage
cost of the cloud service, may be specified as the
service of the connection destination cloud. For
example, with respect to the communication device 20
of type B, an IoT service that has relatively low
communication reliability because it is a best-effort
type communication, a relatively small communication
data size (M2M communication amount) between the
communication device 20 and the information
processing device 10B, and a relatively low usage cost
of the cloud service, may be specified as the service
of the connection destination cloud.

[0060]

For example, a file format may be specified
according to the communication device 20, the type of
the communication device 20, or the 1like. In this
case, for example, with respect to the communication
device 20 of type A, a JavaScript (registered
trademark) Object Notation (Json) format, which is
relatively easy to maintain because of its high
readability, and has a relatively large communication
data size between the communication device 20, the
information processing device 10B, and the like, may
be specified. For example, with respect to the

communication device 20 of type B, a key-value format,
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which has a relatively small communication data size
between the communication device 20, the information
processing device 10B, and the like, may be specified.
[0061]

For example, the connection destination
address of the communication device 20 may be
specified according to the 1location such as the
country or region where the communication device 20
is installed. Accordingly, for example, the
communication device 20 can be connected to the
information processing device 10B and the like that
is geographically closest to the place where the
communication device 20 is installed. Further, the
communication device 20 can be connected to the
appropriate information processing device 10B and the
like based on the legal constraints and the like of
the country or region where the communication device
20 is installed.

[0062]

For example, a communication protocol of
the communication device 20 can be specified,
according to the facility in which the communication
device 20 1is installed. Accordingly, for example,
when communication packets such as Message Queuing
Telemetry Transport (MQTT) are blocked by the
firewall and the like of the facility, communication
with Hypertext Transfer Protocol (HTTP) and the like
can be performed.

[0063]

Subsequently, the information processing
device 10A transmits the determined connection
destination information to the communication device

20A (step S5). For example, when the connection
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destination information associated with the
communication device 20A 1in the setting information
DB 111 is updated by an operation of the administrator
the information processing device 10A may transmit
the updated connection destination information to the
communication device 20A. In this case, the
information processing device 10A may maintain the
connection of the communication session with the
communication device 20A Dby communication of, for
example, WebSocket and the like, and may notify the
communication device 20A of the updated connection
destination information by using the communication
session.

[0064]

Subsequently, the communication device 20A
transmits a connection request to the information
processing device 10B and the like (an example of a
"second connection destination"), which is the
specified connection destination (step S6). For
example, the communication device 20A may transmit
the connection request to the specified connection
destination address using the communication protocol
specified by the connection destination information
received from the information processing device 10A.
[0065]

(Determination of Communication Protocol According to
Installation Environment)

The connection destination information
transmitted from the information processing device
10A to the communication device 20A may include, for
each priority level, information about the
communication protocol to be used for communication

with the information processing device 10B and the
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like. When the communication device 20 fails to
communicate with the connection destination using the
communication protocol of a first priority level, the
communication device 20 may transmit data using the
communication protocol of a second priority level.
Accordingly, for example, when a communication packet
such as MQTT is interrupted by a firewall and the
like of a facility in which the communication device
20A is installed, communication over an HTTP and the
like can be performed.

[0066]

In this case, when the response from the
information processing device 10B and the like to the
request transmitted to the information processing
device 10B and the 1like wusing the communication
protocol of a first priority level 1is not received
within a predetermined time, the communication device
20 may determine that communication in the
communication protocol has failed.

[0067]
(Updating of Connection Destination Information)

When the communication device 20 has failed
to communicate with the connection destination
specified by the information processing device 104,
the communication device 20 may perform the process
in step S3 again to acquire the information about the
connection destination again. Accordingly, for
example, when the operation of the old server 1is
stopped and the like, the communication device 20 can
acquire information about the new server.

[0068]
Subsequently, the information processing

device 10B provides a predetermined service to the
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communication device 20A (step S7). For example, the
communication device 20A may generate, based on the
data collected from the device 30, data of a file
format specified by the connection destination
information received from the information processing
device 10A and may transmit the generated data to the
information processing device 10B.

[0069]

For example, the information processing
device 10B may provide a service to the administrator
and the 1like Dbased on the data of the device 30
received from the communication device 20A. The
service include remote monitoring of the device 30,
schedule control for remotely controlling the device
30 according to a predetermined schedule,
interconnect control for interconnecting control of
the device 30B when the device 30A is operated and
the like by a user, and the like.

[0070]
<Variation>

Fach functional wunit of the information
processing device 10 and the communication device 20
may be implemented by, for example, cloud computing
executed by one or more computers.

[0071]

While the embodiments have been described
above, it will be understood that various
modifications of the embodiments and details may be
made without departing from the spirit and scope of
the claims.

[0072]
Although the present invention has been

described above based on the examples, the invention
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is not limited to the above examples, and various
modifications can be made within the scope of the
claims.
[0073]

The present application claims priority to
Japanese Patent Application No. 2020-035381, filed
March 2, 2020, with the Japanese Patent Office. The
contents of which are incorporated herein by

reference in their entirety.

[Description of the Reference Numeral]
[0074]

1 Communication system

10 Information processing device
11 Storage unit

111 Setting information DB

12 Reception unit

13 Transceiving unit

14 Control unit

20 Communication device

21 Acquiring unit

22 Storage unit

23 Transceiving unit

24 Control unit

30 Device
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CLAIMS

1. A communication device comprising:

an acquiring unit configured to transmit first
identification information for identifying the communication
device to a first connection destination and to acquire
information about a second connection destination, a
communication protocol to be used for communication with the
second connection destination, and information for specifying a
data format of information to be sent to the second connection
destination, that are corresponding to the first identification
information; and

a transmitter configured to:

generate, 1in a case where a first data format is
specified by the first connection destination, a second data of
the first data format based on a first data acquired from a
terminal connected via a first network, and transmit the second
data using the communication protocol to the second connection
destination via a second network; and

generate, 1n a case where a second data format is
specified by the first connection destination, a third data of
the second data format based on the first data, and transmit the
third data wusing the communication protocol to the second

connection destination via the second network.

2. The communication device according to claim 1,
wherein, 1in a case where communication with the second
connection destination 1is unsuccessful, the acquiring unit 1is
configured to transmit the first identification information to
the first connection destination and to acquire information

about a third connection destination.
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3. The communication device according to claim 1 or
2, wherein the acquiring wunit 1is configured to acquire
information about a communication protocol for each service
according to a type of the communication device and about a
communication address for each service according to the type of

the communication device.

4. The communication device according to any one of
claims 1 to 3, wherein the acquiring unit is configured to
transmit a second identification information for identifying a
property of the communication device, the property being set by
an administrator, to the first connection destination and to
acquire the information about the second connection destination

associated with the second identification information.

5. The communication device according to any one of
claims 1 to 4,

wherein the acquiring unit is configured to acquire,
for each priority level, the information about the communication
protocol to be used for communication with the second connection
destination, and

wherein, in a case where communication with the second
connection destination using a communication protocol of a first
priority level 1is unsuccessful, the transmitter is configured
to transmit data to the second connection destination using a

communication protocol of a second priority level.

6. The communication device according to any one of
claims 1 to 5, wherein the first identification information is

set at a time of factory shipment of the communication device.

7. The communication device according to any one of

claims 1 to 6, wherein, in a case where authentication by the
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first connection destination based on information about an
authentication status associated with the first identification
information is successful, the acquiring unit is configured to
acquire the information about the second connection destination

from the first connection destination.

8. The communication device according to claim 7,

wherein the information about the authentication
status 1s set in the first connection destination in a state
associated with a second identification information for
identifying a property of the communication device, the property
being set by an administrator, and

wherein the first identification information and the
second identification information are set 1in the first
connection destination in a state associated with each other by

the administrator.

9. A program that causes a communication device to
execute a process of:

transmitting first identification information for
identifying the communication device to a first connection
destination and acquiring information about a second connection
destination, a communication protocol to be used for
communication with the second connection destination, and
information for specifying a data format of information to be
sent to the second connection destination, that are
corresponding to the first identification information; and

generating, 1in a case where a first data format is
specified by the first connection destination, a second data of
the first data format based on a first data acquired from a
terminal connected via a first network, and transmitting the
second data using the communication protocol to the second

connection destination via a second network; and
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generating, in a case where a second data format is
specified by the first connection destination, a third data of
the second data format based on the first data, and transmitting
the third data using the communication protocol to the second

connection destination via the second network.

10. A communication method in which a communication
device executes a process of:

transmitting first identification information for
identifying the communication device to a first connection
destination and acquiring information about a second connection
destination, a communication protocol to be used for
communication with the second connection destination, and
information for specifying a data format of information to be
sent to the second connection destination, that are
corresponding to the first identification information; and

generating, 1in a case where a first data format is
specified by the first connection destination, a second data of
the first data format based on a first data acquired from a
terminal connected via a first network, and transmitting the
second data using the communication protocol to the second
connection destination via a second network; and

generating, in a case where a second data format 1is
specified by the first connection destination, a third data of
the second data format based on the first data, and transmitting
the third data using the communication protocol to the second

connection destination via the second network.

11. A communication system comprising:
a communication device; and
an information processing device,

wherein the communication device includes:
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an acquiring unit configured to transmit first
identification information for identifying the communication
device to a first connection destination and to acquire
information about a second connection destination, a
communication protocol to be used for communication with the
second connection destination, and information for specifying a
data format of information to be sent to the second connection
destination, that are corresponding to the first identification
information; and

a first transmitter configured to:

generate, 1in a case where a first data format is
specified by the first connection destination, a second data of
the first data format based on a first data acquired from a
terminal connected via a first network, and transmit the second
data using the communication protocol to the second connection
destination via a second network; and

generate, 1n a case where a second data format is
specified by the first connection destination, a third data of
the second data format based on the first data, and transmit the
third data wusing the communication protocol to the second
connection destination via the second network, and

wherein the information processing device includes:

a receiver configured to receive the first
identification information for identifying the communication
device from the communication device via the second network; and

a second transmitter configured to transmit the
information about the second connection destination to the
communication device, the second connection destination being a
destination to which pieces of data are sent from the
communication device, the information about the second
connection destination being information corresponding to the

first identification information, and information for specifying
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a data format of information to be sent to the second connection

destination.



