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FIG.1А

OBTAINING, BY THE COMPUTER DEVICE, A PLURALITY OF 

EXECUTABLE FILES

DETERMINING, BY THE COMPUTER DEVICE, A FILE FORMAT OF 

EACH EXECUTABLE FILE OF THE PLURALITY OF EXECUTABLE 

FILES

DETERMINING, BY THE COMPUTER DEVICE, AT LEAST ONE 

FREQUENTLY OCCURRING SEQUENCE OF THE REPEAT 

SEQUENCES OF COMMANDS IN THE GIVEN ONE OF THE 

PLURALITY OF EXECUTABLE FILES

BASED ON THE AT LEAST ONE FREQUENTLY OCCURRING 

SEQUENCE OF COMMANDS, ATTRIBUTING, BY THE COMPUTER 

DEVICE, THE GIVEN ONE OF THE PLURALITY OF EXECUTABLE 

FILES TO A RESPECTIVE FAMILY

DETECTING, BY THE COMPUTER DEVICE, REPEAT SEQUENCES 

OF COMMANDS OF A PREDETERMINED LENGTH IN A GIVEN ONE 

OF THE PLURALITY OF EXECUTABLE FILES

ITERATIVELY EXECUTING, BY THE COMPUTER DEVICE, THE 

DETECTING, THE DETERMINING, AND THE ATTRIBUTING UNTIL 

ONE OF: ALL OF THE PLURALITY OF EXECUTABLE FILES ARE 

ATTRIBUTED TO AT LEAST ONE RESPECTIVE FAMILY, AND UNTIL 

UN-ATTRIBUTED FILES OF THE PLURALITY OF EXECUTABLE FILES 

DO NOT CONTAIN ANY REPEAT SEQUENCES OF COMMANDS

IN RESPONSE TO PRESENCE OF UN-ATTRIBUTED FILES OF THE 

PLURALITY OF EXECUTABLE FILES, ATTRIBUTING EACH OF THE 

UN-ATTRIBUTED FILES OF THE PLURALITY OF EXECUTABLE FILES 

TO A SEPARATE FAMILY
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DISASSEMBLING THE MACHINE CODE
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EXTRACTING AND STORING FUNCTIONS 133

DETERMINING  COMMANDS WITHIN FUNCTIONS
134
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200 OBTAINING, BY THE COMPUTER DEVICE, A PLURALITY OF 

EXECUTABLE FILES

DETERMINING, BY THE COMPUTER DEVICE, A FILE FORMAT OF 

EACH EXECUTABLE FILE OF THE PLURALITY OF EXECUTABLE 

FILES

GENERATING, BY THE COMPUTER DEVICE, BASED ON THE 

RESPECTIVE MACHINE CODE, A RESPECTIVE SAMPLE CODE BY 

DELETING THEREFROM PORTIONS NON-INDICATIVE OF A GIVEN 

EXECUTABLE FILE BEING AFFILIATED WITH ANY FAMILY

LAUNCHING, BY THE COMPUTER DEVICE, BASED ON A 

RESPECTIVE FILE FORMAT, EACH EXECUTABLE FILE OF THE 

PLURALITY OF EXECUTABLE FILES IN A RESPECTIVE ISOLATED 

ENVIRONMENT TO DETERMINE A RESPECTIVE MACHINE CODE 

OF EACH ONE OF THE PLURALITY OF EXECUTABLE FILES
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FIG. 2A

ITERATIVELY EXECUTING, BY THE COMPUTER DEVICE, THE 

DETECTING, THE DETERMINING, AND THE ATTRIBUTING UNTIL 

ONE OF: ALL OF THE PLURALITY OF EXECUTABLE FILES ARE 

ATTRIBUTED TO AT LEAST ONE RESPECTIVE FAMILY, AND UNTIL 

UN-ATTRIBUTED FILES OF THE PLURALITY OF EXECUTABLE FILES 

DO NOT CONTAIN ANY REPEAT SEQUENCES OF COMMANDS

IN RESPONSE TO PRESENCE OF UN-ATTRIBUTED FILES OF THE 

PLURALITY OF EXECUTABLE FILES, ATTRIBUTING EACH OF THE 

UN-ATTRIBUTED FILES OF THE PLURALITY OF EXECUTABLE FILES 

TO A SEPARATE FAMILY

BASED ON THE AT LEAST ONE FREQUENTLY OCCURRING 

SEQUENCE, ATTRIBUTING, BY THE COMPUTER DEVICE, THE 

GIVEN EXECUTABLE FILE TO A RESPECTIVE FAMILY

DETERMINING, BY THE COMPUTER DEVICE, AT LEAST ONE 

FREQUENTLY OCCURRING SEQUENCE OF THE REPEAT 

SEQUENCES OF COMMANDS IN THE RESPECTIVE SAMPLE CODE

DETECTING, BY THE COMPUTER DEVICE, IN THE RESPECTIVE 

SAMPLE CODE ASSOCIATED WITH THE GIVEN EXECUTABLE FILE, 

REPEAT SEQUENCES OF COMMANDS OF A PREDETERMINED 

LENGTH
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FIG. 2B

EXTRACTING AND STORING THE CODE OF ALL FUNCTIONS 
PRESENT IN THE OBTAINED MACHINE CODE

FINDING AND REMOVING THOSE FUNCTIONS THAT ARE LIBRARY 
FUNCTIONS FROM THE OBTAINED FUNCTIONS CODE

REMOVING, FROM THE REMAINING FUNCTIONS CODE, CODE 
REGIONS THAT CORRESPOND TO STABLE STRUCTURES

SPECIFYING COMMANDS WITHIN EACH FUNCTION

DURING EXECUTING THE FILE IN VIRTUAL ENVIRONMENT, 
COLLECTING DUMPS AND EXTRACTING MACHINE CODE FROM 

THE DUMPS
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FIG. 3

SELECTING A SUFFICIENT NUMBER OF INSTANCES OF 
SOFTWARE PROGRAM CODE, THE INSTANCES BEING 

PREDETERMINEDLY DIFFERENT IN FUNCTIONALITY AND 
ATTRIBUTED TO PREDETERMINED AUTHORSHIPS

IDENTIFYING REPEAT SEQUENCES OF CHARACTERS AND 
CALCULATING THE NUMBER OF OCCURRENCES OF A GIVEN 

SEQUENCE OF CHARACTERS

SELECTING THE MOST FREQUENTLY OCCURRING SEQUENCES

CREATING A PROGRAM THAT WILL REMOVE, FROM THE CODE, 
THE SEQUENCES OF CHARACTERS SELECTED AT THE PREVIOUS 

STEP
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FIG. 4
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