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Fig. 1 !

in a cryptographic muitiparty computation system, establishing digital
pseudonyms for each of a set of respective hardware devices.

Determining a set of operations, so that which hardware device is
assigned which operation is substantially unmanipulatable by the
determining of the set of operations.

Assigning the operations determined fo respective pseudonyms
established, so that which hardware device is assigned which
operation is substantially hidden by the establishing of the
digital pseudonyms.

The hardware devices, using the respective digital pseudonyms and
corresponding to the respective operations, receiving inputs under
the digital pseudonyms and providing outputs responsive to the
respective inputs, so that at least some of the hardware devices
remain unlinkable by at least some of the hardware devices.

v



PCT/US2021/049217

WO 2022/051706

2/67

3+X
[ /1 43+4x
[42+] 4x

Hg "Bi4 *ux

X

[34-] Q443%)
[3e] (44X}

42 B4t 4+x

b(a+A)| b(a+X)| b(A+A)|b(a+x)|
i .m_“_m

sy1pd om] Uaam)aq uoi3dajas
burunwaajap 1533 Ayjpnby

s+A7T Ta+x
92 ‘Bid  |x
buipuiiq anippo o3
buipuq annpondyinw buibupy)
Aix
32 'BId  |ix

m buipuijq annpdydinuwi Eu

Bupuiq aAnppp buibuby>

A+x

02 "Bl |s+s+hix

buipuijq aniippp 13pun sanjpa
40 (UodDAIqNs 10) UoINPPY

s+A7 £ a1+x
ve Bid  [sikx

muy:»ﬁ:.:a aAnDINdnInW 1apun mm:..u\_w

Jo (uoisinp 10) uonpaHdinyy

skt tux



WO 2022/051706 PCT/US2021/049217
3/67

06

(x+y)t
X+r y+s y@D
r + .
S

X+y+r+s

e

X+Yy+r

(t

Xt+yt+rt
: -rt

C sigw) ) Csig((x+y)z))




PCT/US2021/049217

WO 2022/051706

4/67

[e] o]
:@:w/\ (@]
@] oo]
[® o[ @]
(o] s[o]
1®] s[o]
Lo} o[0]

® o[0]
(o] o[0]
[e] [o]

L) &

' ; @
[

o ooy

t 1 .
o owe e oae o

o= ——

+ 1 —
' ! —.—

]

== pom ooy o -

r= ==



WO 2022/051706 PCT/US2021/049217
5/67

= L/x+y+r+s+u
S

X+y+s+t X+y+r+u

X+Y+r+s+t

X+v+w

Xa+wa+va




PCT/US2021/049217

WO 2022/051706

6/67

09 *bid,

V/N

£lce

9209

95€P

6.8¢

szex| (%9)

e

P

o

q

ai adA

~— AN N~ AN~ uolesedo uoneiado
e suoijesado Jay1o woij

v9 614/ ‘©, @

g9 ‘b4

suonesado 1ayio 0}

s p @2

e e @z

b4 2 @|¢z

b AN < IF-
q|82'Ge @ |v'cs-C-
4 22 |@ |1

£l 99 @<z
4 se || 1x
indino  sinduy Qi edA Juswae




L -Bid




WO 2022/051706 PCT/US2021/049217
8/67

define graph of operations (including an inherent labelling)

|

nodes each (good if untraceably and/or protectedly) post public key(s)

|

establishing mapping (good if unpredictabie) between
operations and public keys

nodes performing the operation(s) mapped to them

nodes use public keys, at ieast of other nodes,
to send messages for performing the operations

nodes use public keys, at least including their own,
to receive messages for performing the operations

v Fig. 8A
Fig. 8B |

second nodes (optionally first nodes in different roles)
each post (good untraceably and/or protectedly)
second node public keys

first nodes (good untraceably and/or protectedly) provide
operation type and (optionally blinded) public key(s)
of operation inputs and outputs to second nodes
(good through posted public keys and/or protectedly)

!
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publishing a collection of gate operations
and the pattern of input and output wires of the gate operations:

publishing, by each of muitiple nodes, a first set of pseudonym public keys;

publishing a first unpredictable mapping from the gate operations
to the first pseudonym public keys;

each of the first nodes communicating, using the pseudonym public keys,
to establish an unpredictable key for each of the wires;

publishing, by each of the first nodes, a second pseudonym public key;

publishing, by each of multiple nodes, third pseudonyms;

publishing a second unpredictable mapping between
the second pseudonyms and the third pseudonyms;

the nodes of the second pseudonyms each sending to respective mapped
nodes of the third pseudonyms respective operation and wire keys;

performing of the operations by the nodes of the third pseudonyms
using the wire keys for the respective communication.

Fig. 9 Y
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parties create a pubtic key for each of a first and a second chain, where the
corresponding private keys are secret from the two parties unilaterally

value transferred by a first party to the first public key on the first chain and
separate value transferred to the second public key on the second chain

parties create jointly blocked transfer signatures
for each of the two public keys

parties mutually release blocking on the two signatures
so that neither party obtains too much advantage in unblocking unilateratly

the first party obtains value on the second chain
and the second party obtains value on the first chain

Fig. 12 Y
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party e and party a conduct first and second instances of a
public key generation protocol to obtain walletiDs
on a first and a second blockchain, respectively

1420~

value is transferred on the first blockchain intoc a respective
first walletlD and value is transferred on the
second blockchain into a respective second walletiD

1430~

party e and party a conduct first and second instances

of a two-party signature with identifiable abort protocol

for mutually-agreed respective transfer-out messages
up to sending the final signature s

1440~

party e proves to party a that se is at least likely
within a range of successively smaller possible values
at each of a series of mutually realized time steps

1450~

party a proves to party e that sz is at least likely within
a successively smaller range of possible values at each
of roughly the same series of mutually realized time steps

1460

party e obtains the transfer-out signature for the first
walletlD by combining se with s obtained from party a

1470~

“party a obtains the transfer-out signature for the second
walletlD by combining sg with seg obtained from party e

Fig. 14 Y
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in a system where each of a set of entities has a respective
public key and has agreed to a condition for making
decryptions related to the public key available to allow
at least one party to recover a secret under the condition

1520~

a first party verifiably dividing a secret into shares
according to a threshold and encrypting each share
with a respective one of the public keys of the set

1530~

a selection of the encryptions,
of a quantity below the threshold,
being made for decryption in a way that at least
is not significantly manipulatable by the first party

1540~

providing the decryption of the selected encryptions
to the second party

1550~

the second party verifying that in the main
the decryptions were properly formed

in case the condition applies,
at least a quorum of the entities of the set of entities
decrypting the encryptions and making
the decryptions available to at least the second party

Fig. 15 l
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in a system where each of a set of entities has a respective
public key and each entity is to under a condition make
decryptions related to the public key available to allow
at least one party to recover a secret under the condition

1620~

a first party verifiably dividing a secret into shares
according to a threshold and encrypting each share
with a respective one of the public keys of the set

1630-“\

the second party verifying that
the decryptions were properly formed

1640~

in case the condition applies,
at least a quorum of the entities of the set of entities
decrypting the encryptions and making
the decryptions available to at least the second party

Fig. 16 l’
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,;‘:{— Fig. 17

y Y a(“offer”,x,c,d)

A 4

b(“accept” x,c,d)
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18104

4

Alex signs with private key a and makes available to
other parties an offer that includes an identifier, x, and
the definitions, ¢ and d, of the values tc be swapped

]

18204

Bobbi signs with b and provides to Alex an accept message
that includes x, cand d

7

l

1830+

Alex and Bobbi coordinately release signatures signed with a
and b, respectively, for transition to second phase of x and for
jointly controiled account public keys C' and [, the accounts to
hold the amounts of value ¢ and d, respectively

I

1840

Alex secret-shares refund keys, for transfer from C' to a suitable
account H' supplied by Bobbi, to nodes unpredictable to Alex
and proofs by the nodes to this effect provided to Bobbi

4

18504

Bobbi secret-shares refund keys, for transfer from D' to an
account G' supplied by Alex, to nodes unpredictable to Bobbi
and proofs by the nodes to this effect provided to Alex

1860\|~ Alex transfers value cto C and Bobbi transfers value dto D' |

Alex and Bobbi coordinately release signatures signed with

1870\ 4 and b, respectively, for finality of x and signatures authorizing
transfer of ¢ from C' to £, an account supplied by Bobbi, and
transfer of d from D' to F', an account supplied by Alex
i
if a lockup by Alex and by Bobbi receives a signature
18804, completing the first phase, its state changes to second phase;

if a lockup remains in the second phase past timeout, its value
is returned to the system and the nodes attempt to return the

value ¢ to Alex via G' and d to Bobbi via H'; if the lockup in the
second phase receives a finality signature, at least part of the

locked-up values are returned to Alex and to Bobbi

Fig. 18 l
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a',a(“offer”,c,d,x)

--» pledge g pledge («--
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20104

at least a first and a second party jointly computing public keys
for a pair of holding accounts;

203%

at least the first and a second party jointly computing transfer
signatures from the holding accounts to effect a swap;

2

20404

at least the first and a second panty jointly computing secret
sharing of the transfer signatures to a number of nodes;

2050+

the at least two parties conducting protocois convincing each
other that the public keys at least likely require secrets
of both the first and the second party
to efficiently make corresponding transfer signatures;

2060+

the at least two parties being substantially convinced that
S desired transfer signatures have been secret-shared to a
number of nodes so that subsets of the nodes agreed by the
first and second party can with reasonable probability and effort
recover the transfer signatures;

2070~

the first and second party exchanging between themselves
. keys to the transfer signatures and optionally the exchange by
mutual release of secrets;

2080~

at least optionally including that if the nodes are provided with
the encrypted secret shares after a predetermined time the
nodes are to reveal at least one of the secret signatures; and

3

2090~

at least optionally including that at least a digital cash signature
from one party to the swap to the other party to the swap and
the challenge portion of the signature including at least a por-
N tion of the parameters of the swap and such signatures
issued for more than one transaction revealing secrets of the
parties forming the signatures

Fig. 20 |
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N e

gx,hf(u), hf(v), (s+x)hki(u) (s-x)hkf(v)

gs >
X,u,v.=random ) b b:=random(0,1)
) [1.212=2hf(3.1)
if b=0: u gsl1. 1]'?-'?g([1 4)/nkif3.1])
[1 3]2=7nf{[4.1])
if b=1: v gs/[1. 1]7—99([1 5)/hkf{4.1])

Fig. 21A
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!
22104 the public key Ak of a node is known |

22201

~ both the first party and a second party know the resuit of raising a

a first party knows a secret power s of a generator g and at least

generator g to the system secret power s

|
2230} the first party creates three random elements, x,u,v |

I

22404

the first party sends to the second party five elements: a
generator to a first random value, gx; a generator to powers that
~ are respectively images under a one-way function of the second

and third random values, hf(u) hf(v); and the sum and the

difference of the exponents of s and the exponent of the first
random element, s+x and s-x, each encrypted with a respective
one of the images (s+x)hkf(u) and (s-x) hkf(v)

2250 the second party sends to the first party a single challenge bit b

E

2260 the second element actually is the generator h to the power of the

in the case that challenge bit b is zero, the first party provides the
first pre-image and the second party checks two things: (a) that

corresponding image f(u) and (b) that, after decrypting the expo-
nent of the fourth element by raising the public key to the checked
image and inverting this as an exponent of h, that the resutt
equals that formed by multiplying the first element by known gs

2270

L in the case that challenge bit b is one, the first party provides the
second pre-image and the second party checks two things: (a)
that the third element actually is the generator h to the power of
the corresponding image f(v) and (b) that, after decrypting the

exponent of the fifth element by raising the public key to the
checked image and inverting this as an exponent of h, that the
result equals that formed by dividing the first element by known gs

Fig. 22 v
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a'a(“offer”,c,d,x)

--»{ pledge pledge («--
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i phase one

a*[b(“accept”,c,d,x)]
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<
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!
i
|

phase two
_ joint_pub_key(C'), joint_pub_key(D")

(2
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; O Q 4
y )

joint_transfer
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®
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C' D'
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|

2410\{\ an authenticated offer emitied by a first party |

2420~

~ an authenticated acceptance emitted by a second patty

2430~

~  at least an authenticated closing emitted by the first party and
including information related to the offer and acceptance

24404

~ joint computation between the first and at least the second party
of a set of shares for transfer of a first value and a second value
from jointly controlled destinations

24504

| a portion of the shares for transfer of the first value substantially
verifiably optionally offline key transferred to plural nodes

2460

a portion of the shares for transfer of the second value substan-
" tially verifiably optionally offline key transferred to plural nodes

24704

the first and second party transferring value to the respective
jointly controlled destinations, optionally incrementally

2480

at least one of the first and second parties transferring vaiue
from joint control to control by the opposite party that transferred

that value to joint control

v
Fig. 24
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l
25104 receiving a first signature of first public key corresponding to
the public key of a wallet with value optionaily on hold on a ledger

25204 where the first signature at least characterizes
a second one-way image and optionally transter characterization

2530 responsively changing the wallet state to locked

at least including the characterization of the second
25404 . .
one-way image in the wallet state on the ledger

changing the wallet state to a penalty state if and when receiving

a second signature of first public key corresponding to the public

N key of the wallet at least characterizing at least a third

one-way image distinct from the second one-way image and/or
a second transfer characterization

2550~

o560  changing the wallet state to unlocked if and when receiving
a corresponding authentication, optionally a chain of
authentications, checkable with the second one-way image
and optionally matching the transfer characterization

25705 optionally changing the wallet state to unlocked after
a predefined time interval

optionally changing the wallet state to unlocked if and when

L receiving a corresponding authentication checkable
with the second one-way image,

or optionally chain of such images, during the time interval

Fig. 25 |

2580~
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nodes record stake value with associated public keys
27107 with the respective owners of the recorded stake values
having the respective private keys

I
27201_ owners of stakes issuing offers signed with private keys
corresponding to the public keys of their respective stakes

owners of stakes issuing bids corresponding to particular offers
2730, and the bids signed with respective private keys
of the owners of the stake issuing the bids

owners of stakes issuing acceptances, where the acceptances

2740 corresponding to at least one bid made on a corresponding
N offer of the owner, and the acceptances signed

with respective private keys of the owner that made the offer

owners of stakes choosing at least one node to communicate
2750 an offer to and/or to receive corresponding bids from,
the choice responsive to a pair of value types to be traded

l
2760 \_ optionally, the choice of mapping from pairs to nodes being
from a set determined by a procedure agreed by consensus

optional cross-check of node operation by an owner that has
selected the at least two nodes for the same pair
l
optional load balancing by a set of more nodes per pair
. than in subset used by typical owner trading on that pair
l
2790-_  optionally nodes providing signatures from owners to
consensus for inclusion in updating consensus
I
optionally, nodes exchanging information among themselves
to, at least with some probability, discover stakes being used
for more than one pair and reporting same o consensus

Fig. 27

2770

2780

2795\
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i
2810\estabiishing holding accounts by a first establishing cryptographic

protocol aspect between the two parties, where a first holding

account is on a first ledger and the respective value is to be
swapped by the first party and a second holding account is on a
second ledger and the respective value is to be swapped by the

second party
I
2820N  establishing destination accounts by a second establishing
cryptographic protocol aspect between the parties, where a first
destination account is on the ledger of the second holding
account and a second destination account is on the ledger of the
first holding account

2830 establishing transfer signa'}ures by a third establishing
cryptographic protocol aspecct between the parties, where a first
transfer signature transfers value on the first ledger from the first
holding account to the second destination account and a second
transfer signature transfers value on the second ledger from the
second holding account to the first destination account
I
28404 providing that information allowing transfer of value from the
holding accounts is secured by the first party from unilateral
access by the second party and information allowing transfer of
value from the holding accounts is secured by the second party
from unilateral access by the first party
]
~ providing that the result of the completed execution of the
protocol is that the first party obtains access to the value supplied
by the second party in the destination account on the second
ledger and the second party obtains access to the value supplied
by the first party in the destination account on the first ledger.

Fig. 28 \

2850+
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I
2910 staking by the first and the second party, where a first party

stake is locked by images corresponding to at least a pre-image
known to the second party and the second party stake is locked
by at least one image corresponding to a pre-image
known to the first party

2920z Turther result of the complete execution of a swap protocol

includes the parties receiving return of at least a portion of their
respective stakes
[
optionally the first party and the second party communicate
2930 at least a portion of the protocol messages through
at least one of a set of nodes

optionally at least one of the first party and the second party
29404 having the ability to cross-check the operation of more than one
node in the set of nodes
L_
2950+ optionally the set of nodes determined as a proper subset of a
larger subset at least responsive to the selection of a first ledger
and a second ledger
l
2960 "optionally the nodes submitting signatures by the parties to at
least one blockchain to update the state of the staking main-
tained by that blockchain including as locked and unlocked

optionally the nodes computing hash structures including
2970\, messages received and the nodes periodically supplying the
hash roots to at least one blockchain and the hash structures
and/or paths available for use in adjudicating when messages
were received by the nodes from the parties
|
optionally the nodes detecting at least a single stake that is used
2980y in more than one message, which message type aliows locking
of a stake to be locked, and the nodes responsively providing
signature evidence of this multiple use of a stake to at least a
blockchain and the blockchain impinging the stake accordingly

Fig. 29
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3010~

if a party disrupts at least one establishing protocol by providing a
signed but improperly formed message as a protocol portion by
the respective deadline for that protocol portion by that party,
responsively the stake of that party is subject to impinging

N

3020+

if a party disrupts at least one establishing protocol by providing
no message for a respective protocol portion by the respective
deadline for that protocol portion by that party, then the stake of

N that panrty is subject to impinging.

Fig. 30A Y
|

3050~

~  establishing refund transfer signatures by an establishing
cryptographic protocol aspect between the parties, where a first
refund transfer signature transfers value on a first ledger from a
first holding account to a refund account of a first party
via refund agents and a second refund transfer signature
transfers value on a second ledger from a second holding account

to a refund account of the second party via the refund agents

3060~

if a first one of the two parties supplies the respective value to the

respective holding account by a respective deadline and a second
one of the two parties fails to supply the respective value to the

respective holding account by at least a respective deadline, then
a majority of respective refund agents are to refund the principle

and stake to the first of the two parties

v
Fig. 30B
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3710 —--..‘ start )

3720

include AND “AN" for partial keys including s through u
by revealing n+s-...-u

37304

7

include OR “OR” for partial keys including s through u
by revealing n-s,...,n"u

3740~

include Oblivious Transfer “OT" for partial keys including
s through t by conducting T(s,u,...,n) protocol

3750+

include Range Reduction “R” for partial key s
by conducting R(s,n) protocol

3760~

include a Trustee “T" leaf for partial key s
by revealing e(s,k) encryption of s with public key k of trustee

3770+

include a Commitment “C” leaf for partial key s
by committing encryption of s

Fig. 37

3790
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i b

b,z:=random a,X:=random
r,rz

A 4

{a=0.gx,hx}, {a=1:hx,gx},

A

b, {b=0:gZ,{([2.1]2)n}, -
{b=1:nZ {([2.2]2)n}, g iff b=a,
n:=[3.2]4([3.1]x)

Fig. 38A

8 - 7
gx, hi(u), hi(v), (s+x)hki(u) (s-x)hki(v)

gs
X,u,v:=random b b:=random(0,1,2)
) [1.2]2=2hf(3.1])
if b=0: u gs[1.1]?="g([1 .4]/nkf[3.1])
" [1.3]17=7hf([4.1])
ifb=1:v gs/[1.1]2=2¢g([1 5]/nki4.1])
if b=2: X [1.1]?="7g[5.1]

Fig. 38B
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39101 at least two accounts each suitable for holding at least a respective
conformant value and for control of the transter of that value out of the
respective account at least responsive 1o each of at least
two respective controlling pieces of information

a first party and a second party each having joint custody of a first
39204 account; a first party and a second party each
having joint custody of a second account

the first party funds the first account with first value conformant to the
3930, first account; the second party funds the second account with second
™ value conformant to the second account

the first party provides to the second party a series of information
aspects revealing enough to allow the second party to obtain the value
in the first account; the second party provides to the first party a series
of information aspects revealing enough to allow the second party to
3940\ obtain the value in the first account

plural transters, substantially divided into more than one step, of infor-

mation between the first party and the second party and of information

3950\, Dbetween the second party and the first party; the first party at least
being able to check, before participating in the next step, at least the

validity of the transfer from the second party to the first party in at least
a previous step; the second party at least being able to check, before
participating in the next step, at least the validity of a transfer from the

first party to the second party in at least a previous step

I
such that if the plural steps are substantially completed, the first party
39604 obtains access to the second value and
the second party obtains access to the first value

39704{_ such that earlier completed steps by the second party at least with
some probability facilitating the obtaining of the value by the first party in
the case the second party does not complete the steps; and such that
earlier completed steps by the first party at least with some probability
facilitating the obtaining of the value by the second party in the case the

first party does not complete the steps.
Fig. 39
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4010y in a first variant swap, obtaining access by at least one of the two

parties in the form of substantially obtaining the controlling information
for the account of the other of the two parties

|

40204

in a second variant swap, obtaining access by at least one of the two
parties in the form of information authorizing transfer of the value to an

~ account at least potentially controlled by the one of the two parties

4030 optionally, a commit key revealed from one of the two parties to the

other of the two parties by completion of the information transfer steps

40404

-

optionally, essentially a proof, from at least a one of the two parties to
at least a second of the two parties, that a quorum of agents
can return access to the value to the first of the two parties

Fig. 40A Y Fig. 40B

optionally, information revealed in an information transfer

4050~
" between a one of the two parties to an other of the two parties,
including at least one node of an access tree
i
4060 at least one node of an access tree allowing the other of the

two parties to limit the key space search need to obtain access

4065+

optionally at least one node of the access tree requiring all of its direct

L descendants in order 10 be used o obtain access

40704

optionally at least one node of the access tree allowing any one of its

N direct descendants in order to be used to obtain access

l

40754

optionally at least one node allowing a pre-defined access control rule
~ of its descendants to contribute to whether the key can be recovered

E

40804

optionally at ieast one node allowing a pre-defined party to contribute
N to whether access can be obtained

4090~

optionally at least one descendant node with a fixed probability of its
[ descendants allowing access and the fixed probability being being
shown by the one party of the two to the other party of the two and the
actual outcome of the experiment with the associated probability being
hidden by the one of the two parties from the other of the two parties

v
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s.a ga:gbagssgtlf():h()ik t'b

A

v

proof, h(p(1))2, h(p(2)),...,h(p(k))2

A 4

proof, h(q(1))8P, h(q(2))ab....,h(q(k))ab

_x

for j=1 to k

i-1[n(q(j))abs/a] f-1[h(q(j))abub;

%
>

A

if h(1) then done, otherwise continue “for” loop

Fig. 41
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i
a cryptographic protocol between two parties for conducting

a fair exchange of at least temporarily secret values,
where the first party has a public key and corresponding
secret exponent and the second party has a public key and
4210y,  corresponding secret exponent and the first party has a
secret value at least temporarily kept from the second party
and the second party has a secret value
at least temporarily kept from the first party
|
the first party proving to the second party that components of a
first vector are each formed from a hidden permutation
~ of members of a set of images
I
the second party proving to the first party that
[ components of a second vector are each formed from
a hidden permutation of different elements of the first vector
|
the first party proving to the second party, using the public key
4240 of the first party, that the secret kept from the second party is
~ decryptable from a value supplied by the first party to the
second party when a distinguished component of the initial
vector is raised to a secret exponent of the first party
I
the second party proving to the first party, using the public key
42504 of the second party, that the secret kept from the first party is
~ decryptable from a value supplied by the second party to the
first party when the same distinguished component of the initial
vector is raised to a secret exponent of the second party

4220~

4230

the first and second party conducting, for at least one
4260 corresponding component of the second vector,
" at a coordinated time per component of the second vector,
an exchange of values, and until the of the second vector
is the distinguished component and
!

such that an instance of the exchange of values corresponding

to the distinguished component revealing to the second party
the value kept from the second party and the same instance of
4070~ the exchange of values revealing to the first party
the value kept from the first party

Fig. 42 v
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I
optionally, the revealing includes a time delay

~ by encryption selected and arranged for that purpose
I
optionally, the revealing includes a time delay
43204, caused at least in part by the speed of light
in a configuration arranged for that purpose
I
optionally, the proof that the first vector is a permutation of
encryptions of the set of images including forming plural
4330, candidates by the prover and the choice of which of the
candidates are opened outside contro! of the prover
|
4340 optionally, the unopened candidates used
) in subsequent steps combined multiplicatively
according to permutations supplied by the prover
!
optionally, proof that the second vector is a permutation
of encryptions of the components of the first vector
including forming plural candidates by the prover and the
435 choice of which of the candidates are opened
3 being outside the control of the prover
I
optionally, the unopened candidates used
43605, in subsequent steps combined multiplicatively
according to permutations supplied by the prover
[
43704, optionally, the exchanged vaiue secrets including keys that
give control over stored value
I
optionally, including the exchanged value secrets including
keys that release control over stake locked by each party
4380, back to that respective party
[
43904 optionally, the value of the stake substantially one part in k
of the value of the stored value

Fig. 43 v
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Fig. 45A

4510 |

plural providers each having at least a public key
and users being able to encrypt messages
with public keys for decryption by the providers

4520 {_

mixing the public keys of the providers
by a mix operated by mix nodes

I

4530 |

re-encrypting the public keys, the output of one mix,
by one or more intermediate entities

i

4540

the one or more intermediate entities providing
the re-encrypted public keys as input to a second mix
operated by mix nodes

I

4550 4

mixing the public keys received
from the one or more intermediate entities
by a mix operated by mix nodes

]

4560 4

such that users do not at least readily know how to contact

at least some of the providers that they have selected
by public key without involving plural intermediate nodes

v
|

45704,

plural providers each having at least a public key
and users being able to encrypt messages
for decryption by the providers

E

4580 ™~

making public keys available to users and
each public key including public key contributions
from at least one intermediate party

I

45904

so that a user communicating with a provider
associated anonymously with a public key
requires cooperation of one or more intermediate parties

Fig. 45B v
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4710

4720 {_

4730 |

4740

47/67

Fig. 47A

establishing by two parties by a mutti-party cryptographic protocol

~ a first joint custody account on a first distributed ledger

and second joint custody account on a second distributed ledger

establishing by the two parties of a first committed value,
committed to by the first party, and a second committed value,
committed to by the second party

the first committed value giving access 1o the value in
the first joint custody account and the second committed value
giving access to the value in the second joint custody account

]

at least the first party convincing at least the second party
N that the first committed value gives access to the first value;

at least the second party convincing at least the first party
that the second committed value gives access to the second value

the first and the second party mutually releasing,
4?50 ™~

at least to each other, information opening the first committent
to the second party and the second committent to the first party

Fig. 47B Y

optionally, the second value controlled transferred to a third party

4760 {_ by the second committed value at least including a signature
transferring value from the second joint custody account
to an account designated by the third party
4770 optionally, the second value controlled transferred to the first party

4780+

47904

N~ by the committed value being a signature transferring from the
second joint custody account to an account controlied by the first party

optionally, the first value controiled transferred to the second party
S by the committed value at least including signing information
for controlling the first joint custody account

optionally, the first value transferred to the second party
by providing a signature formed using the signing information
controlling the first joint custody account transferred to the second party

v
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Fig. 49

4910

ATirstand a second parly agree on parameters, including: a backing

. value, a first time and a second time, a first and second public key, a

first amount from a first chain and its source and destination wallets,
and a second chain amount and its source and destination wallets

!

4920

the first party provides substantial cryptographic proof to the second
™ party that a third party has private key information related to the first
public key information and related to the parameters

4930 {_

the second party provides substantial cryptographic proof to the first
party that a fourth party has private key information related to the
second public key information and related to the parameters

4940 |

the first party, before the first time, to provide the backing along with the
™ parameters and the first public key to the third chain

4950

the second party, before the first time, to provide the backing along with
™ the parameters and the second public key to the third chain

|

4960 ;

the first party, before the second time, to transfer the first value on the
A first chain from the first source wallet to the destination wallet

|

4970

the second party, before the second time, to transfer the second value
™ on the second chain from the source wallet to the destination wallet

I

4980

if a wallet on the third chain is provided with a private value correspond-
ing to the public value, hen that wallet is freed of parameters

N

4985

_if only one wallet on the third chain contains the parameters by the first
time, then that wallet is freed of parameters

4990+

if the third party after the second time determines that the transfer on

N the first chain remains to be completed, then the third party requests

that at least a portion of the value in the first wallet on the third chain be
refunded to the second wallet on the third chain

4995

if the fourth party after the second time determines that the transfer on

N the second chain remains to be completed, then the fourth party

requests that at least a portion of the vaiue in the second wallet on the
third chain be refunded to the first wallet on the third chain

¥
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| Fig. 51

51104 @ wallet on a third ledger populated by a first a public key, a value, a

destination wallet address on a second ledger, and a time

5120 < a third party checking third ledger authentication information

5130 N

5140

5150 ~

that the first party is to at least cause transfer of an amount to
in favor of the second wallet on the second ledger

the first party forming a signature designating a second party to populate

N a second wallet on the third ledger that includes: the public key

of the first wallet on the third ledger, a first wallet address on a first
ledger to receive an indicated first value, and the same second

destination wallet address on the second ledger and the same time

transterring by the first party on the first ledger in favor of

. the second wallet on the first ledger the amount before the time and

transferring, by the second party in favor of the second wallet
on the second ledger the amount before the time

when the second party, as established by signature of the first party,
requests correction from a correction party before the time and the cor-
rection party determining that sufficient value has been transferred to
the second wallet of the second ledger by the time and that insufficient
value has been transferred to the second wallet of the first iedger by the
time, then the correction party signing a judgement for the third ledger to
transtfer the value from the first wallet on the third ledger to the second
B wallet on the third ledger

5160\1

when the third party requests correction from a correction party before
the time and the correction party determines that insufficient vaiue has
been transferred from the first wallet of the second ledger to the second
wallet of the second ledger by the time, then the correction party signs a

judgement instructing the third ledger to transfer the value on the third
~ ledger from the first wallet to a third wallet selected by the third party

5170+

g at the time if value remains in the first wallet on the third ledger,
or in the second wallet of the first ledger, these values are unlocked

v
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X=R(C_H1.1,C_H2.1,..C_Hn.1) W=R(C_H1.3, C_H2.3,..C_Hn.3)

Y=R(C_H1.2, C_H2.2,...C_Hn.2) W=R(C_H1.4, C_H2.4,..C_Hn.4)

Fig. 52B

5250 A cryptographic value exchange protocol between at least

two parties establishing at least two joint custody accounts.

The cryptographic protocol establishing at least one digital signature,

5260 |, the digital signature sufficient to move value from at least one of the

joint custody accounts to an account selectable by one of the parties,
and the digital signature encrypted so that it can be decrypted
once at least one joint custody account meets a pre-defined condition.

5270 |

|

N The pre-defined condition including at least that a first of the

joint custody accounts has a pre-defined value present during at least

one of a pre-defined set of block heights and the signature to transfer
from the second account to an account selectable by the first party.

5280

The pre-defined value storage condition including substantially zero

~  value present in the first joint custody account during at least a

pre-defined set of block heights and the transfer substantially refunding
the second party from the second joint custody account.

¥




WO 2022/051706 PCT/US2021/049217

53/67

Fig. 53A

5310

> ledger and at least two ledger accounts and a plurality of agents

cryptographic protocol between two parties and including at least one

5320 |

I~

at least two of the parties capable of conducting at least a protocol
portion that transfers value from the first of the at least two accounts to
the at least second of the two accounts

5330 «

2%

a quorum of the agents provided by the parties with agent information
enabling transfer of value from at least one account

1

5340+

N

optionally such that the agent information sufficient to transfer
only to predetermined accounts

5350+

P

Fig. 53B Y

]
optionally the parties are capable of transferring from a third account
to a fourth account

5360+

.

the cryptographic protocol substantially ensuring that if one such
transfer occurs then either party can ensure that both transfers occur.

| Fig. 53C

5370+

N

optionally quorum of agents ensuring that if a transfer from one
account occurs then either party can ensure that both transfers occur.

5380+

N

H
Optionally the quorum of agents ensuring that if exactly one transfer
from one account occurs by a prearranged time, then a transfer of
substantially similar value is made to an account responsive the party
that transferred to the one account.

l

5385+

N

optionally the cryptographic protocol providing at least one party the
ability make any transfer from a one of the accounts

53904

optionally the cryptographic protocol transferring value from at least
one account to an account controlled by one of the parties.

53954

optionally the cryptographic protocol enabling, by provision of agent
information, a quorum of agents to transfer from at least one of the
accounts to an account substantially controlled by one of the parties.
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| Fig. 54

5410 { Optionally at least one account has plural sources of value.

5420

| Optionally at least one account has plural destinations that its value
can be transferred to by the parties using the cryptographic protocols.

5430

Optionally at least one account has plural destinations its value can be
> transferred to by the a quorum of agents using the agent information.

Optionally at least one account can be increased in value by a first of

54404, the parties.
. |
5450 Optionally at least one account that can be increased in value by a first
B of the parties can be increased by the parties plural times.
Optionally the at ieast one account that can be increased can be
54604 decreased in value by the cooperation of at least two of the parties
using the cryptographic protocol.
I
5470 Optionally the at least one account that can be increased can be

N\ decreased in value plural times by the cooperation of at least two of
the parties using the cryptographic protocol.

Optionally the cryptographic protocols let the two parties transfer from

54804,
an account to one of at least two predetermined accounts.
Optionally the cryptographic protocol ensures that only one of the two
5485+, transfer pairs it enables can be conducted.
i
5490 Optionally the cryptographic protocols provide the two parties the

~ ability to transfer from an account whose value can be decreased by
the first party to the one of at least two predetermined accounts.

54954

Optionally the cryptographic protocols let the two parties transfer from
an account whose value is changed exactly once during the cryp-

I

tographic protocol to at least two predetermined accounts.
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| Fig. 61A

6110 <

the cryptographic protocol at least cooperating in creating a first
public key corresponding to a first ledger account;

6120 |

the cryptographic protocol at least cooperating in creating a plurality
of partial transfer signatures related to the
ledger account public key of the first ledger account;

6130 |

the plural partial transfer signatures allowed by the cryptographic
protocol to be encrypted such that substantially these keys are
decryptable using keys at least including
those of at least a first collection of refund agents; and

6140 4,

such that a first quorum rule determines the selections of partial
transter signatures that are sufficient to develop at least a
transfer signature for transferring value from the first ledger account
corresponding 1o the first public key to
at least a different ledger account on the first ledger.

Fig. 61B v

|

6150

the cryptographic protocol allowing cooperation of the at least two
parties to form at least one transfer signature with
the first ledger account as the source account of the transfer.

Y Fig. 61C

61604,

|
the cryptographic protocol allowing previously undisclosed known to
at least one of the at least two parties to the cryptographic protocol
to be made known 1o at least a different party to the cryptographic
protocol, the previously undisclosed unknown initially to the at least
a different party to the cryptographic protocol;

61704

such that when the previously undisclosed information is known
to the at least a different party to the cryptographic protocol,
the at least a different party to the cryptographic protocol
enabled to form at least one transfer signature having the
first ledger account as source account of the corresponding transfer.

v
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| Fig. 62A

6210

23

such that the first destination account of the first transfer signature at
least in part selectable by at least one of the at least two parties.

Fig. 62B Y

6220 4.

such that the first destination account of the first transfer signature
selected at least in part by the cryptographic protocol and outside the
control of either one of the at least two parties.

| Fig. 62C

6230 4

the cryptographic protocol allowing at least two of the parties to
cooperate in creating a public key
corresponding 1o a second ledger account.

Fig. 62D v

6240 4

the cryptographic protocol at least cooperatmg in creating a second
plurality of partial transfer signatures related to at least a public key
of the second ledger account;

6250

the second plural partial transfer signatures allowed by the cryp-
tographic protocol to be encrypted such that substantially these keys
can be decrypted at least in part by refund agents using keys at least
including those of a second collection of refund agents; and

I

6260+

such that a second quorum rule determines the selections of the
second partial transfer signatures that are sufficient to develop at
least a transfer signature for transfer from the second ledger account
to at least a ledger account different from the first ledger account and
different from the second ledger account.

v Fig. 62E

62704

such that the combination of the first quorum rule and the second
quorum rule ensuring a predetermined minimum number of refund
agents in the intersection of substantially any guorum
allowed simultaneously by the first quorum rule
and any quorum allowed by the second quorum ruie.




PCT/US2021/049217

WO 2022/051706

63/67

Fig. 63
i

6310 <.

the cryptographic protocol allowing at least a first of the at
least two parties to provide first previously undisclosed
information, related to the first ledger account, to at least a
second of the at least two parties;

6320 4.

the cryptographic protocol allowing the at least second of
the at least two parties to provide second previously undis-
closed information, related to the second ledger account,
to the at least first of the at least two parties;

6330 4.

such that the at least first of the at least two parties sub-
stantially prevented from readily and without penalty
obtaining the second previously undisclosed information,
unless the second of the at least two parties substantially
allowed by the at least first of the at least two parties to
readily obtain the first previously undisclosed information;

6340

such that the combination of the first previously undis-
closed information when known to the second of the at
least two parties substantially allows the second of the at
least two parties to promulgate a transfer signature with a
first ledger account as source account; and

6350

such that the combination of the second previously undis-

closed information when known to the at least first of the at

least two parties substantially allows the at least first of the

at least two parties to promulgate a transfer signature with
a second ledger account as source account.

v




WO 2022/051706 PCT/US2021/049217
64/67

| Fig. 64A

the cryptographic protocol allowing the designation of at least
a third ledger account by cooperation of at least a third party
with at least a second of the two parties;

6410

I4

6420 such that the at least third party of the at least two parties

differs from at least a first one of the at least two parties and
differs from at least a second one of the at least two parties;

6430 the cryptographic protocol aliowing a transfer from the first
ledger account to the third fedger account; and

such that the role of the at least a first one of the at least two
parties in at least a portion of the cryptographic protocol is
6440 {_ substantially handed over from the at least a first one of the
at least two parties to the at least third party
of the at least two parties.

v
Fig. 64B |

the cryptographic protocol responsive to cryptographic
64504 authentication by at least a quorum of parties from a third
collection of parties attesting that at least
one party conducting the cryptographic protocol has
deviated from following the cryptographic protocol.

v .
| Fig. 64C

6460\ the third collection of parties substantially
in effect predetermined.

.




6510

6520 the cryptographic protocol at least cooperating in creating a first public

6530 4

65404 the cryptographic protocol allowing at least a first of at least two

6550+

6560+

6570+

WO 2022/051706 PCT/US2021/049217
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| Fig. 65
a cryptographic protocol between at least two parties using at least one
5 ledger, the at least one ledger comprised of ledger accounts,

with transfers between the ledger accounts performed according to
transfer signatures authenticatable using public keys associated with

the respective ledger accounts, and with the cryptographic protoco! able

to allow parties to create public keys corresponding to ledger accounts

of the at least one ledger

key corresponding to a first ledger account;

I

the cryptographic protocol at least cooperating in creating a second
public key corresponding to a second ledger account;

parties to provide first previously undisclosed information, related to the
first ledger account, to at least a second of the at least two parties;
l
the cryptographic protocol allowing the at least second of the at least
two parties to provide second previously undisclosed
N information, related to the second ledger account,
to the at least first of the at least two parties;

such that the combination of the first previously undisciosed
information when known to the second of the at least two parties
“substantially allows the second of the at least two parties to promulgate
a transfer signature with a first ledger account as source account;

such that the combination of the second previously undisclosed
information when known to the at least first of the at least two parties
N substantially allows the at least first of the at least two parties
to promulgate a transfer signature
with a second ledger account as source account;

6580+

such that at least the first of the at least two parties substantially
N prevented from readily and without penaity obtaining the second
previously undisclosed information, uniess the second of the at least
two parties substantially allowed by the at least first of the at least two

parties to readily obtain the first previously undisclosed information.
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Fig. 66A

6610 < the cryptographic protocol allowing the at least two parties to make
an exchange of the first previously undisclosed information and the
second previously undisclosed information; and

|
6620 | such that the first party verifiably substantially obtains the second
~ transfer signature information item if and only if the second party
substantially obtains the first transfer signature information.

Fig. 66B |

the cryptographic protocol allowing at least each of the at least two
6630 \. parties to at least substantially verify that the exchange, if aborted
by one of the two parties, leaves each of the at least two parties, at
least with substantially similar probability, and at least with
substantially similar amounts of computation, to arrive at
the respective transfer signature information.

Y Fig. 66C

the cryptographic protocol allowing the at least two parties at least
6640 {_ o substantially verify in advance that if the exchange were to be
aborted by at least one of the at least two parties, at least some
evidence would result that the cryptographic protocol was substan-
tially aborted by the at least one aborting party.

*
Fig. 66D .
the cryptographic protocol allowing the evidence authenticated by at
66504 least one of the at least two parties that has aborted the cryp-

> tographic protocol to be developed by at least a different one of the
at least two parties to the cryptographic protocol;

66604 such that the evidence allowing substantial irrefutability of a
penalty to the at least one party aborting the cryptographic protocol.
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| Fig. 67

6710 the cryptographic protocol providing for multiple rounds;

the provisions for at least one round by the cryptographic proto-

6720\, col including allowing each of at least two parties to provide

authentication of a committed contribution to the at least one
round in advance of the at least one round;

the provision for at least one round to allow for coordinated
6730\ exchange, between the at least two parties, of delay encrypted
contributions to that round;

such that the contributions to the at least one round should both
reveal the first previously undisclosed information to at least one
6740y  of the two parties and reveal the second previously undisclosed
information to a different one of the at least two parties;

such that the cryptographic protocol substantially hides from the

at least two parties which round should both reveal the first previ-

67504 ously undisclosed information to at least a one of the two parties

and reveal the second previously undisclosed information to a
different one of the at least two parties; and

such that at least a part of the information to be exchanged
during at least one round allowing verification of consistency
between at least one committed contribution by a party and the
information to be revealed by that party in completing the round
without aborting the round by that party.

v

67604,




