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GPU software in a non-secure world configures, based on task code and a cache
description, a stub data structure in a non-secure world segment of a memory, where the
stub data structure includes cache areas allocated based on the cache description and
metadata indicating each cache area

s

In a segment, in the memory, corresponding to a first realm, a root monitor in a root world
configures a real data structure corresponding to the stub data structure, and stores to-be-
processed confidential data in the segment

P

The root monitor updates a GPT table so that based on an updated GPT table, a target
segment storing the metadata and the task code is accessible to a GPU and has realm
world permission for other objects

s S44

The root monitor modifies a target mapping relationship so that the GPU executes a GPU
task by using the target segment and the real data structure

FIG. 4

|

P GPU memory Real data Code and cache
Initialize mapping | I area description
GPU memory

i n Code and cache Stub GPU
Create a stub application mapping | Real data Iarea description | I page table H Metadata

Dala huﬂe areal Dala mmev area 2 Code buﬂe
cription 1) cription 2)

[ L)

GPU page table base address Buffer area polnlev

T T
" . GPU memory Real Data buffer area 1 Data buffer area 2 Code and cache Stub GPU Data buffer area Data buffer area Code buffer
Create a real application mapping | HGPU pagemb.el l (0ata) JI (Empty) |I | Real data Immsc”p"”" \ [ page table “ Metadata ll:(Descnptmn]) l l:(DescnpunnZ) ] l . area (Code) I }
by {11 I IS5 Ly 1 -] -

x T L x x

GPU page table base address Buffer area pointer

T T
i i GPU memory eal Data buffer area 1 Data buffer area 2 Code and cache Stub GPU Dala huﬂev avea Dam buffer area Code huﬂev
Execute the real application mapping GPU page table | (Data) | Result) I | Real data | 1es gescription page table l— Metadata S5 (Description2) = E =

h || . u

GPU page table base address Buffer area pointer

Restore an environment GPU memory | Running result | | Real data Code and cache l ‘
mapping area description

| Protected area D Unprotected area Stub application [:H]] Real application

FIG.5



4/5

R1 target R1 target
segment 1l  segment 2

GPU
CPU GPT IMMIO RMM| | R1 R2

GPT of an untrusted
peripheral

—
S

GPU GPT
forarealm 1

GPU GPT
forarealm 2

D Non-secure world D Realm world Secure world . Root world

FIG. 6



5/5

CPU GPT

Table descriptor

Sub-level table GPT

Page descriptor 1

Peripheral 1 GPT Page descriptor 2 GPU

memory

Table descriptor

Page descriptor n

Peripheral 2 GPT

Table descriptor

FIG. 7



