
VIRTUAL REALITY HEADSET DEVICE AND PAYMENT METHOD 

[0001J The present disclosure relates to the generation of payment transaction authorization 

requests and specifically to virtual reality headsets for generating payment transaction 

authorization requests and corresponding methods in virtual reality headsets. 

Background 

[0002] There has been rapid growth in the use of virtual reality (VR) in recent years. Most 

technology predictions indicate an exponential jump in the adaptation of VR across various 

industries and walks of life. 

[0003] Current payment processing methods are tied to devices such as smart phones and 

smart watch devices and therefore the integration of payment infrastructure into VR 

environments presents a number of challenges and it is difficult to present a seamless 

process to a user as the payment functionality may be device or operating system specific. 

Further, payment processing generally requires a network connection and if network 

connectivity is tied to a single device, the ability to make payments may be impacted by 

fluctuations in network connectivity. 

Summary 

[0004] According to a first aspect of the present disclosure a virtual reality headset device is 

provided. The virtual reality headset device comprises: a secure storage configured to 

store a tokenized account identifier for a payment card account; an interface configured to 

enable to virtual reality headset to couple to at least a first communication device and a 

second communication device; a computer processor; and a data storage device, the data 

storage device storing instructions operative by the processor to: generate a first 

transaction authorization request using the tokenized account identifier for the payment 

card account; send the first transaction authorization request over a communication 

network via the first communication device; generate a second transaction authorization 

request using the tokenized account identifier for the payment card account; and send the 

second transaction authorization request over a communication network via the second 

communication device. 

[0005] In an embodiment, the virtual reality headset device further comprises a virtual reality 

display configured to display virtual reality images to a user. 

[0006] In an embodiment, the virtual reality headset device further comprises a biometric 

sensor configured to read biometric data of a user, and wherein data storage device stores 
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further instructions operative by the processor to: generate the first and second transaction 

authorization requests using the biometric data of the user. 

[0007] In an embodiment, the virtual reality headset device further comprises a payment card 

reader device, and wherein the wherein data storage device stores further instructions 

operative by the processor to: read payment card data using the payment card reader 

device; generate the tokenized account identifier for the payment card account associated 

with the payment card data; and store the tokenized account identifier for a payment card 

account in the secure storage. 

[0008] In an embodiment, the interface is a wireless communication interface. 

[0009] In an embodiment, the virtual reality headset device is configured to receive a 

computing device comprising a display, wherein in use the display of the computing device 

displays virtual reality images to a user. 

[0010] In an embodiment, the first payment transaction authorization request and the second 

payment transaction request each comprise an indication a respective transaction amount 

and an indication of the tokenized payment card identifier. 

[0011] In an embodiment, the data storage device stores further instructions operative by the 

processor to: select either the first communication device or the second communication 

device based on a user input. 

[0012] In an embodiment, the data storage device stores further instructions operative by the 

processor to: select either the first communication device or the second communication 

device based on an indication of connection parameters of the first communication device 

and the second communication device. 

[0013] In an embodiment, the data storage device stores further instructions operative by the 

processor to: receive a first transaction response in response to the first transaction 

authorization request, and generate an indication that the first transaction has been 

successful. 

[0014] According to a second aspect of the present disclosure a payment method in a virtual 

reality headset device is provided. The method comprises: accessing a secure memory 

within the virtual reality headset device to retrieve a tokenized account identifier for a 

payment card; generating a first transaction authorization request using the tokenized 

account identifier for the payment card account; sending the first transaction authorization 

request over a communication network via a first communication device; generating a 

second transaction authorization request using the tokenized account identifier for the 
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payment card account; and sending the second transaction authorization request over a 

communication network via a second communication device. 

[0015] In an embodiment, the first communication device and the second communication 

device are connected to the virtual reality headset device at different times. 

[0016] In an embodiment, the first communication device and the second communication 

device are connected to the virtual reality headset device at concurrent times. 

[0017] In an embodiment, the method further comprises receiving a user input indicating a 

user selection of either the first communication device or the second communication 

device for connection to the communication network. 

[0018] In an embodiment, the method further comprises receiving an indication of connection 

parameters of the first communication device and the second communication device and 

selecting either the first communication device or the second communication device for 

connection to the communication network based on the connection parameters. 

[0019] In an embodiment, the method further comprises receiving a first transaction response 

in response to the first transaction authorization request, and generating an indication that 

a first transaction has been successful. 

[0020] Embodiments of the invention may be expressed as a network of communicating 

devices (Le. a "computerized network"). It may further be expressed in terms of a software 

application downloadable into a computer device to facilitate the method. The software 

application may be a computer program product, which may be stored on a non-transitory 

computer-readable medium on a tangible data-storage device (such as a storage device of 

a server, or one within a user device). 

Brief description of the drawings 

[0021J Embodiments of the invention will now be described by way of example only with 

reference to the following drawings, in which: 

Figure 1 is a block diagram showing a virtual reality headset device according to an 

embodiment of the present invention; 

Figure 2 is a block diagram showing a system comprising a virtual reality headset 

according to an embodiment of the present invention; 

Figure 3 is a flowchart showing a payment method in a virtual reality headset according to 

an embodiment of the present invention; 
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Figure 4 is a flowchart showing a method of generating a payment transaction 

authorization request according to an embodiment of the present invention; 

Figure 5 is a flowchart showing a method of storing a tokenized payment card identifier in 

an embodiment of the present invention; and 

Figure 6 is a block diagram showing a technical architecture of a virtual reality headset 

according to an embodiment of the present invention. 

Detailed description 

[0022] The present disclosure relates to virtual reality devices having a secure memory which 

stores a tokenized payment card identifier and methods of generating payment 

authorization requests using such devices. As used in this document, the term "payment 

card" refers to any cashless payment device associated with a payment account, such as a 

credit card, a debit card, a prepaid card, a charge card, a membership card, a promotional 

card, a frequent flyer card, an identification card, a prepaid card, a gift card, and/or any 

other device that may hold payment account information, such as mobile phones, 

Smartphones, personal digital assistants (PDAs), key fobs, transponder devices, NFC­

enabled devices, and/or computers. Furthermore, the "payment card" may exist only as a 

data structure (Le. without physical existence), which is registered with a digital wallet or 

cloud wallet. 

[0023J Figure 1 is a block diagram showing a virtual reality headset according to an 

embodiment of the present invention. The virtual reality headset 100 comprises a virtual 

reality display module 110, an interface module 120, a biometric sensor 130, a payment 

card reader 140, a processor 150, a secure memory 160, a program memory 170 and a 

user interface 180. The virtual reality display module 110 may be a stereoscopic display 

configured to display images to each eye of a user. The interface module 120 is an 

interface which allows the virtual reality headset 100 to couple to a communication device 

such as a smart phone or a computer connected to the internet. The interface module 120 

may allow wired and / or wireless connection, for example through universal serial bus 

(USB), Wi-Fi, Bluetooth or other types of information transfer protocol. The biometric 

sensor 130 allows biometric data of a user to be read in order to authenticate the user. The 

biometric sensor 130 may be a fingerprint sensor, an iris scanner or other type of biometric 

sensor. The processor 150 is a central processing unit (CPU) which executes instructions 

of a computer program by performing the basic arithmetic, logical, control and input/output 

(1/0) operations specified by the instructions. The secure memory 160 stores a tokenized 

payment card identifier 165. The secure memory 160 may require biometric authentication 

using the biometric sensor 130 to allow access to the tokenized payment card identifier 165. 
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The program memory 170 stores computer program instructions which are executed by the 

processor 150. The program memory stores a virtual reality module 172, a tokenization 

module 174 and a payment module 176. The virtual reality module 172 comprises 

instructions to cause the virtual reality display module 110 to generate a virtual reality 

environment for display to a user. The tokenization module 174 comprises computer 

program instructions to store a tokenized payment card identifier in the secure memory 160. 

The payment module 176 comprises computer program instructions to generate payment 

authorization requests using the tokenized payment card identifier 165 stored in the secure 

memory 160. The user interface 180 comprises sensors or input devices which allow a 

user to navigate a virtual reality environment and to input commands. 

[0024] In the embodiment shown in Figure 1, the virtual reality display module 110 is shown as 

part of the virtual reality headset device 110, however in some embodiments, the virtual 

reality headset device 100 may be provided with a removable display device, for example, 

the interface module 120 may allow a communication with a device such as a smart phone 

which can be received in the virtual reality headset device 100 such that the smart phone 

forms the virtual reality display module 110. 

[0025] As shown in Figure 1, the secure memory 160 which stores the tokenized payment 

card identifier 165 is integrated into the virtual reality headset device 100. This allows 

seamless payment by a user in a virtual reality environment without the requirement for the 

user to leave the virtual reality environment. Additionally, the use of the tokenized payment 

card identifier is not tied to a specific communication device such as a smart phone device. 

Thus during a virtual reality session, more than one communication device may be used to 

relay payment transaction authorization requests from the virtual reality headset 100. This 

scenario is illustrated in Figure 2. 

[0026] Figure 2 is a block diagram showing a system comprising a virtual reality headset 

according to an embodiment of the present invention. As shown in Figure 2, the virtual 

reality headset device 100 is communicatively coupled to a first communication device 210 

and / or a second communication device 220. It should be noted that the virtual reality 

headset 100 is not necessarily coupled to both the first communication device 210 and the 

second communication device 220 at the same time. In some scenarios, the virtual reality 

headset 100 is first coupled to the first communication device 210 and then later this 

connection is broken and the virtual reality headset 100 is coupled to the second 

communication device 220. The first communication device 210 and the second 

communication device 220 are any type of computing device which is capable of coupling 

to the virtual reality headset 100 via the interface module 120 and also capable of 

connecting to an external network, for example the internet. Thus the first communication 
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device 210 and the second communication device 220 may be smart phone devices or 

personal computing devices and they may be the same type of device or different types of 

device. 

[0027] The first communication device 210 and the second communication device 220 allow a 

connection to be established to an acquirer server 230. The acquirer server 230 is a server 

associated with an acquirer bank or similar organization. 

[0028] The acquirer server 230 is connected to a payment network 240. The payment network 

240 is connected to a token server provider server 250 and an issuer server 260. The 

token service provider server 250 may be part of the payment network 240 or may be 

provided by the same organization as the issuer server 260, alternatively, the token server 

provider server 250 may be provided by a separate organization. The token service 

provider server 250 is coupled to a database which link tokenized payment card identifiers 

to the corresponding payment card identifiers. The issuer server 260 is the issuing bank or 

establishment that issued the payment card corresponding to the tokenized payment card 

identifier 165 stored in the secure memory 160. Communication between the servers may 

take place via any type of network, for example, a virtual private network (VPN), the 

Internet, a local area and/or wide area network (LAN and/or WAN), and so on. The 

payment network 240 may be any payment network such as the Banknet payment network 

operated by MasterCard, the Visa Net payment network operated by VISA, and the RuPay 

network operated by the National Payments Corporation of India. 

[0029] The operation of the virtual reality headset device 100 shown in Figures 1 and 2 will 

now be described with reference to Figure 3. Figure 3 is a flowchart showing a payment 

method in a virtual reality headset according to an embodiment of the present invention. 

The method 300 is carried out on by the processor 150 of the virtual reality headset 100 

executing the virtual reality module 172 and the payment module 176 stored in the 

program memory 170. 

[0030] In step 302, the user interacts with a virtual reality environment. The virtual reality 

environment may be for example a virtual reality game or an immersive shopping 

experience. The user is displayed images by the virtual reality display module 110 and the 

user interacts with the virtual reality environment using the user interface 180. This may 

involve the user navigating around a virtual reality game environment or an immersive 

shopping environment. 

[0031] In step 304, a user input indicating a purchase decision is received. The purchase 

decision may relate to an in game purchase when the virtual reality environment is a 

gaming environment or a decision to check-out when the virtual reality environment is an 

6 



immersive shopping environment or any other scenario involving a payment. The user 

provides an input (first input) using the user interface 180 and this input causes the 

processor 150 to execute the payment module 176 stored in the program memory 170. 

[0032] In step 306, the payment module 176 running on the processor 150 generates a first 

transaction authorization request. The method of generating the first transaction 

authorization request is described in more detail below with reference to Figure 4. The first 

transaction authorization request comprises an indication of the transaction amount and 

an indication of the tokenized payment card identifier 165 stored in the secure memory 

160. 

[0033] In step 308, the interface module 120 of the virtual reality headset device 100 sends 

the first transaction authorization request over a communication network via the first 

communication device 210. 

[0034] Following step 308, the first transaction authorization request is received by the 

acquirer server 230. The acquirer server 230 sends the first transaction authorization 

request to the payment network 240. The payment network uses the tokenized payment 

card identifier in the first transaction authorization request to determine a destination to 

route the first transaction authorization request. The first transaction authorization request 

is routed to the token service provider server 250. The token service provider server 250 

uses the tokenized payment card identifier to look up the payment card details for the 

payment card and adds these to the first transaction authorization request. The first 

transaction authorization request including the de-tokenized payment card identifier is then 

routed by the payment network 240 to the issuer server 260. The issuer server 260 

generates a first payment transaction authorization response which indicates whether the 

first payment transaction is authorized. The first transaction authorization response is 

routed by the payment network 240 to the acquirer server 230 which sends the payment 

transaction authorization response to the virtual reality headset device 100 via the first 

communication device 210. 

[0035] In step 310, the interface 120 of the virtual reality headset device 100 receives the 

payment transaction authorization response. A user indication may be provided by the 

virtual reality display module 110 indicating that the transaction has been successful. If the 

virtual reality environment is a gaming environment, the user may be able to access the 

results of the in-game purchase, for example an increase in in-game currency or items 

purchased. 

7 



[0036] In step 312, the user continues to interact with the virtual reality environment. This may 

comprise continuing to play the virtual reality game or continuing with the immersive 

shopping experience. 

[0037] In step 314, a second user input indicating a purchase decision is received. The 

purchase decision may relate to an in game purchase when the virtual reality environment 

is a gaming environment or a decision to check-out when the virtual reality environment is 

an immersive shopping environment. The user provides another input (second input) using 

the user interface 180 and this input causes the processor 150 to execute the payment 

module 176 stored in the program memory 170. 

[0038] In step 316, the payment module 176 running on the processor 150 generates a 

second transaction authorization request. As mentioned above with reference to step 306, 

the method of generating the second transaction authorization request is described in 

more detail below with reference to Figure 4. The second transaction authorization request 

comprises an indication of the transaction amount and an indication of the tokenized 

payment card identifier 165 stored in the secure memory 160. 

[0039] The method 300 relates to a scenario in which the connection between the virtual 

reality headset device 100 and the first communication device 210 is broken for some 

reason. This may be due to a change in network connectivity, the battery of the first 

communication device running out of power or any other reason. Then, a new connection 

is established with the second communication device 220. Because the secure memory 

160 is located in the virtual reality headset device 100, even when a different 

communication device is used to make the connection to the payment network 240 a 

seamless user experience is provided. It is additionally noted that the transmission of the 

payment transaction authorization requests is agnostic to the operating system or nature 

of the first communication device 210 and the second communication device 220. 

[0040] In some embodiments, the user may be shown a list of communication devices and the 

user may select which communication device is to be used based on various parameters. 

For example, the second communication device may have low cost internet connection, or 

based on any other parameter including time, cost, bandwidth, accessibility, availability, 

battery power, processing power, speed, efficiency, network type etc. In some 

embodiments the selection may be made automatically based on the parameters. 

[0041] In step 318, the interface module 120 of the virtual reality headset device 100 sends 

the second transaction authorization request over a communication network via the 

second communication device 220. 
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[0042] Following step 318, the second transaction authorization request is received by the 

acquirer server 230. As the later processing and routing of the second transaction 

authorization request is as described above for the first transaction authorization request 

and is omitted here. A second transaction authorization response is generated by the 

issuer server and is routed to the acquirer server 230 and then to the second 

communication device 220 which sends the second transaction authorization response to 

the virtual reality headset device 100. 

[0043J In step 320, the interface 120 of the virtual reality headset device 100 receives the 

second payment transaction authorization response. A user indication may be provided by 

the virtual reality display module 110 indicating that the transaction has been successful. If 

the virtual reality environment is a gaming environment, the user may be able to access 

the results of the in-game purchase, for example an increase in in-game currency or items 

purchased. 

[0044] Figure 4 is a flowchart showing a method of generating a payment transaction 

authorization request according to an embodiment of the present invention. The method 

400 shown in Figure 4 corresponds to step 306 or step 316 shown in Figure 3. The 

method 400 is carried out by the processor 150 of the virtual reality headset device 100 

executing the payment module 176 stored in the program memory 170. 

[0045] In step 402, the biometric sensor 130 of the virtual reality headset device 100 detects 

biometric data of the user. For example, a user's fingerprint may be detected. Alternatively, 

retina or iris scanning may be implemented through eye tracking in the virtual reality 

headset device 100. In alternative embodiments, voice recognition may be used to 

authenticate the user. 

[0046] In step 404, the biometric data is used to access the secure memory. The biometric 

data read in step 402 is authenticated by comparing it with stored biometric data for the 

authorized user of the device. The process of tokenization and storage of the biometric 

data for the authorized user of the virtual reality device 100 is described in more detail 

below with reference to Figure 5. 

[0047] In other embodiments, a different mechanism may be used to access the secure 

memory 160, for example, a near field communication (NFC) sensor may be used to 

detect the proximity of a device such as a mobile device and this proximity may be used to 

allow the tokenized payment card identifier to be accessed. 

[0048] In step 406, the tokenized payment card identifier 165 is read from the secure memory 

160. 
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[0049] In step 408, a payment transaction authorization request which corresponds to either 

the first transaction authorization request or the second transaction authorization request 

is generated using the tokenized payment card identifier. The payment transaction 

authorization request comprises an indication of the payment transaction amount and an 

indication of the tokenized payment card identifier. 

[0050] Figure 5 is a flowchart showing a method of storing a tokenized payment card identifier 

in an embodiment of the present invention. The method 500 is carried out by the 

processor 150 of the virtual reality headset device 100 executing the tokenization module 

174 stored in the program memory 170. 

[0051] The method 500 may be triggered by a voice command from the user to store a 

tokenized payment card. 

[0052] In step 502, the payment card reader 140 of the virtual reality headset device 100 

reads data of a payment card. In some embodiments the user may input the payment card 

data, for example, the payment card number, the payment card expiry date and the card 

security code. In alterative embodiments, the data may be captured by a near field 

communication (NFC) reader in the virtual reality headset device 100 or by a camera in 

the virtual reality headset device 100. 

[0053] In step 504, the payment card data is sent to the token service provider server 250 

which stores the payment card data and generates a token which sent to the virtual reality 

headset device 100. The communication between the virtual reality headset device 100 

and the token service provider server may be encrypted by a cryptographic protocol such 

as Secure Sockets Layer (SSL). This encrypted data transfer may take place via one of the 

first communication device 210 or the second communication device 220. 

[0054] In step 506, the interface module 120 of the virtual reality headset device 100 receives 

the token generated by the token service provider server 250. 

[0055] In step 508, the biometric sensor 130 of the virtual reality headset device 100 reads 

biometric data of the user, for example the fingerprint of the user. 

[0056] In step 510, the tokenized payment card identifier 165 is stored in the secure memory 

160 of the virtual reality headset device 100 with the biometric data of the user used to 

securely store the tokenized payment card identifier 165. 

[0057] Figure 6 is a block diagram showing a technical architecture 600 of the virtual reality 

headset device 100 for performing steps of exemplary methods described above. Typically, 

the methods are implemented by a computing device having a data-processing unit. The 
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block diagram as shown in Figure 6 illustrates a technical architecture 600 of a computing 

device which is suitable for implementing one or more embodiments herein. 

[0058] The technical architecture 600 includes a processor 622 (which may be referred to as a 

central processor unit or CPU) that is in communication with memory devices including 

secondary storage 624 (such as disk drives), read only memory (ROM) 626, random 

access memory (RAM) 628. The processor 622 may be implemented as one or more CPU 

chips. The technical architecture 600 may further comprise input/output (1/0) devices 630, 

and network connectivity devices 632. 

[0059] The secondary storage 624 is typically comprised of one or more disk drives or tape 

drives and is used for non-volatile storage of data and as an over-flow data storage device 

if RAM 628 is not large enough to hold all working data. Secondary storage 624 may be 

used to store programs which are loaded into RAM 628 when such programs are selected 

for execution. In this embodiment, the secondary storage 624 has a virtual reality module 

624a, a tokenization module 624b, and a payment module 624c, comprising non-transitory 

instructions operative by the processor 622 to perform various operations of the method of 

the present disclosure. As depicted in Figure 6, the modules 624a-624c are distinct 

modules which perform respective functions implemented by the virtual reality headset 

device 100. It will be appreciated that the boundaries between these modules are 

exemplary only, and that alternative embodiments may merge modules or impose an 

alternative decomposition of functionality of modules. For example, the modules discussed 

herein may be decomposed into sub-modules to be executed as multiple computer 

processes, and, optionally, on multiple computers. Moreover, alternative embodiments may 

combine multiple instances of a particular module or sub-module. It will also be appreciated 

that, while a software implementation of the modules 624a-624c is described herein, these 

may alternatively be implemented as one or more hardware modules (such as field­

programmable gate array(s) or application-specific integrated circuit(s» comprising circuitry 

which implements equivalent functionality to that implemented in software. The ROM 626 is 

used to store instructions and perhaps data which are read during program execution. The 

secondary storage 624, the RAM 628, andlor the ROM 626 may be referred to in some 

contexts as computer readable storage media andlor non-transitory computer readable 

media. 

[0060] The 1/0 devices may include, liquid crystal displays (LCOs), plasma displays, touch 

screen displays, keyboards, keypads, switches, dials, mice, track balls, voice recognizers, 

card readers, paper tape readers, or other well-known input devices. 

[0061] The network connectivity devices 632 may take the form of modems, modem banks, 

Ethernet cards, universal serial bus (USB) interface cards, serial interfaces, token ring 
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cards, fiber distributed data interface (FOOl) cards, wireless local area network (WLAN) 

cards, radio transceiver cards that promote radio communications using protocols such as 

code division multiple access (COMA), global system for mobile communications (GSM), 

long-term evolution (L TE), worldwide interoperability for microwave access (Wi MAX), near 

field communications (NFC), radio frequency identity (RFIO), and/or other air interface 

protocol radio transceiver cards, and other well-known network devices. These network 

connectivity devices 632 may enable the processor 622 to communicate with the Internet 

or one or more intranets. With such a network connection, it is contemplated that the 

processor 622 might receive information from the network, or might output information to 

the network in the course of performing the method operations described herein. Such 

information, which is often represented as a sequence of instructions to be executed using 

processor 622, may be received from and outputted to the network, for example, in the 

form of a computer data signal embodied in a carrier wave. 

[0062] The processor 622 executes instructions, codes, computer programs, scripts which it 

accesses from hard disk, floppy disk, optical disk (these various disk based systems may 

all be considered secondary storage 624), flash drive, ROM 626, RAM 628, or the network 

connectivity devices 632. While only one processor 622 is shown, multiple processors may 

be present. Thus, while instructions may be discussed as executed by a processor, the 

instructions may be executed simultaneously, serially, or otherwise executed by one or 

multiple processors. 

[0063] It is understood that by programming and/or loading executable instructions onto the 

technical architecture 600, at least one of the CPU 622, the RAM 628, and the ROM 626 

are changed, transforming the technical architecture 600 in part into a specific purpose 

machine or apparatus having the novel functionality taught by the present disclosure. It is 

fundamental to the electrical engineering and software engineering arts that functionality 

that can be implemented by loading executable software into a computer can be converted 

to a hardware implementation by well-known design rules. 

[0064] Whilst the foregoing description has described exemplary embodiments, it will be 

understood by those skilled in the art that many variations of the embodiments can be 

made in accordance with the appended claims. 
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Claims 

1. A virtual reality headset device comprising:

a virtual reality display configured to display virtual reality images to a user, to thereby

generate a virtual reality environment for interaction by the user; 

a secure storage configured to store a tokenized account identifier for a payment card 

account; 

an interface configured to enable the virtual reality headset device to couple, via a local 

network, to at least a first personal communication device and a second personal 

communication device; 

a computer processor; and  

a data storage device, the data storage device storing instructions that, when executed 

by the computer processor, while the user is in the virtual reality environment, cause the 

computer processor to: 

generate a first transaction authorization request using the tokenized account 

identifier for the payment card account; 

select the first personal communication device to facilitate the first transaction 

authorization request; 

send the first transaction authorization request over a first communication network 

via the first personal communication device; 

generate a second transaction authorization request using the tokenized account 

identifier for the payment card accounts; 

select the second personal communication device to facilitate the second personal 

transaction authorization request; and 

send the second transaction authorization request over a second communication 

network via the second personal communication device. 

2. The virtual reality headset device according to claim 1, further comprising a biometric

sensor configured to read biometric data of the user; and

wherein the data storage device stores further instructions that, when executed by the 

computer processor, cause the computer processor to: generate the first and second 

transaction authorization requests using the biometric data of the user. 

3. The virtual reality headset device according to claim 1, further comprising a payment

card reader device; and

wherein the data storage device stores further instructions that, when executed by the 

computer processor, cause the computer processor to:  

read payment card data using the payment card reader device;  

MCSLLP



14 

generate the tokenized account identifier for the payment card account associated with 

the payment card data; and  

store the tokenized account identifier for the payment card account in the secure 

storage. 

4. The virtual reality headset according to claim 1, wherein the interface is a wireless

communication interface; and

wherein the first communication network is the same as the second communication 

network. 

5. The virtual reality headset device according to claim 1, wherein the virtual reality

headset device is configured to receive a computing device comprising a display configured to

display virtual reality images to the user.

6. The virtual reality headset device according to claim 1, wherein the first payment

transaction authorization request and the second payment transaction request each comprise

an indication of a respective transaction amount and an indication of the tokenized account

identifier.

7. The virtual reality headset device according to claim 1, wherein the data storage

device stores further instructions that, when executed by the computer processor, cause the

computer processor to:

display, at the virtual reality display, to the user in the virtual reality environment, a list 

including the first personal communication device and the second personal communication 

device; and 

select either the first personal communication device or the second personal 

communication device based on a user input indicative of a selection from the list. 

8. The virtual reality headset device according to claim 1, wherein the data storage

device stores further instructions that, when executed by the computer processor, cause the

computer processor to select either the first personal communication device or the second

personal communication device based on an indication of connection parameters of the first

personal communication device and the second personal communication device.

9. The virtual reality headset device according to claim 1, wherein the data storage

device stores further instructions that, when executed by the computer processor, cause the

computer processor to:

MCSLLP



15 

receive a first transaction response in response to the first transaction authorization 

request; and  

generate an indication that the first transaction has been successful. 

10. A payment method comprising:

displaying at a virtual reality headset device, virtual reality images to a user, to thereby

generate a virtual reality environment for interaction by the user; 

while the user is in the virtual reality environment: 

accessing, at the virtual reality headset device, a secure memory within the virtual 

reality headset device to retrieve a tokenized account identifier for a payment card account; 

generating by the virtual reality headset device, a first transaction authorization 

request using the tokenized account identifier for the payment card account; 

selecting, by the virtual reality headset device, a first personal communication 

device for the first transaction authorization request; 

sending, by the virtual reality headset device, the first transaction authorization 

request over a first communication network, via a first local connection with the first personal  

communication device; 

generating, by the virtual reality headset device, a second transaction 

authorization request using the tokenized account identifier for the payment card account;  

selecting, by the virtual reality headset device, a second personal communication 

device for the second transaction authorization request; and 

sending, by the virtual reality headset device, the second transaction authorization 

request over a second communication network via a second local connection with the second 

personal communication device. 

11. The method according to claim 10, further comprising reading biometric data of the

user and using the biometric data to access the secure memory.

12. The method according to claim 10, wherein the first personal communication device

and the second personal communication device are connected to the virtual reality headset

device at different times.

13. The method according to claim 10, wherein the first personal communication device

and the second personal communication device are connected to the virtual reality headset

device at concurrent times.

14. The method according to claim 10, further comprising:
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displaying, to the user in the virtual reality environment, a list including the first 

personal communication device and the second personal communication device; and 

receiving a user input indicative of a user selection from the list of either the first 

personal communication device or the second personal communication device for connection 

to the corresponding first communication network or second communication network.  

15. The method according to claim 10, further comprising receiving an indication of

connection parameters of the first personal communication device and the second personal

communication device and selecting either the first personal communication device or the

second personal communication device for connection to the corresponding first

communication network or second communication network based on the connection

parameters.

16. The method according to claim 10, further comprising receiving a first transaction

response in response to the first transaction authorization request, and generating an

indication that a first transaction has been successful.

17. A non-transitory computer readable medium carrying computer executable instructions,

which when executed by at least one processor of a virtual reality headset device, cause the at

least one processor to:

display, at the virtual reality headset device, virtual reality images to a user, to thereby 

generate a virtual reality environment at the virtual reality headset device for interaction by the 

user; 

while the user is in the virtual reality environment: 

access a secure memory within the virtual reality headset device to retrieve a 

tokenized account identifier for a payment card account; 

generate a first transaction authorization request using the tokenized account 

identifier for the payment card account; 

select a first personal communication device for the first transaction authorization 

request; 

send the first transaction authorization request over a first communication network, 

via a first local network connection with the first personal communication device; 

generate a second transaction authorization request using the tokenized account 

identifier for the payment card accounts; 

select a second personal communication device for the second transaction 

authorization request; and 
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send the second transaction authorization request over a second communication 

network, via a second local network connection with the second personal communication 

device.   

18. The method according to claim 10, wherein the first communication network is the same as

the second communication network.

19. The method according to claim 17, wherein the first communication network is the same as

the second communication network.
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