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SERVER-BASED SEGMENTATION OF SUBSCRIBER INFORMATION AND CONTENT
FORMAT CONVERSION FOR TARGETED CONTENT PROVISION

Technical Field
The present invention relates to a method, apparatus and system for processing

5 data in a network.

Background
A service provider network, such as a Mobile Network Operator (MNO)

network or an Internet Service Provider (ISP) network, acts as a gateway between a

10 subscriber user device and a wider network, such as the public internet. The service
provider stores data on the subscribers of the service provider. This data is stored within
the private service provider network and is proprietary to the service provider. The data
may include subscriber attributes (e.g. Date of Birth) and associated attribute values
(e.g. Day/Month/Year). The subscriber data could be useful, for example for third

15 parties in targeting content at specific segments of the subscriber population, but free
access to this data by such third parties is restricted or not permitted for reasons of data
security and/or protection. Providing a system that, for example, allows for the
implementation of enhanced content delivery within the constraints of data security
and/or protection is technically challenging.

20 The format in which subscriber data is stored may differ between different
service providers. For example, the set, syntax, and/or ordering of subscriber attributes
recorded at one service provider may be different to the set, syntax and/or ordering of
subscriber attributes recorded at another service provider. Moreover, the format of the
subscriber attributes and/or attribute values on the basis of which a third party may

25 require to target content at specific segments of the subscriber population, may be
different to the format in which those subscriber data are stored at a given service
provider. This presents technical challenges to, for example, the efficient

implementation of enhanced content delivery in such systems.
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Summary

According to a first aspect of the present invention, there is provided a method
of processing data in a network, the network comprising a first server and a second
server, the first server having access to a first data store storing first data according to
a first predefined format, the method comprising: transmitting, from the first server to
the second server, first information characterising the first predefined format according
to which the first data is stored at the first data store; obtaining, at the second server,
mapping information characterising a mapping of the first predefined format onto a
second predefined format different to the first predefined format; generating, at the
second server, based on the first information and the mapping information, second
information for converting data in the first predefined format into data in the second
predefined format; transmitting, from the second server to the first server, the second
information; and parsing, at the first server , using the second information , the first data
stored at the first data store, to generate data in the second predefined format.

Optionally, the method comprises, when the first information is updated at the
first server and/or the mapping information is updated at the second server:
transmitting, from the first server to the second server, the updated information and/or
obtaining the updated mapping information; generating updated second information
based on the updated first information and/or the updated mapping information;
transmitting, from the second server to the first server, the updated second information;
and parsing, at the first server, using the updated second information, the first data
stored at the first data store, to generate data in an updated second predefined format.

Optionally, the transmitting, from the second server to the first server, the
second information or updated second information, comprises the first server fetching
the second information from second server.

Optionally, the first server fetches the second information from the second
server periodically.

Optionally, the first predefined format comprises a first plurality of attributes
each associated with first attribute values, and the second predefined format comprises

a second plurality of attributes each associated with second attribute values.
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Optionally, the mapping information comprises information characterising a
mapping of the first plurality of attributes onto the second plurality of attributes and/or
a mapping of the first attribute values onto the second attribute values.

Optionally, the first information further characterises a selected range of the first
plurality of attributes.

Optionally, the generated second information comprises said second
information corresponding to the selected range of the first plurality of attributes.

Optionally, the parsing comprises parsing the first data corresponding to the
selected range of first attributes, to generate the data in the second predefined format.

Optionally, the method further comprises: obtaining, at the second server,
segmentation information characterising one or more second attribute values on the
basis of which the data in the second predefined format is to be segmented; transmitting,
from the second server to the first server, the segmentation information; and at the first
server, segmenting the data in the second predefined format based on the segmentation
information, thereby to produce a segmentation output.

Optionally, transmitting the segmentation information from the second server
to the first server comprises the first server fetching the segmentation information from
the second server.

Optionally, the method comprises, when the segmentation information is
updated at the second server: obtaining, at the second server, the updated segmentation
information; transmitting, from the second server to the first server, the updated
segmentation information; and at the first server, segmenting the data in the second
predefined format based on the updated segmentation information, thereby to produce
an updated segmentation output.

Optionally, the method comprises transmitting, from the first server, the
segmentation output to a third server for the third server to use in modifying one or
more messages received at the third server.

Optionally, the method comprises, at the third server, modifying a message
based on the segmentation output.

Optionally, the modifying comprises including a content identifier into the
message, the content identifier identifying content to be delivered in response to the

message.
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Optionally, the third server is an Internet Content Adaption Protocol, ICAP,
Server.

Optionally, the first server and the first data store are located within a secure
network and the second server is external to the secure network and does not have
access to the first data store.

Optionally, the secure network is a secure network of a mobile network
operator.

According to a second aspect of the present invention there is provided a system
for processing data in a network, the system comprising a first server and a second
server, the first server having access to a data base storing first data according to a first
predefined format, the system being configured to: transmit, from the first server to the
second server, first information characterising the first predefined format according to
which the first data is stored at the first data store; obtain, at the second server, mapping
information characterising a mapping of the first predefined format onto a second
predefined format different to the first predefined format; generate, at the second server,
based on the first information and the mapping information, second information for
converting data in the first predefined format into data in the second predefined format;
transmit, from the second server to the first server, the second information; and parse,
at the first server, using the second information, the first data stored at the first data
store, to generate data in the second predefined format.

According to a third aspect of the present invention, there is provided a method
of processing data in a network, the network comprising a first server and a second
server, the first server having access to a first data store storing first data according to
a first predefined format, the method comprising, at the first server: transmitting, to the
second server, first information characterising the first predefined format according to
which the first data is stored at the first data store; receiving, from the second server,
second information for converting data in the first predefined format into data in a
second predefined format different to the first predefined format, the second
information having been generated at the second server based on the first information
transmitted to the second server and mapping information characterising a mapping of

the first predefined format onto the second predefined format; and parsing, using the
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second information, the first data stored at the first data store, to generate data in the
second predefined format.

According to a fourth aspect of the present invention, there is provided a method
of processing data in a network, the network comprising a first server and a second
server, the first server having access to a first data store storing first data according to
a first predefined format, the method comprising, at the second server: receiving, from
the first server, first information characterising the first predefined format according to
which the first data is stored at the first data store; obtaining mapping information
characterising a mapping of the first predefined format onto a second predefined format
different to the first predefined format; generating, based on the first information and
the mapping information, second information for converting data in the first predefined
format into data in the second predefined format; transmitting, to the first server, the
second information for the first server to use to parse the first data stored at the first
data store to generate data in the second predefined format.

Optionally, the network comprises a further first server, the further first server
having access to a further first data store, the further first data store storing further first
data according to a further first predefined format; wherein the method comprises, at
the second server: receiving, from the further first server, further first information
characterising the further first predefined format according to which the further first
data is stored at the further first data store, generating, based on the further first
information and the mapping information and/or further mapping information
generated on the basis of the further first information, further second information for
converting data in the further first predefined format into data in the second predefined
format; transmitting, to the further first server, the further second information for the
further first server to use to parse the further first data stored at the further first data
store to generate data in the second predefined format.

According to a fifth aspect of the present invention, there is provided apparatus
for processing data in a network, the apparatus being a first server of the network, the
network further comprising a second server; the first server having access to a first data
base storing first data according to a first predefined format, the apparatus being
configured to: transmit, to the second server, first information characterising the first

predefined format according to which the first data is stored at the first data store;



10

15

20

25

30

WO 2020/169968 PCT/GB2020/050394

receive, from the second server, second information for converting data in the first
predefined format into data in a second predefined format different to the first
predefined format, the second information having been generated at the second server
based on the first information transmitted to the second server and mapping information
characterising a mapping of the first predefined format onto the second predefined
format; and parse, using the second information, the first data stored at the first data
store, to generate data in the second predefined format.

According to a sixth aspect of the present invention, there is provided apparatus
for processing data in a network, the apparatus being a second server of the network,
the network further comprising a first server, the first server having access to a first data
base storing first data according to a first predefined format, the second server being
configured to: receive, from the first server, first information characterising the first
predefined format according to which the first data is stored at the first data store;
obtain mapping information characterising a mapping of the first predefined format
onto a second predefined format different to the first predefined format; generate, based
on the first information and the mapping information, second information for
converting data in the first predefined format into data in the second predefined format;
transmit, to the first server, the second information for the first server to use to parse
the first data stored at the first data store to generate data in the second predefined
format.

According to a sixth aspect of the present invention, there is provided a
computer readable storage medium having instructions stored thereon which, when
executed by a computer cause the computer to perform the method of the third or fourth
aspect.

Further features and advantages of the invention will become apparent from the
following description of preferred examples of the invention, given by way of example

only, which is made with reference to the accompanying drawings.

Brief Description of the Drawings

Figure 1 is a flow diagram illustrating schematically a method according to an

example;
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Figure 2 is a diagram that illustrates schematically a network according to an
example;

Figure 3 is a signalling diagram that illustrates schematically signalling in the
network of Figure 2, according to an example;

Figure 4 is a flow diagram that illustrates schematically processing of data
according to an example;

Figure 5 is a diagram that illustrates schematically components of a service
provider network, according to an example; and

Figure 6 is a diagram that illustrates schematically an apparatus according to an

example.

Detailed Description

Figure 1 illustrates schematically a method of processing data in a network.

An example network 200 in which the method of Figure 1 may be implemented
is illustrated in Figure 2.

Referring to Figure 2, the network 200 comprises a service provider network
202; a computing cloud 210; a User Equipment (UE) 222; a Demand Side Platform
(DSP) 218; and a wider network 220, such as the internet 220.

The UE 222 may be or comprise, for example, a personal computer, a laptop
computer, a mobile telephone, a tablet computer, a personal digital assistant or the like.
The UE 222 may be configured to communicate voice and or data over the network
200, for example, to request resources and receive responses from the wider network
220.

The service provider network 202 may be arranged to act as a gateway between
the UE 222 and the wider network 220. The service provider network 202 may be
configured to authenticate UEs 222 of subscribers of the service provider 202. The
service provider network 202 may comprise a routing fabric (not shown) for routing
traffic between an authenticated subscriber UE 222 and the wider network 220.

The service provider network 202 may be, for example a mobile network
operator (MNO) network, or an Internet Service Provider (ISP) network, or the like. In
the non-limiting examples described herein, the service provider is an MNO, and the

service provider network 202 is an MNO network 202. The MNO network 202 may be
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arranged to provide telecommunications services to a plurality of subscriber user
devices, including the UE 222. For example, the MNO network may comprise a
telecommunications network, for example a Global System for Mobile
Communications (GSM) network, for example a Universal Mobile
Telecommunications System (UMTS) network, e.g. implementing one of the Long-
Term Evolution (LTE) standards.

The MNO network 202 comprises a first server 206, a first data store 204, and
a third server 208 which is in this example an Internet Content Adaptation Protocol
(ICAP) server 208. The MNO network 202 is a private network, for example in the
sense that it may not be freely accessed by third parties external to the MNO network
202, for example by means of a firewall or the like.

The first server 206 has access to the first data store 204. In examples described
herein, the first data store 204 is a first database 204, although it will be appreciated
that this need not necessarily be the case and that in other examples different forms of
data storage may be used. The first database 204 stores data in a first predefined format.
In this example, the first database 204 stores subscriber data of subscribers to the MNO.
For example, the subscriber data may be or comprise Customer Relationship
Management (CRM) data for subscribers of the MNO 202. The subscriber data may
comprise a first plurality of attributes each associated with first attribute values. For
example, the attributes may be “Date of Birth; Car Type” etc. and the associated
attribute values may be “Day/Month/Year; Saloon” etc. respectively. The first database
204 stores the subscriber data according to the first predetermined format. For example,
the set, syntax, and/or ordering of subscriber attributes and/or attribute values recorded
at the first database 204 may be according to the first predetermined format.

The third server 208, which as described above may in some examples be an
ICAP server but in other examples may not be an ICAP server, may be configured to
modify requests and/or responses, for example HTTP requests or responses, for
example originating from or transmitted via the MNO network 202. For example, a
browser of the UE 222 may request a web page from the internet 220, for example as a
HTTP request. The webpage may be delivered, for example as a HTML document, to
the UE 222, The HTML document may contain code which when executed by the
browser of the UE 222 causes the UE 222 to request further content. For example, the
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UE 222 may send a request to or via the ICAP server 208 for content to be used to fill
an advertising space of the webpage. In some examples, the ICAP server 208 may
modify the advertisement request to indicate that specific content, such as a specified
advertising campaign, is to be delivered in response to the request, and send the
modified request to an advertisement sever so that the advertisement server may provide
the specific content in response. For example, the ICAP server 208 may modify the
advertisement request to include an identifier. The modified request, including the
identifier, may be forwarded to the advertisement server. The advertisement server may
then, on the basis of the identifier included into the request by the ICAP server 208,
determine the specific content to provide in response to the request. In some examples,
the ICAP server 208 may forward the advertisement request to a specific advertisement
server so that content, for example specific content, may be provided by the specific
advertisement server in response. In either of these examples, the advertisement server
(not shown) may, in response to the request or modified requested received from the
ICAP server 208, provide content to the ICAP server 208, and the ICAP server 208 may
forward the response to the UE 222.

The first server 206 may be or comprise a Targeted Applications Server (TAS)
206 or TAS platform 206. The first server 206 comprises a data processor (not shown
in Figure 2) configured to process subscriber data from the first database 204 and
provide processed data to the ICAP server 208 for its use in modifying requests and/or
responses, as described in more detail below. For example, the data processor may be
configured to provide a distributed cluster-computing framework. In this sense, it will
be appreciated that the first server 206 and/or the data processor thereof may be
implemented across multiple computing devices which nonetheless constitute the first
server 206 and may provide the functions thereof described herein. The data processor
may be configured to execute a data processing job using Spark™, although it will be
appreciated that this need not necessarily be the case and that other data processing
tools may be used.

The first server 206 is communicatively coupled to the ICAP server 208. In
some examples, the first server 206 and the ICAP server 208 may be implemented on
separate devices communicatively coupled over the MNO network 202. In other

examples, the first server 206 and the ICAP server 208 may be respective functions
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implemented on a common computing device or a common cluster of computing
devices.

The computing cloud 210, hereinafter cloud 210, comprises a second server 212,
214 and a second data store 216. In examples described herein, the second data store
216 is a second database 216, although it will be appreciated that this need not
necessarily be the case and that in other examples different forms of data storage may
be used. The first server 206 of the MNO network 202 is communicatively coupled to
the second server 212, 214 of the cloud 210. For example, the MNO 202 may have a
trusted relationship with the operator of the computing cloud 210, but may not, for
example, have a trusted relationship with third parties such as the DSP 218. The first
server 206 may be installed into the MNO network 202 and configured at least in part
by the operator of the cloud 210. Although only one MNO network 202 is shown in
Figure 2 for clarity, it is to be understood that the second server 212, 214 may be
communicatively coupled to a plurality of such service provider networks, for example
MNO networks (not shown), for example each operated by different service providers,
for example by a different mobile network operator.

The second server 212, 214 has access to the second database 216. In this
example, the second server 212, 214 implements a front-end 212 and a back-end 214.
The front-end 212 of the second server 212, 214 provides a control panel (CP) interface
212. The control panel 212 is arranged to allow third parties, such as the DSP 218, to
provide an advertisement campaign (e.g. content to be advertised) as well as to choose
and/or specify targeting criteria on the basis of which the campaign is to be targeted
(e.g. attributes and attribute values of subscribers to which the campaign is to be
delivered). For example, the control panel 212 may present a range of attributes, and
associated attribute values, and the DSP 218 may select given attributes and attribute
values from the range, on the basis of which it desires a given campaign to be targeted.

The DSP 218 is a platform that provides requests to the cloud 210 to implement
advertising campaigns. Specifically, the DSP 218 has access to the control panel 212 of
the second server 212, 214. As mentioned, the DSP 218 may specify, via the control
panel 212, an advertising campaign and targeting criteria for the campaign. For

example, the campaign may specify the content that is to be delivered to targeted
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subscribers, and the targeting criteria may comprise desired attributes and attribute
values of subscribers to which the campaign is to be targeted.

The targeting criteria may be in a second predefined format, different to the first
predefined format according to which data is stored at the first database 204 of the MNO
202. For example, the set, syntax and/or ordering of subscriber attributes and/or
attribute values selectable at the control panel 212 of the cloud 210 and/or specified by
the DSP 218 from the selectable range, may be different to the set, syntax and/or
ordering of subscriber attributes and/or attribute values as stored at the first database
204 of the MNO 202. As mentioned above, there may be multiple MNOs (not shown
in Figure 2) communicatively coupled to the second server 212, 214, each of which
may store subscriber data (e.g. subscriber attributes and attribute values) in a predefined
format different to the second predefined format (and different to that at each other of
the MNO:s).

In an illustrative, comparative, example (not shown), the targeting of content to
specific subscribers could be implemented by the MNO 202 based on subscriber data
at the MNO 202 and on targeting criteria hard-coded (e.g. by hand) at the MNO 202,
for example hard-coded at the first server (e.g. TAS) 206 of the MNO 202. For example,
the MNO 202 may be hard-coded with targeting criteria for use with the first predefined
format according to which the subscriber data at the MNO 202 is stored, based on
targeting criteria selected at the cloud 210. The MNO 202 may then identify
advertisement requests from UE’s 222 that have subscriber data that meets given hard-
coded targeting criteria associated with a given campaign, and accordingly include an
identifier into that request to cause an advertisement server to deliver content associated
with the given campaign into a response to that advertisement request. However, hard-
coding the targeting criteria may present flexibility, responsiveness, and efficiency
problems. For example, each time targeting criteria at the cloud 210 is modified, for
example each time a new attribute on the basis of which a subscriber can be targeted is
added, the codebase at the MNO 202 would need to be correspondingly modified (e.g.
by hand) to account for the new attribute and how it relates to the subscriber data stored
at the MNO 202. This may be relatively slow and inefficient, which inefficiency may
be compounded by different MNOs 202 each storing their respective subscriber data in
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different formats. These problems may be addressed by the present invention, as
described in more detail below.

Returning to Figure 1, as mentioned, there is illustrated schematically a method
of processing data in a network according to an example of the present invention. In
broad overview, the method comprises, in step 102, transmitting, from the first server
206 to the second server 212, 214, first information characterising the first predefined
format according to which the first data is stored at the first database 204. The method
comprises, in step 104, obtaining, at the second server 212, 214, mapping information
characterising a mapping of the first predefined format onto the second predefined
format. The method comprises, in step 106, generating, at the second server 212, 214,
based on the first information and the mapping information, second information for
converting data in the first predefined format into data in the second predefined format.
The method comprises, in step 108, transmitting, from the second server 212, 214 to
the first server 206, the second information. The method comprises, at step 110, parsing,
at the first server 206, using the second information, the first data stored at the first
database 204, to generate data in the second predefined format.

According to this method, the first data may be parsed to generate data in the
second predefined format at the first server 206 using the second information provided
by the second server 212, 214. This may allow targeting based on subscriber data stored
at and private to the MNO 202, but according to targeting criteria as specified at the
second server 212, 214. This methodology may be applied centrally at the second server
212, 214 amongst a plurality of such MNOs 202. Moreover, such targeting may be
provided for without having to modify (e.g. by hand), the codebase at the first server
206 itself. Therefore, for example, if the second predefined format is changed (e.g. if a
new attribute is to be added to the targeting criteria), this may be implemented at the
first server 206 of the MNO 202 using updated second information transmitted from
the second server 212, 214. This may be performed more flexibly, responsively, and
efficiently for example as compared to modifying (by hand) the hard-coded codebase
at the first MNO 202 (or indeed at each of a plurality of such MNOs 202) each time
such a change is to be implemented.

Returning to the method of Figure 1 in more detail, the method is carried out in

a network. In the examples described herein, the network is the network 200 described
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with reference to Figure 2, although it will be appreciated that in other examples other
networks may be used. The network 200 comprises a first server 206 and a second
server 212, 214. In this example, the first server is the first server 206 of the MNO 202,
and the second server is the second server 212, 214 of the cloud 210, described with
reference to Figure 2. The first server 206 has access to a first database 204 that stores
first data according to a first predefined format. In this example, the first database 204
is the first database 204 of the MNO 202 and the first data is subscriber data that is
stored according to the first predefined format described with reference to Figure 2.

As mentioned, the method comprises, in step 102, transmitting, from the first
server 206 to the second server 212, 214, first information characterising the first
predefined format according to which the first data is stored at the first database 204.

In examples described herein, the first information is referred to as a Writer
Schema. The Writer Schema may be a file describing the first predefined format. For
example, the Writer Schema may be a file describing the way in which the subscriber
data is stored at the first database 204. For example, the Writer Schema may specify in
what format the subscriber data will be provided to the first server 206, for example the
metadata information necessary for the first server 206 to understand the subscriber
data, when the first server 206 retrieves the subscriber data from the first database 204.
For example, the Writer Schema may include information on the datatypes, expected
attribute and attribute value formats, and/or expected attribute position within
subscriber data stored at the first database 204. In some examples, the Writer Schema
may be a JavaScript Object Notation (JSON) file.

In some examples, the Writer Schema may characterise a first plurality of
attributes that the MNO 202 stores on subscribers, and/or the format or categories
according to which an associated plurality of attribute values may be specified.

In some examples, the Writer Schema may further characterise a selected range
of the first plurality of attributes. For example, the Writer Schema may indicate the
range of attributes (e.g. a subset of the full range of attributes of subscribers stored at
the first database 204) on the basis of which the MNO 202 is prepared to allow targeting.

In some examples, transmitting the first information (i.e. Writer Schema) to the
second server 212, 214 may comprise the first server 206 pushing the first information

to the second server 212, 214, for example whenever an update to the first information
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is made by the MNO 202. In some examples, the Writer Schema, for example the Writer
Schema JSON file, may be stored at the second server 212, 214, for example the control
panel 212 of the second server 212, 214, and/or at the second database 216. In some
examples, the Writer Schema may be versioned, i.e. comprise or be otherwise
associated with a version number. For example, in examples where the first server 206
generates the Writer Schema, the first server 206 may include into the Writer Schema
a version number. When the second server 212, 214 receives Writer Schema, it may
compare the version number of the received Writer Schema with the version number of
a Writer Schema it has already stored, and if the version number of the received Writer
Schema is higher than the version number of the already stored Writer Schema, then
the second server 212, 214 may overwrite the stored version with the newer version of
the Writer Schema. For example, the first server 206 of the MNO 202 may update the
Writer Schema in cases where the MNO 202 would like to change the range of
subscriber data on the basis of which content is to be targeted.

In some examples, the Writer Schema may be defined by the MNO 202. In some
examples, the Writer Schema may be defined by the MNO 202 with support from the
operators of the cloud 210. In some examples, there may be a plurality of MNOs 202
associated with the cloud 210, and each MNO 202 may provide a different Writer
Schema to the second server 212, 214.

As mentioned, the method comprises, in step 104, obtaining, at the second
server 212, 214, mapping information characterising a mapping of the first predefined
format onto the second predefined format different to the first predefined format. For
example, the mapping information may be stored in a memory of the second server 212,
214, and/or the mapping information may be stored in the second database 216 and the
second server 212, 214 may retrieve the mapping information from the second database
216. The second predefined format may be the format of attributes and associated
attribute values selectable as targeting criteria through the control panel 212 of the
second server 212, 214. The second predefined format may be the format of an internal
repository for subscriber data of the first server 206.

In some examples, the first predefined format comprises a first plurality of
attributes each associated with first attribute values, and the second predefined format

comprises a second plurality of attributes each associated with second attribute values.
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In these examples, the mapping information may comprise information characterising
a mapping of the first plurality of attributes onto the second plurality of attributes and/or
a mapping of the first attribute values onto the second attribute values.

In some examples, the mapping information may comprise a set of attribute
mappings for allowing the first server 206 to understand how the attributes of the
subscriber data at the first database 204 - and as described by the Writer Schema - map
onto the attributes exposed through the control panel of the second server 212, 214 as
targeting criteria. In some examples, the attribute mappings may specify attribute
transformations for transforming an attribute of the first predefined format onto an
attribute of the second predefined format, that is as per the attribute representation used
at the control panel 212 of the second server 212, 214. In some examples, the mapping
information, for example the attribute mappings, may be defined through the control
panel 212 and based on the Writer Schema provided.

In some examples, the mapping information may map a location of a first
attribute and associated attribute value in the first predefined format to a location of that
same or similar attribute and attribute value in the second predefined format. For
example, within a given subscriber record, the attribute “Date of Birth” may be in a first
row or column in the first predefined format, but in a fourth row or column in the second
predefined format.

As mentioned, in some examples, the mapping information may include
attribute transformations. For example, an example first attribute may be “Date of
Birth:”, and the associated attribute value format may be “[Day/Month/Year]”. The
second attribute may be “Age:” and the associated attribute value format may be “[Age
in Years]”. In this example, the mapping information may map both the first attribute
and first attribute value format onto the second attribute and associated attribute value
format. For example, the mapping information may comprise a function that transforms
the attribute “Date of Birth:” into the attribute “Age:”, and the attribute value format
“[Day/Month/Year]” into “[ Age in Years]”, for example by including a transformation
function that subtracts the value extracted from the value format “[Day/Month/Year]”
from a current date takes as the “[Age in Years]” value the number of years resulting

from the subtraction.
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In some examples, the mapping information may map a first attribute onto a
second attribute but not necessarily change the associated attribute value format. For
example, a first attribute may be “Post Code”, and the second attribute may be “Zip
Code”, and the second attribute value and its format may be unchanged from the first
attribute value.

In some examples, the mapping information may map a first attribute value onto
a second attribute value but not necessarily change the attribute. For example, the first
attribute may be “Purchasing Power” and the first attribute value may be “[number out
of 10]” and the second attribute may be “Purchasing power” and the second attribute
value may be “[number out of 100 = number out of 10 multiplied by 10]”.

In some examples, the mapping information may be a many-to-few mapping,
for example, wherein a plurality of first attributes and/or associated attribute values are
mapped to a single second attribute and/or attribute value. For example, two first
attribute and attribute values may be “Purchasing Power: [1%* Number out of 10]” and
“Credit Score: [2° Number out of 10]”, and the mapping information may map these
onto a single second attribute and attribute value, e.g. “Purchase factor: [number out of
100 = 1% Number out of 10 multiplied by 2" number out of 10]”. In some examples,
the mapping information may be a few-to-many mapping, for example, wherein one or
more first attributes and/or associated attribute values are mapped to a higher number
of second attributes and/or attribute values.

In some examples, a plurality of first attributes and/or associated attribute values
as stored in the first database 204 may be used to create a new or different second
attribute and/or attribute values that are selectable at the control panel 212 of the second
server. For example, two (or three or four ... or ») first attributes and/or associated
attribute values may be combined to produce one (or two or three ...or n-1) second
attribute and/or associated attribute value. For example, two first attribute and attribute
values may be “Purchasing Power: [1% Number out of 10]” and “Credit Score: [2™
Number out of 10]”, and these may be used to create a new, single second attribute and
attribute value, e.g. “Purchase factor: [number out of 100 = 1% Number out of 10
multiplied by 2™ number out of 10]” that is selectable at the control panel 212 of the

second server. In this case, the mapping information may map the two or more first
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attributes and associated attribute values onto the one second attribute and associated
attribute value.

The mapping information may be determined using known rules or, for
example, by user input for example at the control panel 212, and stored in the second
database 216 and/or in a memory of the second server 212, 214.

As mentioned, the method comprises, in step 106, generating, at the second
server 212, 214, based on the first information and the mapping information, second
information for converting data in the first predefined format into data in the second
predefined format. For example, the format mapping as specified in the mapping
information may be applied to the Writer Schema file provided by the first server 206
to produce the second information. The second information is also referred to herein as
a Reader Schema. The Reader Schema may be a JSON file. The Reader Schema may
indicate information for enabling data stored in the first predefined format to be parsed
and converted into data in the second predefined format. For example, the Reader
Schema may specify, for a given desired second attribute, the location and formatting
of the corresponding first attribute and attribute value in a given subscriber record, and
the mapping that is to be applied to the attribute or attribute value in order to covert the
data to the second predefined format. In some examples, the second predefined format
may be the format maintained in the internal repository of the first server 206, and the
Reader Schema may contain all the information necessary for data stored in the first
predefined format in the first database 204 to be stored in the internal repository (not
shown) of the first server 206. In other words, in some examples, the Reader Schema
comprises information necessary for the first server 206 to understand how subscriber
data in the first predefined format obtained from the first database 204 is structured,
and how it is to be processed in order to be stored in an internal repository of the first
server 206, which may be structured according to the second predefined format.

In some examples, the generated Reader Schema comprises such conversion
instructions corresponding to, for example corresponding only to, the selected range of
the first plurality of attributes as provided in the Writer Schema. For example, this may
allow that processing to produce the Reader Schema is only carried out for those

attributes on the basis of which targeting is deemed allowable by the MNO 202, which
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may improve efficiency and reduce time and resources needed to generate the Reader
Schema.

In some examples, the Reader Schema may be generated by the control panel
212 of the second server 212, 214, and stored in a repository local to the second server
212, 214, for example an internal memory of the second server 212, 214 and/or the
second database 216.

As mentioned, the method comprises, in step 108 transmitting, from the second
server 212, 214 to the first server 206, the second information (i.e. the Reader Schema).
In some examples the transmitting of the Reader Schema from the second server 212,
214 to the first server 206 may comprise the first server 206 fetching the Reader Schema
from the second server 212, 214. For example, the first server 206 may fetch the Reader
Schema from the second server 212, 214 periodically. This may help ensure that the
Reader Schema at the MNO 202 is up to date. In some examples, the Reader Schema
may be versioned. When a Reader Schema is generated, a version number may be
associated with it included in the Reader Schema. When the first server 206 fetches a
Reader Schema, the first server 206 may compare the version number of the fetched
Reader Schema with and Reader Schema already stored, and if the version number of
the fetched Reader Schema is higher than that of the one stored, then the first server
206 may overwrite the already stored Reader Schema with fetched Reader Schema.

In some examples, there may be one Reader Schema generated per MNO 202
associated with the cloud 210, and fetching the Reader Schema may comprise the first
server 206 fetching the Reader Schema associated with its MNO 202 from among a
plurality of Reader Schemas each associated with a different MNO 202.

As mentioned, the method comprises, in step 110, parsing, at the first server
206, using the second information (i.e. Reader Schema), the first data stored at the first
database 204, to generate data in the second predefined format. For example, the first
server 206 may use the Reader Schema to determine, for a given second attribute of the
second predefined format, the location and formatting of the corresponding first
attribute and attribute value in a given subscriber record of the first data in the first
database 204. Once the attribute and/or attribute value is located, the first server 206
may then use the Reader Schema to determine for this first attribute and attribute value,

the mapping that is to be applied in order to covert the data to the second predefined
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format. The first server 206 may then apply the determined mapping to the first attribute
and/or attribute thereby to generate the data in the second predefined format. The data,
being in the second predefined format, may then be stored, for example, in an internal
repository (not shown) of the first server 206, for example for further use (as described
in more detail below).

In some examples, the parsing may comprise parsing the first data
corresponding to, for example, corresponding only to, the selected range of first
attributes, to generate the subscriber data in the second predefined format. This may be
implemented by the first server 206 for example in cases where the Reader Schema
includes conversion information corresponding to, for example corresponding only to,
the selected range of first attributes. For example, the Reader Schema may not include
location information for attributes that are not in the selected range of attributes.
Accordingly, in some examples, the generated subscriber data in the second predefined
format comprises subscriber data corresponding to, for example corresponding only to,
the selected range of first attributes, i.e. data for only those attributes considered
allowable for targeting by the MNO 202. This may allow that processing to produce the
subscriber data in the second predefined format is only carried out for those attributes
on the basis of which targeting is deemed allowable by the MNO 202, which may
improve efficiency and reduce time and resources needed to generate the subscriber
data in the second predefined format.

In any case, the generated subscriber data, being in the second predefined
format, may be used by the first server 206 in segmenting subscribers according to
targeting criteria as specified at the control panel 212 of the second server 212, 214 (as
described in more detail below). This is achieved without the second server 212, 214 or
the DSP 218 having had access to the actual attribute values of the subscriber data as
stored at the first database 204, which data is private to the MNO 202. Hence data
privacy and protection of that subscriber data is provided for.

In some examples, the method may comprise substantially repeating steps 106
to 110 whenever the Writer Schema or mapping information is updated. For example,
the method may comprise, when the Writer Schema is updated at the first server 206
and/or the mapping information is updated at the second server 212, 214 transmitting,

from the first server 206 to the second server 212, 214, the updated information and/or
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obtaining the updated mapping information; generating an updated Reader Schema
based on the updated Writer Schema and/or the updated mapping information;
transmitting, from the second server 212, 214 to the first server 206, the updated second
information; and parsing, at the first server 206, using the updated second information,
the first data stored at the first database 204, to generate data in an updated second
predefined format. These steps may be carried out in the same way as described above
for steps 102 and/or 204, 106, 108, and 110 respectively.

For example, the MNO 202 may update the Writer Schema when the MNO 202
changes, for example adds attributes or attribute values to the subscriber data. As
another example, the MNO 202 may update the Writer Schema when the range of
attributes on the basis of which targeting is deemed allowable by the MNO 202 changes.
The updated Writer Schema is transmitted to the second server 212, 214. For example,
the Writer Schema may be versioned, as described above. Receipt of the updated Writer
Schema (e.g. receipt of a Writer Shema from the MNO 202 that has a version number
higher than a stored Writer Schema for the MNO 202) by the second server 212, 214
may cause the second server 212, 214 to generate an updated Reader Schema on the
basis of the updated Writer Schema and store the updated Reader Schema. The first
server 206 may fetch the updated Reader Schema, and receipt of same at the first server
206 may cause the first server 206 to parse again the subscriber data 204, this time
according to the updated Reader Schema, to generate and store subscriber data in the
second predefined format.

As another example, the cloud 210 may update the targeting criteria that it offers
through the control panel 212. For example, the DSP 218 (or the MNO 202 or another
MNO or another entity) may request that a new targeting criterion be added.
Accordingly, the mapping information may be updated to account for this new targeting
criterion. Updating of the mapping information may cause the second server 212, 216
to generate an updated Reader Schema on the basis of the updated mapping information
and store the updated Reader Schema in the local database 216. The first server 206
may fetch the updated Reader Schema, and receipt of same at the first server 206 may
cause the first server 206 to parse again the subscriber data 204, according to the
updated Reader Schema, to generate and store subscriber information in the second

predefined format, for example for use by the first server 206 in segmenting subscribers
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according to targeting criteria as specified at the control panel 212 of the second server
212, 214 (as described in more detail below).

Accordingly, if the Writer Schema or the mapping information is changed (e.g.
if a new attribute is to be added to the targeting criteria), the effects of this change may
be implemented at the first server 206 of the MNO 202 using updated second
information transmitted from the second server 212, 214, which may be performed
more efficiently and rapidly for example as compared to modifying (by hand) the
codebase at the first server 206 (or indeed at each of a plurality of such MNOs 202 with
which the cloud 210 is configured to operate).

As mentioned, the generated subscriber data (updated or otherwise), being in
the second predefined format, may be used by the first server 206 in segmenting
subscribers according to targeting criteria as specified at the control panel 212 of the
second server 212, 214.

Specifically, in some examples, the method may further comprise: obtaining, at
the second server 212, 214, segmentation information characterising one or more
second attribute values on the basis of which the data in the second predefined format
is to be segmented. For example, the DSP 218 may specify at the control panel 212 of
the cloud 210 a campaign, for example content desired to be advertised to subscribers,
and the targeting criteria characterising the attribute values of the segment of the
subscriber population to which the content is desired to be advertised. For example, the
DSP 218 may wish for the content to be targeted at subscribers having a saloon car. The
DSP 218 may therefore select the second attribute “Car type” and the associated second
attribute value “saloon” from the available targeting criteria at the control panel 212.
The second server 212, 214 may process the selected targeting criteria into
segmentation information. In examples described herein, the segmentation information
may be provided as a Data Update Package (DUP). The DUP may take the form of a
JSON file. The second server 212, 214 may store the DUP in the second database 216.
The DUP may be versioned, similarly to as described above.

The method may then comprise transmitting, from the second server 212, 214
to the first server 206, the segmentation information. For example, the segmentation
information may be transmitted in the form of the DUP. For example, the first server

206 may fetch the DUP from the second server 212, 214. For example, the DUP may
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be stored in a local repository of the second server 212, 214, for example in the second
database 216, and the first server 206, for example the data processor of the first server
206, may fetch the latest DUP.

In some examples, there may be one DUP generated per MNO 202 associated
with the cloud 210 and fetching the DUP may comprise the first server 206 fetching the
DUP associated with its MNO 202 from among a plurality of such DUPs.

The method may then comprise, at the first server 206, segmenting the data in
the second predefined format based on the segmentation information, thereby to
produce a segmentation output (described in more detail below with reference to Figure
4). For example, the first server 206 may take the subscriber data in the second
predefined format (generated by parsing the subscriber data stored in the first
predefined format at the first database 204, using the Reader Schema), and apply the
DUP to the subscriber data to segment subscribers that have attribute values
corresponding to those specified in the segmentation information of the DUP. This may
produce a segmentation output, which may be, for example, a list of subscribers (or
subscriber identifiers for subscribers) to which the content specified in the DUP is to be
targeted. The segmentation output may be a file. The segmentation output may be
stored, for example, in a repository of the second server 206. This segmentation output
may be used by, for example, the third (e.g. ICAP) server 208, for the third server 208
to determine into which requests content identifiers are to be added, so that responses
to those requests include the specified content.

The steps of obtaining and transmitting the DUP to the first server 206, and the
first server 206 producing the segmentation output, may be repeated, for example each
time the targeting criteria for a campaign is changed. For example, a Data Update
Package may be generated by the control panel 212 of the second server 212, 214
whenever there are changes in the active campaigns or targeting criteria or desired
segments.

For example, the segmentation information may be updated at the second server
212, 214. This may be as a result of the targeting criteria changing, or for example as a
result of the content of the associated campaign changing. In any case, the method may
comprise, when the segmentation information is updated at the second server 212, 214:

obtaining, at the second server 212, 214, the updated segmentation information;
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transmitting, from the second server 212, 214 to the first server 206, the updated
segmentation information (i.e. updated DUP); and at the first server 206, segmenting
the data in the second predefined format based on the updated segmentation information
(i.e. updated DUP), thereby to produce an updated segmentation output. As mentioned,
the DUP may be versioned. When the first server 206 receives, for example fetches, an
updated DUP that has a version number higher than a DUP already stored locally, the
first server 206 may replace or overwrite the existing DUP with the updated DUP.
Receipt of the updated DUP may cause the first server 206 to re-segment the generated
subscriber data in the second predefined format, thereby to produce updated
segmentation output. Receipt of the updated DUP may, in some examples, also cause
the first server 206 to parse again the subscriber in the first predefined format to
generate the data in the subscriber data in the second predefined format. This may allow
that an updated DUP may be applied in addition to any new subscribers that have been
added since the previous parsing.

In some examples, the DUP and the Reader schema may both be stored in the
same repository local to the second server 212, 214 of the cloud 210, such as the second
database 216. In some examples, the DUP and the Reader schema may be stored in
separate repositories local to the second server 212, 214 of the cloud 210.

In some examples, the method may comprise transmitting, from the first server
206, the segmentation output to a third server for the third server to use in modifying
one or more messages received at the third server (described in more detail below with
reference to Figure 5). For example, the third server may be the ICAP server 208. The
transmitting of the segmentation output may comprise the third server 208 fetching the
segmentation output from the first server 206, for example periodically. The
segmentation output may be versioned so that the ICAP server 208 may use only the
most recent version of the segmentation output fetched from the first server 206.

In some examples, the method may comprise, at the third server 208, modifying
a message based on the segmentation output. For example, the third server 208, for
example the ICAP server 208, may receive a message from the UE 222, for example a
HTTP message, including a request for an advertisement. The message may include
information, for example header information, for example a UE identifier, that

identifies the source of the message as the UE 222. The ICAP server 208 may determine
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from the message the subscriber with which the UE 222 is associated. The ICAP server
208 may then read the segmentation output (i.e. the most recent version of the
segmentation output) to determine whether the identified subscriber is a subscriber
present in the segmentation output. If the identified subscriber is present in the
segmentation output, the ICAP server 208 may then modify the advertisement request
to indicate that content as specified in the DUP is to be delivered in response to the
request, and send the modified request to an advertisement sever so that the
advertisement server may provide the specific content in response. The ICAP server
208 may then forward the response to the UE 222. The UE may then read the response
and render the content in a browser of the UE 222. For example, if the identified
subscriber is present in the segmentation output, the ICAP server 208 may add an
identifier of the content specified in the DUP to the ad request. The ICAP server 208
may then transmit the modified request to the advertisement server. The advertisement
server may then determine, based on the identifier included in the modified request, the
content to be delivered in response to the request. The advertisement server may then
include the determined content (or a link to the determined content, or the like) into a
response to the ad request. The advertisement server may then send the response (e.g.
via the ICAP server 208) to the UE 222, which may then render the content accordingly.
In some examples, if the identified subscriber is present in the segmentation output, the
ICAP server 108 may forward the advertisement request to a specific advertisement as
specified in the DUP so that specified content may be provided by the advertisement
server in response.

Accordingly, content may be targeted to subscribers based on subscriber data
stored at and private to the MNO 202, but according to targeting criteria as specified at
the second server 212, 214 external to the MNO network 202, and moreover in a way
that responds rapidly and efficiently to any dynamic changes in targeting criteria or the
subscriber data, i.e. without having to modify (e.g. by hand), the codebase at the first
server 106. Moreover, this method may be applied in a scalable manner to a plurality
of MNOs 202, for example each providing their respective Writer Schemas to the
second server 212, 214, and each receiving from the second server 212, 214 respective
Reader Schemas and DUPs on the basis of which content may be targeted to respective

subscribers. An efficient and scalable method is therefore provided.
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Referring to Figure 3, there is illustrated a signalling diagram showing
signalling between the various entities of Figure 2, according to an example.

The DSP 218 provides 330 targeting criteria and content to be advertised (and/or
an identifier of the content to be advertised) to the control panel 212 of the cloud 210.
The control panel 212 stores 332 the targeting criteria as segmentation information, and
the content (and/or the identifier of the content to be advertised), in a Data Update
Package (DUP) in the second database 216. The first server 206 of the MNO 202 sends
334 a Writer Schema to the control panel 212. The control panel 212 sends 214 the
Writer Schema to the second server back-end 214, which uses the Writer Schema in
combination with mapping information to generate a Reader Schema. The back-end
214 stores 338 the Reader Schema in the second database 216. The first server 206
fetches 340 the Reader Schema and fetches 342 the DUP from the second database 216.
On determining that the Reader Schema and/or the DUP is a newer version than
currently held at the MNO 202, the second server 206 obtains 334 the subscriber data
in the first predefined format from the first database 204. The second server 206 parses
the obtained subscriber data using the Reader Schema to generate subscriber data in the
second predefined format. The second server 206 applies the segmentation information
from the DUP to the subscriber data in the second predefined format to generate the
segmentation output. The second server 206 sends 326 the segmentation output to the
ICAP server 208. The ICAP server 208, at some later stage, receives 348 a message
including an advertisement request, from a UE 222 of a subscriber. The ICAP server
208 analyses the message to determine whether the subscriber is a subscriber specified
in the segmentation output, and if so then adds an identifier of the content to the request
before sending to an advertisement server (not shown). The advertisement server (not
shown) determined from the identifier the content to include in response to the request,
and sends a response including the determined content to the ICAP server 208 (not
shown). The ICAP server then forwards 350 the response to the UE 222. The steps 336
to 346 (labelled A in Figure 3) may be repeated when a new Writer Schema is received
from the MNO 202 and/or when a change to the mapping information is made and/or

when a new DUP is generated.
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Referring to Figure 4, there is illustrated a flow diagram showing in more detail
generation of the segmentation output 480 at the first server 206, according to an
example.

The first server 206 may be configured to execute the following tasks in the
following order. For example, the tasks may be executed by the data processor of the
first server 206. In some examples, the tasks may be executed using a time-based job
scheduler, for example by using a Cron job. First, the first server 206 may retrieve from
the second server 212, 214 the latest version of the Reader Schema (RS 474) associated
with the MNO 202. Then, the first server 206 may retrieve from the second server 212,
214, the latest version of the Data Update Package (DUP 472) associated with the MNO
202. Then, the first server 206 may check if there is new subscriber data (CRM 470)
available to be processed. Then, the first server 206 may compare the DUP 472 and
Reader Schema 474 versions against versions stored locally at the first server 206. Then
the first server 206 may determine if it is necessary to trigger the parsing and
segmentation processes based on the DUP 472 and Reader Schema 474 versions and
the availability of new subscriber data CRM 470. If any one of the DUP 472, Reader
Schema 474, and CRM 470 data has changed, a parse unit 476 of the first server 206
may use the Reader Schema 474 to parse the subscriber data in the first predefined
format 470, thereby to produce a parsing output 477. A segment unit 478 of the first
server 206 may then use the Reader Schema 474 and the DUP 472 to generate
subscriber data in the second predefined format, and to segment the subscriber data in
the second predefined format to produce the segmentation output 480. The first server
206 may then write the segmentation output to a set of files 480 to be uploaded to the
ICAP server 208, for example a cache of the ICAP server 208. In other examples, the
segmentation output may be stored at the first server 206. For example, the
segmentation output may be held at the first server 206 in the form of a flag against
each subscriber that is included in the segmentation output. The ICAP server 208 may
then query the segmentation output held at the first server, for example when a request
from the UE is received at the ICAP server 208, to determine whether or not the request
is from or relates to a subscriber for which there is a segmentation output flag. If the
request is from or relates to a subscriber for which there is a segmentation output flag

at the first server 206, the ICAP server 208 may then include an appropriate content
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identifier into the message (for example as described above), or otherwise modify the
request so that the appropriate content is delivered to or accessed by the UE 222.

Referring to Figure 5, there is illustrated a flow diagram showing in more detail
transmitting of the segmentation output 480 to ICAP servers 208 according to an
example.

In this example, the MNO network 202 comprises a plurality, in this example
two, instances 206a, 206b of the first server. For example, the MNO network may
comprise two instances of the data processor 206a, 206b, each associated with a
respective instance of the first server 206a, 206b. One of the instances 206a may be
operational while a second of the instances 206 is in Standby in case of a failure of the
other instance 206a. There may be a switch mechanism (not shown) between the two
instances, for example configured to allow manual switching between the two instances
in case of failure of one of the instances 206a, 206b.

In this example, the MNO network 202 comprises a plurality of ICAP servers
208a,...,208n. As mentioned, the segmentation output of the first server 206a is written
to a set of segmentation output files 480. The segmentation output files 480 may be
stored locally to the first server 206a. The segmentation output files 480 may be stored
as a Network File System (NFS) mount, with each of the ICAP servers 208a, ..., 208n
having a link to the NFS mount. This may allow that as soon as a segmentation process
is finished, i.e. as soon as new segmentation output files 480 are generated, the
segmentation output files 480 will be available on each of the plurality of ICAP servers
208a, ..., 208n.

Each of the ICAP servers 208a,...208n may check periodically for new
segmentation output files 480 present in the NFS mount at the respective ICAP server
208a, ... 208n. For example, this may be achieved by running a suitable Cron job at
each of the ICAP servers 208, ..., 208n. In some examples, if new segmentation output
files 480 are found by a given ICAP server 208a, ...208n, the ICAP server 208...208n
may shut itself down, or shut down the router associated with the ICAP server 208a,
..., 208n, in order to prevent ICAP server 208a, ..., 208n from modifying messages
while the local cache is being updated. While the given ICAP server 208a, ...208n (or
associated router) is down, the ICAP server 208a,...208n may load the new

segmentation output files 480. For example, the ICAP server 208a,...208n, may bulk
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load the new segmentation output files 480 into a REDIS (i.e. an in-memory data
structure store for cache applications) of the ICAP server 208a, ... 208n. Once this has
completed, the ICAP server 208a, ...208n may start itself again, or start the router
associated therewith, again. The shut-down, load, and restart, may be implemented by
the Cron job, for example. This may provide that each ICAP server 208a,...208n need
only depend on its local cache, rather than for example needing to refer back to a
repository at the first server 206, in order to modify messages, which may be efficient.

In some examples, in order to prevent all of the ICAP servers 208a,...208n
shutting down at once, the ICAP servers 208a,...208n may be configured to shut down
in a coordinated fashion, for example one at a time. For example, each ICAP server
208a,...208n, for example the Cron job running at each ICAP server 208a,...208n, may
be configured such that, if there are N ICAP servers 208s, ... 208n, then at any point in
time there are at least N-1 ICAP servers 208a, ...208n operational. This may provide
for the benefits of the ICAP servers 208a,...208n needing only to refer to their cache
when modifying responses, whilst ensuring that a maximum of the ICAP servers
208a,...208n remain operational during update.

Referring to Figure 6, there is illustrated an apparatus 680 according to an
example. The apparatus 680 comprises a processor 682, a memory 684, and an
input/output port 686. The memory 684 may store instructions which when executed
by the processor 682 causes the apparatus 680 to perform methods. The input/output
port 686 may allow the apparatus 680 to send and receive signals, for example data, to
other entities in a network, for example network 200.

For example, the first server 206 described above may be or comprise an
apparatus such as the apparatus 680, which may be arranged to perform the functions
of the first server 206 according to any of the examples described above. For example,
the memory 684 may store instructions which when executed by the processor 682
causes the apparatus 680 to perform the functions of the first server 206 described above
with reference to Figures 1 to 5.

For example, the apparatus 680 may have access to the first database 204 and
be arranged to perform a method of processing data in a network, the method
comprising, at the apparatus: transmitting, to the second server 212, 214, first

information characterising the first predefined format according to which the first data
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is stored at the first database 204; receiving, from the second server 212, 214, second
information for converting data in the first predefined format into data in a second
predefined format different to the first predefined format, the second information
having been generated at the second server 212, 214 based on the first information
transmitted to the second server 212, 214 and mapping information characterising a
mapping of the first predefined format onto the second predefined format; and parsing,
using the second information, the first data stored at the first database, to generate data
in the second predefined format.

In some examples, the first database 204 may be provided by the memory 684
of the apparatus 680 or may be provided by a separate database.

As another example, the second server 212, 214 described above may be or
comprise an apparatus such as the apparatus 680, which may be arranged to perform
the functions of the second server 212, 214 according to any of the examples described
above. For example, the memory 684 may store instructions which when executed by
the processor 682 causes the apparatus 680 to perform the functions of the second server
212, 214 described above with reference to Figures 1 to 5.

For example, the apparatus 680 may be arranged to perform a method of
processing data in a network, the method comprising, at the apparatus: receiving, from
the first server 206, first information characterising the first predefined format
according to which the first data is stored at the first database; obtaining mapping
information characterising a mapping of the first predefined format onto a second
predefined format different to the first predefined format; generating, based on the first
information and the mapping information, second information for converting data in
the first predefined format into data in the second predefined format; and transmitting,
to the first server 206, the second information for the first server 206 to use to parse the
first data stored at the first database 204 to generate data in the second predefined
format.

In some examples, the second database 216 may be provided by the memory
684 of the apparatus 680 or may be provided by a separate database. In some examples,
the functions of the third server 208, for example the ICAP server 208, described above

may be implemented on an apparatus such as the apparatus 680. In some examples, a
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single apparatus 680 may be arranged to provide the functions of both the first server
206 and the ICAP sever 208 described above.

In any of the examples described herein, the functions of the first server 206
may be implemented on a dedicated computing device (such as apparatus 680), or may
be implemented on a computing device (such as apparatus 680) arranged to implement
further functions in addition to the functions of the first server 206 described, and/or
may be implemented on a plurality, for example a distributed plurality, of computing
devices (such as apparatus 680), but which may nonetheless constitute the first server
206. In some examples, the same may apply to the second server 212, 214.

In some examples, the first server 206 and the second server 212, 214 may
constitute a system for processing data in a network 200.

Although in some of the examples described above there is only one first server
of one MNO 202, it will be appreciated that the methods described herein may be
applicable to data processing in networks having more than one MNO 202. For
example, in some examples (not illustrated), the network 200 may comprise a further
first server (not shown). The further first server may be part of a further MNO network
(not shown). The further first server (not shown) may have access to a further first data
store such as a first database (not shown). The further first database (not shown) may
store further first data (e.g. subscriber data of the subscribers of the further MNO)
according to a further first predefined format. In these examples, the method may
comprise, at the second server 206: receiving, from the further first server (not shown),
further first information (i.e. a further Writer Schema) characterising the further first
predefined format according to which the further first data is stored at the further first
database (not shown). In some examples, the method may comprise obtaining, at the
second server, mapping information characterising a mapping of the further first
predefined format onto the second predefined format. In some examples, the mapping
information may be the same mapping information as obtained for the first information,
or may be updated mapping information updated based on the further first information,
for example. The method may comprise generating, based on the further first
information and the mapping information (which may be the same as, generated based
on, or different to the mapping information used for generating the second information),

further second information (i.e. a further Reader Schema) for converting data in the
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further first predefined format into data in the second predefined format; and
transmitting, to the further first server (not shown), the further second information (i.e.
the further Reader Shema) for the further first server (not shown) to use to parse the
further first data stored at the further first database (not shown) to generate data in the
second predefined format. Similar functions as those described for the first server 206
may then be applied at the further first server (not shown). This process may be applied
for multiple further MNOs (not shown).

Although in the above examples, the service provider is a Mobile network
Operator, it will be appreciated that this need not necessarily be the case and that in
some examples the service provider may be any other service provider, such as an
Internet Service Provider. It will also be appreciated that in some examples, the service
provider may be a service provider (e.g. a financial institution or the like) which may
not necessarily itself implement the service provider network but may nonetheless
utilise the service provider network, for example to facilitate communications with its
subscribers.

Although in the above examples, the first server is described as a server of a
service provider and the data in the first predefined format is subscriber data, it will be
appreciated that this need not necessarily be the case and that in other examples, the
methodology described herein may be applied to other applications in which data is
stored in a first predefined format in a first data store to which the first server has access,
but where it is desired that the data be converted into a second predefined format at the
first server where that second predefined format is specified remotely from the first
server by a second server that, for example, does not have access to the first data store.

Although some of the above examples refer to information, for example the
second information (e.g. the Reader Schema) and/or the segmentation information (e.g.
the DUP), being fetched from the second server by the first server, it will be appreciated
that this need not necessarily be the case and that in other examples information such
as the second information (e.g. the Reader Schema) and/or the segmentation
information (e.g. the DUP) may be transmitted in any suitable way, for example by
being pushed from the second server to the first server. Similarly, although some of the
above examples refer to information, for example the first information (e.g. the Writer

Schema), being pushed from the first server to the second server, it will be appreciated
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that this need not necessarily be the case and that in other examples information, such
as the first information (e.g. the Writer Schema), may be transmitted in any suitable
way, for example by being fetched from the first server by the second server.

The above examples are to be understood as illustrative examples of the
invention. It is to be understood that any feature described in relation to any one
example may be used alone, or in combination with other features described, and may
also be used in combination with one or more features of any other of the examples, or
any combination of any other of the examples. Furthermore, equivalents and
modifications not described above may also be employed without departing from the

scope of the invention, which is defined in the accompanying claims.
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CLAIMS

1. A method of processing data in a network, the network comprising a first server
and a second server, the first server having access to a first data store storing first data
according to a first predefined format, the method comprising:

transmitting, from the first server to the second server, first information
characterising the first predefined format according to which the first data is stored at
the first data store;

obtaining, at the second server, mapping information characterising a mapping
of the first predefined format onto a second predefined format different to the first
predefined format;

generating, at the second server, based on the first information and the mapping
information, second information for converting data in the first predefined format into
data in the second predefined format;

transmitting, from the second server to the first server, the second information;

parsing, at the first server, using the second information, the first data stored at
the first data store, to generate data in the second predefined format;

storing the generated data in the second predefined format at the first server;

obtaining, at the second server, segmentation information characterising one or
more attribute values on the basis of which the data in the second predefined format is
to be segmented;

transmitting, from the second server to the first server, the segmentation
information; and

at the first server, segmenting the data in the second predefined format stored at
the first server based on the segmentation information, thereby to produce a

segmentation output.

2. The method according to claim 1, wherein the method comprises, when the first
information is updated at the first server and/or the mapping information is updated at
the second server:

transmitting, from the first server to the second server, the updated information

and/or obtaining the updated mapping information;
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generating updated second information based on the updated first information
and/or the updated mapping information;

transmitting, from the second server to the first server, the updated second
information; and

parsing, at the first server, using the updated second information, the first data

stored at the first data store, to generate data in an updated second predefined format.

3. The method according to claim 1 or claim 2, wherein the transmitting, from the
second server to the first server, the second information or updated second information,

comprises the first server fetching the second information from second server.

4. The method according to claim 3, wherein the first server fetches the second

information from the second server periodically.

5. The method according to any one of claim 1 to claim 4, wherein the first
predefined format comprises a first plurality of attributes each associated with first
attribute values, and the second predefined format comprises a second plurality of

attributes each associated with second attribute values.

6. The method according to claim 5, wherein the mapping information comprises
information characterising a mapping of the first plurality of attributes onto the second
plurality of attributes and/or a mapping of the first attribute values onto the second

attribute values.

7. The method according to claim 5 or claim 6, wherein the first information

further characterises a selected range of the first plurality of attributes.

8. The method according to claim 7, wherein the generated second information
comprises said second information corresponding to the selected range of the first

plurality of attributes.
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9. The method according to claim 7 or claim 8, wherein the parsing comprises
parsing the first data corresponding to the selected range of first attributes, to generate

the data in the second predefined format.

10. The method according to any one of claims 1 to 9, wherein transmitting the
segmentation information from the second server to the first server comprises the first

server fetching the segmentation information from the second server.

11. The method according to any one of claim 1 to claim 10, wherein the method
comprises, when the segmentation information is updated at the second server:
obtaining, at the second server, the updated segmentation information;
transmitting, from the second server to the first server, the updated segmentation
information; and
at the first server, segmenting the data in the second predefined format based on
the updated segmentation information, thereby to produce an updated segmentation

output.

12. The method according to any one of claim 1 to claim 11, wherein the method
comprises transmitting, from the first server, the segmentation output to a third server
for the third server to use in modifying one or more messages received at the third

SCIver.

13. The method according to claim 12, wherein the method comprises, at the third
server, modifying a message, of the one or more messages, based on the segmentation

output.

14.  The method according to claim 13, wherein the modifying comprises including
a content identifier into the message, the content identifier identifying content to be

delivered in response to the message.

15. The method according to claim 13 or claim 14, wherein the third server is an

Internet Content Adaption Protocol, ICAP, Server.
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16.  The method according to any one of claim 1 to claim 15, wherein the first server
and the first data store are located within a secure network and the second server is

external to the secure network and does not have access to the first data store.

17. The method according to claim 16, wherein the secure network is a secure

network of a mobile network operator.

18. A system for processing data in a network, the system comprising a first server
and a second server, the first server having access to a data store storing first data
according to a first predefined format, the system being configured to:

transmit, from the first server to the second server, first information
characterising the first predefined format according to which the first data is stored at
the first data store;

obtain, at the second server, mapping information characterising a mapping of
the first predefined format onto a second predefined format different to the first
predefined format;

generate, at the second server, based on the first information and the mapping
information, second information for converting data in the first predefined format into
data in the second predefined format;

transmit, from the second server to the first server, the second information;

parse, at the first server, using the second information, the first data stored at the
first data store, to generate data in the second predefined format;

store the generated data in the second predefined format at the first server;

obtain, at the second server, segmentation information characterising one or
more attribute values on the basis of which the data in the second predefined format is
to be segmented;

transmit, from the second server to the first server, the segmentation
information; and

at the first server, segment the data in the second predefined format stored at the
first server based on the segmentation information, thereby to produce a segmentation

output.
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19. A method of processing data in a network, the network comprising a first server
and a second server, the first server having access to a first data store storing first data
according to a first predefined format, the method comprising, at the first server:

transmitting, to the second server, first information characterising the first
predefined format according to which the first data is stored at the first data store;

receiving, from the second server, second information for converting data in the
first predefined format into data in a second predefined format different to the first
predefined format, the second information having been generated at the second server
based on the first information transmitted to the second server and mapping information
characterising a mapping of the first predefined format onto the second predefined
format;

parsing, using the second information, the first data stored at the first data store,
to generate data in the second predefined format;

storing the generated data in the second predefined format at the first server;

receiving, from the second server, segmentation information characterising one
or more attribute values on the basis of which the data in the second predefined format
is to be segmented, the segmentation information having been obtained at the second
server; and

segmenting the data in the second predefined format stored at the first server

based on the segmentation information, thereby to produce a segmentation output.

20. A method of processing data in a network, the network comprising a first server
and a second server, the first server having access to a first data store storing first data
according to a first predefined format, the method comprising, at the second server:
receiving, from the first server, first information characterising the first
predefined format according to which the first data is stored at the first data store;
obtaining mapping information characterising a mapping of the first predefined
format onto a second predefined format different to the first predefined format;
generating, based on the first information and the mapping information, second
information for converting data in the first predefined format into data in the second

predefined format;
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transmitting, to the first server, the second information for the first server to use
to parse the first data stored at the first data store to generate and store at the first server
data in the second predefined format;

obtaining segmentation information characterising one or more attribute values
on the basis of which the data in the second predefined format is to be segmented; and

transmitting, to the first server, the segmentation information for the first server
to use to segment the data in the second predefined format stored at the first server,

thereby to produce a segmentation output.

21. The method according to claim 20, wherein the network comprises a further first
server, the further first server having access to a further first data store, the further first
data store storing further first data according to a further first predefined format;
wherein the method comprises, at the second server:

receiving, from the further first server, further first information characterising
the further first predefined format according to which the further first data is stored at
the further first data store;

generating, based on the further first information and the mapping information
and/or further mapping information generated on the basis of the further first
information, further second information for converting data in the further first
predefined format into data in the second predefined format;

transmitting, to the further first server, the further second information for the
further first server to use to parse the further first data stored at the further first data

store to generate data in the second predefined format.

22. Apparatus for processing data in a network, the apparatus being a first server of
the network, the network further comprising a second server; the first server having
access to a first data store storing first data according to a first predefined format, the
apparatus being configured to:
transmit, to the second server, first information characterising the first
predefined format according to which the first data is stored at the first data store;
receive, from the second server, second information for converting data in the

first predefined format into data in a second predefined format different to the first
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predefined format, the second information having been generated at the second server
based on the first information transmitted to the second server and mapping information
characterising a mapping of the first predefined format onto the second predefined
format;

parse, using the second information, the first data stored at the first data store,
to generate data in the second predefined format;

store the generated data in the second predefined format at the first server;

receive, from the second server, segmentation information characterising one
or more attribute values on the basis of which the data in the second predefined format
is to be segmented, the segmentation information having been obtained at the second
server; and

segment the data in the second predefined format stored at the first server based

on the segmentation information, thereby to produce a segmentation output.

23. Apparatus for processing data in a network, the apparatus being a second server
of the network, the network further comprising a first server, the first server having
access to a first data store storing first data according to a first predefined format, the
second server being configured to:

receive, from the first server, first information characterising the first predefined
format according to which the first data is stored at the first data store;

obtain mapping information characterising a mapping of the first predefined
format onto a second predefined format different to the first predefined format;

generate, based on the first information and the mapping information, second
information for converting data in the first predefined format into data in the second
predefined format;

transmit, to the first server, the second information for the first server to use to
parse the first data stored at the first data store to generate and store at the first server
data in the second predefined format;

obtain segmentation information characterising one or more attribute values on

the basis of which the data in the second predefined format is to be segmented; and
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transmit, to the first server, the segmentation information for the first server to
use to segment the data in the second predefined format stored at the first server, thereby

to produce a segmentation output.

24. A computer readable storage medium having instructions stored thereon which,
when executed by a computer cause the computer to perform the method of any one of

claim 19 to claim 21.
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