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Subscription Message Processing Method and Apparatus, and Computer 

Device and Storage Medium 

 

Technical Field 

The present application relates to the technical field of the Internet of Things, in particular 5 

to a method and an apparatus for processing subscription message, a computer device and a 

storage medium. 

 

Background 

With the development of Internet of Things and intelligent home technology and industry, 10 

intelligent household appliances have entered the lives of ordinary residents, and intelligent 

household appliance devices can be divided into Normal Devices (ND) and Resource 

Constrained Devices (RCD). A normal device refers to a device having strong capabilities in 

processing speed, continuous operation, networking, etc. Compared with the normal device, a 

resource constrained device has relatively scarce hardware resources, resulting in poor service 15 

processing capability and standby capability. The resource constrained device may periodically 

enter a sleep state (for power saving) in a network, or cannot process a large quantity of service 

requests in real time. 

When the RCD needs to subscribe to contents of other devices, the RCD may send a 

subscription message to the other devices. After receiving the subscription message, the other 20 

devices cache the request message, complete the subscription, monitor a resource subscribed by 

the RCD, and send a notification message to the RCD when the resource subscribed by the 

RCD changes. 

However, since the RCD may stay in the sleep state for a long time or periodically, or the 

RCD cannot process a large quantity of service requests in real time, there may be a possibility 25 

that the RCD may not receive the notification message in time or may miss the notification 

message. 
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Summary 

Based on this, it is necessary to provide a method and an apparatus for processing 

subscription message, a computer device and storage medium, aiming at the technical problem 

that an RCD may be in a sleep state for a long time or periodically, or cannot process a large 

quantity of service requests in real time, such that the RCD may not receive notification 5 

messages in time or may miss notification messages. 

In a first aspect, an embodiment of the present invention provides a method for processing 

subscription message, including: 

receiving, by a subscription device, a subscription message, wherein the subscription 

message includes a sending address of a notification message and a subscription resource 10 

identifier; 

monitoring, by the subscription device, a target resource corresponding to the subscription 

resource identifier; and 

sending, by the subscription device, the notification message to a notification server (NS) 

device, which is a notification proxy, according to the sending address of the notification 15 

message if the subscription device monitors a change of the target resource, such that the NS 

device forwards the notification message to a corresponding RCD. 

In an embodiment, before monitoring, by the subscription device, the target resource 

corresponding to the subscription resource identifier, the method further includes: 

identifying, by the subscription device, whether a sending end of the subscription message 20 

has an authority of subscribing to the target resource according to a device identifier carried in 

the subscription message; and 

storing, by the subscription device, the subscription message and sending a notification 

message of subscription completion to the sending end if the sending end has the authority of 

subscribing to the target resource. 25 

In an embodiment, the sending end is an RCD or an NS device corresponding to the RCD. 

In an embodiment, after sending, by the subscription device, the notification message to 

the notification server (NS) device, which is the notification proxy, according to the sending 
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address of the notification message, the method further includes: 

receiving, by the subscription device, a notification response message sent by the NS 

device. 

In a second aspect, an embodiment of the present invention provides a method for 

processing subscription message, including: 5 

receiving, by an NS device, a notification message sent by a subscription device, wherein 

the notification message is used for indicating a change of a target resource subscribed by an 

RCD; and 

sending, by the NS device, the notification message to a corresponding RCD. 

In an embodiment, sending, by the NS device, the notification message to the 10 

corresponding RCD includes: 

receiving, by the NS device, a query message sent by the RCD, wherein the query message 

includes a device identifier of the RCD; 

determining, by the NS device, a target resource identifier corresponding to the device 

identifier of the RCD according to a correspondence between a device identifier of an RCD and 15 

a resource identifier; and 

sending, by the NS device, the notification message carrying the target resource identifier 

to the RCD. 

In an embodiment, receiving, by the NS device, the query message sent by the RCD 

includes: 20 

receiving, by the NS device, the query message sent by the RCD according to a preset 

period. 

In an embodiment, before receiving, by the NS device, the query message sent by the RCD, 

the method further includes: 

broadcasting, by the NS device, a notification message list, wherein the notification 25 

message list includes an identification parameter used for the RCD to identify the notification 

message;
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receiving, by the NS device, the query message sent by the RCD includes: 

receiving, by the NS device, the query message sent by the RCD after querying the 

notification message list. 

In an embodiment, the identification parameter includes a target resource identifier, an 

device identifier of an RCD, or an identification code of a subscription relation. 5 

In an embodiment, before receiving, by the NS device, the notification message sent by the 

subscription device, the method further includes: 

receiving, by the NS device, the subscription message sent by the RCD, wherein the 

subscription message includes a sending address of the notification message and a subscription 

resource identifier; and 10 

sending, by the NS device, the subscription message to the subscription device. 

In an embodiment, after sending, by the NS device, the subscription message to the 

subscription device, the method further includes: 

receiving, by the NS device, a notification message of subscription completion sent by the 

subscription device, wherein the notification message of subscription completion is used for 15 

indicating that the NS device has an authority of subscribing to the target resource; and 

forwarding, by the NS device, the notification message of subscription completion to the 

corresponding RCD. 

In an embodiment, the method further includes: 

receiving, by the NS device, a resource creation request sent by the RCD, wherein the 20 

resource creation request is used for requesting to create a proxy resource on the NS device 

determined by the RCD; 

creating, by the NS device, the proxy resource according to the resource creation request; 

and 

sending, by the NS device, a response message to the RCD after the proxy resource is 25 

created, wherein the response message includes a sending address of the notification message. 

In an embodiment, after receiving, by the NS device, the subscription message sent by the 
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subscription device, the method further includes: 

sending, by the NS device, a notification response message to the subscription device. 

In a third aspect, an embodiment of the present invention provides a method for processing 

subscription message, including: 

sending, by an RCD, a subscription message, wherein the subscription message includes a 5 

sending address of a notification message and a subscription resource identifier; and 

receiving, by the RCD, a notification message sent by an NS device corresponding to the 

sending address of the notification message, wherein the notification message is used for 

indicating a change of a target resource corresponding to the subscription resource identifier. 

In an embodiment, sending the subscription message includes: 10 

sending, by the RCD, the subscription message to the NS device, such that the NS device 

forwards the subscription message to a subscription device; or 

sending, by the RCD, the subscription message to the subscription device. 

In an embodiment, before receiving, by the RCD, the notification message sent by the NS 

device corresponding to the sending address of the notification message, the method further 15 

includes: 

sending, by the RCD, a query message to the NS device, wherein the query message 

includes a device identifier of the RCD; 

receiving, by the RCD, the notification message sent by the NS device corresponding to 

the sending address of the notification message includes: 20 

receiving, by the RCD, the notification message sent by the NS device according to the 

query message. 

In an embodiment, sending, by the RCD, the query message to the NS device includes: 

sending, by the RCD, the query message to the NS device according to a preset period; or 

querying, by the RCD, a notification message list broadcast by the NS device, and sending 25 

the query message to the NS device if the notification message list indicates a notification 
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message needed by the RCD, wherein the notification message list includes an identification 

parameter used for the RCD to identify the notification message. 

In an embodiment, the identification parameter includes a target resource identifier, a 

device identifier of an RCD, or an identification code of a subscription relation. 

In an embodiment, before receiving, by the RCD, the notification message sent by the NS 5 

device corresponding to the sending address of the notification message, the method further 

includes: 

receiving, by the RCD, a notification message of subscription completion, wherein the 

notification message of subscription completion is used for indicating that the RCD or the NS 

device corresponding to the RCD has an authority of subscribing to the target resource. 10 

In an embodiment, the method further includes: 

sending, by the RCD, a resource creation request to an NS device, wherein the resource 

creation request is used for requesting to create a proxy resource on the NS device determined 

by the RCD; and 

receiving, by the RCD, a first response message sent by the NS device, wherein the first 15 

response message includes the sending address of the notification message. 

In an embodiment, the method further includes: 

sending, by the RCD, a broadcast message, wherein the broadcast message includes a 

proxy resource type identifier; 

receiving, by the RCD, second response messages sent by a plurality of NS devices 20 

according to the broadcast message; and 

determining, by the RCD, a target NS device from the plurality of NS devices according to 

the second response messages. 

In an embodiment, determining, by the RCD, the target NS device from the plurality of NS 

devices according to the second response messages includes: 25 

determining, by the RCD, an NS device with a highest priority as the target NS device 

according to a priority of the NS device carried in each of the second response messages. 
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In a fourth aspect, an embodiment of the present invention provides an apparatus for 

processing subscription message, including: 

a first receiving module, configured to receive a subscription message, wherein the 

subscription message includes a sending address of a notification message and a subscription 

resource identifier; 5 

a monitoring module, configured to monitor a target resource corresponding to the 

subscription resource identifier; and 

a first sending module, configured to send the notification message to a notification server 

(NS) device, which is a notification proxy, according to the sending address of the notification 

message if the subscription device monitors a change of the target resource, such that the NS 10 

device forwards the notification message to a corresponding RCD. 

In a fifth aspect, an embodiment of the present invention provides an apparatus for 

processing subscription message, including: 

a second receiving module, configured to receive a notification message sent by a 

subscription device, wherein the notification message is used for indicating a change of a target 15 

resource subscribed by an RCD; and 

a second sending module, configured to send the notification message to a corresponding 

RCD. 

In a sixth aspect, an embodiment of the present invention provides an apparatus for 

processing subscription message, including: 20 

a third sending module, configured to send a subscription message, wherein the 

subscription message includes a sending address of a notification message and a subscription 

resource identifier; and 

a third receiving module, configured to receive a notification message sent by an NS 

device corresponding to the sending address of the notification message, wherein the 25 

notification message is used for indicating a change of a target resource corresponding to the 

subscription resource identifier. 

In a seventh aspect, an embodiment of the present invention provides a computer device 



 

 

 

 

8  

including a memory and a processor, wherein a computer program is stored in the memory, and 

when executing the computer program, the processor implements the following acts: 

receiving, by a subscription device, a subscription message, wherein the subscription 

message includes a sending address of a notification message and a subscription resource 

identifier; monitoring, by the subscription device, a target resource corresponding to the 5 

subscription resource identifier; and sending, by the subscription device, a notification message 

to a notification server (NS) device, which is a notification proxy, according to the sending 

address of the notification message if the subscription device monitors a change of the target 

resource, such that the NS device forwards the notification message to a corresponding RCD; 

or, 10 

receiving, by an NS device, a notification message sent by a subscription device, wherein 

the notification message is used for indicating a change of a target resource subscribed by an 

RCD; and sending, by the NS device, the notification message to a corresponding RCD; 

or, 

sending, by an RCD, a subscription message, wherein the subscription message includes a 15 

sending address of a notification message and a subscription resource identifier; and 

receiving, by the RCD, a notification message sent by an NS device corresponding to the 

sending address of the notification message, wherein the notification message is used for 

indicating a change of a target resource corresponding to the subscription resource identifier. 

In an eighth aspect, an embodiment of the present invention provides a computer readable 20 

storage medium on which a computer program is stored, wherein when executed by a processor, 

the computer program implements the following acts: 

receiving, by a subscription device, a subscription message, wherein the subscription 

message includes a sending address of a notification message and a subscription resource 

identifier; monitoring, by the subscription device, a target resource corresponding to the 25 

subscription resource identifier; and sending, by the subscription device, a notification message 

to a notification server (NS) device, which is a notification proxy, according to the sending 

address of the notification message if the subscription device monitors a change of the target 



 

 

 

 

9  

resource, such that the NS device forwards the notification message to a corresponding RCD; 

or, 

receiving, by an NS device, a notification message sent by a subscription device, wherein 

the notification message is used for indicating a hange of a target resource subscribed by an 

RCD; and sending, by the NS device, the notification message to a corresponding RCD; 5 

or, 

sending, by an RCD, a subscription message, wherein the subscription message includes a 

sending address of a notification message and a subscription resource identifier; and 

receiving, by the RCD, a notification message sent by an NS device corresponding to the 

sending address of the notification message, wherein the notification message is used for 10 

indicating a change of the target resource corresponding to the subscription resource identifier. 

According to the method and apparatus for processing subscription message, the computer 

device and the storage medium provided by the embodiments of the present application, the 

subscription device first receives the subscription message including the sending address of the 

notification message and the subscription resource identifier, then monitors the target resource 15 

corresponding to the subscription resource identifier in the subscription message, and sends the 

notification message to the NS device when the target resource changes, such that the NS 

device forwards the notification message to the corresponding RCD. When the RCD is in a 

sleep state for a long time or periodically, or cannot process a large quantity of service requests 

in real time, the subscription device can forward the message needed by the RCD through the 20 

NS device, such that the RCD can receive messages in time without missing any message, 

which greatly improves the success rate of message acquisition of the RCD.
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Brief Description of Drawings 

FIG. 1 is a diagram of an application environment of a method for processing subscription 

message according to an embodiment. 

FIG. 1.1 is a schematic diagram of an internal structure of a server according to an 

embodiment. 5 

FIG. 2 is a schematic flowchart of a method for processing subscription message according 

to an embodiment. 

FIG. 3 is a schematic flowchart of a method for processing subscription message according 

to an embodiment. 

FIG. 4 is a schematic flowchart of a method for processing subscription message according 10 

to an embodiment. 

FIG. 5 is a schematic flowchart of a method for processing subscription message according 

to an embodiment. 

FIG. 6 is a schematic flowchart of a method for processing subscription message according 

to an embodiment. 15 

FIG. 7 is a schematic flowchart of a method for processing subscription message according 

to an embodiment. 

FIG. 8 is a schematic flowchart of a method for processing subscription message according 

to an embodiment. 

FIG. 9 is a schematic flowchart of a method for processing subscription message according 20 

to an embodiment. 

FIG. 10 is a schematic flowchart of a method for processing subscription message 

according to an embodiment. 

FIG. 11 is a schematic flowchart of a method for processing subscription message 

according to an embodiment. 25 

FIG. 11.1 is a schematic diagram of a method for determining a target NS device 

according to an embodiment. 
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FIG. 11.2 is a schematic diagram of a whole process of a method for processing 

subscription message according to an embodiment. 

FIG. 12 is a structural block diagram of an apparatus for processing subscription message 

according to an embodiment. 

FIG. 13 is a structural block diagram of an apparatus for processing subscription message 5 

according to an embodiment. 

FIG. 14 is a structural block diagram of an apparatus for processing subscription message 

according to an embodiment. 

FIG. 15 is a block diagram of an internal structure of a computer according to an 

embodiment. 10 

 

Detailed Description 

In order to make objects, technical solutions, and advantages of the present application 

more clear and understandable, the present application will be described in further detail below 

with reference to drawings and embodiments. It should be understood that embodiments 15 

described herein are only intended to explain the present application but are not intended to 

limit the present application. 

A method for processing subscription message provided in the present application is may 

be applied in to an application environment as shown in FIG. 1, including a Resource 

Constrained Device (RCD), a Notification Sever (NS) and a subscription device, wherein the 20 

RCD, the NS device and the subscription device may communicate with each other, and the 

communication mode may be a wireless communication, such as WIFi, infrared communication 

or 3G, 4G, 5G, which is not limited in this embodiment. In the above, the RCD may be an 

intelligent household appliance with limited resources, such as a lamp, an air conditioner, or the 

RCD may also be an intelligent terminal, such as a mobile phone or a PAD. The NS device may 25 

be a device which has the same type of the RCD, but is a resource unconstrained device, and 

the NS device may also be a server, etc. The specific type of an NS device is not limited in an 

embodiment of the present application. In the above, the subscription device may be a server or 
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other processing device, which is not limited in this embodiment. As shown in FIG. 1.1, the 

server may include a processor, a memory, a network interface and a database which are 

connected via a system bus. In the above, the processor of the server is configured to provide 

computing and control capabilities. The memory of the server includes a non-volatile storage 

medium and an internal memory. An operating system, a computer program and a database may 5 

be stored in the non-volatile storage medium. The internal memory provides an environment for 

operation of the operating system and a computer program in the non-volatile storage medium. 

The database of the server is configured to store data of the method for processing subscription 

message. The network interface of the server is configured to communicate with other external 

devices through a network connection. The computer program, when executed by a processor, 10 

implements a method for processing subscription message. 

An embodiment of the present application provides a method and an apparatus for 

processing subscription message, a computer device, and a storage medium, aiming at solving 

the technical problem that the RCD may be in a sleep state for a long time or periodically or 

cannot process a large quantity of service requests in real time such that the RCD may not 15 

receive notification messages in time or may miss notification messages. Technical solutions of 

the present application and how the above technical problem is solved through the technical 

solutions of the present application will be described in detail through embodiments with 

reference to drawings. The following specific embodiments may be combined with each other, 

and same or similar concepts or processes may not be repeated in some embodiments. It should 20 

be noted that a method for processing subscription message provided by the embodiments of 

the present application will be described with different executors, in which the executors in FIG. 

2 and FIG. 3 are subscription devices, the executors in FIGS. 4-8 are NS devices, and the 

executors in FIGS. 9-11 are RCDs. In the above, the executor of each embodiment may also be 

an apparatus for processing subscription message, wherein the apparatus can realize part or all 25 

of resource updating by software, hardware or a combination of software and hardware. 

In order to make the purpose, technical solutions and advantages of embodiments of the 

present invention more clear, the technical solutions in the embodiments of the present 

invention will be described clearly and completely in the following with reference to the 
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drawings in the embodiments of the present invention. It is apparent that the described 

embodiments are parts, but not all of the embodiments of the present invention. All other 

embodiments obtained by those skilled in the art based on the embodiments of the present 

invention without paying inventive effort are within the protection scope of the present 

invention. 5 

Embodiments in which the executor is a subscription device will be described below. 

In an embodiment, FIG. 2 provides a method for processing subscription message, and this 

embodiment relates to a specific process in which a subscription device sends a notification 

message to a corresponding RCD through an NS device. As shown in FIG. 2, the method 

includes acts S101, S102, and S103. 10 

In S101, a subscription device receives a subscription message, wherein the subscription 

message includes a sending address of a notification message and a subscription resource 

identifier. 

In the above, the subscription message is used for the RCD to subscribe to a required 

resource from other device, the subscription message may include the sending address of the 15 

notification message and the subscription resource identifier, and may also include a device 

identifier of a sending end of the subscription message, an identifier of a receiving end of the 

subscription message, and an operation type of the subscription message, etc. In the above, the 

address of the notification message indicates the address of a notification message fed back by 

the subscription device to the resource device when the resource subscribed by the RCD 20 

changes, and the subscription resource identifier is an identity of the resource needed to be 

subscribed, and the identifier is used for distinguishing the resource from other resources. In 

practical application, the subscription device receives the subscription message including the 

sending address of the notification message and the subscription resource identifier, wherein the 

subscription device may receive the subscription message sent by the RCD or receive a 25 

subscription message sent by an NS device. In the above, the subscription device may receive 

the subscription message through wireless communication, such as WIFi, infrared 

communication or 3G, 4G, 5G, which is not limited in this embodiment. 

In S102, the subscription device monitors a target resource corresponding to the 
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subscription resource identifier. 

Based on the subscription message received in the above act S101, the subscription device 

monitors the target resource corresponding to the subscription resource identifier in the 

subscription message, wherein monitoring the target resource by the subscription device may be 

to monitor a status of the target resource, such as working status, use status, which is not limited 5 

in this embodiment. It should be noted that in an embodiment of the present application, each 

resource corresponds to a resource identifier, that is, a resource corresponding to the 

subscription resource identifier carried in the subscription message is the target resource. In the 

above, the subscription device may also establish a maintenance relationship table between the 

sending end of the subscription message, the subscribed target resource, and the notification 10 

message address, which is used for the subscription device to send a notification message 

correctly when it sends the notification message subsequently. 

In S103, if the subscription device monitors a change of the target resource, the 

subscription device sends a notification message to a notification server (NS) device, which is a 

notification proxy, according to the sending address of the notification message, such that the 15 

NS device forwards the notification message to a corresponding RCD. 

In the above, the notification message is used for indicating that the resource subscribed by 

the RCD has changed, and the NS device is a selected notification proxy to help the RCD 

receive the notification message when the RCD is in a sleep state or other inoperable state. In 

the above, the RCD is a device with poor service processing capability and standby capability 20 

due to the relative shortage of hardware resources. The RCD may periodically enter a sleep 

state (for power saving) in a network, or cannot handle a large quantity of service requests in 

real time. 

In this act, when the target resource monitored by the subscription device changes, for 

example, the working state of the target resource changes, the subscription device sends a 25 

notification message to the NS device to inform that the working state of the target resource has 

changed, and the sending address is the sending address of the notification message carried in 

the subscription message. Upon receiving the notification message, the NS device forwards the 

notification message to the corresponding RCD. For example, the notification message sent by 
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the subscription device includes: from: 3rd device; to: RCD; op: notify; payload:{ resouce}. In 

the above, the manner in which the subscription device sends the notification message to the NS 

device and the manner in which the NS device forwards the notification message to the RCD 

may both be transmission through wireless communication, such as WIFi, infrared 

communication or 3G, 4G, 5G, which is not limited in this embodiment. 5 

According to the method for processing subscription message provided by this 

embodiment, the subscription device first receives the subscription message including the 

sending address of the notification message and the subscription resource identifier, then 

monitors the target resource corresponding to the subscription resource identifier in the 

subscription message, and sends the notification message to the NS device when the target 10 

resource changes, such that the NS device forwards the notification message to the 

corresponding RCD. When the RCD is in the sleep state for a long time or periodically, or 

cannot process a large quantity of service requests in real time, the subscription device can send 

the message needed by the RCD to the NS device, and the NS device can forward the 

notification message to the RCD when the RCD is in a working state, such that the RCD can 15 

receive messages in time without missing any message, which greatly improves the success rate 

of message acquisition of the RCD. 

Because in some scenarios, in order to ensure that the resources in the subscription devices 

are subscribed by safe and reliable devices, an authority of each sending end of subscription 

message may be identified. Therefore, an embodiment of the present application provides a 20 

method for processing subscription message, and the this embodiment relates to a specific 

process in which a subscription device identifies, according to a device identifier of a sending 

end of the subscription message carried in the subscription message, an authority of subscribing 

to a target resources by the sending end of the subscription message. As shown in FIG. 3, the 

method further includes acts S201 and S202. 25 

In S201, a subscription device identifies whether a sending end of a subscription message 

has an authority of subscribing to a target resource according to a device identifier carried in the 

subscription message. 

In this embodiment, the subscription device identifies whether the sending end of the 
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subscription message has the authority of subscribing to the target resource according to the 

device identifier carried in the subscription message, wherein the manner in which the 

subscription device identifies the authority of the sending end of the subscription message may 

be to check whether a mapping relation between the target resource and the device identifier of 

the subscription message sending end is stored. If the mapping relation exists, it indicates that 5 

the sending end has the authority of subscribing to the target resource, and if the mapping 

relation does not exist, it indicates that the sending end does not have the authority of 

subscribing to the target resource. It should be noted that before applying the method for 

processing subscription message provided by an embodiment of the present application, the 

mapping relation between the target resource and the device identifier of the subscription 10 

message sending end needs to be stored in advance in a database of the subscription device, 

which indicates that the sending end of the subscription message has the authority of 

subscribing to the target resource. 

In S202, if the sending end has the authority of subscribing to the target resource, the 

subscription device stores the subscription message and sends a notification message of 15 

subscription completion to the sending end. 

Based on the identification of the authority of the sending end of the subscription message 

in the above act S201, if the subscription device determines that the sending end has the 

authority of subscribing to the target resource, the subscription device stores the subscription 

message sent by the sending end and sends the notification message of subscription completion 20 

to the sending end to inform the sending end of a success of the resource subscription. In the 

above, the subscription device may send the notification message to the sending end through 

wireless communication, such as WIFi, infrared communication or 3G, 4G and 5G, which is not 

limited in this embodiment. 

Optionally, the sending end may be an RCD or an NS device corresponding to the RCD. 25 

Specifically, when the RCD needs to subscribe to a resource from the subscription device, the 

RCD may send a subscription message directly to the subscription device, or it may send a 

subscription message to the NS device, and then the NS device sends the subscription message 

to the subscription device. 
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In practical application, when the sending end is an RCD, the subscription device first 

identifies whether the RCD has the authority of subscribing to the target resource according to 

the identifier of the RCD carried in the subscription message, stores the subscription message 

sent by the RCD when it is determined that the RCD has the authority, and sends a notification 

message of subscription completion to the RCD. Similarly, when the sending end is an NS 5 

device, the subscription device first identifies whether the NS device has the authority of 

subscribing to the target resource according to the identifier of the NS device carried in the 

subscription message, stores the subscription message sent by the NS device when it is 

determined that the NS device has the authority, and sends a notification message of 

subscription completion to the NS device. It can be understood here that the NS device is a 10 

proxy of the RCD. After the subscription succeeds, the subsequent NS device will receive the 

notification message sent by the subscription device and forward the same to the corresponding 

RCD. 

According to the method for processing subscription message provided by this 

embodiment, the subscription device first identifies whether the sending end of the subscription 15 

message has the authority of subscribing to the target resource according to the device identifier 

carried in the subscription message, stores the subscription message sent by the sending end 

when it is determined that the sending end has the authority, and sends the notification message 

of subscription completion to the sending end. In this way, the subsequent acts will be 

performed only when the sending end has the authority of subscribing to the target resource, 20 

which avoids a case that a sending end without access authority subscribes to the target 

resource, thereby improving the safety and reliability of resource information, and avoiding the 

waste of resources and time of the subscription device. 

Considering that the subscription device needs to know whether the NS device has 

successfully received the notification message after sending the notification message to the NS 25 

device according to the sending address of the notification message in the subscription message, 

in an embodiment, the method further includes: the subscription device receives a notification 

response message sent by the NS device. Specifically, the subscription device receives the 

notification response message sent by the NS device after sending the notification message to 
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the NS device according to the sending address of the notification message, in this way, if the 

subscription device receives the notification response message sent by the NS device, it 

indicates that the notification message sent by the subscription device is successfully sent, 

which greatly improves the success rate of message sending by the subscription device. 

Embodiments in which the executor is an NS device will be described below. It should be 5 

noted that some of the contents involved in the following embodiments are already described in 

the above embodiments in which the executor is the subscription device, and the repeated 

contents will not be described again. 

In an embodiment, FIG. 4 provides a method for processing subscription message, this 

embodiment relates to a specific process in which an NS device receives a notification message 10 

sent by a subscription device and forwards the notification message to an RCD. As shown in 

FIG. 4, the method includes acts S301 and S302. 

In S301, an NS device receives a notification message sent by a subscription device, 

wherein the notification message is used for indicating a change of a target resource subscribed 

by an RCD. 15 

Specifically, the NS device receives the notification message sent by the subscription 

device, wherein the notification message is used for indicating that the target resource 

subscribed by the RCD has changed. For example, if the subscription device monitors that the 

working state of the target resource subscribed by RCD has changed, it will send the 

notification message to the NS device. For the specific format and sending mode of the 20 

notification message, reference may be made to the description in FIG. 2, which will not be 

repeated here. 

S302, the NS device sends the notification message to a corresponding RCD. 

Based on the above act S301, the NS device receives the notification message sent by the 

subscription device and sends the notification message to the corresponding RCD, wherein 25 

sending the notification message to the corresponding RCD by the NS device may be that the 

NS device sends the notification message to the RCD actively or that the NS device sends the 

corresponding notification message to the RCD after receiving the acquisition message sent by 

the RCD. 
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According to the method for processing subscription message provided by this 

embodiment, the NS device first receives the notification message sent by the subscription 

device that the target resource subscribed by the RCD has changed, and then forwards the 

notification message to the RCD, such that when the RCD is in the sleep state for a long time or 

periodically, or the RCD cannot process a large quantity of service requests in real time, the 5 

subscription device can forward the message needed by the RCD through the NS device, such 

that the RCD can receive messages in time without missing any message, which greatly 

improves the success rate of message acquisition of the RCD. 

Optionally, after the NS device receives the notification message sent by the subscription 

device, the method further includes: the NS device sends a notification response message to the 10 

subscription device. In this embodiment, the NS device sends the notification response message 

to the subscription device, such that the subscription device can determine that the notification 

message is sent successfully, and then subsequent notification messages can be sent to the NS 

device normally, thereby ensuring the success rate of message acquisition of the RCD and 

improving the communication quality. 15 

On the basis of the above embodiments, this embodiment provides a method for 

processing subscription message, this embodiment relates to a specific process in which the NS 

device sends a notification message to a corresponding RCD according to a query message sent 

by the RCD. As shown in FIG. 5, the above act S302 includes S401, S402, and S403. 

In S401, the NS device receives a query message sent by the RCD, wherein the query 20 

message includes a device identifier of the RCD. 

In the above, the NS device receives the query message sent by the RCD, wherein the 

query message indicates that the RCD queries whether the NS device has a notification message 

needed by the RCD, and the query message includes the device identifier of the RCD, which 

represents an identity of the RCD, and the identifier may be a number, a letter or a combination 25 

of a number and a letter. In this embodiment, the identifier of the RCD is not limited. 

Optionally, the RCD may send a query message to the NS device periodically, or send a query 

message to the NS device after the RCD exits the sleep mode, or the RCD may send a query 

message to the NS device after knowing that the NS device has a notification message needed 



 

 

 

 

                                                  

 !" 

by the RCD itself. 

In S402, the NS device determines a target resource identifier corresponding to the device 

identifier of the RCD according to a correspondence between a device identifier of an RCD and 

a resource identifier. 

Based on the above act S401, the NS device receives the query message sent by the RCD, 5 

and the NS device determines the target resource identifier corresponding to the device 

identifier of the RCD according to the correspondence between a device identifier of an RCD 

and a resource identifier. It should be noted that a one-to-one correspondence is established 

between a device identifier of each RCD and a target resource needed by the RCD, which is 

stored in the NS device. The NS device searches for the resource corresponding to the device 10 

identifier of the RCD in all the stored correspondences, and determines the resource as the 

target resource needed by the device identifier of the RCD. 

In S403, the NS device sends a notification message carrying the target resource identifier 

to the RCD. 

In this act, the NS device determines a notification message carrying the target resource 15 

based on the target resource needed by the device identifier of the RCD determined in the above 

S402, and then sends the notification message to the RCD. 

According to the method for processing subscription message provided by this 

embodiment, the NS device receives the query message sent by the RCD, determines the target 

resource identifier according to the identifier of the RCD in the query message, and sends the 20 

notification message carrying the target resource identifier to the RCD. Therefore, after 

receiving the query message sent by the RCD, the target resource is located according to the 

correspondence between a device identifier of an RCD and a resource identifier, and then an 

accurate notification message is located according to the target resource, thus greatly ensuring 

the accuracy of the notification message sent by the NS device to the RCD. 25 

In the above act S401, "the NS device receives the query message sent by the RCD" 

includes implementable modes, one of which includes: the NS device receives the query 

message sent by the RCD according to a preset period. The RCD may periodically send query 

messages to the NS device, and the preset period may be user-defined, which is not limited in 
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this embodiment. For example, the RCD sends a query message to the NS device every 10 

minutes, or in a specific state, the RCD sends the query message to the NS device. In this way, 

in a normal working state, the RCD actively sends query messages to the NS device, thus 

ensuring that messages can be received in time without missing any message, which greatly 

improves the success rate of message acquisition of the RCD. 5 

In another implementable mode, if the NS device broadcasts a notification message list 

before the NS device receives the query message sent by the RCD, wherein the notification 

message list includes an identification parameter used for the RCD to identify the notification 

message, then "the NS device receives the query message sent by the RCD" includes: the NS 

device receives the query message which is sent by the RCD after it queries the notification 10 

message list. Optionally, the identification parameter includes: a target resource identifier, a 

device identifier of an RCD, or an identification code of subscription relation. 

In the above, the identification parameter used by the RCD for identifying the notification 

message indicates the parameter used for the RCD to identify, when the RCD receives the 

notification message list sent by the NS device, whether a notification message in the 15 

notification message list is the notification message for the resource needed by the RCD. The 

identification parameter may include a target resource identifier, a device identifier of an RCD, 

or an identification code of subscription relation, wherein the target resource identifier and the 

device identifier of the RCD are already explained in the above embodiments, which will not be 

repeated here in this embodiment. The identification code of subscription relation represents an 20 

identification code of the correspondence between the RCD device and the target resource to 

which it subscribes, wherein the identification code may be a number, a letter or a combination 

of a number and a letter, which is not limited in this embodiment. The NS device broadcasts the 

notification message list, which means that the NS device broadcasts all the notification 

messages such that all RCDs can see the messages in the list. When the RCD sees that the 25 

notification message list broadcast by the NS device includes the notification message needed 

by the RCD itself, it sends to the NS device a query message containing the subscription 

resource identifier and/or the identifier of the RCD. In this way, after receiving the query 

message, the NS device sends a correct notification message to a correct RCD according to a 
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notification message identifier and/or the identifier of the RCD, which greatly ensures the 

correctness of messages acquired by the RCD. 

It should be noted that after the RCD acquires the notification message from the NS device, 

the NS device will delete the notification message at the same time, but will keep a notification 

address of the resource in the created notification message. 5 

In some scenarios, the NS device needs to forward the request message from the RCD to 

the subscription device. In an embodiment, the embodiment of the present application provides 

a method for processing subscription message, which relates to a specific process in which the 

NS device sends the received subscription message sent by the RCD to the subscription device. 

As shown in FIG. 6, the method further includes S501 and S502. 10 

In S501, an NS device receives a subscription message sent by the RCD, wherein the 

subscription message includes a sending address of a notification message and a subscription 

resource identifier. 

In this embodiment, the NS device receives the subscription message sent by the RCD, 

wherein the subscription message indicates that the RCD needs a notification of a change of the 15 

state of a predetermined target resource. In the above, the subscription message includes a 

sending address of the notification message and a subscription resource identifier. In the above, 

the subscription resource identifier is the same as the resource identifier described in the above 

embodiment, which is used for distinguishing between resources, wherein the identifier may be 

a number, a letter or a combination of a number and a letter. 20 

In S502, the NS device sends the subscription message to the subscription device. 

Based on the above act S501, the NS device receives the subscription message sent by the 

RCD, and the NS device sends the subscription message to the subscription device, such that 

the subscription device can send to the NS device corresponding to the RCD, the correct 

notification message generated when the subscription resource changes, according to the 25 

sending address of the notification message and subscription resource identifier in the 

subscription message. 

According to the method for processing subscription message provided by this 

embodiment, the NS device receives the subscription message sent by the RCD and sends the 
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subscription message to the subscription device according to the sending address of the 

notification message and subscription resource identifier contained in the subscription resource, 

such that the subscription device can send the notification message to the correct address when 

the correct subscription resource changes, according to the sending address of the notification 

message and subscription resource identifier, such that the RCD can receive messages in time 5 

without missing any message, which greatly improves the success rate of message acquisition 

of the RCD. 

After the NS device sends the subscription message to the subscription device, the RCD 

needs to know whether the subscription message has been successfully received by the 

subscription device. In an embodiment, the embodiment of the present application provides a 10 

method for processing the subscription message. This embodiment relates to a specific process 

in which the NS device forwards the notification message of subscription completion to the 

RCD after receiving a notification message of subscription completion sent by the subscription 

device. As shown in FIG. 7, the method further includes S601 and S602. 

In S601, an NS device receives a notification message of subscription completion sent by a 15 

subscription device, wherein the notification message of subscription completion is used for 

indicating that the NS device has an authority of subscribing to a target resource. 

In this embodiment, the NS device receives the notification message of subscription 

completion sent by the subscription device, wherein the notification message of subscription 

completion indicates that the NS device has the authority of subscribing to the target resource, 20 

that is, if the NS device receives the notification message of subscription completion sent by the 

subscription device, the NS device has the authority of subscribing to the target resource and 

the subscription is successful. 

In S602, the NS device forwards the notification message of subscription completion to a 

corresponding RCD. 25 

Based on the above act S601, the NS device receives the notification message of 

subscription completion sent by the subscription device and forwards the notification message 

of subscription completion to the corresponding RCD, such that the RCD can determine that the 

subscription is successful. 
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According to the method for processing subscription message provided in this embodiment, 

the NS device receives the notification message of subscription completion sent by the 

subscription device and forwards the notification message of subscription completion to the 

corresponding RCD, in this way, it can be ensured that the RCD determines that the 

subscription message has been successfully received by the subscription device, and that the 5 

RCD device knows that the subscription is successful and will not send the subscription 

message repeatedly or subscribe to resources from other devices. 

In an embodiment of the present application, since the RCD may be in a state in which a 

message cannot be received normally, it is necessary to select an NS device to help the RCD to 

receive notification messages, that is, it is necessary to find a device with resources needed by 10 

the RCD to act as a proxy device. In an embodiment, the embodiment of the present application 

provides a method for processing subscription message. This embodiment relates to a specific 

process in which the RCD creates a proxy resource to the NS device, as shown in FIG. 8, the 

method further includes S701, S702, and S703. 

In S701, an NS device receives a resource creation request sent by an RCD, wherein the 15 

resource creation request is used for requesting to create a proxy resource on the NS device 

determined by the RCD. 

In this embodiment, the proxy resource created here represents a type of resource needed 

by the RCD. The NS device receives the resource creation request sent by the RCD, wherein 

the resource creation request is used for requesting to create a proxy resource on the NS device 20 

determined by the RCD. That is, when the NS device receives the resource creation request sent 

by the RCD, it means that the RCD has selected the NS device as a proxy device and requests 

the NS device to create the proxy resource. In the above, the resource creation request may 

include a device identifier of the RCD and a target resource identifier, or may also include an 

identification code of subscription relation, wherein the identification code of subscription 25 

relation is used for identifying the correspondence between the RCD device and the subscribed 

target resource. For example, the resource creation request sent by the RCD may include: from: 

RCD device ID (message sending end); to: notification server device ID + notificationserver 

(resource id) (requested resource id); op :Create (operation type); rt :notification (created 
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resource type). 

In S702, the NS device creates a proxy resource according to the resource creation request. 

Based on the above act S701, the NS device receives the resource creation request sent by 

the RCD, and the NS device creates the proxy resource according to the resource creation 

request, wherein a manner in which the NS device creates a proxy resource may be to save the 5 

device identifier of the RCD, the device identifier of NS and the target resource identifier, and 

establish a type of a resource which may be a proxy. Further, the NS device may also establish 

a relationship table between the device identifier of the RCD, a sending address of the 

notification message and the target resource identifier, which is used for the RCD to correctly 

receive notification messages according to resource identifiers subsequently. 10 

In S703, after the proxy resource is created, the NS device sends a response message to the 

RCD, wherein the response message includes a sending address of the notification message. 

Based on the above act S702, after the NS device creates the proxy resource, the NS 

device sends the response message to the RCD, the response message indicates that the NS 

device has successfully created the resource, wherein the response message includes the 15 

sending address of the notification message, such that the RCD can correctly receive 

subsequent notification messages according to the address. 

According to the method for processing subscription message provided by this 

embodiment, the NS device creates the proxy resource according to the resource creation 

request sent by the RCD, and establishes the relationship table between the RCD, the sending 20 

address of the notification message, and the resource identifier, and then feeds back a response 

message to RCD. In this way, the RCD can correctly receive subsequent notification messages 

according to the relationship table between the RCD, the notification message sending address, 

and resource identifier, and the notification message address carried in the response message 

after receiving the response message, thereby greatly ensuring the accuracy of messages 25 

acquired by the RCD. 

Embodiments in which the executor is an RCD will be described below. Similarly, some 

contents related to the following embodiments are already described in the above embodiments 

in which the executor is the subscription device and the above embodiments in which the 
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executor is the NS device, and the repeated contents will not be described in detail. 

In an embodiment, FIG. 9 provides a method for processing subscription message, this 

embodiment relates to a specific process in which the RCD sends a subscription message and 

receives a notification message sent by an NS device corresponding to a sending address of the 

notification message included in the subscription message. As shown in FIG. 9, the method 5 

includes S801 and S802. 

In S801, an RCD sends a subscription message, wherein the subscription message includes 

a sending address of a notification message and a subscription resource identifier. 

In this embodiment, the RCD sends a subscription message, which may be sent to the NS 

device or a subscription device. The subscription message is used for intending to receive a 10 

notification message generated when the target resource changes, wherein the sent subscription 

message includes the sending address of the notification message and the subscription resource 

identifier. 

In S802, the RCD receives the notification message sent by the NS device corresponding 

to the sending address of the notification message, wherein the notification message is used for 15 

indicating a change of the target resource corresponding to the subscription resource identifier. 

Based on the subscription message sent by the RCD in act S801, the RCD receives the 

notification message sent by the NS device, wherein the notification message represents a 

notification message sent by the subscription device after the resource subscribed by the RCD 

changes. It should be noted that no matter whether the RCD sends the subscription message to 20 

the NS device or to the subscription device, when the notification message is sent, the 

subscription device always sends the notification message first to the NS device, and then the 

NS device sends the notification message to the RCD. 

According to the method for processing subscription message provided by this 

embodiment, after the RCD first sends the subscription message (which is to be forwarded by 25 

the NS device to subscription device) to NS device or the subscription device, the subscription 

device will send a notification message to the NS device after the resource subscribed by the 

RCD has changed, and then the RCD receives the notification message sent by the NS device. 
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In this way, through intermediate forwarding by the NS devices, it is ensured that the RCD can 

receive messages in time without missing any message, which greatly improves the success rate 

of message acquisition of the RCD. 

On the basis of the above embodiments, sending of the subscription message by the RCD 

includes: the RCD sends the subscription message to the NS device, such that the NS device 5 

forwards the subscription message to the subscription device; or, the RCD sends the 

subscription message to the subscription device. In the above, the RCD sends a subscription 

message, which can be sent by the RCD to the NS device, and the NS device will forward the 

subscription message to the subscription device, or the RCD sends the subscription message to 

the subscription device, such that after receiving the subscription message, the subscription 10 

device will send subsequent notification messages to the NS device such that the NS device can 

forward them to the RCD, ensuring that the RCD can receive messages in time without missing 

any message, thus greatly improving the success rate of message acquisition of the RCD. 

In an embodiment, before the RCD receives the notification message sent by the NS 

device corresponding to the sending address of the notification message, if the RCD sends a 15 

query message to the NS device, and the query message includes an identifier of the RCD, then 

the RCD receiving the notification message sent by the NS device corresponding to the sending 

address of the notification message includes: the RCD receives the notification message sent by 

the NS device according to the query message. In the above, the RCD sends a query message to 

the NS device, indicating that the RCD needs to query whether there is a needed notification 20 

message in the NS device, wherein the query message includes the identifier of the RCD, and 

then the NS device sends the notification message to the RCD after receiving the query 

message sent by the RCD, thus improving the flexibility of the timing when the RCD acquires 

the notification message, and greatly ensuring the success rate of message acquisition of the 

RCD. 25 

In the above embodiment, sending the query message to the NS device by the RCD 

includes: the RCD sends the query message to the NS device according to a preset period; or, 

the RCD queries a notification message list broadcast by the NS device, and sends the query 

message to the NS device if the notification message list indicates the notification message 
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needed by the RCD. The notification message list includes an identification parameter used for 

the RCD to identify the notification message. Optionally, the identification parameter includes: 

a target resource identifier, a device identifier of RCD, or an identification code of subscription 

relation. In the above, the query message sent by the RCD may be sent by the RCD according 

to a preset period, wherein the preset period may be user-defined, which is not limited in this 5 

embodiment. For example, the RCD sends a query message to the NS device every 10 minutes, 

or in a certain state, the RCD sends the query message to the NS device. In this way, in a 

normal working state, the RCD actively sends query messages to the NS device, thus ensuring 

that messages can be received in time without missing any message, which greatly improves the 

success rate of message acquisition of the RCD. In addition, the query message sent by the 10 

RCD may also be the notification message list which is broadcast by the NS device and queried 

by the RCD. If the notification message list indicates the notification message needed by RCD, 

the query message is sent to the NS device, wherein the notification message list includes an 

identification parameter for the RCD to identify the notification message, and the identification 

parameter may include: a target resource identifier, a device identifier of the RCD, or an 15 

identification code of subscription relation, etc. In the above, the NS device broadcasts the 

notification message list, which means that the NS device broadcasts all the notification 

messages such that all RCDs can see the messages in the list. When the RCD sees that the 

notification message list broadcast by the NS device includes the notification message needed 

by the RCD itself, the RCD sends to the NS device a query message containing an identifier of 20 

the notification message and the identifier of the RCD. In this way, after receiving the query 

message, the NS device sends a correct notification message to a correct RCD according to the 

resource identifier and the identifier of the RCD carried in the notification message, which 

greatly ensures the correctness of messages acquired by the RCD. 

Before the RCD receives the notification message sent by the NS device, the RCD will 25 

first receive the notification message of subscription completion, to ensure that the RCD has the 

authority of subscribing to the target resource. In an embodiment, the method further includes: 

the RCD receives a notification message of subscription completion, wherein the notification 

message of subscription completion is used for indicating that the RCD or the NS device 

corresponding to the RCD has the authority of subscribing to the target resource. In the above, 30 
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the RCD receives the notification message of subscription completion, if the RCD sends the 

subscription message to the NS device, the RCD receives notification message of subscription 

completion sent by the NS device, and if the RCD sends the subscription message to the 

subscription device, the RCD receives the notification message of subscription completion sent 

by the subscription device. In this way, the RCD determines that the RCD or its corresponding 5 

NS device has the authority of subscribing to the target resource according to the received 

notification message of subscription completion, thereby further ensuring the success rate of 

message acquisition of the RCD. 

Since the RCD may be in a state in which messages cannot be received normally, it is 

necessary to select an NS device to help the RCD to receive notification messages, that is, it is 10 

necessary to find a device with resources needed by the RCD to act as a proxy device. In an 

embodiment, the embodiment of the present application provides a method for processing 

subscription message. This embodiment relates to a specific process in which an RCD sends a 

resource creation request to an NS device and receives a first response message sent by the NS 

device, as shown in FIG. 10, the method further includes S901 and S902. 15 

In S901, an RCD sends a resource creation request to an NS device, wherein the resource 

creation request is used for requesting to create a proxy resource on the NS device determined 

by the RCD. 

In the above, the proxy resource created here represents a type of resource needed by the 

RCD. The resource creation request sent by the RCD is used for requesting to create the proxy 20 

resource on the NS devices determined by the RCD, that is, the NS device sent by the RCD is a 

proxy device selected by the RCD, and the RCD requests the proxy device (the NS device) to 

create the proxy resource. 

In S902, the RCD receives a first response message sent by the NS device, wherein the 

first response message includes a sending address of the notification message. 25 

Based on the above act S901, the RCD sends the resource creation request to the NS 

device, and the NS device will send a first response message to the RCD according to the type 

of the resource requested to be created. In the above, the first response message indicates that 

the NS device has successfully created the resource. In the above, the first response message 
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includes the sending address of the notification message, such that the RCD can correctly 

receive subsequent notification messages according to the address. 

According to the method for processing subscription message provided by this 

embodiment, the RCD sends the resource creation request to the NS device and receives the 

first response message generated after the NS device receives the resource creation request 5 

successfully. In this way, after receiving the first response message, the RCD correctly receives 

the subsequent notification messages according to the address of the notification message 

carried in the first response message, which greatly ensures the accuracy of messages acquired 

by the RCD. 

With regard to the process of selecting a proxy device by the RCD, an embodiment of the 10 

present application provides a method for processing subscription message, which relates to a 

specific process in which the RCD determines a target NS device, as shown in FIG. 11, the 

method further includes: S1001, S1002, and S1003. 

In S1001, an RCD sends a broadcast message, wherein the broadcast message includes a 

proxy resource type identifier. 15 

In this embodiment, the proxy resource type identifier represents an identity of the type of 

the resource needed by the RCD, which may be a number, a letter or a combination of a number 

and a letter. As shown in FIG. 11.1, the RCD sends a broadcast message, wherein the broadcast 

message indicates that the RCD needs to find an NS device having a resource needed by the 

RCD, and the broadcast message includes the proxy resource type identifier. In the above, the 20 

broadcast message may be received by multiple NS devices. 

In S1002, the RCD receives second response messages sent by a plurality of NS devices 

according to the broadcast message. 

In this act, as shown in the above FIG. 11.1, a plurality of NS devices that have received 

the broadcast message sent by the RCD will send second response messages to the RCD, that is, 25 

the RCD receives the second response message sent by a plurality of NS devices according to 

the broadcast message. In the above, the second response message indicates that the NS devices 

all meet a condition of becoming a proxy device of the RCD. In the above, each NS device 

sends a second response message to the RCD by unicast. 
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In S1003, the RCD determines a target NS device from the plurality of NS devices 

according to the second response messages. 

Based on the above act S1002, the RCD receives the second response messages sent by the 

plurality of NS devices, continuously referring to FIG. 11.1, the RCD determines the target NS 

device from the plurality of NS devices. Optionally, an implementable mode for the RCD to 5 

determine the target NS device from the plurality of NS devices includes: the RCD determines 

an NS device with the highest priority as the target NS device according to the priority of the 

NS device carried in each second response message. In the above, the priority of each NS 

device indicates a preference degree of the NS device when it acts a target NS device, and the 

higher the priority, the more suitable it is to act as the target NS device. The second response 10 

message sent by each NS device carries its own priority, and the RCD determines the NS 

device with the highest priority as the target NS device according to the priority of the NS 

device carried in each second response message. 

For example, as shown in FIG. 11.2, according to a method for processing subscription 

message provided by an embodiment of the present application, an overall process may be as 15 

follows: an RCD sends a resource creation request to an NS device, and after receiving the 

resource creation request, the NS device sends a second response message to the RCD, and then 

the RCD sends a subscription request to the NS device (the NS device then sends the 

subscription request to the subscription device) or to the subscription device. After receiving the 

subscription request, the subscription device identifies whether the RCD or the NS device has 20 

the authority of subscribing to the resource. The subscription device monitors the state of the 

resource after confirming that the RCD or the NS device has the authority of subscribing to the 

resource, and sends a notification message to the NS device when the state of the resource 

changes. The NS device stores the notification message after receiving the notification message 

and sends the notification message to the RCD, wherein there are two modes, mode 1 and mode 25 

2, for the NS device to send the notification message to the RCD. In Mode 1, the RCD 

periodically sends a notification message query to the NS device, and NS device receives the 

query message sent by RCD, finds the notification message and sends it to the RCD. In Mode 2, 

the NS device periodically broadcasts the list of all notification messages stored thereon. After 
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receiving the broadcast message, the RCD checks whether there is the needed notification 

message on the notification message list. If there is the needed notification message, the RCD 

sends to the NS device a request for acquiring the notification message. After receiving the 

request, the NS device sends the corresponding notification message to the RCD. 

According to the method for processing subscription message provided by this 5 

embodiment, the RCD receives the second response message sent by each NS device according 

to the broadcast message, and determines the NS device with the highest priority as the target 

NS device according to the priority of each NS device carried in the second response message, 

such that the finally selected target NS device, due to its highest priority, is the best choice of 

the proxy device for the RCD , which greatly increases the success rate and accuracy of 10 

message acquisition of the RCD. 

It should be understood that although the acts in the flowcharts of FIGS. 2-11 are shown in 

sequence as indicated by the arrows, these acts are not necessarily performed in the sequence as 

indicated by the arrows. Unless explicitly stated herein, the execution of these acts is not strictly 

limited in the sequence, and these acts may be executed in another sequence. Moreover, at least 15 

part of the acts in FIGS. 2-11 may include multiple sub-acts or multiple stages, which may not 

be necessarily completed at the same time, but may be performed at different times, and the 

sequence of execution of these sub-acts or stages may not be necessarily performed sequentially, 

but may be performed alternately with at least part of the sub-acts or stages of other acts, or 

other acts. 20 

In an embodiment, as shown in FIG. 12, there is provided an apparatus for processing 

subscription message, which includes a first receiving module 10, a monitoring module 11 and 

a first sending module 12.  

The first receiving module 10 is configured to receive a subscription message wherein the 

subscription message includes a sending address of a notification message and a subscription 25 

resource identifier. 

The monitoring module 11 is configured to monitor a target resource corresponding to the 

subscription resource identifier. 

The first sending module 12 is configured to send a notification message to a notification 
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server (NS) device, which is a notification proxy, according to the sending address of the 

notification message if the subscription device monitors a change in the target resource, such 

that the NS device forwards the notification message to a corresponding RCD. 

The implementation principle and technical effect of the apparatus for processing 

subscription message provided by the above embodiment are similar to those in the above 5 

method embodiments, which will not be repeated here. 

In an embodiment, as shown in FIG. 13, there is provided an apparatus for processing 

subscription message, which includes a second receiving module 13 and a second sending 

module 14.  

The second receiving module 13 is configured to receive a notification message sent by a 10 

subscription device, wherein the notification message is used for indicating a hange in a target 

resource subscribed by an RCD. 

The second sending module 14 is configured to send the notification message to a 

corresponding RCD. 

The implementation principle and technical effect of the apparatus for processing 15 

subscription message provided by the above embodiment are similar to those in the above 

method embodiments, which will not be repeated here. 

In an embodiment, as shown in FIG. 14, there is provided an apparatus for processing 

subscription message, which includes a third sending module 15 and a third receiving module 

16.  20 

The third sending module 15 is configured to send a subscription message, wherein the 

subscription message includes a sending address of a notification message and a subscription 

resource identifier. 

The third receiving module 16 is configured to receive a notification message sent by an 

NS device corresponding to the sending address of the notification message, wherein the 25 

notification message is used for indicating a change of a target resource corresponding to the 

subscription resource identifier. 

The implementation principle and technical effect of the apparatus for processing 
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subscription message provided by the above embodiment are similar to those in the above 

method embodiments, which will not be repeated here. 

Specific limitations for the apparatus for processing subscription message may refer to the 

limitations for the method for processing subscription message described above, which will not 

be repeated here. Various modules in the above apparatus for processing subscription message 5 

may be implemented in whole or in part by software, hardware, and combinations thereof. The 

various modules may be embedded in, or independent of, the processor in the computer device 

in the form of hardware, or may be stored in a memory in the computer device in the form of 

software to facilitate the processor to call and execute the operations corresponding to the 

various modules. 10 

In an embodiment, a computer device is provided, the computer device may be a server, 

and its internal structure diagram may be as shown in FIG. 15. The computer device includes a 

processor, a memory, a network interface and a database which are connected via a system bus. 

In the above, the processor of the computer device is configured to provide computing and 

control capabilities. The memory of the computer device includes a non-volatile storage 15 

medium and an internal memory. An operating system, a computer program and a database may 

be stored in the non-volatile storage medium. The internal memory provides an environment for 

operation of the operating system and a computer program in the non-volatile storage medium. 

The database of the computer device is configured to store processing data of subscription 

messages. The network interface of the computer device is configured to communicate with 20 

external terminals through a network connection. The computer program, when executed by a 

processor, implements a method for processing subscription message. 

Those skilled in the art will understand that the structure shown in FIG. 15 is only a block 

diagram of a part of a structure related to a solution of the present application, but does not 

constitute restriction for the computer device to which the solution of the present application is 25 

applied. A specific computer device may include more or fewer components than those shown 

in the figure, or combine some components, or have different component arrangements. 

In an embodiment, a computer device is provided, which includes a memory and a 

processor, wherein a computer program is stored in the memory, and when executing the 
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computer program, the processor implements the following acts: 

a subscription device receives a subscription message, wherein the subscription message 

includes a sending address of the notification message and a subscription resource identifier; 

the subscription device monitors a target resource corresponding to the subscription 

resource identifier; and 5 

if the subscription device monitors a change of the target resource, the subscription device 

sends a notification message to a notification server (NS) device, which is a notification proxy, 

according to the sending address of the notification message, such that the NS device forwards 

the notification message to a corresponding RCD. 

Or, 10 

an NS device receives a notification message sent by a subscription device, wherein the 

notification message is used for indicating a change of a target resource subscribed by an RCD; 

and 

the NS device sends the notification message to a corresponding RCD. 

Or, 15 

an RCD sends a subscription message, wherein the subscription message includes a 

sending address of a notification message and a subscription resource identifier; and 

the RCD receives a notification message sent by an NS device corresponding to the 

sending address of the notification message, wherein the notification message is used for 

indicating a change in the target resource corresponding to the subscription resource identifier. 20 

The implementation principle and technical effect of the computer device provided by the 

above embodiment are similar to those in the above method embodiments, which will not be 

repeated here. 

An embodiment provides a computer readable storage medium on which a computer 

program is stored, which is executable by a processor to implement the following acts: 25 

a subscription device receives a subscription message, wherein the subscription message 

includes a sending address of the notification message and a subscription resource identifier; 
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the subscription device monitors a target resource corresponding to the subscription 

resource identifier; and 

if the subscription device monitors a change of the target resource, the subscription device 

sends a notification message to a notification server (NS) device, which is a notification proxy, 

according to the sending address of the notification message, such that the NS device forwards 5 

the notification message to a corresponding RCD. 

Or, 

an NS device receives a notification message sent by a subscription device, wherein the 

notification message is used for indicating a change in a target resource subscribed by an RCD; 

and 10 

the NS device sends the notification message to a corresponding RCD. 

Or, 

an RCD sends a subscription message, wherein the subscription message includes a 

sending address of a notification message and a subscription resource identifier; and 

the RCD receives a notification message sent by an NS device corresponding to the 15 

sending address of the notification message, wherein the notification message is used for 

indicating a change of the target resource corresponding to the subscription resource identifier. 

The implementation principle and technical effect of the computer readable storage 

medium provided by the above embodiment are similar to those of the above method 

embodiment, and will not be described in detail here. 20 

Those of ordinary skill in the art can understand that all or part of the processes of the 

methods in the above embodiments can be completed by instructing related hardware through a 

computer program, the computer program may be stored in a non-volatile computer readable 

storage medium, and during the execution, the computer program can include the processes of 

the above method embodiments. In the above, any reference to memory, storage, database or 25 

other media used in the embodiments provided in the present application can include 

non-volatile and/or volatile memories. The non- volatile memory may include a Read Only 
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Memory (ROM), a Programmable ROM (PROM), an Electrically Programmable ROM 

(EPROM), an Electrically Erasable Programmable ROM (EEPROM), or a flash memory. The 

volatile memory may include random access memory (RAM) or an external cache memory. By 

way of illustration but not limitation, a RAM is available in various forms, such as a Static 

RAM (SRAM), a Dynamic RAM (DRAM), a Synchronous DRAM (SDRAM), a Double Data 5 

Rate SDRAM (DDR SDRAM), an Enhanced SDRAM (ESDRAM), a Synchlink DRAM 

(SLDRAM), a Memory Bus (Rambus) Direct RAM (RDRAM), a Direct Memory Bus Dynamic 

RAM (DRDRAM), and a Memory Bus Dynamic RAM (RDRAM). 

The technical features of the above embodiments may be combined with each other 

arbitrarily. In order to make the description concise, not all possible combinations of the 10 

technical features in the above embodiments are described. However, as long as there is no 

conflict in the combinations of these technical features, they should be considered as falling in 

the scope recorded in this specification. The embodiments described above only provide several 

implementation modes of the present application, and their descriptions are relatively specific 

and detailed, but they are not to be construed as limiting the protection scope of the present 15 

invention. It should be noted that for those of ordinary skill in the art, variations and 

improvements may be made without departing from the concept of the present application, 

which fall into the protection scope of the present application. The protection scope of the 

present application is subject to the appended claims.
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What is claimed is: 

1. A method for processing subscription message, comprising: 

receiving, by a subscription device, a subscription message sent from a notification server 

(NS) device, wherein the subscription message comprises a receiving address of notification 

message and a subscription resource identifier, the receiving address of notification message 5 

indicates an address of the NS device; wherein the subscription message is received by the NS 

device from a Resource Constrained Device, RCD, the RCD is configured to stay in a sleep 

state for a long time or periodically; 

monitoring, by the subscription device, a target resource corresponding to the subscription 

resource identifier; and 10 

sending, by the subscription device, a notification message to the NS device if the 

subscription device monitors a change of the target resource, wherein the notification message 

is used for indicating the change of the target resource subscribed by the RCD; 

wherein the NS device is a notification proxy for the RCD, wherein the NS device is 

configured to store the notification message sent from the subscription device and forward the 15 

notification message to the RCD when the RCD is in a working state.  

2. The method of claim 1, wherein before monitoring, by the subscription device, the target 

resource corresponding to the subscription resource identifier, the method further comprises: 

identifying, by the subscription device, whether a sending end of the subscription message 

has an authority of subscribing to the target resource according to a device identifier carried in 20 

the subscription message; and 

storing, by the subscription device, the subscription message and sending a notification 

message of subscription completion to the sending end if the sending end has the authority of 

subscribing to the target resource. 

3. The method of claim 1, wherein before monitoring, by the subscription device, the target 25 

resource corresponding to the subscription resource identifier, the method further comprises: 

storing, by the subscription device, the subscription message and sending a notification 

message of subscription completion to a sending end of the subscription message if the sending 
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end of the subscription message has an authority of subscribing to the target resource. 

4. The method of any one of claims 1 to 3, wherein after sending, by the subscription 

device, the notification message to the NS device, the method further comprises: 

receiving, by the subscription device, a notification response message sent by the NS 

device. 5 

5. A method for processing subscription message, comprising: 

receiving, by a notification server (NS) device, a subscription message sent by a Resource 

Constrained Device (RCD); wherein the subscription message comprises a receiving address of 

notification message and a subscription resource identifier, wherein the RCD is configured to 

stay in a sleep state for a long time or periodically; 10 

sending, by the NS device, the subscription message to a subscription device; 

receiving, by the NS device, a notification message sent by the subscription device, 

wherein the notification message is used for indicating a change of a target resource subscribed 

by the RCD;  

storing, by the NS device, the notification message sent by the subscription device; and 15 

sending, by the NS device, the notification message to the RCD when the RCD is in a 

working state. 

6. The method of claim 5, wherein after sending, by the NS device, the subscription 

message to the subscription device, the method further comprises: 

receiving, by the NS device, a notification message of subscription completion sent by the 20 

subscription device, wherein the notification message of subscription completion is used for 

indicating that the NS device has an authority of subscribing to the target resource; and 

forwarding, by the NS device, the notification message of subscription completion to the 

RCD. 

7. The method of claim 5, wherein after receiving, by the NS device, the notification 25 

message sent by the subscription device, the method further comprises: 

sending, by the NS device, a notification response message to the subscription device. 
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8. An apparatus for processing subscription message, comprising: 

a receiving module, configured to receive a subscription message sent by a Resource 

Constrained Device, RCD; wherein the subscription message comprises a receiving address of 

notification message and a subscription resource identifier, wherein the RCD is configured to 

stay in a sleep state for a long time or periodically; 5 

a sending module, configured to send the subscription message to a subscription device; 

the receiving module is further configured to receive a notification message sent by the 

subscription device, and store the notification message sent by the subscription device; wherein 

the notification message is used for indicating a change of a target resource subscribed by the 

RCD;  10 

the sending module is further configured to send the notification message to the RCD 

when the RCD is in a working state. 

9. The apparatus of claim 8, wherein 

the receiving module is further configured to receive a notification message of subscription 

completion sent by the subscription device after the sending module sends the subscription 15 

message to the subscription device, wherein the notification message of subscription 

completion is used for indicating that the apparatus has an authority of subscribing to the target 

resource; and 

the sending module is further configured to forward the notification message of 

subscription completion to the RCD. 20 

10. The apparatus of claim 8, wherein 

the sending module is further configured to send a notification response message to the 

subscription device after the receiving module (13) receives the notification message sent by 

the subscription device. 

 25 
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