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(57) Abstract: A NODE.JS component vulnerability detection method
and system. The method comprises the following steps: collecting first
basic vulnerability information from a NODE.JS vulnerability database
(S5100); parsing a package.json file to obtain key information of a
NODE.JS component (S200); and according to the key information of
the NODE.JS component, extracting first target vulnerability informa-
tion from the first basic vulnerability information (S300). According to
the method, first basic vulnerability information can be collected from a
NODE.JS vulnerability database so as to quickly obtain possible vulner-
ability information of a NODE.JS component. The package.json file is a
file in the NODE.JS component, and key information of the NODE.JS
component to be subjected to detection can be obtained by parsing the
package json file, thereby facilitating data calling and organization. There-
fore, a large amount of vulnerability information can be obtained from a
NODE.JS component to be subjected to detection only by detecting a small
amount of key information, and first target vulnerability information can
be generated on this basis.
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