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FIG. 2
START

v

IDENTIFY ONE OR MORE CRYPTOGRAPHIC ASSOCIATED
FUNCTIONS PERFORMED IN APPLICATION BASED ON
ANALYSIS OF CODE, EXECUTED WHEN APPLICATION IS
IN OPERATING STATE, BY USING DYNAMIC ANALYSIS
AGENT CORRESPONDING TO APPLICATION

~S110

A

BASED ON ONE OR MORE CRYPTOGRAPHIC
ASSOCIATED FUNCTIONS, CALCULATE CRYPTOGRAPHY
ALGORITHM LIST USED IN APPLICATION

—35120

A

BASED ON CRYPTOGRAPHY ALGORITHM LIST,
IDENTIFY QUANTUM VULNERABILITY WITH RESPECT
TO APPLICATION

—S130

Y

END |
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FIG. 4

PREPARE EXECUTION
OF APP

EXECUTE APP WITH REFERENCE
TO DYNAMIC ANALYSIS AGENT

l

LOAD DYNAMIC ANALYSIS AGENT
CONFIGURATION FILE ASSOCIATED —S8220
WITH APP

l

COMPLETE EXECUTION OF APP  [—S8230

l

DETECT VULNERABILITY WITH  [—S240
RESPECT TO APP

—3S210

S250

IS
VULNERABILITY

DETECTED?

YES

NO

PRODUCE VULNERABILITY

LOG ~S260

82880

CHANGE VULNERABLE
EXECUTION CODE IN
REAL TIME

TERMINATE?

NORMALLY
TERMINATE APP
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FIG. 5

OPERATE AGENT AFTER LOADING
APPLICATION EXECUTION CODE

~—S310

y

CALL API OF CRYPTOGRAPHIC FUNCTION OF
MODULE PREVIOUSLY CONFIGURED FOR DYNAMIC
ANALYSIS AGENT, AND IDENTIFY CRYPTOGRAPHY

ALGORITHM LIST

—~—S320

Y

IDENTIFY SECURITY VULNERABILITY WITH RESPECT
TO CRYPTOGRAPHY ALGORITHM USABLE IN APP

~—S330

Y

WHEN VULNERABLE ALGORITHM IS USED, PRODUCE
LOG FILE ASSOCIATED WITH RELATED CONTENT
(E.G., PARAMETER OF JAVA SECURITY RELATED

PACKAGE OR THE LIKE)

—S340

Y

CHANGE IDENTIFIED VULNERABLE ALGORITHM TO
ALGORITHM HAVING QUANTUM SECURITY
(E.G., KYBER512)

~— S350

Y

APPLY CHANGED APPLICATION EXECUTION CODE TO
APP SO THAT CHANGED APPLICATION EXECUTION
CODE IS CALLED, AND CONFIGURE NOT TO RECALL
AGENT WHEN RECALLING IS PERFORMED

—~—S360
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FIG. ©

RECOGNIZE EXECUTION

APPLICATION CODE 5410

Y

COMPARE RECOGNIZED CODE
ITEM AND QUANTUM VULNERABILITY [~S420
DETECTION CONFIGURATION ITEM

Y

DETECT QUANTUM VULNERABILITY
AND APPLY CORRESPONDING — 5430
COUNTER PLAN
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FIG. 10
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