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200 ‘—\

Connect a remote link to the Internet

202/ J

Send, from the remote link, a first signal to a
remote link router that indicates that the remote
link is connected to the Internet

204 J

Send, from the remote link router, a command to
the remote link to start capturing an image

206”7 J

Transfer the image to the remote link router from
the remote link

208’ l

Broadcast, from the remote link router, a second
signal indicating that the remote link has captured
the image

2107 l

Receive, at a web server, the broadcasted
second signal from the remote link router

212/ l

Store the image at the web server

214”7
FIG. 2
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300 —\

Sending to a web server, from a client device, a
request to view a video stream from a remote link

3027 J

Broadcast the request from the web server

3047 l

Receive the request at a remote link router

306”7 l

Send to the remote link, from the remote link
router, 2a command to transmit the video stream to
a video server

308’ l

Transmit the video stream to the video server
from the remote link

3107/ i

Receive the video stream at the video server

3127 l

Transmit the video stream to the client from the
video server

314/
FIG. 3
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500 ——\

Connect a remote link to an LTE network

502/ l

Transmit, from the remote link, a first signal to a
remote link router that indicates that the remote
link is connected to the LTE network

504”7 l

Receive, at the remote link router, WiFi
credentials from a client device

506”7 l

Transmit, from the remote link router, the WiFi
credentials to the remote link

508”7 l

Connect the remote link to a WiFi network
corresponding to the WiFi credentials

5107 l

Transmit, from the remote link, a second signal to
the remote link router that indicates that the
remote link is connected to the WiFi network

512/

FIG. 5
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1300 —\

Receive a first image illustrating data from a
medical device

1302 7 l

Mask first portions of the first image

1304 - l

Generate a second image with the remaining
portions of the first image

1306 -/

Y

Extract, using optical character recognition, data
from the second image

1308 ~

FIG. 13
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1400 —-\

Extract, using optical character
recognition, first data from a first potion
of animage

1402 -~/

v

Compare the first data to
reference data

1404 -

Determine whether . o
the first data is valid based Broadca:::t zlgtr;ailslr;‘ij)ltc 32{:3 that the
on the comparison No
1410 7/ l
- ) Receive a third image illustrating data
Extract, using optical character from the medical device
recognition, second data from a second
portion of the second image 1412 -
1408 -~/

FIG. 14
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Assign a private key of a public-private key
pair associated with a data module

18027/

Store the private key at
the data module

18047/

Store the private key at a
server

18067

!

Generate a request to access the data module

at a client device

1808~/

Y

Transmit the request to the server

18107/

Y

Receive the request at the server

18127/

Generate the authentication
key based on the private key
and the time at the data module

Generate the authentication
key based on the private key
and the time at the server

18147 L 18167 T
Input the authentication key generated at
the server
1818/
Does the
authentication key
Grant generated at the data module match Deny
access Yes the authentication key access
generated at the
1822/ 1824/

FIG. 18
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1900\

l pair associated with a data module
1902/

19/19

PCT/US2018/051454

Assign a private key of a public-private key

Store the private key at
the data module

—

1904/

|

Store the private key at a

server

19067 |

'

Receive data at the data module from a
medical device

1908~/ i

Generate a request to access the data module
at a client device

1910/ {7

Transmit the request to the server

1912/ ‘i

Receive the request at the server

1914/

Generate the authentication
key based on the private key
and the time at the data module

Y

Generate the authentication
key based on the private key
and the time at the server

19167 [ | 1918/
Input the authentication key generated at
the server
1920/
Does the
. authentication key
Transmit the generated at the data module match
data to the Yes the authentication key
C"es"}" device generated at the
192 server?
1922 ~_

FIG. 19

Deny
access

1924



