SYSTEMS AND METHODS FOR DYNAMIC JOB PERFORMANCE IN SECURE
MULTIPARTY COMPUTATION

FIELD OF TECHNOLOGY

[1] The present disclosure relates to the field of secure multiparty computation (SMPC),

and, more specifically, to systems and methods for dynamic job performance in SMPC.

BACKGROUND

[2] Secure multiparty computation (SMPC) frameworks allow multiple parties to jointly
compute a function, such that their inputs remain private. Data is protected by being split into
secret shares, where each party receives a subset of these shares, therefore each party cannot see
the real data. For example, 10 can be splitinto 3 +2 + 5.

[3] Although many types of SMPC frameworks exist, they are primarily built around
having a singular use-case, and may have a known amount of data inputs and outputs. These
frameworks often use custom compilers that (1) can lack the ability to use dynamic variables for
certain operations, (2) do not always work with large amounts of data, and (3) may have issues

with loading data from dynamic sources.

SUMMARY

[4] Thus, aspects of the present disclosure describe methods and systems for dynamic
job performance in SMPC. The aspects allow somewhat static SMPC frameworks to be dynamic
and flexible, suiting a cloud native deployment model. Another benefit of the aspects is
improved query performance and system scalability, allowing for much faster compute times
than conventional frameworks.

[5] In one exemplary aspect, a method for dynamic job performance in secure
multiparty computation (SMPC) may comprise receiving an SMPC query that indicates a
processing job to be performed on a data input. The data input may (1) already exist within the

system (e.g. local database), (2) be retrieved from another system (e.g. a blockchain or remote
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database), or (3) be included as a parameter of the query. The method may determine a query
type of the SMPC query and parameters of the data input. The method may split the data input
to generate a plurality of partial data inputs, based on the parameters and the query type. The
method may generate a first plurality of jobs to perform on the plurality of partial data inputs.
The method may push each of the first plurality of jobs into a worker queue. The method may
perform each of the first plurality of jobs in the worker queue on a respective partial data input of
the plurality of partial data inputs to determine a plurality of data outputs. In response to
determining that the query type indicates that the plurality of data outputs should be joined or
require further processing, the method may generate a second plurality of jobs to perform on the
plurality of data outputs. The method may also require the data inputs if required for the second
plurality of jobs. The method may push each of the second plurality of jobs into the worker
queue. The method may then perform each of the second plurality of jobs in the worker queue
on a respective partial data output of the plurality of data outputs to determine a combined result
of the processing job.

[6] In some aspects, the SMPC query comprises respective data inputs from a plurality
of nodes and the SMPC query is received by each node of the plurality of nodes from a client
controller. The request from the client controller may traverse some gateway/s, or proceed
directly to the nodes.

[7] In some aspects, the node comprises a pool of worker processes that perform the first
plurality of jobs and the second plurality of jobs, wherein a respective worker process of the pool
may perform a respective job of the first plurality of jobs and a respective job of the second
plurality of jobs. In some aspects, additional jobs (e.g., a third plurality of jobs and more) may
be required. In some aspects, a particular job may require several iterations to perform. In some
aspects, the second plurality of jobs is an iteration of the first plurality of jobs. In some aspects,
the first plurality of jobs is the same as the second plurality of jobs.

[8] In some aspects, a worker from a pool of worker processes on a first node of the
plurality of nodes communicates with a corresponding worker from another pool of worker
processes on a second node of the plurality of nodes, in order to perform an SMPC function, and

other functions including but not limited to input alignment, fault detection and recovery.



[9] In some aspects, the method may increase an amount of worker processes in the pool
of worker processes in response to receiving the SMPC query and may decrease the amount of
worker processes in the pool in response to determining the combined result.

[10] In some aspects, the amount of worker processes may be proportional to the amount
of jobs in a worker queue, or may abide by a hard limit (e.g., a maximum number of workers),
and may also take into consideration parameters such as required computation (e.g., jobs to be
processed or need for data), date/time of day (e.g., more/fewer workers may be needed at night
or weekends), financial costs, power consumption, or available network bandwidth.

[11] In some aspects, the first plurality of jobs and the second plurality of jobs may
comprise at least one of: (1) sorting, (2) filtering, (3) mapping, (4) reducing, or (5) performing a
mathematical operation.

[12] In some aspects, the combined result is stored as one of a secret share, a hash value,
or a plaintext value, where the combined result is the output from the final plurality of jobs.

[13] In some aspects, subsequent to determining the plurality of data outputs as a plurality
of secret shares, the method may transmit a portion of the plurality of data outputs to remaining
nodes of the plurality of nodes as secret shares. In some aspects, the method may receive, from
each of the remaining nodes, respective secret shares, and may join with the plurality of data
outputs, the transmitted portion of the plurality of data outputs with the received respective secret
shares, to obtain the plaintext combined result.

[14] In some aspects, the method may cache the SMPC query and the combined result.
The method may receive another SMPC query. In response to determining that the another
SMPC query matches the SMPC query, the method may output the combined result from cache.
[15] In some aspects, the method may cache the SMPC query and the combined result.
The method may receive an update to the input data for a cached result from a previous SMPC
query. The method may (1) delete the cached result, (2) mark the cached result as expired, but
may still allow it to be returned (e.g. for a preview of the results, or to provide provenance), or
(3) use the previous cached result and the new data inputs to update the result, with the update
either running instantly, at a scheduled time, when the system is free, or when a query is

retrieved requiring the results.



[16] In some aspects, the method may cache the plurality of partial data inputs and the
first plurality of jobs. The method may receive another SMPC query comprising another data
input. The method may split the another data input into a third plurality of jobs such that the
third plurality of jobs partially comprises of the first plurality of jobs and another plurality of
jobs. The method may determine that the first plurality of jobs is cached, and may only perform
the remainder of the third plurality of jobs on the remainder of another plurality of partial data
inputs.

[17] In some aspects, subsequent to receiving the SMPC query, the method may receive
another SMPC query, and may append another data input of the another SMPC query to the data
input of the SMPC query. This enables multiple queries to be run in parallel.

[18] In some aspects, the method may push jobs into the worker queue associated with an
SMPC query and push jobs of another SMPC query into the worker queue, potentially allowing
them to run in parallel. Furthermore, given multiple SMPC query support and parallelisation, the
method may support multitenancy, with different sets of users utilising the same resources.

[19] In some aspects, the worker queue may allow for some jobs to be prioritized over
others, which can be achieved using a range of concepts such as (1) an outright priority queue,
(2) allowing low priority jobs to be processed alongside high priority jobs while having less
frequent pops from the worker queue (e.g., similar to process scheduling in kernels), or (3)
having a worker queue for each priority level with less frequent pops from the lower priority
worker queue.

[20] In some aspects, the data input is a secret share, which may be received from a client
controller or remote source, that has additional encoding (e.g., metadata) to facilitate searching
(e.g., reduce lookup space within an index) within the secret data inputs.

[21] In some aspects, generating the first plurality of jobs to perform on the plurality of
partial data inputs may further comprise automatically compiling at least one program to execute
on the plurality of partial data inputs, wherein any compiled programs are cached at both the
worker process, and the compiler process, thus increasing future query performance.

[22] In some aspects, the data input is one of: (1) an output from a secure function, (2)
data stored in an internal database, (3) data retrieved from an external source (e.g. a blockchain

system) or (4) data provided as an argument for an SMPC query.



[23] In some aspects, the method may output, to a client controller, the progress of job
completion (e.g., percentage complete or estimated time left), wherein completion of each
respective job of the first plurality of jobs and the second plurality of jobs is monitored (along
with any other jobs running in the system) and displayed as progress metrics.

[24] In some aspects, in response to retrieving the progress of job completion, a user with
necessary permissions may decide to dynamically increase the systems’ performance, either
permanently or temporarily. For example, by allowing the system to create more workers in the
plurality of worker pools or by changing priority of other jobs.

[25] In some aspects, the method may verify each respective result of the plurality of data
outputs subsequent to performing each of the first plurality of jobs, and in response to detecting
an error in the respective result, may re-perform a respective job of the first plurality of jobs on a
respective partial data input of the plurality of partial data inputs, wherein the respective job and
the respective partial data input correspond to the respective result with the error.

[26] It should be noted that the methods described above may be implemented in a
system comprising a hardware processor. Alternatively, the methods may be implemented using
computer executable instructions of a non-transitory computer readable medium.

[27] The above simplified summary of example aspects serves to provide a basic
understanding of the present disclosure. This summary is not an extensive overview of all
contemplated aspects, and is intended to neither identify key or critical elements of all aspects
nor delineate the scope of any or all aspects of the present disclosure. Its sole purpose is to
present one or more aspects in a simplified form as a prelude to the more detailed description of
the disclosure that follows. To the accomplishment of the foregoing, the one or more aspects of

the present disclosure include the features described and exemplarily pointed out in the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[28] The accompanying drawings, which are incorporated into and constitute a part of this
specification, illustrate one or more example aspects of the present disclosure and, together with
the detailed description, serve to explain their principles and implementations.

[29] FIG. 1 is a high-level block diagram illustrating a system for dynamic job

performance in SMPC, in accordance with aspects of the present disclosure.
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[30] FIG. 2 is a block diagram illustrating worker processes interacting across different
nodes collectively performing SMPC protocols, in accordance with aspects of the present
disclosure.

[31] FIG. 3 is a block diagram illustrating an exemplary client controller, in accordance
with aspects of the present disclosure.

[32] FIG. 4 is a detailed block diagram illustrating a system for dynamic job performance
in SMPC, in accordance with aspects of the present disclosure.

[33] FIG. 5 is a detailed block diagram illustrating a system comprising offline workers
for dynamic job performance in SMPC, in accordance with aspects of the present disclosure.

[34] FIG. 6 illustrates a flow diagram of a method for dynamic job performance in
SMPC, in accordance with aspects of the present disclosure.

[35] FIG. 7 presents an example of a general-purpose computer system on which aspects

of the present disclosure can be implemented.

DETAILED DESCRIPTION

[36] Exemplary aspects are described herein in the context of a system, method, and computer
program product for dynamic job performance in SMPC. Those of ordinary skill in the art will
realize that the following description is illustrative only and is not intended to be in any way
limiting. Other aspects will readily suggest themselves to those skilled in the art having the
benefit of this disclosure. Reference will now be made in detail to implementations of the
example aspects as illustrated in the accompanying drawings. The same reference indicators will
be used to the extent possible throughout the drawings and the following description to refer to
the same or like items.

[37] The following definitions are established for the terms used in the present disclosure.

[38] Compiling is the act of taking a program’s source code, usually in a human readable format,
and converting the source code into byte/machine code, such that a machine can understand it.
[39] Programs, which are used interchangeably in the present disclosure with functions, compute
an output when given an input.

[40] Secret Inputs, which are used interchangeably in the present disclosure with function

arguments, are inputs secured using SMPC secret sharing techniques.
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[41] Complex Functions are functions that require other functions to be computed first, before
they can be used. For example, standard deviation is a complex function that requires the mean
to be computed first.

[42] A Worker Group is a group of worker processes, on each one of the SMPC parties, which
need to communicate with one another to compute some SMPC function.

[43] FIG. 1 is a high-level block diagram illustrating system 100 for dynamic job
performance in SMPC, in accordance with aspects of the present disclosure. System 100
comprises client controller 102, which can run on any platform or web browser, or even on an
on-premise node, and SMPC compute party 101. Party 101 comprises engine controller 104,
worker queue 106, database 108, and worker pool 110, which further comprises a plurality of
workers 112. In FIG. 1, the controller logic of a particular party such as party 101 exists in three
core locations: (1) the client, (2) the main engine controller, and (3) within the worker processes.
In an exemplary flow for querying, client controller 102 initialises a query and sends the query
type and some parameters of the query (e.g., the data input or the data input source) to engine
controller 104 on each party (e.g., party 101). Engine controller 104 evaluates the query, splits
the query into jobs, and pushes the jobs into worker queue 106. The worker processes (e.g.,
worker 112) in worker pool 110 pop from work queue 106, evaluate a received job and
respective inputs, and execute the job. The result from worker 112 can be stored in database
108, or sent directly back to engine controller 104. Each one of the components can run on
different resources (e.g., virtual machines and/or devices) and worker pool 110 can be made up
of worker processes on different resources. For example, a subset of workers 112 may be stored
on a first server and another subset of workers 112 may be stored on a second server.

[44] System 100 represents a complete controller comprising the elements 101-112. The
controller is configured to handle the following tasks listed in [45]-[59].

[45] System 100 has the ability to dynamically change parameters of a program that has
either been supplied by client controller 102, or is predefined in SMPC compute party 101 and
recompile the program (if the program requires compilation). The compilations may be cached in
some aspects so that future programs with the same parameters do not need to be compiled
again, increasing performance.

[46] Data can be uploaded into system 100 and securely stored in a database (e.g.



database 108) to be used later in a SMPC platform. Data integrity is maintained through the use
of message authentication codes. Data can also be retrieved from a third-party system, (e.g., a
blockchain network or remote database) by engine controller 104 and worker 112.

[47] The secure function/program executed by workers 112 can dynamically read data
inputs, and output results back to the controller. This allows data to be securely stored in a
database (e.g. database 108) when not in use, and for results to be logged for provenance and
caching purposes. Furthermore, programs do not need to be recompiled for differing inputs or
arguments.

[48] Given the computational intensity of computing data in a secure environment, the
engine controller 104 can automatically split a query into batches (i.e., into jobs) and push them
into work queue 106. Each worker 112 in the worker pool 110 may pop a given batch from work
queue 106, thus processing a subset of input data required for the overall query. This allows the
query batches to be run in parallel, giving greater performance for a single query.

[49] The controller can link the output of one secure program (or function) to be the input
to another, thus allowing programs to be linked together. For example, standard deviation
requires the mean value, which may be calculated via one program, and inputted into another
that computes the standard deviation.

[50] Given the automatic parallelisation feature in [48], the controller supports multiple
queries running at once (may be in parallel depending on the number of workers 112 in pool
110), even if submitted by different users with different functions. Queries may be started with
varying levels of priority, to allow high priority queries to have greater performance over lower
priority queries, even if running together on the same resources. Work queue 106 and worker
pool 110 guarantee that SMPC compute party 101 does not exhaust available resources when
multiple queries are running at once.

[51] The controller 104 and database 108 can securely join different datasets (i.e.,
database tables) together through the use of plaintext tokens that are identifiers within each
individual dataset. If tokens cannot be used, the controller can use a SMPC framework to join
datasets together. Results of joins can be stored back in the database 108 for future use. A user
of system 100 may further define a dataset, such that when data is uploaded, the dataset is

automatically joined with different sources already in the database, similar to a view in



databases.

[52] Given the resources required and complexity of running secure queries, the
controller can provide feedback to the user including but not limited to execution status, current
progress, and estimated time left.

[53] Using the controller allows different SMPC frameworks to be used (within reason as
data inputs need to be supported) and allow different secure computing techniques to be used
such as garbled or arithmetic circuits. One framework may offer greater performance over
another for some query types, thus it is desirable to use the fastest option.

[54] The controller may provide access control through identifying different users and
profiles, restricting their access, including but not limited to functions, data, number of queries
per time interval, number of outputs, and administrative settings. Furthermore, with multiple
query support, parallelisation and access controls, the controller may support a multitenancy
model.

[55] The controller can provide leak detection functionality. For example, if a query runs
under a threshold amount of records, input data may be leaked to other parties. Thus, the
controller can prevent queries from running under a threshold amount of records. For a system
where dynamic user functions (e.g., a program uploaded by client controller 102) are allowed,
SMPC compute party 101 may also proof the functions to limit the risk of data leakage. The
proof may be automatic, or manual by an administrator of SMPC compute party 101, or some
combination of both.

[56] With SMPC computation performed over multiple parties, network failure or any
other error during execution has a higher chance of occurring. The controller may thus perform
backups and error recovery automatically.

[57] To improve accuracy and possibly performance, the controller may utilize the client
controller 102 for stages of execution. For example, with the function standard deviation, the
mean is required. Client controller 102 can first get the result of mean and then provide a secret
share of the mean and send it back to the SMPC parties (e.g., party 101), which can then
compute the standard deviation.

[58] On the upload of new data from client controller 102, or the updating/appending of

data, the engine controller 104 may automatically run predefined queries over the data and cache



the results back in database 108. In some aspects, this occurs when no other queries are being
handled by system 100, or by setting the lowest priority when pushing to work queue 106. Thus,
when a user submits a query via client controller 102, there is a higher chance the results are
already available - improving the users’ perceived performance of the system.

[59] For large datasets, the query performance may be slow. However, certain datasets
simply grow over time (e.g., storage of data acquired from Internet of Things (IoT) devices on a
timely basis). The controller may retrieve old query results from database 108 and only run
functions on the new data, such that a given function does not have to be rerun over the entire
dataset.

[60] FIG. 2 is a block diagram illustrating worker processes interacting across different
nodes collectively performing SMPC protocols, in accordance with aspects of the present
disclosure. In FIG. 2, nodes 202, 208 and 214 represent parties such as party 101. Each node
comprises a worker pool (i.e., worker pool 204, 210, and 216) that is comparable to worker pool
110. Furthermore, each worker process such as worker 206 on each party can have a
corresponding worker on the other parties. For example, workers 206, 212, and 218 may
communicate with each other when computing an SMPC protocol and exchange details. In some
aspects, each controller may advertise which job is on which worker, so that the workers on the
different parties can connect with each other, or it could be predefined for greater performance.
[61] Suppose that workers 206, 212, and 218 are connected to each other. When the
controller assigns a job to worker 206, the same job will be assigned by the controllers associated
with workers 212 and 218. It should be noted that each worker in a party may have a different IP
address and port, which allows singular communication between workers.

[62] Consider a scenario in which node 202, node 208, and node 214 represent software
companies that want to determine the combined average of the salaries of their software
engineers. However, the respective nodes may not want to reveal the salary information to one
another, and simply wish to know how they compare to the overall average. This may be, for
example, because the individual companies wish to determine whether their salaries are
competitive in the market. Note that the three companies could also outsource the computation,
where the system is managed by different entities. The salaries and function output in this case

would still remain private from the computation entities.
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[63] Using SMPC principles, the client controllers of each node may split the data input
into a number of portions equal to the number of nodes that are communicating with one another.
In this example, because there are only three nodes, the client controllers (e.g., client controller
102) split their respective data inputs into three portions, which are secret shares. Each node
may have a dataset comprising of a plurality of salaries for each software engineer at the
respective company. For example, the dataset for node 202 may comprise a 1x10 array of 10
salaries for their 10 software engineers. For simplicity, suppose that each of the other nodes also
only have 10 software engineers (although the size of the datasets may of course vary in some
aspects). The client controller of each node will upload its own dataset into the system
comprising of node 202, node 208, and node 214, thus the dataset is split into secret shares, and
partially stored on each node. For example, in the dataset of node 202, the first element may be
$90k. The client controller of node 202 generates three elements that read $20k, $40k, and $30k.
When added, these elements produce a sum of $90k. However, when considered individually,
one cannot determine the original value.

[64] The client controller of each node may then wish to combine the three datasets
discussed above into one data input (a union). In this example, the data input may be an 1x30
array comprising 30 sub-salaries (i.e., portions of the original salaries from each of the original
datasets). The client controller may each then send an SMPC query that indicates a processing
job to be performed on the data input. For example, the processing job may be to determine the
average associated with the data input. It should be noted that the data input received by the
engine controller of each node is linked. In other words, the average is to be determined of all of
the original salaries across the three companies.

[65] The method may determine a query type of the SMPC query and parameters of the
data input. A query type indicates whether the query involves performing a complex function or
a simple mathematical function (e.g., addition). For example, the engine controller of each node
may determine that the query involves determining an average, which is a complex function
because it involves performing several mathematical operations instead of one. In terms of the
attributes of the data input, the engine controller may determine how many other nodes have a
portion of the data input and the size/layout of the dataset. The engine controllers 104 and

databases 108 on each plurality of nodes can perform the union on the secret shares previously
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uploaded by the client controllers of node 202, node 208, and node 214.

[66] In some aspects, the data input may include additional information such as in an
extra column. For example, rather than only software engineers, the companies may provide
salaries of hardware engineers as well and may want to know the average for each professions
salaries and the average of all salaries. In such a case, the parameters of the data input may
indicate the number of rows and columns in the data input and the number of rows and columns
for each profession. The engine controller may analyze each data input to determine
classifications of portions of the data input (e.g., rows 1-15 represent profession A and rows 16-
30 represent profession B).

[67] The engine controller may then split the data input, if necessary, to generate a
plurality of partial data inputs, based on the parameters and the query type. The engine
controller may generate a first plurality of jobs to perform on the plurality of partial data inputs.
For example, each engine controller may determine that the job of determining an average can be
split into multiple smaller jobs: determining a sum and dividing the sum by the total number of
inputs, which can be split into smaller jobs depending on the size of the data input.

[68] The engine controller may push each of the first plurality of jobs into a worker
queue. A plurality of workers of each node may perform each of the first plurality of jobs in the
worker queue on a respective partial data input of the plurality of partial data inputs to determine
a plurality of data outputs. For example, if there are 30 inputs for each dataset, rather than having
one worker perform 30 additions, each worker may be tasked with adding two numbers to
generate an output. Because multiple workers are each performing a single operation, the results
are acquired faster.

[69] In response to determining that the query type indicates that the plurality of data
outputs should be joined, the method may generate a second plurality of jobs to perform on the
plurality of data outputs. For example, if 15 workers are tasked with adding two numbers, there
are 15 output values. These output values alone cannot provide a mean because the mean is
meant to be one number. Thus, the workers send the results back to the engine controller, which
creates a second plurality of jobs. This plurality of jobs may again individually task each worker
to add two or more output values. Those results are fed back into the loop with more small jobs

until a single result is output. This result is then divided by the number of salaries in the data
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input in a last job, determined by the engine controller, to determine a mean. The secret shared
mean values are exchanged back to the client connectors, which can then determine the final
result.

[70] In some aspects, the pool of worker processes communicate with a respective pool of
worker processes on each of the plurality of nodes, and the results associated with the SMPC
queries from each of the nodes are exchanged using tokens that identify a respective result, a
respective node, and the SMPC query. For example, the final workers that determine a portion
of the mean may be synchronized to exchange the results with tokens that serve as metadata that
the respective workers can interpret.

[71] In some aspects, the method may increase the amount of worker processes in the
pool of worker processes in response to receiving the SMPC query and may decrease the amount
of worker processes in the pool in response to determining the combined result. In some aspects,
the amount of worker processes is proportional to an amount of jobs in the first plurality of jobs
and the second plurality of jobs. For example, to perform the first set of additions, the engine
controller may require 15 workers (where each performs an addition). In the second plurality of
jobs (to add the output values), only 7 workers are needed. The engine controller may adjust the
number of workers that need to be activated based on these values, or may abide by a hard limit
(e.g. maximum number of workers), and may also take into consideration parameters such as
required computation, date/time of day, financial costs, power consumption, or available network
bandwidth.

[72] In some aspects, the first plurality of jobs and the second plurality of jobs may
comprise at least one of: (1) sorting, (2) filtering, (3) mapping, (4) reducing, or (5) performing a
mathematical operation. For example, some functions may be required to determine a max value
(e.g., a reducing function). Depending on the algorithm used, a job may involve performing a
sort.

[73] In some aspects, the combined result is stored as one of a secret share, a hash value,
or a plaintext value. For example, the combined result of the mean may be needed to determine
a standard deviation. Users may choose how they wish to store the output and in what format.
[74] In some aspects, the engine controller may cache the SMPC query and the combined

result. The method may receive another SMPC query. In response to determining that another
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SMPC query matches the SMPC query, the client controller may output the previous combined
result. For example, if the companies choose to re-determine the average value, or choose to
perform a function that involves determining the mean (e.g., standard deviation), rather than
determining the mean again for the same data input, the engine controller may retrieve the
cached value and have the client controller output the value.

[75] In some aspects, the engine controller may cache the plurality of partial data inputs
and the first plurality of jobs. The engine controller may receive another SMPC query
comprising another data input (e.g., another set of salaries). The engine controller may split the
another data input into a third plurality of jobs such that the third plurality of jobs comprises the
first plurality of jobs and another plurality of jobs. The another data input may be split into
another partial data inputs, which comprise the plurality of partial data inputs. The engine
controller may determine that a partial result of performing the third plurality of jobs on the
plurality of another partial data inputs is the plurality of data outputs from the first plurality of
jobs, and may perform a remainder of the third plurality of jobs on a remainder of the plurality of
another partial data inputs. For example, suppose that at a later time, the companies have
employed new software engineers and have kept all other salaries the same as before. Rather
than determining the salaries of all the software engineers by re-summing all values, the engine
controller may re-use the original sum and simply add the new individual salaries.

[76] In some aspects, subsequent to receiving the SMPC query, the engine controller may
receive another SMPC query, and may append another data input of the another SMPC query to
the data input of the SMPC query. For example, the engine controller may receive another data
input from a different client controller. Based on the availability of workers, rather than
performing the queries in series, the engine controller may push jobs into the worker queue 106
associated with the SMPC query and the another SMPC query in parallel. This worker queue 106
may take into consideration job priority or treat each job equally, and pop jobs accordingly.

[77] In some aspects, generating the first plurality of jobs to perform on the plurality of
partial data inputs further comprises automatically compiling at least one program to execute on
the plurality of partial data inputs, wherein the at least one program is cached. For example, the
workers may use a compiler to perform certain jobs. Because the compiler may already have

some pre-compiled code, the engine controller may seek to use the pre-compiled code. If no
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code exists, new code may be compiled and cached. If all the workers require the same compiled
code, it will be compiled once by the compiler, then given to the requesting workers.

[78] In some aspects, the data input is one of: (1) an output from a secure function, (2)
data stored in an internal database, (3) data retrieved from an external database, or (4) included
as a parameter of the query

[79] In some aspects, the engine controller may output, to a client controller, a progress
of job completion, wherein completion of each respective job of the first plurality of jobs and the
second plurality of jobs is monitored and displayed as the progress to the user. This is
particularly useful for very complicated functions that involve very large datasets.

[80] In some aspects, in response to retrieving the progress of job completion, a user with
necessary permissions may decide to dynamically increase the systems’ performance, either
permanently or temporarily. For example, by allowing the system to create more workers in the
plurality of worker pools, or by changing priority of other jobs.

[81] In some aspects, the engine controller may verify each respective result of the
plurality of data outputs subsequent to performing each of the first plurality of jobs, and in
response to detecting an error in the respective result, may re-perform a respective job of the first
plurality of jobs on a respective partial data input of the plurality of partial data inputs, wherein
the respective job and the respective partial data input correspond to the respective result with
the error. For example, if a worker mistakenly adds two values and determines the message
authentication code associated with a respective result is incorrect, the engine controller may
request the worker to re-determine the sum.

[82] FIG. 3 is a block diagram illustrating an exemplary client controller 300, in
accordance with aspects of the present disclosure. Client controller 300 may be a service via
APIs (e.g., APl 314) or used as a library for other programs. API 314 provides a means for
external services to use client controller 300.

[83] Data 302 is a data source that calls API 314 of client controller 300 (comparable to
client controller 102) to upload data. Data manager 304 is configured to upload, append, and
delete datasets (or tables in the context of a database) within the system 100. Data manager 304
also returns metadata on existing datasets for a user to be able to query. It should be noted that

for security purposes, at no point can a dataset (by default) be retrieved back from controller 300.
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[84] SMPC sharer 306 is configured to take plaintext data and split the data into secret
shares if the data is specified as private (e.g., a column is specified as a secret column). SMPC
sharer 306 calls the rules module (i.e., rules 308) to format the data before splitting. Rules 308
checks the data types being uploaded and performs conversions as necessary. For example, rules
308 may convert a string into a numerical format so that the string supports operations such as
search. Rules 308 may also block certain types of information that are predetermined to be
sensitive data (e.g., credit card numbers), or may remove rows contain missing values (e.g., a
row with a column containing null).

[85] Querier 310 is a module that handles the submission of queries to the SMPC engine
such that complex functions are broken into simpler functions with their respective data portions
as inputs. Querier 310 may join together the results of each single query once each has been
completed. Querier 310 may use SMPC sharer 306 to convert any respective arguments to secret
shares, or convert any results from the SMPC compute parties 320 that exist as secret shares to
plaintext. Client logic 312 is for advanced queries where multiple queries are required to be
joined together. These queries may be specified by the user, and client logic 312 may be
responsible for parsing any user defined functions, before they are passed to the SMPC compute
parties 320.

[86] Third-party application 316 is example of an application which may use the client
connector 300 as a library. This means that client controller 300 is built into app 316 and
unnecessary API calls are thus not required. For example, if a website asks for a client to input
data, the application 316 can run the client controller 300 within the web browser, such that the
client’s private input only leaves their device in secret shares.

[87] Actor 318 may be a user calling client controller 300 to run a query. User 318 may,
for example, use a web browser or another application to call client controller 300.

[88] SMPC compute party 320, which is a party in the SMPC compute network, is
connected to from client controller 300. There can be many different parties that client controller
300 talks to. SMPC compute party 320 is comparable to SMPC compute party 101 of FIG. 1.
[89] Client controller 300 may connect to a proxy or gateway instead of the SMPC
compute party 320 directly. All data (even in secret shares) can be encrypted such that only the

SMPC compute party 320 can decrypt it - thus hiding the data from the proxies or gateways. This
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is particularly critical in the case where one gateway connects to all of the plurality of SMPC
compute parties.

[90] FIG. 4 is a detailed block diagram illustrating system 400 for dynamic job
performance in SMPC, in accordance with aspects of the present disclosure. SMPC compute
party 401 is comparable to one of the SMPC compute parties 320. Party controller 402 is
comparable to engine controller 104 of FIG. 1. API1 404 allows client controller 300 to call party
controller 402.

[91] Access control 406 is configured to authenticate users (e.g., actor 318) and verify the
actions the users are trying to perform. Because this module is on each party, each access
control module on each party must agree with the action taking place before the action can
actually be performed. If less than a threshold number of access control modules approve an
action (e.g., less than half), the action will be denied. Single factor user authentication may be
achieved by access control 406 using techniques including but not limited to: (1) unique
password per node, (2) public key authentication, (3) pre-shared keys, (4) an SMPC-based
password and comparison function (i.e., the password hash is split into secret shares), or (5) via a
remote service (e.g., single sign-on). Multifactor authentication may also be achieved by access
control 406.

[92] Data manager 408 is an interface into the database 420, and is able to handle
requests from the client in terms of creating, appending, filtering, etc., datasets. Data manager
408 also caches results, and can nullify any cached results if the dataset changes. Data manager
408 may further be configured to schedule when to start processing of certain configured queries
(e.g., either straight away, or during quiet times as a form of pre-processing when no other
queries are being handled).

[93] Query logic 410 is a module that determines how queries are constructed. For
example, query logic 410 determines whether a given query requires other queries to be run first,
or, is the output from the query feed into another query. Query logic 410 may also cache results
such that that if a request is received with the same query and parameters, query logic 410 can
check for a cached version via data manager 408.

[94] Job splitter 412 is configured to divide a job that resolves a query and creating

multiple jobs for the online workers in worker pool 422 to process. Job splitter 412 essentially
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transforms a single query into a parallel query (assuming the query supports being split into
jobs). The jobs created by job splitter 412 are pushed into job queue 416, which takes jobs from
party controller 402 and allows workers to pop them as they are available.

[95] Resource manager 414 is a module that helps to reduce energy consumption of the
system when it is idle, while also allowing for greater performance when the system is busy.
Resource manager 414 helps maintain the size of process pools (e.g., worker pool 422) by adding
and/or removing processes (e.g., workers 424) as needed. As discussed in FIG. 2, processes in
different parties may connect to each other to perform certain actions. Accordingly, resource
managers across the parties may communicate with each other to keep in sync with the number
and configuration of processes.

[96] Resource manager 414 can also increase the number of processes in a pool if a queue
or store of required data is becoming empty. For example, a queue which contains precomputed
Beaver triples used by SMPC protocols in SMPC frameworks A-Z drops below a threshold, the
resource manager may increase the number of Beaver triple producers to refill the queue. The
resource manager may also prioritise resources such that at night, some processes (e.g., Beaver
triples producers) are running on a majority of the resources, but once queries enter the system
401, resources are returned back to workers 424.

[97] Results queue 418 receives and holds results published by the workers 424. The
results are then popped by query logic 410 of party controller 402. Database 420 of the party
holds all information such as datasets, provenance records, caching of results, and authentication
information. Database 420 can be a single or a distributed database such that the primary
resource (for example a server) of a worker 424 can have a copy of database 420 for faster read
times.

[98] Worker pool 422 is made up of a variable number of workers 424, and is configured
by the resource manager 414 as described previously. Worker controller 424 manages the actual
processing of a job. Multiple worker pool 422s can exist within the system on different resources
(e.g., servers), and can contain different process types (e.g., workers 424).

[99] Job manager 426 is a module that pops a job from job queue 416 when it is idle (e.qg.,
just finished running another job) and sets up the computation. The setup process involves

choosing which Secure Framework to use in the worker (e.g., SMPC framework A, B, C, etc.).
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Based on attributes of a job, job manager 426 selects the appropriate framework. An example of
a secure framework is SCALE-MAMBA or SPDZ. One skilled in the art will appreciate that
any type of SMPC framework may be used.

[100] SMPC 1/0 428 is a module that handles the communication from the secure engine
process, and can read or write data from the secure process. Any data required from database 420
will be handled by this module. SMPC 1/0 428 can also write back results to the results queue
418, and if needed, write back to database 420. If the job has secret arguments, SMPC 1/O 428
may request the arguments from job manager 426 to write to the secure process.

[101] Compute module 430 of a given framework (e.g., compute 430A of framework A
and compute 430Z of framework Z) is responsible for starting the secure compute process for
that SMPC framework. In some aspect, compute module 430 will need to first have some
compiled function or byte code to execute, which can come from either the program manager
434 or compiler 438, depending on the framework.

[102] Controller 1/0 module 432 of a given framework represents the input and output
done from within the secure compute process started by compute module 430 for a particular
framework.

[103] Program manager 434 provides the byte code for the secure compute process to
execute. In some aspects, manager 434 will first check cache 436 to see if the query type of a
query and parameters of a data input have already been compiled and used on this worker. If a
cache miss is returned, manager 434 requests compiler service 440 to provide the byte code.
Manager 434 then saves the received code from compiler service 440 in the cache 436 for future
use. It should be noted that the secure input data into the secure functions does not affect the
byte code.

[104] Cache 436 provides a cache for byte code where the key is the job type and
parameters such as but not limited to number of rows, columns, batch size, and plain arguments.
[105] Compiler 438 combines program manager 434, cache 436, and compiler service 440
into one, as this framework has a quick compiler, and does not need the added overhead of using
another service. Some SMPC frameworks may not need compiler 438 or program manager 434.
[106] Compiler service 440 is a module for compiling and caching byte code for secure

execution. Its benefit is that for slow compilation, caching byte code that can be reused across
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all the workers 424 improves efficiency. It also means if resource manager 414 removes worker
424, the cached byte code still exists within service 440. Service 440 may also precompile a
number of programs which are likely to be requested often. For example, suppose that a
program can only process a maximum of X rows, then parameters of X rows is likely to be
requested often for large datasets. Compiler 442 may take the query type and parameters of a
query and first check cache 444 for an existing compilation. If one does not exist, compiler 442
may compile the byte code and store the result in cache for future use.

[107] If client controller 300 has supplied a custom user function, the program code can
either be (1) passed with the job arguments to worker 424, (2) automatically pushed to compiler
service 440, where the job arguments and program manager 434 specify the program via some
ID, and (3) automatically pushed to compiler 438, where the job arguments specify the program
via some ID.

[108] FIG. 5 is a detailed block diagram illustrating system 500 comprising offline workers
for dynamic job performance in SMPC, in accordance with aspects of the present disclosure. As
shown in FIG. 5, offline workers 506 of worker pool 422b generate offline data in a split format
(e.g., the value of 10 may be split three ways into 3, 5, and 2). Offline workers 506 are known as
producers in a typical queue model, as they are pushing data (e.g., Beaver triples) into the queues
such as offline queue 504. Online workers 502 of worker pool 422a are known as the consumers
of offline queue 504, and pop data from the queue in order to apply functions to the jobs data
inputs (e.g., multiplication with Beaver triples). This improves the performance of the system as
offline data is pre-generated for the online workers 502. As discussed before, resource manager
414 may adjust the number of workers in the pool. This applies to both online workers 502 and
offline workers 506. In some aspects, worker pool 422a and worker pool 422b are comprised in
the same worker pool 422. In other aspects, worker pool 422a and 422b are different worker
pools, each dedicated to online workers and offline workers, respectively.

[109] FIG. 6 illustrates a flow diagram of method 600 for dynamic job performance in
SMPC, in accordance with aspects of the present disclosure. At 602, the controller comprising
client controller 102 and elements of SMPC compute party 101 receives an SMPC query that
indicates a processing job to be performed on a data input. At 604, the controller determines a

query type of the SMPC query and parameters of the data input. At 606, the controller splits the
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data input to generate a plurality of partial data inputs, based on the parameters and the query
type.

[110] At 608, the controller generates a first plurality of jobs to perform on the plurality of
partial data inputs. At 610, the controller pushes each of the first plurality of jobs into a worker
queue. At 612, the controller performs each of the first plurality of jobs in the worker queue on a
respective partial data input of the plurality of partial data inputs to determine a plurality of data
outputs. At 614, the controller determines whether the plurality of data outputs need to be joined
or processed further.

[111] In response to determining that the plurality of data outputs needs to be joined or
processed further, at 616, the controller generates another plurality of jobs to perform on the
plurality of data outputs. At 618, the controller pushes each of the another plurality of jobs into
the worker queue. At 620, the controller performs each of the another plurality of jobs in the
worker queue on a respective partial data output of the plurality of data outputs to determine a
combined plurality of data outputs (i.e., a combined result) of the processing job. At 614, the
controller again determines whether the combined plurality of data outputs need to be joined or
processed further.

[112] In response to determining, at 614, that the plurality of data outputs or the combined
plurality of data outputs do not need to be joined, at 622, the controller outputs the combined
plurality of data outputs (i.e., the combined result).

[113] FIG. 7 is a block diagram illustrating a computer system 20 on which aspects of
systems and methods for dynamic job performance in SMPC may be implemented in accordance
with an exemplary aspect. The computer system 20 can be in the form of multiple computing
devices, or in the form of a single computing device, for example, a desktop computer, a
notebook computer, a laptop computer, a mobile computing device, a smart phone, a tablet
computer, a server, a mainframe, an embedded device, and other forms of computing devices.
[114] As shown, the computer system 20 includes a central processing unit (CPU) 21, a
system memory 22, and a system bus 23 connecting the various system components, including
the memory associated with the central processing unit 21. The system bus 23 may comprise a
bus memory or bus memory controller, a peripheral bus, and a local bus that is able to interact

with any other bus architecture. Examples of the buses may include PCI, ISA, PCI-Express,

21



HyperTransport™, InfiniBand™, Serial ATA, I°C, and other suitable interconnects. The central
processing unit 21 (also referred to as a processor) can include a single or multiple sets of
processors having single or multiple cores. The processor 21 may execute one or more computer-
executable code implementing the techniques of the present disclosure. For example, any of
commands/steps discussed in FIGS. 1-6 may be performed by processor 21. The system
memory 22 may be any memory for storing data used herein and/or computer programs that are
executable by the processor 21. The system memory 22 may include volatile memory such as a
random access memory (RAM) 25 and non-volatile memory such as a read only memory (ROM)
24, flash memory, etc., or any combination thereof. The basic input/output system (BIOS) 26
may store the basic procedures for transfer of information between elements of the computer
system 20, such as those at the time of loading the operating system with the use of the ROM 24.
[115] The computer system 20 may include one or more storage devices such as one or
more removable storage devices 27, one or more non-removable storage devices 28, or a
combination thereof. The one or more removable storage devices 27 and non-removable storage
devices 28 are connected to the system bus 23 via a storage interface 32. In an aspect, the storage
devices and the corresponding computer-readable storage media are power-independent modules
for the storage of computer instructions, data structures, program modules, and other data of the
computer system 20. The system memory 22, removable storage devices 27, and non-removable
storage devices 28 may use a variety of computer-readable storage media. Examples of
computer-readable storage media include machine memory such as cache, SRAM, DRAM, zero
capacitor RAM, twin transistor RAM, eDRAM, EDO RAM, DDR RAM, EEPROM, NRAM,
RRAM, SONOS, PRAM; flash memory or other memory technology such as in solid state drives
(SSDs) or flash drives; magnetic cassettes, magnetic tape, and magnetic disk storage such as in
hard disk drives or floppy disks; optical storage such as in compact disks (CD-ROM) or digital
versatile disks (DVDs); and any other medium which may be used to store the desired data and
which can be accessed by the computer system 20.

[116] The system memory 22, removable storage devices 27, and non-removable storage
devices 28 of the computer system 20 may be used to store an operating system 35, additional
program applications 37, other program modules 38, and program data 39. The computer system

20 may include a peripheral interface 46 for communicating data from input devices 40, such as
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a keyboard, mouse, stylus, game controller, voice input device, touch input device, or other
peripheral devices, such as a printer or scanner via one or more /O ports, such as a serial port, a
parallel port, a universal serial bus (USB), or other peripheral interface. A display device 47 such
as one or more monitors, projectors, or integrated display, may also be connected to the system
bus 23 across an output interface 48, such as a video adapter. In addition to the display devices
47, the computer system 20 may be equipped with other peripheral output devices (not shown),
such as loudspeakers and other audiovisual devices.

[117] The computer system 20 may operate in a network environment, using a network
connection to one or more remote computers 49. The remote computer (or computers) 49 may be
local computer workstations or servers comprising most or all of the aforementioned elements in
describing the nature of a computer system 20. Other devices may also be present in the
computer network, such as, but not limited to, routers, network stations, peer devices or other
network nodes. The computer system 20 may include one or more network interfaces 51 or
network adapters for communicating with the remote computers 49 via one or more networks
such as a local-area computer network (LAN) 50, a wide-area computer network (WAN), an
intranet, and the Internet. Examples of the network interface 51 may include an Ethernet
interface, a Frame Relay interface, SONET interface, and wireless interfaces.

[118] Aspects of the present disclosure may be a system, a method, and/or a computer
program product. The computer program product may include a computer readable storage
medium (or media) having computer readable program instructions thereon for causing a
processor to carry out aspects of the present disclosure.

[119] The computer readable storage medium can be a tangible device that can retain and
store program code in the form of instructions or data structures that can be accessed by a
processor of a computing device, such as the computing system 20. The computer readable
storage medium may be an electronic storage device, a magnetic storage device, an optical
storage device, an electromagnetic storage device, a semiconductor storage device, or any
suitable combination thereof. By way of example, such computer-readable storage medium can
comprise a random access memory (RAM), a read-only memory (ROM), EEPROM, a portable
compact disc read-only memory (CD-ROM), a digital versatile disk (DVD), flash memory, a

hard disk, a portable computer diskette, a memory stick, a floppy disk, or even a mechanically
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encoded device such as punch-cards or raised structures in a groove having instructions recorded
thereon. As used herein, a computer readable storage medium is not to be construed as being
transitory signals per se, such as radio waves or other freely propagating electromagnetic waves,
electromagnetic waves propagating through a waveguide or transmission media, or electrical
signals transmitted through a wire.

[120] Computer readable program instructions described herein can be downloaded to
respective computing devices from a computer readable storage medium or to an external
computer or external storage device via a network, for example, the Internet, a local area
network, a wide area network and/or a wireless network. The network may comprise copper
transmission cables, optical transmission fibers, wireless transmission, routers, firewalls,
switches, gateway computers and/or edge servers. A network interface in each computing device
receives computer readable program instructions from the network and forwards the computer
readable program instructions for storage in a computer readable storage medium within the
respective computing device.

[121] Computer readable program instructions for carrying out operations of the present
disclosure may be assembly instructions, instruction-set-architecture (ISA) instructions, machine
instructions, machine dependent instructions, microcode, firmware instructions, state-setting
data, or either source code or object code written in any combination of one or more
programming languages, including an object oriented programming language, and conventional
procedural programming languages. The computer readable program instructions may execute
entirely on the user's computer, partly on the user's computer, as a stand-alone software package,
partly on the user's computer and partly on a remote computer or entirely on the remote
computer or server. In the latter scenario, the remote computer may be connected to the user's
computer through any type of network, including a LAN or WAN, or the connection may be
made to an external computer (for example, through the Internet). In some embodiments,
electronic circuitry including, for example, programmable logic circuitry, field-programmable
gate arrays (FPGA), or programmable logic arrays (PLA) may execute the computer readable
program instructions by utilizing state information of the computer readable program instructions
to personalize the electronic circuitry, in order to perform aspects of the present disclosure.

[122] In various aspects, the systems and methods described in the present disclosure can
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be addressed in terms of modules. The term "module” as used herein refers to a real-world
device, component, or arrangement of components implemented using hardware, such as by an
application specific integrated circuit (ASIC) or FPGA, for example, or as a combination of
hardware and software, such as by a microprocessor system and a set of instructions to
implement the module’s functionality, which (while being executed) transform the
microprocessor system into a special-purpose device. A module may also be implemented as a
combination of the two, with certain functions facilitated by hardware alone, and other functions
facilitated by a combination of hardware and software. In certain implementations, at least a
portion, and in some cases, all, of a module may be executed on the processor of a computer
system. Accordingly, each module may be realized in a variety of suitable configurations, and
should not be limited to any particular implementation exemplified herein.

[123] In the interest of clarity, not all of the routine features of the aspects are disclosed
herein. It would be appreciated that in the development of any actual implementation of the
present disclosure, numerous implementation-specific decisions must be made in order to
achieve the developer’s specific goals, and these specific goals will vary for different
implementations and different developers. It is understood that such a development effort might
be complex and time-consuming, but would nevertheless be a routine undertaking of engineering
for those of ordinary skill in the art, having the benefit of this disclosure.

[124] Furthermore, it is to be understood that the phraseology or terminology used herein
is for the purpose of description and not of restriction, such that the terminology or phraseology
of the present specification is to be interpreted by the skilled in the art in light of the teachings
and guidance presented herein, in combination with the knowledge of those skilled in the
relevant art(s). Moreover, it is not intended for any term in the specification or claims to be
ascribed an uncommon or special meaning unless explicitly set forth as such.

[125] The various aspects disclosed herein encompass present and future known
equivalents to the known modules referred to herein by way of illustration. Moreover, while
aspects and applications have been shown and described, it would be apparent to those skilled in
the art having the benefit of this disclosure that many more modifications than mentioned above

are possible without departing from the inventive concepts disclosed herein.
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CLAIMS

1. A method for dynamic job performance in secure multiparty computation (SMPC),
the method comprising:

receiving an SMPC query that indicates a processing job to be performed on respective
data inputs from a plurality of nodes, wherein the SMPC query is received by all of the plurality
of nodes from a client controller;

determining a query type of the SMPC query and parameters of the data input;

splitting each of the respective data inputs to generate a plurality of partial data inputs,
based on the parameters and the query type;

generating a first plurality of jobs based on the processing job to perform on the plurality
of partial data inputs;

pushing each of the first plurality of jobs into a worker queue;

performing, by the plurality of nodes, each of the first plurality of jobs in the worker queue
on a respective partial data input of the plurality of partial data inputs to determine a plurality of
partial data outputs;

in response to determining that the query type indicates that the plurality of data outputs
should be joined, generating a second plurality of jobs based on the processing job to perform on
the plurality of partial data outputs;

pushing each of the second plurality of jobs into the worker queue; and

performing, by the plurality of nodes, each of the second plurality of jobs in the worker
queue on a respective partial data output of the plurality of partial data outputs to determine a

combined result of the processing job.

2. The method of claim 1, wherein each of the plurality of nodes comprises a pool of
worker processes that perform a plurality of jobs pushed into the worker queue, wherein the
plurality of jobs comprises at least the first plurality of jobs and the second plurality of jobs, and
wherein a respective worker process of the pool performs a respective job popped from the worker

gueue until all of the plurality of jobs are complete.
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3. The method of claim 2, wherein the pool of worker processes communicate with a
respective pool of worker processes on each of the plurality of nodes, and wherein results
associated with SMPC queries from each of the nodes are exchanged using tokens that identify a

respective result, a respective node, and the SMPC query.

4. The method of claim 2, further comprising:

increasing an amount of worker processes in the pool of worker processes in response to
receiving the SMPC query; and

decreasing the amount of worker processes in the pool in response to determining the

combined result.

5. The method of claim 4, wherein the amount of worker processes is at least one of:
proportional to an amount of jobs in the first plurality of jobs and, less than a maximum amount

of workers.

6. The method of claim 4, wherein increasing and decreasing the amount of worker
processes in a worker pool is based on at least one of: required computation, time of day, date,

financial costs, power consumption, and available network bandwidth.

7. The method of claim 1, wherein the first plurality of jobs and the second plurality
of jobs may comprise at least one of:

(2) sorting,

(2) filtering,

(3) mapping,

(4) reducing, and

(5) performing a mathematical operation.

8. The method of claim 1, wherein the combined result is stored as one of a secret

share, a hash value, or a plaintext value.
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9. The method of claim 1, further comprising:

caching the SMPC query and the combined result;

receiving another SMPC query;

in response to determining that the another SMPC query matches the SMPC query,
outputting the cached combined result.

10.  The method of claim 1, further comprising:

caching the plurality of partial data inputs and the first plurality of jobs;

receiving another SMPC query comprising another data input;

splitting the another data input into a third plurality of jobs such that the third plurality of
jobs comprises the first plurality of jobs and a plurality of another partial data inputs comprises the
plurality of partial data inputs;

determining that a partial result of performing the third plurality of jobs on the plurality of
another partial data inputs is the plurality of data outputs from the first plurality of jobs; and

performing a remainder of the third plurality of jobs on a remainder of the plurality of

another partial data inputs.

11.  The method of claim 1, further comprising:
subsequent to receiving the SMPC query, receiving another SMPC query; and
appending another data input of the another SMPC query to the data input of the SMPC

query.

12.  The method of claim 11, further comprising pushing jobs associated with the SMPC
query and the another SMPC query in parallel.

13.  The method of claim 1, wherein the data input is a secret share, received from a

client controller, that is encoded or has additional encoding such that contents of the data input are

securely searchable.
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14.  The method of claim 1, wherein generating the first plurality of jobs to perform on
the plurality of partial data inputs further comprises automatically compiling at least one program
to execute on the plurality of partial data inputs, wherein the at least one program is cached.

15.  The method of claim 1, wherein the data input is one of:
(1) an output from a secure function;

(2) data stored in an internal database;

(3) data retrieved from an external database; and

(4) included as a parameter of the SMPC query.

16.  The method of claim 1, further comprising:
outputting, to a client controller, a progress of job completion, wherein completion of each
respective job of the first plurality of jobs and the second plurality of jobs is monitored and

displayed as the progress.

17.  The method of claim 1, further comprising:

verifying each respective result of the plurality of data outputs subsequent to performing
each of the first plurality of jobs; and

in response to detecting an error in a respective message authentication code associated
with a respective result, re-performing a respective job of the first plurality of jobs on a respective
partial data input of the plurality of partial data inputs, wherein the respective job and the respective

partial data input correspond to the respective result with the error.

18. A system for dynamic job performance in secure multiparty computation (SMPC),
the system comprising:
at least one hardware processor configured to:

receive an SMPC query that indicates a processing job to be performed on respective data
inputs from a plurality of nodes, wherein the SMPC query is received by all of the plurality of
nodes from a client controller;

determine a query type of the SMPC query and parameters of the data input;
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split each of the respective data inputs to generate a plurality of partial data inputs, based
on the parameters and the query type;

generate a first plurality of jobs based on the processing job to perform on the plurality of
partial data inputs;

push each of the first plurality of jobs into a worker queue;

perform, by the plurality of nodes, each of the first plurality of jobs in the worker queue on
a respective partial data input of the plurality of partial data inputs to determine a plurality of partial
data outputs;

in response to determining that the query type indicates that the plurality of data outputs
should be joined, generate a second plurality of jobs based on the processing job to perform on the
plurality of partial data outputs;

push each of the second plurality of jobs into the worker queue; and

perform, by the plurality of nodes, each of the second plurality of jobs in the worker queue
on a respective partial data output of the plurality of partial data outputs to determine a combined

result of the processing job.

19. A non-transitory computer readable medium storing thereon computer executable
instructions for dynamic job performance in secure multiparty computation (SMPC), including
instructions for:

receiving an SMPC query that indicates a processing job to be performed on respective
data inputs from a plurality of nodes, wherein the SMPC query is received by all of the plurality
of nodes from a client controller;

determining a query type of the SMPC query and parameters of the data input;

splitting each of the respective data inputs to generate a plurality of partial data inputs,
based on the parameters and the query type;

generating a first plurality of jobs based on the processing job to perform on the plurality
of partial data inputs;

pushing each of the first plurality of jobs into a worker queue;
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performing, by the plurality of nodes, each of the first plurality of jobs in the worker queue
on a respective partial data input of the plurality of partial data inputs to determine a plurality of
partial data outputs;

in response to determining that the query type indicates that the plurality of data outputs
should be joined, generating a second plurality of jobs based on the processing job to perform on
the plurality of partial data outputs;

pushing each of the second plurality of jobs into the worker queue; and

performing, by the plurality of nodes, each of the second plurality of jobs in the worker
queue on a respective partial data output of the plurality of partial data outputs to determine a
combined result of the processing job.
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